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LFSR based exponentiation where G = («) C sz, k > 2, which needs more attention from researchers from a cryp-
Characteristic sequence tographic protocols point of view. In the above mentioned case, although f is computable,
Digital signature scheme it is not clear how to produce protocols such as Diffie Hellman type key exchange, ElGamal

type message encryption, and Nyberg-Rueppel type digital signature algorithm, in general.
It would be better, of course if we can find a more efficient algorithm than repeated squar-
ing and trace to compute f(m) = Tr(«™) together with these protocols. In the literature
we see some works for a more efficient algorithm to compute f (m) = Tr(a™) and not won-
dering about the protocols. We also see some works dealing with an efficient algorithm to
compute Tr(a™) as well as discussing the cryptographic protocols. In this review paper, we
are going to discuss the state of art on the subject.

© 2013 Elsevier B.V. All rights reserved.

1. Introduction

The public key cryptography plays an important role to ensure confidentiality, integrity, authentication, and non-
repudiation of the transmitted data. With the increase of computing speed the conventional public key cryptography over
finite fields required revival to ensure such properties. The trace based public key cryptography is one of the quests which
ensures higher security (over extension field), efficient transmission (over subfield) and faster computation (through linear
recursive relation). Due to these properties the trace based Public Key Cryptosystems (PKC) have become popular in the last
two decades. Therefore, the trace based PKC over finite fields are used for several modern cryptographic applications such
as key agreement, encryption and digital signatures with or without message recovery.

The trace based PKC are generally based on the concept of Discrete Log Problem (DLP), that is computing x, given y = «*
and (@) = G C IE‘;‘. Such development of PKC was possible because of the trapdoor functionf : Z, — G = (o) C
IFZ, f(m) = o™ is a group homomorphism. The cryptosystems based on the trapdoor f(m) = a™ are well understood and
complete. However, the trapdoor based on trace functionf : Z, — G, f(m) — Tr(a™), where G = («) C sz, k > 2, needs

more attention from researchers from a cryptographic protocols point of view.
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The development of the later trapdoor is based on the concept of the sum of the roots of an irreducible polynomial that
is a minimal polynomial of degree k over subfield or prime field. The computation of the sum of the roots that is trace
function (i.e; Tr(a™)) is accomplished through a faster algorithm based on a linear recursive relation when compared with
conventional square and multiply, and trace algorithms. Consequently, trace based PKC algorithms provide higher security
of extension field and faster computation through linear recursive relation over subfield. Moreover, the transmitted data is
also over subfield requiring less transmission bandwidth and hence efficient data transmission. Keeping these advantages
in mind, we see some works in the literature which are presented by Smith, Lennon and Skinner (LUC-PKC) in 1994 [1,2],
L. Horn and G. Gong, (GH-PKC) in 1998 [3,4], AK. Lenstra and E.R. Verheul (XTR-PKC) in 2000 [5-8] and K. Giuliani, G. Gong
(GG-PKC) in 2003 [3,4] and Koray Karabina (KK-PKC) in 2009 [9].

In the literature there are also so called torus based cryptosystems introduced by K. Rubin and A. Silverberg in 2003 [10].
These systems depend on the parametric representation of the group Ty (Fq) = Gqx = (o) C F;k and Ty (F,) rather than the

efficient algorithm to compute Tr(a™), where Ty (F,) is a torus consisting of the elements in F whose norm in unity down
to every intermediate subfield. Therefore, torus based cryptography is an area which applies a different technique, namely
rational parameterization of group elements, to develop cryptographic protocols. Therefore, it is not included in this note.

The aim of the note is to review the so called trace based cryptography studied in the literature and bring to the
attention of the researchers the challenges faced in these systems. We will not only review these systems but also introduce
cryptographic protocols which are not discussed in the literature.

This note is organized as follows: in Section 2, we will review the necessary mathematical background and protocols for
DLP based PKC. In Section 3, we review the trace based systems including mathematical structure for an efficient algorithm
to compute f(m) = Tr(«™) and cryptographic protocols such as Diffie Hellman key exchange, EIGamal type encryption
scheme and Nyberg-Rueppel type Digital Signature Algorithm. Although most of the facts discussed here are well known,
we have also added some new results such as EIGamal type encryption and Nyberg-Rueppel type signature schemes for
some cases which have not been discussed in the literature. Finally, we conclude the note in Section 4.

2. Discrete log based PKC over finite fields

The general mathematical structure of the PKCs based on finite field and cryptographic protocols such as key exchange,
encryption scheme, and Nyberg-Rueppel digital signature algorithm are basic building blocks for the PKC. Also the PKC
is considered practical if we have cryptographic protocols and efficient algorithms for computations involved in these
protocols. Keeping this in focus, we discuss DLP based PKC over subgroup G of a finite field.

2.1. DLP based PKC over G

Let,
G= () CF,, q=p', ie;prime power
G=(a) =7y ordla)="~
f:7Z¢ — G; withf(m) =a™.
The f is a computable trapdoor, and well known repeated squaring algorithm computes f in polynomial time.
For the DLP on G such that given y € G, find f~'(y), one has in general Pollard’s Rho(O(e¥'°8*)) and Index Calculus
(0(ev?lostloglog £y algorithms which are sub exponential time. By choosing the order G a large prime £ one can avoid these

algorithms so that f becomes a one-way function on ;. With this setup now we give the well known following cryptographic
protocols:

2.2. Diffie Hellman key exchange

1. System public parameters: G = {(«) C IE‘;; ord(a) = L.

2. A’sand B’s public keys are P, = ¢ and Py = o respectively, and private keysare 1 < a < £and 1 < b < £ respectively.
3. Their common key, K = Pag = Pgs = a®:

2.3. ElGamal encryption scheme

1. System public parameters: G = («) C Fy; ord(a) = £.

2. Aselectsarandom 1 < u < £. A’s public key: h = &, and private key = wu.

3. Assumption: message is M € G.

4, Encryption: B encrypts message M as follows and sends to A:
(i) Chooses arandom 1 < r < ¢, then computes c; = &', s = h" and ¢; = Ms.
(i) Sends ciphertext C = {cy, c;} € G? to A.

5. Decryption: A decrypts C € G based upon his private key u as follows;

il =a "Mh" =Ma" e =M.
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2.4. Nyberg-Rueppel digital signature algorithm

. System public parameters: G = («) C IF;'; ord(a) = ¢, and bijection map f : G —> Z,.
. A’s public key P, = «", and private key: u € Z.
. Assumption: messages M are in G.
. Signature: A signs message M € G as follows:
(i) Choosesarandom 1 < v < £.
(ii) Computesr = Mo~ ands = v~ '(1 — f(r)u)(mod £). A’s signature is (r, s) € (G x Z;) and sends (M, r, s) to B.
5. Verification: B verifies by computing (Py) ¥ ®r$ = ¢~ 1='M* = Ma~".

A WN =

On the DLP based PKC, the main point is the trapdoor function:
G=(x) C FZ, ord(a) = ¢,
fi1Z¢ — Fy, f(m)=a™

Note 1. The trapdoor function f is a group homomorphism; f(m + k) = f(m)f (k), and one should be careful to choose
() = G C IFZ to avoid algorithms to attack DLP on G and choose, if possible, the smallest size G such that DLP on G is
computationally equivalent to DLP on F;

3. Trace based public key cryptosystems over finite fields

Let o be an element over Fy with the characteristic polynomial;

gx) =x—a X"+ 4+ (= DFay,

over IFy and let, Tr, Norm : Fge — Ty, given by;

k—1 . k—1 .
Tr(B) =) _p*,  Norm(p)=]]B".
i=0 i=0

Note that,
k—1

g =[x —a®.

i=0

k— . . . . . . .
and a; = oy(r, @4, ..., af 1), o; is the ith elementary symmetric function in k variables. For any integer m, let g,; (x) be the
characteristic polynomial of o™,

k—1 }
gn(®) = [Jx— (@™,
i=0
= X = imx* 4 (DL - (=D fi(m).
Note that; g = g.

This givesusfori=1,2,...,k,

filn— F, fim) = ai@™, @), ..., @M.

3.1. Relation of f;(m) with LFSR

Let, « be an element of finite field F, with characteristic polynomial over Fy:

g0 =X +bxX 1+ by
For a given initial state {sqg, S1, ..., Sk_1} one produces a unique periodic sequence, {s,, = —biSm_1 — b2Sp_2 — - -+ —
bxSm—_k, m > k}, generated by g(x). The general term s, can be expressed uniquely in the form:

sn = craf + oy + - -+, for some ¢; € Fy,

and
k

glx) = ]_[(x — o), o € Fg.

i=1
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Remark 1. It is well known that finding an efficient algorithm to compute fi(m) = o;(¢™, (¢™)9, ..., (a’")qkq) is com-

putationally equivalent to finding an algorithm to compute s,, with given specific initial conditions s, . . ., Sx_1, where for
i—1
i=1,2,.... ko= (@M .

Remark 2. We note that by means of Newton’s formula, having an efficient algorithm to compute f;(m) = Tr(a«™) is
computationally equivalent to finding such an algorithm for f;(m).

From now on our work will be restricted to the function f; (m) = Tr(«™) and for simplicity we denote f; asf.Form =1, 2, ...
and o € Fy, let,

k—1 .
gn() = [ J&x— @M,
i=0

k—1 .
Zn0) =[x = @™).
i=0

Here 8 (x) = x*gn(2), is the reciprocal of gy (x).

Note that; for f : Z, — F;,f(m) = Tr(a™), computing f~'(B) is computationally equivalent to solving DLP on
G=(a) C FZ"' Since f (m) = Tr(«™) is not a group homomorphism, it is not known, in general, how to obtain cryptographic
protocols like the ones in DLP case based on « — «™. Certainly, the PKC based on f(m) = Tr(a™) will give a more
compressed system versus the system based on « — «a™ in F;k. With this development we define the trace based PKC
as follows:

Definition 2. By a trace based cryptosystem we mean a Public Key Cryptosystem based on the one-way function,
f:7Z¢ = G={a) C]F;k,
f@m) = Tr(a™).

We mean a cryptosystem having an adaptability to cryptographic protocols such as, DH type key exchange, ElIGamal type
message encryption scheme, and Nyberg-Rueppel type digital signature algorithm, based on f.

Main challenges for trace based cryptography. Let & be an element of F « having characteristic polynomial g(x) = x* —ax*~ 1+

-+« 4 (= Dkay over IFq, find conditions on o such that:

qk

(i) There is a more efficient polynomial time algorithm than the algorithm that first computes o™ using the square-and-
multiply algorithm, then computes the trace of «™, for a given m € Z.
(ii) Introduce cryptographic protocols similar to protocols discussed above for DLP-based system.
(iii) Compare the security and implementation of these protocols with the existing ones.

Remark 3. The problem (i) arose also in pairing based cryptosystems [11] and there have been some works done there
for some values of k and special conditions on « such as ord(«) = £|®,(q), where &(q) is the kth cyclotomic polynomial
evaluated at q.

By keeping in mind the above challenges, we now discuss the related work done in the literature and in this respect the
following is the list of Public Key Cryptosystems.

(i) LUC-PKC: k = 2, q = prime power, p-arbitrary; [1,2].
(ii) GH-PKC: k = 3, q = prime power, p-arbitrary; [12,13].
(iii) GH-PKC Special Case: k = 3, q = p?, p-arbitrary; [5-7].
(iv) GG PKC: k = 5, q = prime power, p-arbitrary; [3].

(v) GG-PKC Special Case: k = 5, q = p?, p-arbitrary; [4].

3.2. Motivations to use trace based public key cryptography

The main reasons for developing cryptographic protocols on Trace Based construction are as follows:

(i) Security: In GH-PKC, the trace based construction provides security of extension field F, that is DLP lies in Fge with
faster exponentiation and compressed data for transmission.
(ii) Transmission size: Due to the compression of operands the overall data transmission size is also reduced to implement
PKC protocols as given in Table 1.
(iii) The cost of exponentiation is better than the generic square and multiply algorithm and elliptic curve (E(FF,)) based
exponentiation. The details are given in Table 2.
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Table 1
Trace based compression factors for cryptographic protocols.
Extension field Compression factor ~ PKC system
o € Fp,q= p.rez 1/2 LUC-PKC
a"€Fp,q= p?, 1/3 GH-PKC and XTR-PKC
o' €Fps,q=p? 2/5 GG-PKC
oa"€Fp,q=3""rez 1/6 KK-PKC
" €Fu,q=2"""rez 1/4 KK-PKC
Table 2
Exponentiation comparison.

Process Multiplications over FFy Squaring over I,

]qu

a"€Fp,q=p,re’ weight(n) — 1 |logn]|

Sp, o € P 0.75logn 0.17 logn

nP,P € E(Fgp) 7logn 3.6logn

Fq3

o"€Fp,q=p'.r e’ (7r'°2> +10.8r — 10.8) logn ~ 3.8r'°¢*logn

Sp, o € Fps 5.2logn -

nP, P € E(Fq) 4 [logn] + 12(weight(n)) 4 [logn] + 4(weight (n))

]Fqs

o" €Fs,q=p? 45(weight (n) — 1) 30 |logn]

Sn,a" € Fys,q=p? 108.5logn 13logn

3.3. Algorithm to compute mixed term s,4, = Tr(a"a"), given Tr(a), u, Sy = (Sy—k41 - Sv),Sj = Tr(e!) forj € 7, and
v-unknown

Before discussing PKC systems we give a generalized algorithm to compute mixed terms, that is s,;, = Tr(a"a") given
u, Tr(o), Sy = (Sy—k+1s - - -» Sv), v-unknown. This algorithm will be required in a Nyberg-Rueppel type digital signature
system. Note that the algorithm to compute Tr(«") given Tr(«) and u will be discussed in respective PKC and here we
assume such an algorithm already exists. In fact, one can always take repeated squaring and trace for such computations.
Let G = (a) C ]FZ,(, p-arbitrary, ¢ = p", and g(x) be the characteristic polynomial of «:

k=1 )
g0 =[x =) =¥ a4 e k(D g (<D
i=0

Let A be the companion matrix associated with g(x):

0 0 --- 0 (=D&
10 -~ 0 (=D,

A=]0 1 0 (D) a, |, (1)
00 --- 1 a;

Using the algorithm for Tr(«"), we form the state matrix M, associated with u such that:

Su—k+1  Su—k42 " Su-1 Su
Su—k+2  Su—k+3 " Su Su+1
M, = | Su—k+3  Su—kta oot Sum Sut2 | (2)
Su Su+1 o Sutk—2 Sudk—1
Let the vector S;;; = (Sm—k+1, - - - » Sm) be given for any integer m then we have,
Sm+l = SpA,

and therefore for any integer r,

Sm+r - SmAr
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This gives, My, = MpA" therefore, A" = My M, and vector,

Sutv = SulMy 'My) = (Sutvmict1s - - » Suto)- (3)

Algorithm 1 to compute S+, = (Sy+y—k+15 - - - » Su+v) fOr v-unknown
Require: k > 2, S,, u, Tr(w).

Ensure: S, ,.

: Construct A as in Eq. (1),

: Construct M, as in Eq. (2),

: Compute, M, ',

: Compute, A* < M, 'M,,

: Compute, C < S, (A"Y).

: return (C).

DU A WN =

Remark 4. Following is the step by step computational complexities:

(i) The computational cost to construct M, is the cost of algorithm to compute S, + 0(k?) field multiplications.
(ii) M can be constructed from initial states with O(k?) field multiplications.
(iii) The complexity of computing Mo_l and Mo_lMu is also bounded by O(k?). Therefore, s, = Tr(a**?) can be computed
in about O(k?) field multiplications.
(iv) The precomputation phase that is computing S, depends upon the extension field and corresponding sub field of the
PKC. Therefore, it is not included in the generic version of the algorithm.

3.4. LUC-PKC: case k = 2, p-arbitrary, q = p", for any positive integer r
LetG = (o) = Z¢ C ]FZZ, ord(e) = £|(q + 1), then, the polynomial

gx)=x*—ax+1, a=Tr(a), Norm(e) = 1, and
Zn(X) = X —a™x— @) =x% — Vp(@)x+1, meZ.
Note that, g(x) =g(x) and g,(x) = gn(x).
Notation: For any integer r, let V, : F, — F, be a function given by V;(b) = Tr(8"), where g is a root ofxX> —bx+1=0.It

is clear that V, is well defined, namely it is independent than the choice of the root 8 of x> — bx + 1 = 0. Note that for any
integer r

1 .
hGo = [Jx =) =% = Ve(b)x + 1,
i=0
in particular, Vo(b) = 2, V{(b) = b. Furthermore, for any integer m, we have

1 .
o () = [ [ = (B™)®) = % = Vin(Vi(b))x + 1
i=0

over Fq. Which implies that, for any integers r and m we have V;,(V; (b)) = Vi (b).

The LFSR sequence {s,,} with initial conditions {2, a} associated to characteristic polynomial g(x) = x*> — ax + 1, gives
us the general term:

Sm = Vin(a) = Tr(a™).
Properties: Following properties for all integers m and n are proved in [1] and we list them;

(i) V(@) = V_n(@) = sm;

(il) Vin(Va(@)) = Vinn(@) = Sym;
(iii) som = %, — 2;
(iV) Sman = SmSn — Sm—n-

These properties give us the following efficient algorithm to compute s,, = Tr(a™).
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Algorithm 2 to compute s,; = Tr(a™)

Require: o € F2, ord(e) =£|(q+ 1), Tr(e) =a€Fgandm = Z;;g €jzj € Zwithe; =1{0,1}, ¢ =1
Ensure: (Sy, Sm+1)

1: (Sy, Sy+1) < (2, 0)

2: forj < t—1to0do

3:  if¢; = 1then

2
4 Sy <= SySy+1 = S1, Sy1 < S — 2.
5:  else

6 Sy <=5, =2, Syr1 < SySyp1 — St

7:  endif

8: end for

9: return (Sy, Sy41)

Remark 5. For any integer m this algorithm actually computes (sp,,—1, Sp,) from the initial conditions {2, a}.

This algorithm is more efficient than computing «™ and taking Tr(«™). In fact this algorithm does compute Tr(«™) by
using log m multiplications and log m squaring on F,.

3.4.1. LUC-DH type key exchange
1. System public parameters: LetG = (o) C FZZ’ ord(a) = £](q+1),and g(x) = x* —ax+ 1, be the characteristic polynomial
of a.
2. Private keys: Random m, and r satisfying 1 < m, r < £ are the private keys of A and B respectively.
3. Public keys: Both A and B computes their public keys as follows:
(i) A computes her public key P4 = V;,(a) = si, by running Algorithm 2 with inputs a = Tr(«) and her private key m.
(ii) B computes his public key Pz = V,(a) = s,, by running Algorithm 2 with inputs a = Tr(«) and his private key r.
4. Common key: Both A and B agrees on the common key K = P4 = Pgy = Vppr (@) = Sy as follows:
(i) A acquires B’s public key and constructs g,(x) = x> — Pgx + 1 = X% — V,(a)x + 1. Then she computes gy, (X) =
x> — Vu(Ve(a)) + 1, by running Algorithm 2 with inputs Pz = V,(a) and her private key m such that,
K =Pap = Vm(PB) = Vm(vr(a)) = er(a) = Smr-
(ii) B does the similar things to compute,
K = Pgy = Vi (Pa) =V, (Vin(@)) = Vi (@) = Spm.

3.4.2. LUC-ElGamal encryption scheme
1. System public parameters: Let G = («) C ]FZZ ,ord(ar) = £|(q+1),and g(x) = x> —ax+ 1, be the characteristic polynomial
of a.
2. Bruns Algorithm 2 with inputs a and his private key 1 < t < ¢ to compute his public key P; = V;(a) = s;, and publishes
Pg.
3. Assumption: messages M are in G.
4. A sends message M € G as follows:
(i) Chooses arandom 1 < r < £ and runs Algorithm 2 with inputs a and r to compute mask V;(a) = s;.
(ii) Acquires B'’s public key P = s; and computes symmetric key K = V,(Pg) = V;(V;(a)) = V;¢(a) = s;¢, by running
Algorithm 2 with inputs P = V,(a) = s; and session key r.
(iii) A encrypts M by computing c = KM = s,:M and sends ciphertext C = (s;, C).
5. Decryption: B decrypts C as follows:
(i) Based upon mask s; and his private key t B computes symmetric key K = V;(s;) = V;(V;(a)) = Vi (a) = Si.
(ii) Decrypts c to obtain M with symmetric key K (computed in 5(i)), such that M = K~'c = s, 'c.

3.4.3. LUC-Nyberg-Rueppel type digital signature algorithm
A wants to send signed message M € F, to B and B verifies it. To do this, they proceed as follows:

1. System public parameters: Let G = («) C FZZ, ord(e) = £](q+1),and g(x) = x*> —ax+ 1, be the characteristic polynomial
ofw,and H : G — Z, valued hash function.
2. Public keys:
(i) Arandomly selects 0 < e < ¢ and computes public key Py = V,.(a) = s, by running Algorithm 2 with inputs a and
her secret key e.
(ii) Brandomly selects 0 < r < ¢ and computes his public key Pg = V;(a) = s, by running Algorithm 2 with inputs a
and his secret key r.
3. Private keys: The private keys of both A and B are e and r, respectively.

Please cite this article in press as: E. Akyildiz, M. Ashraf, An overview of trace based public key cryptography over finite fields, Journal of Computational
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Table 3
LUC-NR-DSA analysis.

Process Cost

Signature generation 1 exponentiation (0.75 log )M + (0.75 log q)S
Signature verification 1 exponentiation (1.5 log )M + (1.5log q)S
Comm. overhead 1 element over Iy

Public key size 1 element over Fy

Where M stands for multiplication and S stands for squaring.

4, Signature: A signs the message M containing agreed upon redundancy as follows:
(i) Randomly selects ephemeral private key 0 < t < ¢ and computes ephemeral public key V;(a) = s;, by running
Algorithm 2 with inputs a, t and symmetric key V;(s;) = Vi (a, b) = s, by running the same algorithm with inputs
s; and session key t.
(ii) Computes ciphertext C by encrypting the message M using generic symmetric encryption scheme and computes the
hash value of C,i.e., h = H(C) mod ¥.
(iii) Computes n =t — he mod ¢.
(iv) A sends the signature (n, C) to B.
5. Verification: B verifies A’s signature and recovers message as follows:
(i) Computes h = H(C) € Z,,
(ii) By running Algorithm 2 with inputs P, = s, and h, computes Vj,(s,) = V}.(a) = Sp. Note that, as stated in Remark 5,
Algorithm 2 computes both sp. as well as spe_ 1.
(ili) Computes s,1pe by running Algorithm 1 with inputs k = 2, Spe = (She—1, She), N.
(iv) Computes symmetric key by using s,.r. and his private key r and decrypts C to M using generic symmetric
encryption scheme. B accepts if M contains agreed upon redundancy.

The analysis of LUC-NR-DSA is given in Table 3.

3.5. GH-PKC: case k = 3, p-arbitrary, q = p*,u > 1

Let, G = (@) = Z; C IF;, a € Fgs, ord(ar) = 2)(q* + q + 1). Then, one can check that characteristic polynomial g (x) of
« and its reciprocal g(x) have the following properties;

2 .
gx) = H(X—thl) =x>—ax*+bx—1, and
i=0
2 i
W =[]x—a ) =x b +ax—1,
i=0

namely a = Tr(«), b = Tr(a™ ). In fact, for all integers m, let g,,(x), &n(x) be the following polynomials;
2

gn(x) = H(X — (@) =2 —spx® +5_px—1, and
i=0

2 )
En(x) = H(X — (@ ™) =X — 5_px® F Spx — 1,
i=0
where s, = Tr(¢™) and s_,;, = Tr(a™™).
Notation: For any integer r let V; : Ff] — T4 be a function given by V;(c, d) = Tr(B"), where g is a root of x> —ox® +
dx — 1 = 0.1t s clear that V; is well defined, namely it does not depend on the choice of a root 8 of h(x) = 0.
In particular, Vy(c, d) = 3, Vi(c, d) = c and V»(c, d) = ¢ — 2d. It is clear that:

2 )
b0 = [T = (B)) =% = Vile, D% + V(e dx — 1,
i=0
and for any m € Z we also have, V,,(V,(c, d), V_,(c, d)) = Ve (c, d) = Tr(8™).
The LFSR sequence {s;} with initial conditions {3, a, a*> — 2b} associated to g(x) = x> — ax? 4+ bx — 1, gives us the general
term s, = V,(a, b) = Tr(«"), for any integer n.
Properties: For all integers m and n the following properties are proved in [12] and we list them here;
(i) Vin(Va(a, b), V_y(a, b)) = Vimn(a, b) = sy,
(11) Som = qu —25_m,
(iii) Sman = SmSn — Sm—nS—n + Sm—2n-

Please cite this article in press as: E. Akyildiz, M. Ashraf, An overview of trace based public key cryptography over finite fields, Journal of Computational
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Based upon above properties the GH-PKC algorithm to Compute s, = Tr(a™) givenm € Z, a, b € Fg and Tr(e) is as follows:

Algorithm 3 GH Algorithm to Compute s, = Tr(a™)

Require: An integer m = ZLO €27¢; € {—1,0,1} with Ty = € # 0 and T = ¢+2T4,1 <j<tgk =
x> —ax® +bx — 1€ Fylx] : g(a) = 0.
Ensure: (Sy;—1, Sm, Sm+1),
1: (s1-1, 573, 51141) < (3, 4, a’ —2b),
2: forj=0totdo

3:  if¢; = Othen
4 ST—1 = ST,_1STj_1-1 — bS,TJ;1 + S—(T_1+1)5
— 2 .
5 st = sT}_i1 Zs_TH,
6: STJ.+1 = STj—lsTj—H’] — aS,Tj_] + S,(U_I,]).
7: elseif¢; = 1then
2 .
8 STj*l = S—l~j71 — 2577}71 N
9 ST}. = SU7157}71+1 — (15_7'1.71 + S—(ijl—U;
. — 2
10: STj+] = STj,1+1 — 257('1'1_171)-
11:  else
. — 2 _ .
12: STj—1 = Sp_, 1 — 25-(1_1-1);
13: ST]. = ST]'*;ST}'*1+1 — (15_'[1;1 + S—“}—l_w;
14: STj+1 = STj,1+1 — 257(1}_1+1).
15:  endif
16: end for

17: return (57}_1, ST STj+])-

Remark 6. The GH Algorithm 4 requires 4 [log m| multiplications and 4 [log m| squaring on F, for computing both s, =
Tr(e™) and s_,; = Tr(a~™). Moreover, for any integer m, this algorithm actually computes (s,_2, Sm—1, Sm) from the initial
conditions {3, a, a*> — 2b}.

Note that Algorithm 5 due to Stam and Lenstra can compute s, given s; and any integer m in 5.2 log m multiplications
over F,.

3.5.1. GH-DH type key exchange
1. System public parameters. Let, G = («) C ]F;g, ord(a) = £|(q* +q+1),and g(x) = x> — ax? + bx — 1, be the characteristic
polynomial of «.
2. Achoosesarandom 1 < e < ¢ and computes her public key P4 = (Ve(a, b), V_c(a, b)) = (S¢, S_¢), by running Algorithm
3 with inputs e and a, b.
3. Similarly, B chooses a random 1 < t <, and computes his public key Pg = (V;(a, b), V_;(a, b)) = (s¢, S_;), by running
Algorithm 3 with inputs t and a, b.
4. Both A and B computes common key as follows:
(i) A acquires B's public key Pz and constructs g; (x) = x> — s;x> +s_;x — 1. Then she computes K by running Algorithm
3 with inputs Pg = (s¢, s_¢) and her private key e such that,
K = Pap = (Ve(Pp), V_e(Pp)) = (Ve(st, S—t), V_e(St, S—t))
= (seta S—et)~
(ii) B does the similar things using his private key t to compute common key:
K = Ppa = (Ve(Pa), V_t(Pa)) = (Vi (Se, S—e), V-t (Se, S—e))
= (Ste, S—te)-

3.5.2. GH-PKC ElGamal type encryption scheme
The GH-ElGamal type encryption scheme was introduced by M. Ashraf and B.B. Kirlar in, 2013 [14] and it is as follows:

1. System public parameters. Let, G = {a) C F’s, ord(a) = £|(g> +q+1),and g(x) = x> — ax? + bx — 1, be the characteristic
polynomial of «.

2. A chooses arandom 1 < e < £ and computes her public key Py = V,(a, b), V_¢(a, b) = (Se, S_e) by running Algorithm
3 with inputs a, b and her private key e. Similarly, B computes his public key P = (V;(a, b), V_,(a, b)) = (s¢, S_¢), by
running Algorithm 3 with inputs a, b and his privatekey 1 < t < £.

3. Privatekey: 1 < e < £and 1 < r < £ are private keys of A and B, respectively.

Please cite this article in press as: E. Akyildiz, M. Ashraf, An overview of trace based public key cryptography over finite fields, Journal of Computational
and Applied Mathematics (2013), http://dx.doi.org/10.1016/j.cam.2013.10.022
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Table 4
Comparison of proposed encryption scheme with the similar ones.
ElGamal GH-RSA-type XTR-ElGamal Proposed

Encryption (2 +2(9r'°%3 + 13r — 13) logn)M + 4r'° lognS  10M 10.4logn M (10.4logn) M
Decryption (2 +2(9r'°%83 4 13r — 13) logn)M + 4r'°% lognS  12logN M’ 5.2logn M (5.2logn) M
Throughput my my, my my my
Comm. overhead in bits |ql withq = p" 2|N| |q| with q = p? 2|q|
Decryption overhead 11 9 decryption keys ~ Symmetric decipher 11

Where N is product of two distinct primes used in GH RSA encryption scheme [13] and [ is field inversion.

4. Encryption: A encrypts a message M € F as follows:
(i) Arandomly selects an ephemeral private key t € Z satisfying 0 < t < £ such that gcd(t, £) = 1 and computes her
ephemeral public key (s¢,s_¢) € Fg
(ii) A computes (S, S—¢r) = (S¢(Sr, S—r), S_¢(Sr,S_1)) € ]Ffl using the static public key Pg = (s, s_;) of B.
(iii) A computes K = (s + S_¢) and ¢ = MK and, sends the ciphertext C = (s, S_¢, ¢) to B.
5. Decryption: B decrypts C as follows:

B runs Algorithm 3 with inputs, mask (s, s—;) and his private key r to compute session key (V (¢, S—¢), V_;(S¢, 5—¢)) =
(Str» S—_ir), and computes K = (s +s_y) and M = cK 1.

Remark 7 (Security Analysis). The security of key exchange in the proposed encryption scheme depends on the difficulty
of solving 3-LFSR-DLP, 3-LFSR-DHP and 3-LFSR-DDHP whereas semantic security depends upon splitting z € F, into two

elements (X, Y) € ]Fé such thatz = X 4+ Y, where s;, — X and s_,, — Y. Moreover, tr € Z, and Z, is chosen large enough
so that the brute force attack becomes infeasible. The details are given in Remark 17.

Let my € Fy, m; € Fy be two messages. The comparison of related encryption schemes is given in Table 4.

3.5.3. GH-Nyberg-Rueppel type digital signature algorithm based on GH-ElGamal encryption scheme

Based upon GH-ElGamal encryption scheme by M. Ashraf and B.B. Kirlar given at Section 3.5.2 they also introduced GH-
NR-DSA in [14]. Let A send signed message M € F; to B and B verifies it. They proceed as follows:

1. System Public parameters. Let G = («) C IF;3, ord(e) = £|(q*> + q+ 1), g(x) = x> — ax?> + bx — 1, be the characteristic
polynomial of o, and H : G — Z, valued hash function.
2. Public keys:
(i) Aselectsrandom 0 < e < £ and computes public key P = (V.(a, b), V_.(a, b)) = (Se, S_¢) by running Algorithm 3
with inputs a, b and her private key e.
(ii) Similarly, B selects random 0 < r < £ and computes his public key P = (V;(a, b), V_,(a, b)) = (s;, s_,) by running
Algorithm 3 with inputs a, b and his private key r.
3. Private keys: The private keys of both A and B are e and r, respectively.
4, Signature: A signs the message M containing agreed upon redundancy as follows:
(i) A randomly selects ephemeral private key 0 < t < ¢ and computes ephemeral public key (s¢,s_;) = (V¢(a, b),
V_¢(a, b)), and symmetric key (V;(s;, s_;), V_¢(S;, S_;)) = (S¢r, S_¢) by running Algorithm 3 with inputs a, b, t and
Sy St
(ii) Computes the hash value of M, i.e., h = H(M) mod ¢ and computes K = s + S_g.
(ili) Computes the ciphertext C = MK by encrypting the message M using GH-ElGamal encryption scheme [14].
(iv) Computes n =t — he mod £.
(v) A sends the signature (n, s;, s_¢, C) toB.
5. Verification: B recovers message M and verifies A’s signature as follows:
(i) Decrypts C toM : M = CK~'.If M contains agreed upon redundancy then computes h = H(M) mod ¢,

(ii) B computes (Spe, S—_pe) from h and A’s static public key (s., s_.) by running Algorithm 3. Note that as stated in
Remark 6 the Algorithm 3 computes Spe = (Spe—2, She—15 She)-

(iii) Computes (Spihe) and (S_(n+re)) by running Algorithm 1 with input k = 3, and vector S, n.
(iv) Checks whether (Spthe, S—m-+he)) is equal to (s, s_¢). If yes, B accepts.

Letm; € F¥, m; € IF:; be two messages and P be the point on given elliptic curve. The comparison of related digital signatures
is given in Table 5.

Please cite this article in press as: E. Akyildiz, M. Ashraf, An overview of trace based public key cryptography over finite fields, Journal of Computational
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Table 5
Comparison of GH-NR-DSA with the similar DSAs.
GH-DSA XTR-NR-DSA EC-DSA GH-NR-DSA

Double exponentiation (Sc(h—dly» S—c(h—di)) (Ss+hk) (U1 + ud)P (Sn-teh» S—(nteh))
Cost 16log¢ M+ 16log ¢ S 6log¢{ M 7log¢ M+ 3.71logt S 12log¢{ M
Throughput mq, My my my my
Message recovery No Yes No Yes
Comm. overhead in bits 2|q| + |H| lq] + [H] Ipl + [H| lq] + [H]

3.6. GH-PKC: special Case k = 3, p-arbitrary, ¢ = p?

We keep the same notations above and now assume that ord(e) = £|(p*> — p + 1). Note that (¢> + q + 1) =
®* —p+ D(@* +p+ 1).In the case ¢ = p?, the important point is that Tr(e~™) = Tr(a™)? for any integer m which
was shown in [5]. Therefore for any integer m we get,

2 :
gn® =[x — @M =2 —spx® +hx — 1,
i=0
where s, = Tr(a™).

The LFSR sequence {s,;} associated to g(x) = x> — ax?> 4 bx — 1, with initial conditions {3, a, a> — 2b} gives us the general
term:

Sm = Viu(a, b) = Tr(¢™), and
S_m = V_m(a, b) = Vn(a, b)p = Tr((xm)p = Sﬁq'

Properties: For all integers m and n the following properties are consequences in [5] and they are the special case of
GH-PKGC;

(1) V_m(a, b) = Vin(a, b)P.

(ii) Via(Va(a, b), Vyu(a, b)?) = Viun(a, b) = spp.
(iii) som = s% — 2shy
(IV) Sm4n = SmSn — Sm—nSg + Sm—2n-

Note that the advantage of special conditions on « and q is that g(x) can be realized only by one element that is Tr(«).
However, the same Algorithm 3, given in GH-PKC, can be used to compute Tr(a™), given Tr(«) and m, for the special case as
well. Now we discuss the cryptographic protocols for the special case.

3.6.1. GH-DH type key exchange: special case
1. System public parameters. Let, G = (a) C F3, p-arbitrary, q = p?,ord(a) = £|(p?> —p+1),and g(x) = x> —ax?> +bx — 1,
be the characteristic polynomial of .
. Both A and B chooserandom 1 < e < £and 1 < r < £ respectively as their private keys.
. A computes her public key P4 = V,(a, b) = s, by applying Algorithm 3 with inputs e and a, b.
. Similarly, B computes his public key P = V;(a, b) = s;, by applying Algorithm 3 with inputs r and a, b.
. Both A and B compute their common key as follows:
(i) A acquires B’s public key Py and constructs g, (x) = x> — s,x*> + six — 1. Then she computes common key by running
Algorithm 3 with inputs P; = (s, s7) and her private key e such that,
K = Pypp = Ve(sh S?) = Ver(av b) = Ser-
(ii) B does the similar things using his private key r to compute common key:
K = Pgy =V, (s, 55) = Vre(a, b) = Spe.

U Wi

3.6.2. GH-ElGamal type encryption: special case
1. System public parameters. Let, G = {(a) C ]F;‘3, p-arbitrary, g = p?, ord(e) = £|(p? —p+1),and g(x) = x> —ax* +bx— 1,
be the characteristic polynomial of .
2. B’s static public key Py = V;(a, b) = s;, static private key: random 1 < r < ¢.
. Assumption: message M € G.
4. Encryption: A encrypts message M € F? and sends to B as follows:
(i) Chooses a random private ephemeral key 1 < t < ¢, computes ephemeral public key V;(a, b) = s;, and session key
K = Vi(s;, s%) = Vir(a, b) = s, by running Algorithm 3 with inputs a, b, t and s;, s?.
(ii) Encrypts message M by computing c = MK = Ms,.
(iii) A sends ciphertext C = (s;, ¢) to B.
5. Decryption: B decrypts C by computing session key K with the public ephemeral key s; and his private key r : K =
V,(s¢, ') = Vie(a, b) = sy, and, decrypts ¢ to obtain M : M = cK~' = cs;, .

w
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3.6.3. GH-Nyberg-Rueppel type signature: special case

In the special case ¢ = p?, the GH-NR type signature given above in Section 3.5.3 namely, (1, s, s_,, C) will be changed
to (n, s, C) as we do not need to include s_, in the signature because s_, = s. So, we get a shorter signature by applying a
special condition for ¢ = p? above.

3.6.4. Lenstra and Verheul-Nyberg-Rueppel type signature algorithm

We would like to recall a work done by Lenstra and Verheul “The XTR Public Key system” in 2000. In their paper the
public key cryptosystem for the parameters k = 3,q = p? is discussed. Note that the basic strength of XTR, that is the
GH-PKC special case, is the underlying arithmetic operations. Moreover the main contribution of the XTR public key system
to the literature as we see, is the Nyberg- Rueppel type signature scheme which was not discussed before in the literature.
In the light of our note we now want to state their algorithm below.

Algorithm 4 to compute Tr(a"a™") for the given: Tr(a) = S, (Sm—1, Sm, Sm+1), 1, h € Zy, m € Z is unknown.
Require: n, h, S;; = (Sm—1, Sm» Sm+1), IT(®) = 5.
Ensure: s, .

1: Compute e = n/h (mod ¢),

2: Use Algorithm 3 to compute (Se—1, Se, Se+1),

3: Based on s and (Se—_1, Se, Set+1) compute;

252 — 6sP 252P 4 35 — P2 P+l _g Se—1
A=D1 22P 435 p+2 (2 _oPPFl_g  (252P 4 35— PF2)P ( se )
P+l _g (252P 4 35 — PT2)p (252 — BsP)P Se+1
where, D = 5?2 4 18sPt1 — 4(s* 4 §3) — 27,
4: Compute (S;m—1, Sms Sm+1)A = Se+m»

0 C < Vi(Sem, 55+m) = Sh(e+m) = Sn+mh-
6: return (C).

w

Remark 8. The Tr(a"a™) can be computed in 8 log, (n/h(mod £)) + 8 log, (h) + 34 multiplications in Fp.

3.7. Simultaneous double exponentiation for cubic extensions

The double exponentiation algorithm for cubic extensions and 4th extension were introduced by Stam and Lenstra [8]
and Koray Karabina[9]. LetG = (&) C F3,q = p?, ord(a) = £|(p>—p+1)ands, = Tr(a%) foru € Z.Let0 < a,b,n,m < £
be integers then computing Spn+am, 8iven Sp, Sm, Sp.m = [Sn—m, Sn—2m] and positive integers a, b. Letu = n,v = m,d = b
and e = g, then we can write ud+ve = bn+am.The sum d+e is decreased until d = e in such a way that ud+ve = constant
and d = e. At the point ud + vd = d(u + v) = constant, single exponentiation is applied to compute s4,v). The update
rules and related algorithm are given in Table 6.

Algorithm 5 Double Exponentiation for NR-GH-DSA
Require: (a > 0,b > 0) € £, s;, Sk, Sk—1, and Sg_y;.
Ensure: spiiq
cfh<1,d<be<«aqu<kv<I
while d and e are both even do

d<«d/2,e < e/2,f, < 2f,
: end while
: while d # edo
Execute the applicable rule in Table 6
: end while
: compute Sq(,+,) using Algorithm [13, Algorithm 1] with inputs d and s,
: return (Sp, du+v)))

O 00 N O U A WN =

Remark 9. The Algorithm 5 can compute sy in 6 log(max(a, b)) multiplications in F, givens;, 0 < a, b < £, s, sk, and
Sk—o- Note that Algorithm 5 can be used for single exponentiation for given s; and u € £. In this case, single exponentiation
takes 5.2 log u multiplications in F,.
Now we describe Lenstra and Verheul's Nyberg-Rueppel Type Digital Signature Scheme.
1. System public parameters. Let, G = (a) C F};, p-arbitrary, q = p?, ord(a) = £|(p*> —p+1),and g(x) = x> —ax> +bx — 1,
be the characteristic polynomial of &, and H : G — Z; valued hash function.
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Table 6
The rules for double exponentiation.
Rule Condition d e u v Sy Sy Su—v Su—2v
Ifd>e
Ry d < 4e e d—e u+v u Su+tv Su Sy S(w—u)
R d = 0(mod 2) d/2 e 2u v Sau Sy S2u—v S2(u-v)
R3 e odd (d—e)/2 [4 2u u+v Sou Su+tv Su—v S_2y
Ry e = 0(mod 2) d e/2 2v u Soy Su Sov—u S2(v—u)
Else
Sub e>d e d v u Sy Su Sy—u Sov—u
2. A’s public key Py = Vy,(a,b) = (Sm) = (Sm—1,Sm> Sm+1), private key: random 1 < m <€ Z, and B’s public key

Pg = Ve(a, b) = (S¢) := (Se—1, Ses Se+1), Private key: random 1 < e <€ Z,.
3. Assumption: message M € G.
4. Signature: A signs the message M as follows:
(i) Chooses arandom 1 < r < £ and computes s;.
(ii) Based on mask s, determine session key K = Vi, (s, s¥) = Vir (@, b) = Spor.
(iii) Encrypts message M — C using K and agreed upon symmetric encryption scheme.
(iv) Computes h = H(C) mod ¢
(v) Computes n = (r — mh)(mod ¢).
(vi) A’s resulting signature on M is (n, C).
5. Verification: B verifies A’s signature as follows:
(i) B checks whether 0 < n < ¢; if not failure.
ii) Computes h = H(C) mod ¢,
(iii) Running Algorithm 4 above with inputs h, n, (Sm—1, Sm, Sm+1), S, COMpUteS Sy my = Tr(a"a™).
(iv) Computes symmetric key K based upon S,4mp and decrypts C to M using this K and agreed upon symmetric scheme.
If M contains required redundancy, B accepts.

Remark 10. The GH-NR digital signature algorithm we have given above in the GH-PKC case is due to M. Ashraf and
B.B. Kirlar [ 14]. When we compare their algorithm with Lenstra and Verheul’s algorithm we note the following:

(i) In one the digital signature is (n, C) and in the other the signature is (n, s¢, s_¢, C).
ii) The static public key in one is s,_1, S¢, Se+-1 whereas in the other it is shorter i.e; (Se, S—¢).

(i)
(iii) In one the ElGamal type encryption is used whereas in other agreed upon symmetric encryption is used.
(iv) With the introduction of simultaneous double exponentiation for the GH-PKC case [ 14], the resulting cost of computing

mixed term s;; is similar for both XTR and GH digital signatures.

3.8. GG public key cryptosystem

We will introduce two cases given by K. Giuliani and G. Gong in 2003 [3,4] and fill the gap in this PKC by introducing an
GG-ElGamal type encryption scheme and Nyberg-Rueppel type digital signatures.

Case 1: k = 5, p-arbitrary,q = p*, u>1¢€ Z.

Case 2: k = 5, p-arbitrary, g = p?.

3.8.1. GG PKC: case k = 5, p-arbitrary, g = p"
Let, G = (o) = Z¢ C Fls, ord(e) = 21(qg* + ¢ + ¢* + g+ 1), note that &5(q) = (q¢* + ¢° + q*> + g + 1) is the 5th
cyclotomic polynomial evaluated at g, then let g(x) be the characteristic polynomial of «:

g =[fox—a®) =x° —ax* + bx® — o® + dx — 1.

4
i=0
One can check that,
a=Tr(e), d=Tr@™"), b= Z o= Z a9
O<i<j<4 O<i<j<4
For all integers m, let g,(x) be the characteristic polynomial of o™:

4 .
gn(®) =[x = @M7) =% — amx* + bpx® — cuX* + dypx — 1.
i=0
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One can check that,

an =Tr(@@™), dn=a_pn=Tr(a™™),
" L
by = E amq”“f, Cn=b_m= E o ma'=md
0<i<j<4 O<i<j<4

So let, Vi,(a, b,c,d) = a, = Sm, and ?m(a, b,c,d) = by = 8. In particular, s, = 5,8; = a,s; = a*> — 2b,s3 =
a® — 3ab + 3c, s4 = s3 — 2b* — 4d + 4c. Then we have,

Zn(%) =% — spxt + 85 — S +s_px — 1.
Now if we replace « above by 8 = «' for any integer r, then we have the characteristic polynomial for 8™ in the form,
4 i 4 i
hn(x) = [ [x= B =[x = @™7) = gm ().
i=0 i=0
Therefore,

Vin(sr, gra §—ra S—r) = er(a7 b, c, d) = Smr,
Vin(sy, gr, g—ra S—r) = er(a7 b, c, d) = §mr~

Properties: For all integers m, n following are the properties:

(i) Son =2 — 28p,and Spy = $2 + 25, — 25,5
(ii) S3p = 53 — 3spSp + 35_p.
(iii) S3n = $3 — 3538, — 35pSnS_n + 3528p + 3520 — 3.
(iv) Sptm = SuSm — Sn—mSm + Sn—2mS—m — Sn—3mS—m + Sn—4m.
(V) §n§m - 5—m§n—m + 3§n+rn = SnSmSn+mSn—2mSn—m + S2n—3m — Sp+2mSn — S2n+mSm + Sﬁ+m-
(Vi) Sntom = sn+m§m - Sn-em + Snfmgfm — Sp—2mS—m + Sn—3m.

Using above properties the algorithm introduced by K. Giuliani and G. Gong in [3,4] to compute nth terms of sequences
{su, Su} is as follows:

Algorithm 6 to compute s, = Tr(e") and $; = > o;_j4 Qna+nd using triple-add-subtract

Require: n € Z, :n = Zjl':o nj37 € Z*,n]- € {—1,0,1} with n; # 0, and initial conditions (s_1, 5, S1, S2, S3),
(§7]757§17§27§3)'

Ensure: (Sn—Zv Sn—15 Sns Sn+1, 5n+2)7 (Sn—2a Sn—15 Sns Sn+1, 5n+2)

1. u(_],S&(57],5,51,52,53),5(_(57],5,5‘1,52,53)
2: fori < Otoldo

3: ifn; = —1then

4: S < (S3u=3, S3u—2, S3u—1, S3u» S3u+1)»
5: S < (S3u—3, 53u—2, S3u—1, S3u» S3u+1)-
6: elseifn; = 0then

7: S <= (S3u—2, S3u—1> S3u> S3u+1» S3u+2)s
8: S <= (S3u—2, S3u—1, S3u, S3u+1, S3ut2)-
9: else

10: S <= (S3u—1, S3u> S3u+1> S3u+25 S3u+3)s
11: S <= (S3u—1, S3u» S3u+1> S3u+2> S3u+3)-
12:  endif

13: u=3u-+n;

14: end for

15: return ((sn—27 Sn—1, Sn» Sn+1, 5n+2)7 (§n—2, §Tl—17 §n, §n-H s §n+2)) = (Sn’ Sn)

The average cost of computations is approximately 108.5logn multiplications, 13logn scalar multiplications and
280.1log n additions.

For the case k = 5, p-arbitrary, ¢ = pY, it is not difficult to give the cryptographic protocols to have a trace based
cryptosystem. However, it is not interesting from the implementation point of view and therefore we leave this and discuss
the next special case together with cryptographic protocols.
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3.8.2. GG PKC: special case, k = 5, p-arbitrary, q = p>
K. Giuliani and G. Gong introduced special case for their cryptosystem in 2004 [4]. Let G = () C FZ5’ p-arbitrary,

q = p?, ord(e) = £|(p* — p> +p* —p+ D|(q* + ¢* + ¢* + q+ 1). We keep the notations above and note that in this special
case for any integer m we have,

Tr(e™™) = Tr(@™)? =52,

Z a M =md _ Tp(q M+ oM HD) — Tp(gmeHD | omEP+Dyp
0<i<j<4
= §.
Thus, for any integer m the characteristic polynomial g,;(x) of o™

4 .
Zn(x) = H(x — ") = X% — sx* + 5x® — X% P x — 1.
i=0
Properties: For all integers m and n the following properties are proved by K. Giuliani and G. Gong in [3,4] and we list them
here. Let o € F_s, having order £|(p* — p* + p?> — p+ 1), and characteristic polynomial g(x) = x> — ax* + bx> — cx?> +dx — 1,
q
then,
(i) sm = Tr(a™), S_pm = sk, and,
Sm = Tr(a’"(“]) + oMy 5 =
(ii) Y (Sn, $n, sn, sn) = Smn, and
Vin(Sn. $n. 35, 55) = 3.
(iii) sn = $2 — 28, and
§2n = § + 25_, — 25,5h.
(iv) s3p — 35,5, + 355,
(v) S3n — 3838, — 35,8uSh + 3s2s, + 385, — 3sp
l) Sntm = SnSm — Sn—mSm + 5n72mslr]n - 5n73m551 ~+ Sn—am-
(vii) $,5m S
(viii) s

Q 2
— S—mSn—m + 351’l+m - 5n5m5n+m5n 2msn m + S2n—3m — Sn+2mSn — S2n4+mSm + Sn+m'
n+2m — 5n+m5m - Snsm + Sn— msm — Sn— stm + Sn—3m-

Remark 11. Algorithm 6 also computes the nth term just by replacings_; = sﬁ' ands_; = §‘1’ and accordingly in subsequent
computations. Actually the GG algorithm computes for a given m and (sq, $1); the terms (S;—4, Sm—3, Sm—2, Sm—1, Sm) and
(Sm—4s Sm=3, Sm—2, Sm—1, Sm)-

With this setup, now we discuss the cryptographic protocols and add the ElGamal type encryption scheme and
Nyberg-Rueppel type digital signature scheme to GG-PKC.

3.8.3. GG-DH type key exchange: special case
1. System public parameters: Let, G = («) C F’s, p-arbitrary, q = p?,ord(e) = £|(p* —p> +p*> —p+1),and g(x) = x° —
ax* 4+ bx> — cx* + dx — 1, be the characteristic polynomial of c.

2. A computes her public key P4 = (s., S.), by running Algorithm 6 with inputs a, b, ¢, d and her private key, a random
l<e<d.
3. Similarly, B computes his public key Pz = (s;, S;), by running Algorithm 6 with inputs a, b, ¢, d and his private key, a
random1 <r < £.
4. Both A and B compute common key K = Pag = Py = (S, Sre) as follows:
(i) A acquires B’s public key P and constructs
& (X)) =X —sx* + 5 —Fx* +sPx — 1.
Then she computes common key by running Algorithm 6 with inputs Py = (s;, 3, 5%, s7) and her private key e such
that,
K = Ppp = (Ve(sr, §r7 Slr]a S?) VE(ST7 §r» 5?7 5?)) = (Ser, §er)-
(ii) B does the similar things using his private key r to compute the common key:

K = Pga = (Vi (Se, Se, 557 55)7 Vi (Se, Ses §€» 55)) = (Sre, Sre)-

3.8.4. GG-ElGamal type encryption scheme: special case

For the sake of completeness of GG-PKC, the ElGamal type encryption scheme is being introduced for the first time. A
wants to send a message M € ]FZ to B, both proceed as follows:

1. System public parameters: Let, G = (a) C Fy;. p-arbitrary, ¢ = p?,ord(@) = £|(p* — p> +p> —p+ 1), and
g(x) = x> — ax* + bx®> — cx? 4 dx — 1, be the characteristic polynomial of «.
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Table 7

GG-ElGamal type encryption scheme analysis.
Process Cost
Encryption ~120logp M
Decryption ~120logp M
Comm. overhead 2 elements over F,
Public key size 2 elements over Fy

2. Public keys: Following are the public keys of A and B:
(i) A selects random 0 < e < £, and computes her public key P4 = (s, S.) by running Algorithm 6 with inputs a, b, ¢, d
and e.
(ii) Similarly, B selects random 0 < r < £, and computes public key Pz = (s;, S;) by running Algorithm 6 with inputs
a,b,c,dandr.
3. Private keys: e and r are the private keys of A and B respectively.
4, Encryption: A encrypts message M and sends to B as follows:
(i) A randomly selects ephemeral private key 0 < t < ¢ and computes ephemeral public key (V;(a, b, c, d), V[(a, b,
c,d)) = (s¢, S¢) by running Algorithm 6 with inputs a, b, ¢, d and t.
(ii) A acquires B's public key P; = (s;, S,) and computes common key (s, 5¢) = (Vi (sr, 5, § 5Py, V[ (r, 85, 2, sP)) by
running Algorithm 6 with inputs (s, S, 57, s7) and t. Also computes K = s;; + S
(iii) A computes, ¢ = MK, then she sends the ciphertext C = ((s;, S;), ) to B.
5. Decryption: B recovers the message M as follows:
(i) Usmg ephemeral publlc key (s, S¢) and his private key r, computes common key (s, S;r) = V,(s¢, S¢, st , st) V (St S,
8P sP)and K = s;; + 8 as above.
(ii) Computes, M = cK 1.

Remark 12. The semantic security of GG-ElGamal type encryption is computationally equivalent to splitting z € F, into
two numbers (X, Y) € Fg such thatz = X + Y where s;, — X and s_, — Y. Moreover, tr € Z, and Z, is chosen large

enough so that the brute force attack becomes infeasible. The number of such (X, Y) are equal to % as given in Remark 17.

The analysis of GG-ElGamal type encryption is given in Table 7.

3.8.5. GG-NR type digital signature algorithm based on GG-ElGamal encryption: special case

After introduction of GG-ElGamal type encryption scheme now we introduce Nyberg-Rueppel type digital signature
scheme based on GG-ElGamal type encryption scheme. A wants to send signed message M € Fj containing agreed upon
redundancy to B and B verifies it. To do this, A and B proceed as follows:

1. System public parameters: Let, G = (o) C Fy;. p-arbitrary, ¢ = p?ord(e) = £|(p* — p> +p> —p + 1), and

g(x) = x> — ax* + bx® — cx® + dx — 1, be the characteristic polynomial of @ and H : G — Z, valued hash function.
2. Public keys:
(i) A chooses random 0 < e < £, and computes public key Py = (s, S.) by running Algorithm 6 with inputs a, b, c, d,
and e.
(ii) B chooses random 0 < r < £, and computes public key Pg = (s;, $;) by running Algorithm 6 with inputs a, b, c, d,
andr.
3. Private keys: The private keys of A and B are e and r, respectively.
4, Signature: A signs the message M as follows:
(i) A chooses random ephemeral private key 0 <t </ and computes ephemeral public key (V¢ (a, b, c, d) Vt(a b,
c, d)) = (s¢, §;), and common key (V,(s;, §;, 8¢, s?), Vt(sr, 5,82, s%)) = (s, §ir). Also computes K = si + Sy
(ii) Computes hash value of M : h = H(M) mod ¢. _
(iii) A obtains ciphertext C by encrypting message M : ¢ = MK.
(iv) A computesn =t — he mod £.
(v) A sends the signature (n, (s, S), ¢) to B.
5. Verification: B recovers message M and verifies A’s signature as follows:
(i) Checks 0 < n < ¢, if not failure. ~ _
(ii) Computes common key (V;(s;, ¢, 8¢, s7), V. (St+ 8¢, 80, 8P)) = (Sit» 1), K = 57+ 8, and decryptsctoM : M = cK™ 1.
If M does not contain agreed upon redundancy then failure.
(i) Computes h = H(M) mod £, and (She, Sne) = (Vi(Se, Ses 2, S, Vi (Se, S, S5, s2)) from h and A’s public key (se, Se).
Note that Algorithm 6 computes vector Spe = (She—4, - - - » She)-
(iv) Computes (Spine, Snihe) by running Algorithm 1 with inputs k = 5, Spe, n
(v) B checks whether (Syyhe, Sntne) is equal to (s¢, ), if yes accepts.

The analysis of GG-NR-DSA is given in Table 8.
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Table 8
GG-NR-DSA analysis.

Process Cost

Signature generation ~120logp M
Signature verification =~ ~240logp M
Comm. overhead 3 elements over F,
Public key size 2 elements over Fy

3.9. Koray Karabina PKC: casek = 4,p =2,q =p*T, u> 1

K. Karabina introduced an efficient algorithm to compute Tr(«™) in [9] for the characteristic 2-case when g is an odd
power of 2. However, he has not discussed some of the cryptographic protocols attached to his algorithm o — Tr(a™). We
now discuss his algorithm and related protocols for the sake of completeness.

Let G = (o) C ]P‘Z‘4,t =2, p=2,q=p* " u>1,ord(a) = £|(q—t + 1)|(g> + 1). Note that, &,(q) = ¢* + 1 =
(q+t+ 1)(g —t + 1), is the 4th cyclotomic polynomial evaluated at q. Let g(x) be the characteristic polynomial of «:

3 .
gx) = ]_[(x—oﬂx) =x*—ax® +bx* —cx+ 1.
=0

One can check thata = Tr(e), b = Tr(a9™!) = Tr()!, and ¢ = Tr(«). So g(x) is completely determined by only one variable
that is Tr(«). For any integer m, similarly g,(x) becomes;

3 .
gn(x) = H(x — o™y = x* — Tr(@™x® + (Tr(@™)x® — Tr(a™)x + 1.
i=0
Let V,, : Fq — I, be the function defined by V,,(a) = Tr(B"), where B is the root of h(x) = x* — ax®> + a'x* —ax+ 1 = 0.

It is clear that V, is independent of the choice of the root 8 of h(x) = 0. Now replacing @ by 8 = o™ above we get for any
integer r the characteristic polynomial h; (x) of 8;

3 .
[ =8,
i=0

= x* — Tr(e™)x® + (Tr(@™))'x* — Tr(a™r)x + 1 = gy (%).

This in particular gives, V;,,(V,(a)) = Ve (@) = Sy = Tr(a™).
Properties: For all integers m and n we have the following properties:

(i) sp = Tr(a™) = Vy(a).

hr (%)

i)
(ii) sp = s_p.
5
(1.11) Sou = Sj;.
(iV) SmSn = Sman + Sm—n + Sman(e—1) + Sntm(e—1)-
(V) Sm+n = SmSn — Sm—nSnt + Sm—2nSn — Sm—3n-

K. Karabina’s algorithm to compute Tr(«"), given Tr(«), and n, is as follows:

Algorithm 7 Compute s, = Tr(a"), given s = Tr(a) € Fy, n, g = 22!

. -1 i . . .. ..
Require: n € Z, :n = Zi:o n;2', n; € {0, 1} with nj_; # 0, and initial conditions (sq, 0, s1, sf).
Ensure: (S;—1, Sn, Sn+1> Sn+2)- ,

1: Su <~ [SU727$u71aOs Su+1] = (S],O, S‘],S]).

2: my < 1/si and my < 1/cy.

3: forr < [—2to0do

2 2(ot 2

40 Syu—1 <= Mi((Sug1 + S+ Su—1 + Su—2)" + (Su + Su—1)°(s" +5%)).

5. Sy < S
2 2.t

6:  Sput1 < Sau—1 + Ma((Suq1 + Su—1)” +5;5°)

7. ifn, = 1then

2

8: Sout2 < Syyqs (S3u—3» S3u—2» S3u—1, S3u» S3u+1)s

9: Su < [S2u—1, S2us S2ut1, S2ut2]-

10: else

11 Su—2 < S2_,,

12: Su < [S2u=2, Sou—1, S2us S2u+1]-
13:  endif

14: end for

15: return (S,).
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Table 9

The computations and rules for double exponentiation.
Rule Condition d e u v Sy Sou—v Su—2vs Su—v» Sutv
Ifd >e
Ry d < 4e d—e e u u+v Su+v Su—v Su-+2vs Svs S2u-tu
R, d = e(mod 2) (d—e)/2 e 2u u+tv Suto S3u—v S2, Su—v. S3utu

— 2

R3 d = 0(mod 2) d/2 e 2u v Sy Squ—v Syu—v> S2u—vs S2u+v
Ry e = 0(mod 2) d e/2 u 2v s s2_, Su—dv» Su_2vs Sut2v
Else
Sub e>d e d v u Sy Su—2v S2u—v» Su—vs Sutv

The above algorithm computes Tr(a") given Tr(«), nin (11 + 1M) as precomputation and (4M + 4S)(l — 1) operations
for main loop, where I, M, and S stand for inversion, multiplication and squaring respectively.

3.9.1. Simultaneous double exponentiation

The double exponentiation for this case is given below in Algorithm 8. The variation rules and corresponding effects on
variables are given in Table 9. Let 0 < a, b, m, n < £ be integers then,

Note that the Algorithm 8 is similar to the Algorithm 5. The main difference lies in the update rules given in Table 9 and
background construction of the recursive relations for the KK-PKC 3.9.

Algorithm 8 Double Exponentiation for Factor 4, for NR-KK-DSA
Require: (a > 0,b > 0) € Fy, S, S, Sn—m,» and S;_om.
Ensure: S;;ipm

1: < 1,d<ae<bu<nv<m

2: Use Algorithm 5, with update rules from Table 9 and compute s4(,,) using Algorithm 7.
3: return (Sgqpy))>

Remark 13. The Algorithm 8 can compute S in &~ 6.37 log(max(a, b)) multiplications in F, given s,,0 < a,b <
Za Sns Sn—m» and Sp—2m-

Now we look at the protocols to validate this trace based PKC.

3.9.2. KK-DH type key exchange: casek = 4,p =2,q = p**, u> 1

1. System public parameters: Let G = (&) C Fly.p = 2.q = p?lu > 1,t = /2q,0rd(@) = £|(gq —t + 1), and
g(x) = x* — ax® + bx?> — cx + 1, be the characteristic polynomial of .

2. A computes her public key P4 = V,(a) = s, by running Algorithm 7 with inputs a and her secret key e, and B computes
his public key Py = V;(a) = s, by running Algorithm 7 with inputs a and his secret key r.

3. Private keys: Random 1 < m < £and 1 < r < £ are secret keys of A and B respectively.

4, Common key: Both A and B compute their common key K = Pug = Pgs = Spr as follows:
(i) Aacquires B’s public key and runs Algorithm 7 with input s, and her private key m to obtain common key: K = P43 =

Vm(sr) = er ((1) = Smr-

(ii) B does the similar things by using his private key r to compute common key: K = Pgy = V;(5i) = Vim(a@) = Sym.

3.9.3. KK-ElGamal type encryption scheme: casek = 4,p =2,q = p** u> 1
1. System public parameters: Let G = (a) C IF;4, p=2q=p*u>1t=.2qo0rdla) = £(q—t+1),and
g(x) = x* — ax® + bx?> — cx + 1, be the characteristic polynomial of «.
2. B’s public key Py = V;,(a) = sp,, private key: 1 < m < £.
. Assumption: message M € G.
4. A sends message M € IF; as follows:
(i) Chooses arandom 1 < r < £ and computes symmetric key K = V,(Pg) + V;(Pg)' = Vi (Sp) + Vi(Sm)" = Sim + S,
mask s;, by running Algorithm 7 and then computes ¢ = KM.
(ii) A sends ciphertext C = (s;, c) to B.
5. Decryption: B decrypts C as follows:
(i) Based on mask s, and his private key m computes symmetric key K = Vp(s;) + Vin(s;)" = Spr + S5, by running
Algorithm 7 with inputs s, and his private key m.
(ii) Then decrypts message by computing, M = K~ 'c.

w
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Table 10
KK-ElGamal type encryption scheme anal-
ysis.
Process Cost
Encryption ~6.4log(u) M
Decryption ~6.4log(u) M
Comm. overhead 1 element over Fy
Public key size 1 element over Iy
Table 11

Analysis of KK-NR-DSA based on generic sym-
metric encryption.

Process Cost

Signature generation ~6.37logp M
Signature verification ~ ~6.37logp M
Comm. overhead 2 elements over F;
Public key size 4 elements over Iy

Remark 14. The semantic security of KK-ElGamal type encryption is similar to the one given in Remark 12.

The analysis of KK-ElGamal type encryption scheme is given in Table 10.

3.9.4. KK-Nyberg-Rueppel type digital signature algorithm based on generic symmetric encryption: case k = 4,p = 2,q =
2u+1
ptiu=1
This scheme was introduced by Koray Karabina in [ 15].A wants to send signed message M € ]Ff; to B and B verifies it. To
do this, A and B do the following:

1. System public parameters: Let G = (&) C F3‘4,p =2,q=p""u>1t=.2qo0rda) =£l(@—t+1),g(x =

x* — ax3 4+ bx* — cx + 1, be the characteristic polynomial of « and H : G — Z-valued hash function.
2. Public keys:
(i) Arandomly selects 1 < m < ¢ and computes public key P, = V(@) = S = {Sm—2, Sm—1, Sm> Sm+1} Dy running
Algorithm 7 with inputs a and her private key m.
(ii) B also randomly selects 1 < r < ¢ and computes public key P = V,(a) := S; = {s;—2, Sr—1, Sr, Sr+-1} by running
Algorithm 7 with inputs a and his private key r.
3. Private keys: The private keys of A and B are m and r, respectively.
4, Signature: A signs the message M as follows:
(i) Arandomly selects 1 < d < ¢, and computes mask V;(a) = sy, and extracts session key K = Ext(sq) from sg.
(ii) A obtains ciphertext C by encrypting the message M with K, using generic symmetric encryption and computes the
hash value of C, that is h = H(C) mod £.
(iii) A computes n = d + mh mod £.
(iv) A sends the signature (n, C) to B.
5. Verification: B verifies A’s signature and recovers message as follows:
(i) Computes h = H(C) mod ¢ and replaces h by —h.
(ii) Computes Sppy from Sm = {Sm—2, Sm—1, Sm» Sm+1} and a using double exponentlatlon Algorithm 8.
(iii) Computes session key K= Ext (Sp+nm) from s, and computes ¢ using K and M.

(iv) B accepts if and only ifC = C.

The analysis of KK-NR-DSA based on generic symmetric encryption scheme is given in Table 11.

3.9.5. KK-Nyberg-Rueppel type digital signature algorithm based on KK-ElGamal type encryption: case k = 4,p = 2,q =
2u+1
pu=1
A wants to send signed encrypted message M € ]FZ containing agreed upon redundancy to B and B verifies and recovers
the message. To do this, A and B do the following:

1. System public parameters: Let G = (a) C F3‘4,p =2,q=p*"u>1t=.2qo0rda) =L@-t+1),gx =

x* — ax3 4+ bx* — cx + 1, be the characteristic polynomial of « and H : G — Z-valued hash function.
2. Public keys:
(i) Arandomly selects 1 < m < £ and computes public key Py = V;;(a) = sp, by running Algorithm 7 with inputs a and
her private key m.
(ii) B also randomly selects 1 < r < ¢ and computes public key P; = V,(a) = s, by running Algorithm 7 with inputs a
and his private key r.
3. Private keys: The private keys of A and B are m and r, respectively.
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Table 12
Analysis of KK-NR-DSA based on KK-ElGamal
encryption.

Process Cost

Signature generation ~6.37 logp M
Signature verification =~ ~12.74logp M
Comm. overhead 2 elements over F,
Public key size 1 element over Fy

4. Signature: A signs the message M as follows:
(i) Arandomly selects ephemeral private key 1 < d < ¢ and computes ephemeral public key V;(a) = s4, and computes
common key K = Vy(s:) + V4(s;)" = Sqr + S§,-
(ii) A computes h = H(M) mod ¢, obtains ciphertext C = MK.
(iii) A computes n = d + mh(mod £).
(iv) A sends the signature (n, sy, C) to B.
5. Verification: B recovers message M and verifies A’s signature as follows:
(i) Checks 0 < n < ¢, if not failure.
(ii) Computes common key K = V,(sq) + Vi (Sa)" = Srq + -y, and decrypts CtoM : M = CK~'.If M does not contain
agreed upon redundancy then failure.
(iii) Computes h = H(M) mod £ and computes Sy, ‘= {Shm—2, Shm—1, Sh!M, Shm+1} using Algorithm 7.
(iv) Computes Sppmn from Sy = {Sm—2, Sm—1, Sm» Sm+1} and a using double exponentiation Algorithm 8.
(v) Accepts if Spmin = Sq-

=

The analysis of KK-NR-DSA based on the KK-ElGamal encryption scheme is given in Table 12.

Remark 15. The KK-NR-DSA based on KK-ElGamal type encryption scheme is resistant to both forgery attacks discussed in
Remark 18.

3.10. KK-PKC: casek =6,p=3,g=p",u>1,u=odd, t = \/3q

Let o € Fgs with ord(a) = £|(q £ t + 1). Note that ¢|®e(q) = (@ —q+1) = (@q@+t+1)(q—t~+ 1).Here &g(q) is
the 6th cyclotomic polynomial evaluated at q. It is shown in [9] that the characteristic polynomial g (x) of « is nothing but
in the form,

6 )
g =[Jx—a®),
i=0

= x® — (Tr(@))x* + (Tr(@)" + Tr(e))x* — (Tr(a®) + 2Tr(@) + 2)x° — (Tr(e)' + Tr(e))x® + (Tr(e))x — 1.
Note that it is also shown in [9] that Tr(a?) = Tr(a)? + Tr(a) + Tr(e)!, and therefore g(x) becomes;
g2(x) = x° — (Tr(a))x° + (Tr(a)' + Tr(a))x* — (Tr(@)? + Tr(a)! + 2)x> — (Tr(e)" + Tr(a))x* + (Tr(a))x — 1.

Hence g(x) is completely determined by Tr(«). For any integer m, let,
6 .
gm0 =[x = @),
i=0

be the characteristic polynomial of «™, then it can be checked that

Zm(x) = x° — (Tr(@™)x°> + (Tr(e™)" + Tr(e™)x* — (Tr(e™)? + Tr(@™)! + 2)x> — (Tr(e™)" + Tr(a™))x?
+ (Tr(e™))x — 1.

Now let us introduce V; : F; — Fq as follows, for any b; V. (b) = Tr(8), where g is a root of,
h(x) = x5 — bx® 4+ (b + b')x* — (b> + b' +2)x> + (b' +b)x> —bx+1=0.

It is clear that V, is well defined and for any integer m,
Vin (Vi (b)) = Vipr (b) = Spir.

Properties: It is shown in [9] that for all integers m, n we have the following properties;

(1) S—n = szn-
(11) Son = S5 + sp + st

(111) SnSm = Sn+m + Sp—m + Sn+m(t—1) + Sn+m(t—2) + Sm+n(t—2)-

(iv) Snam = SnSm — (Sn—m + Sn—3m)(stv + ) + 5n—2m(5ﬁ + Sf) + 2) + Sp—4mSm — Sn—sm-
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Based upon above properties K. Karabina in [9] also gave algorithm to compute s, = Tr(«"), given n and Tr(«) which is
as follows:

Algorithm 9 Compute s, = Tr(«"), givens = Tr(«), n,q = 3", u = odd

Require: n € Z, :n = Z]’;é nj2j, n; € {0, 1} with n;_; # 0, and initial conditions (s1, 0, s1, S, s?, S4).

Ensure: (S,_2, Sn—1, Sn, Snt1» Sn+2» Sn43)-

1: G < s2and G < siT' Gy <51 +58, Crep < G 454 +2,

25y < Creo+5S14 1,54 < 85+ 55+ 55

¢ Sy < (Su—2 Su-1, Sus Sut1, Sus2, Sut3) = (51,0, 51, 52, 57, 54).

M <« (si(s3+C' +2(s + 1) +2(s] + 51+ 1)

fori < | —2to0do
Sou—a < Sty Su—2+SL_o, Sou— < S2_ +Su_1+SL_1, S < SEHSu+ S, Swgo < Sﬁ+] +Sug1 Sl s Sours <
Sapz T Sut2 +Siyas Saute < Spiz + Suss + Sy

70 Yy <= $1(Sout2 + Sau—2) + $2uCic 2,

8: Yy < s1(Souta + S2u) + S2ur2Cre2s

9: Y4 < Cy¢(Sou + Sou—2) + Sout2 + Sou—4as

10: Y5 < Cy¢(Squq2 + Sou) + S2uva + S2u—2,

11:  Ys < Cy ¢ (Souta + S2ug2) + Soute + Sou-

122 Syt < M((ST+2(G +51) + CY1 + GYa 4+ (G +54) + 51+ 1DYa + (G + C) +51)Ys5 + 251Y6)

130 Spupr < MQG (Y1 + Y2) +51(Ya + Y6) + (287 + G + 51+ 1)Ys)

14 Syups < M(GYr+ (83 +2(C+51) + C)Ya + 251Ya + 2(Co + C) +51)Y5 + (2(C +54) + 51+ 1)Ye)

15:  ifn; = 1 then

QU w N

16: Su <= (Su—15 Sus Su+1> Sut2» Su+3s Su+4)
17:  else

18: Su <= (Su=2 Su—1> Su» Su+1» Su+25 Su+3)
19:  end if

20: end for

21: return (S,).

The above algorithm computes Tr(«") given, Tr(«) and n in (11 + 2M + 2S) as precomputation and (53A + 6F + 23M +
6S)(I — 1) for the main loop, where A, M, S, F, I stands for addition, multiplication, squaring, exponentiation by the
power of the finite field characteristic and inversion respectively. In literature we do not see cryptographic protocols for
this case as well. We add the cryptographic protocols to this system and comment that it is a valid PKC.

3.10.1. KK-DH type key exchange: casek = 6,p = 3, q = p*, u = odd
1. System public parameters: Let G = (a) C ]F;s,P =3, =p% u=oddt = /3q,ord(e) = £|(q — t + 1), and

g(x) = x5 — ax® + bx* — cx® + dx* — ex + 1, be the characteristic polynomial of «.
2. Public keys: A’s public key Py, = Vi,(a) = s, and B’s public key P = V,(a) = s;.
3. Private keys: The private keys of Aand Barerandom 1 <m < £and 1 < r < £ respectively.
4. Common key: Both A and B computes common key K = Psg = Pgy = Spr
(i) Aacquires B’s public key and runs Algorithm 9 with input s, and her private key m to obtain common key: K = Pyp =
Vin (Sr) = Smr-
(ii) B does the similar things to compute common key using his private key r : K = Pga = V;(Sp) = Spur-

It is not difficult to give the KK-ElGamal Type encryption scheme and KK-Nyberg-Rueppel Type DSA for this case also. It is
step by step similar to the one discussed in Sections 3.9.3 and 3.9.5 respectively, so we leave it to the reader for verification.

Remark 16. It is clear that the security of trace based Public Key Cryptosystems so far discussed depends on the trapdoor
function o — Tr(a™) which is equivalent to DLP on the group G = (@) C Fg. Therefore for the maximum security one
should choose « such that Fx = Fy(«), namely the characteristic polynomial of « is equal to its minimal polynomial, and
DLP on G is computationally equivalent to DLP on IF;‘,(.

3.11. Security analysis

The security of the trace based encryption scheme and Nyberg-Rueppel type digital signatures are discussed below.
Although the security of the trace based Diffie Hellman key exchange depends upon the solving DLP over respective
extension fields but semantic security of the encryption scheme differs from this DLP which is given below. However, the
trace based digital signatures exhibits natural resistance to forgery attacks.
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Semantic security. Suppose that my € F; and m, € Fj are two known messages from the attacker & and + encrypts
message my such that c = m{K = my(sy- + S_¢r) and sends the ciphertext c to attacker & who wants to determine whether

¢ is an encryption of my or, Mmy. To do this attacker E divides ¢ with m1 such thatK = c/my. Now if attacker & can find out

either s, or s_; from K then he can form cubic equation g(x) = x> — s;x*> + s_yx — 1 over Fg. Then he determines the
1rreduc1b111ty of g(x), if it is irreducible the attacker & concludes that c is encryption of m;. But to determine s or s_; from

Kis computationally equivalent to splitting z € Fy mto two numbers (X, Y) € IE‘2 such thatz = X + Y where s, — X and

S_¢ > Y. The number of such (X, Y) are equal to q . Moreover, the product tr € Z, and Z, is chosen large enough so that
the brute force attack becomes infeasible.

Remark 17 (Semantic Security). Given G = (a) C Fg, (s1,5-1) and z € Fy. Finding (s,, S—) such that z = s, + s, is
computationally equivalent to computingz =X + Y, (X, Y) € ]Fg Since there is no polynomial time algorithm to split z as

a sum of two elements in Fg, where the total number of unknown such as (X, Y) are equal to ? ands, — Xands_, — Y.

Moreover, e € Z, and Z, is chosen large enough so that the brute force attack becomes infeasible.

Remark 18 (Security of Trace Based NR Type DSA:). The well known attacks on the Nyberg-Rueppel signature scheme are
forgery attacks such as the congruence equation attack and homomorphism attack [ 16]. In the proposed scheme such attacks
are restricted due to the following reasons.

(i) The congruence equation attack is avoided by using hash value of encrypted message.

(ii) The homomorphism attack is restricted in this case due to the fact that trace function is not multiplicative and this attack
exploits the fact that o (g4~ 1) /o (g%) = o(1/g), where g is generator of subgroup and o : Zp — Zp. Therefore, this
attack is restricted for trace based signature schemes. For example letu, v € Zand any 8 € Fy3 : ord(8) = Q| (@+q+1)
then;

Tr(B%) =sp =53 —2s_1;  and Tr(B""") = Supv = SuSv — Su—vS—v + Su—20.
5u+v £s
us

‘ Tl‘(,3u+v)

Tr(BY) # Tr(BY).

4. Conclusion

For a given o € Fg, one can compute for any integer m the Tr(a™) by repeated squaring and then trace mapping in a
polynomial time. We have searched the literature and found out that for some special conditions on «, g, and k that there
are more efficient algorithms to compute Tr(a™) from the above classical one. We also found out that in some of these cases
there are protocols based on this algorithm and working more efficiently and securely. In this note we discussed all these
cases and introduced cryptographic protocols to the ones that were not discussed. With this we formalized the problem in
a general setting and brought it to the attention of the researchers from this point of view.
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