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for multiplication in Fss» and F,7» are obtained with 10 multiplications in Fs» for Fss» and
15 multiplications in Fs» for 47, improving the results in Cenk and Ozbudak (2008) [4],
Cenk et al. (2009) [5], Lee et al. (2008) [1] and Montgomery (2005) [12]. The timing
results of implementations of the Karatsuba type formulas and the proposed formula for

multiplication in Fss.s9 are given.
© 2011 Elsevier B.V. All rights reserved.

1. Introduction

Finite field multiplication plays an important role in the implementation of elliptic curve cryptography and pairing based
cryptography. Recent efficient multiplications in Fss» and F,7» are used for computing the Eta paring over divisor class groups
of the hyperelliptic curves y> = x — x + d where p is an odd prime [1] in which the Karatsuba type multiplications [2,3]
are used. Let u4(m) denote the minimum number of F, multiplications in order to multiply two arbitrary elements of Fym.
The Karatsuba type multiplications imply only usn(5) < 15 and 7 (7) < 24. However, there are more efficient methods
for improving the bounds on 4 (m). For example, recently it has been shown that one can obtain the explicit formula for
multiplication in Fss» with usn(5) < 11in [4,5]. In this paper, by using the recent methods for multiplication in Fgm (see,
[6-10]) improved the values for the multiplications in Fss» and F,7» are obtained. The explicit formulas having us(5) < 10
and w1 (7) < 15, which also improve the corresponding result in [4,5] are given. In particular, these give more efficient Eta
pairing computations than the ones in [1]. We also give timing results of implementations of the Karatsuba type formulas
and the proposed formula for comparison.

The rest of the paper is organized as follows: We introduce complexity notions in the next section. The method we
used is presented in Section 3. In Section 4, we give the details of obtaining the explicit formulas for multiplication in Fss»
and F,7,. We compare the timing results of implementations of the Karatsuba type formula and the proposed formula for
multiplication in Fss.89 in Section 5. We conclude this paper in Section 6.

2. Preliminaries

Bilinear complexity of multiplication in Fgn over Fq is the minimum number of Fy bilinear multiplications in order to
multiply two arbitrary elements of Fg» and it is denoted by j4(n). There is a related but different complexity notion. Let
Mg(n) denote the number of multiplications needed in Fq in order to multiply two arbitrary n-term polynomials in Fq[x]
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(cf. [8,11-13,3,14]). Here a polynomial is called an n-term polynomial in F[x] if it is of the form ap + a1x+ - - - + a_1x" e
[F4[x]. As reduction modulo, an irreducible polynomial in IF4[x] can be performed without multiplications in Fg; we have

Hq(n) < My(n). (2.1)

However, uq(n) and My (n) are not necessarily equal in general. By using a polynomial basis {1, &, g2 .. g™ L g2
for F2n-1 over Fy, it is easy to show that My(n) < uq(2n — 1). We will use another complexity notion in this paper. For a
positive integer £, let 1\71q (¢) denote the multiplicative complexity of computing the coefficients of the product of two £-term
polynomials modulo x over Fg. In other words, IVIq (£) is the minimum number of multiplications needed in [, in order to
obtain the first £ coeff1c1er1ts of the product of two arbitrary £-term polynomlals in Fg[x]. lt is not difficult to obtain useful
upper bounds on Mq(ﬁ) for certain values £. For example, we have Mq 2) <3, Mq 3) <5, Mq(4) < 8and Mq (5) < 11 for
any prime power q (cf. [8, Proposition 1], [15]).

Throughout the paper, the algebraic function fields are used. We refer the reader to [16] for details of algebraic function
fields.

3. The method

Let F/FF, be an algebraic function field with full constant field Fg. Let Py, ..., Py be distinct places of arbitrary degrees.
Assume that Q is a place of degree n. Let Oy be the valuation ring of the place Q. Note that the residue field Oy /Q is
isomorphic to Fgn. Let D be a divisor such that suppD N {Q, Py, Py, ..., Py} = . Let £(D) be the Riemann-Roch space of
D. Also assume that the evaluation map Ev, from £(D) to the residue field Oy /Q is onto. For 1 < i < N, let t; be a local
parameter at P;. For f € £(2D), letf = ;o + a;1t; + ai’ztiz + - - - be the local expansion at P; with respect to t;, where
0, i1, - - € Foaesp. Let u; be a positive integer and consider the F-linear map

@i+ L(2D) — (F gesrp)"
f—= (i, gy ooy Oig—1)-
Let ¢ be the Fy-linear map given by
@ L(2D) = (Fyesrp)"! X (Fyenpp)? X - -+ X (Fyaegeoy))™
f= (@), o20), ..., on ().

Finally, we assume that the map ¢ is injective. Under those assumptions we have the following theorems. The proofs are
in [10].

(3.1)

Theorem 3.1. Under the notation and assumptions as above, we have

N
1q(n) <Y 11 (deg(P)Maesiry (1) (3.2)

i=1

Using Theorem 3.1, we obtain the explicit algorithms for multiplications in Fgr. The conditions of the following theorem
guarantee that the assumptions of Theorem 3.1 are satisfied.

Theorem 3.2. Let F/F, be an algebraic function field with full constant field IF,. Let g be the genus of F. Let Py, P,, ..., Py be
distinct places of arbitrary degrees of F. Let uq, u,, ..., uy be arbitrary positive integers. Assume that

(1) there exists a non-special divisor of degree g — 1,
(2) there exists a place of degree n,

(3) YN, deg(P)u; > 2n +2g — 2.

Then assumptions in Theorem 3.1 hold and we get (3.2).

4. Explicit formulas for multiplication in Fss» and F;7n

In this section, we will give the details of obtaining the explicit formulas for multiplication in Fss» and F,7. using the
method described in Section 3. For obtaining the explicit formula for multiplication in F;7., we need to use a degree one
place with u = 2. Since using a degree one place with u = 2 is one of the main ideas of the method given in Section 3. We
prefer to explain all the details of the calculations for obtaining a formula for multiplication in F,7» with um(7) < 15. We
start with the following remark.
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Remark 4.1. We consider F,7. as the extension field of F;» with extension degree 7. In other words, we can consider
Fom = Fm[x]/(f(x)) where Fsn[x] is the ring of polynomials over F7» and f(x) € Fz[x] is an irreducible polynomial.
The elements of Fsn are called scalars. Note that for n > 1, one can find a formula for multiplying the elements of F,7. with
13 multiplications in F;» using the interpolation method [14]. This formula contains scalars from F;» and depending on n,
i.e. when we change the value of n, we must construct a new formula. However, we find a multiplication formula for F,7.
with 15 multiplications containing scalars from only F, and it will be valid for all n satisfying gcd(n, 7) = 1 where gcd(a, b)
for integers a and b is the greatest common divisor of a and b. Moreover, note that the multiplicative cost of multiplication
in F7n for n > 1 is more expensive than the multiplicative cost of multiplication in F.

In order to obtain a multiplicative formula for F,7» which contains scalars only from F;, we will find a formula for
multiplication in F7. If gcd(n, 7) = 1, then multiplication formula in F,7 is valid for F,7.. The reason can be explained
as follows: let f (x) € F;[x] be the reduction polynomial of F,7, i.e. F;7» = F,[x]/(f(x)) and gcd(n, 7) = 1. Then f(x) is also
irreducible over F7n. Therefore, we can write F,7» = Fz[x]/(f (x)). Note that a degree one place of an algebraic function
field over IF; is also a degree one place of the same algebraic function field over F;». When we use the method given in
Section 3 for multiplication in F,7 and F-7., using the same degree one places, we obtain the same formulas. Therefore, if
ged(n, 7) = 1, the multiplication formula for F,7 will be the same with the multiplication formula for F7x

The following remark is related to the condition gcd(n, 7) = 1 from the cryptographical point of view.

Remark 4.2. In pairing based cryptography, the extension degree n is generally selected as a prime number for security. For
example, in [1] n = 29 for F,7» and n = 89 for Fssa are selected. So, in general, the conditions gcd(n, 7) = 1 for F;7» and
ged(n, 5) = 1 for Fssn are satisfied.

Now we will give the details of obtaining an explicit formula for multiplication in F,7 with 15 multiplications in F5.
Consider the elliptic curve E/F; : y*> = x> + 3. This curve contains 13 degree one places. Let {Py, ..., P13} be the set of
degree one places of E. Those places are

Pi=o00, P=+4y+3), Pi=x+4y+4,Pa=x+5y+2),
Ps =(x+5,y+5), Pe=x+1,y+3), P;=x+1,y+4),
Pg=(x+3,y+2), Po=x+3,y+5), Po=&+2y+3),
Pi=Kx+2,y+4), P =(x+6,y+2), Pi3=(x+6,y+5).

Note that throughout the paper we use the notation of Magma [17] for presenting the places and divisor of algebraic
function fields. When we use P; with u = 2 and P, .. ., P;3 with u = 1, the map ¢ defined in Section 3 becomes injective.
In order to obtain an explicit formula, we need to find a local parameter of P;. A local parameter of P; is t = xy/(x> + 3). Let
us choose D = (x” + 6x° + 6x> 4+ 5x + 1, 6x° + x> + 3x> + 6x*> + 4x +y + 2). Let {fi, ..., fia} be a basis of .£(2D) where
{f1, ..., fr7} is the basis of £(D). A basis of .£(2D) containing a basis of .£(D) is given in Appendix A.

Now consider the elements a = 21.7:1 aifi € L(D)and b = 21.7:1 bifi € L(D).Letc = Zgl cifi be the product of a and
b given by

<27:aif,~> : (éw) = iqﬂ. (4.1)

i=1 i=1

Then we get the following system of linear equations

- My - ~r0O 0 0 0OOO 1 2 000 0 0 09 ¢
my 4+ ms3 1 0 0 00O OO O0OOOUOTOTG ODO )
my 6 3210512 36 12 2 4 C3
ms 1 6 3 64 4 1 46 5 2 4 4 1 Cq
meg 0546 6 016 36 035 31 Cs
my 26 1104156 50 3 6 2 Ceé
mg /13 15 3 3 13 4156 01 c7
Mg ~13 13351134156 01 Cs
Mmio 6 4 0 2 2 6 1 00 4 35 5 1 Co
miq 0 6 43 43100 0O0O0O0O0 C10
mi 6 6 6 04116 41 1 4 3 4 C11
mis 340 36 01512216 1 C12
Mg 51 45 451 112 6 41 4 C13

L mys . L3 6 2 3 2 3 1 1 1 2 6 4 1 44 Lcyy-

——
M G C

where multiplications m; for 1 < i < 15 are given in Appendix A. Since G is invertible, we have C = G~! - M. Then
we can find a multiplication in F,7 by using Evq (f) where Evq (f) is the evaluation map from £(D) to F,7 and we choose
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Table 1
Timings (s) for multiplication in Fsso5.

The proposed formula ~ The Montgomery formula  The Karatsuba method

0.01167 0.01514 0.01725

Q = (X" +6x+4, 3x5 +4x* + 5x3 + 2x2 + 2x +y + 1). Note that we represent ;7 as the field F;(w) = F7[x]/(f (x)), where
w is the root of the irreducible polynomial f (x) = x” 4 6x + 4. Let {£1, &, ..., & be a basis of F,7 over Fy such that

51:4w6+6w5+4w4+4w3+w2+3w+1,
Sz:6w6+4w5+6w4+4w3+4w2+w+4,
£ =6w’ +4wt +6wd +4w +4w+1, & =3w® + 6w + 4w + 6w +4w + 1,
& =3w’ + 6w +4uw? +6w+4, EE=4wb+3wi+6wr+4w+2, & =1,

where Evg (fi) = &;. The formula that we obtain is valid for the above basis. A well known basis of a finite field is the
polynomial basis. Since the polynomial basis is easy to use, we convert the formula obtained above to polynomial basis. The
explicit formula using the polynomial basis is given in Appendix C.

Now we will explain how to obtain an explicit formula for multiplication in Fss» with 10 multiplications. We use the
elliptic curve y? + xy + 2y — x> 4+ x = 0. It has 10 degree one places. We select the reduction polynomial as x* — x* + 1.
Note that this polynomial is irreducible over Fs» for all positive integer n satisfying. When we apply the method given in
Section 3, we get a multiplication formula for Fss» with 10 multiplications. The explicit formula in the polynomial basis is
given in Appendix B.

5. Timing results

The proposed formulas use less number of multiplications than the known methods. However, since the proposed
formulas are obtained using the interpolation method on algebraic function fields, the number of additions may increase.
The main question is the effect of those additions in practice. Now, we will give the timing results for multiplication in Fsso-s.
Here we choose n = 89, because Fsso5 is used in [1]. We compare the Karatsuba, Montgomery and proposed formulas. We
consider Fssos as the extension field of Fsso with extension degree 5. The elements of Fyses are multiplied by using the
Karatsuba and Montgomery 5-term polynomial multiplication formulas together with (2.1) with 15 and 13 multiplications
in Fss9 respectively. On the other hand, the proposed formula uses only 10 multiplications in Fsse. The implementation of
the formula in the platform of a single processor 1.7 Ghz Intel Celeron gives that the proposed formula is faster than both
the Karatsuba and Montgomery formulas. We use Magma [17] for the multiplication in Fsso (Table 1).

Note that since the multiplication in Fsse takes much more time than the addition in Fsso, the proposed formula which
uses less multiplication than the Karatsuba and Montgomery formulas yields faster multiplication.

6. Conclusions

Using the recent methods for multiplication in Fym, we obtain improved values for the explicit formulas for multiplication
inFssn and F,7n. We get the explicit formulas giving s (5) < 10and 77 (7) < 15.1In particular, these give more efficient Eta
pairing computations than the ones in [1]. We also give timing results of implementations of the Karatsuba type formulas
and the proposed formula for comparison. The implementation of the multiplication formula in Fsses gives that the proposed
formula is faster than both the Karatsuba and Montgomery formulas.
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Appendix A

Abasis {fi, f2, . . ., fia} used in Section 4 of .£(2D) is given where {f;, f», ..., f7} is a basis of £(D) and f = x” + 6x° +
6x> +5x + 1.

5x% + X%y +4x°> +6x> +5x> +3x+ 4 f 3x8 +5x%° + xty +x* 4+ 3x*> + 5x + 4
= N 2:
f f
X430+ 2 4 Xy + %+ 4 +3x 46 X342+ 280 + X%y A+ 1

f3_ f s f4_ f

1
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60+ +2x° 4+ 3% +xy + 6 X046+ 4 + X0+ 3x+y+5

fs = f ) f f ; =1
I 2x1 4 x13 4+ 2x12 4 XMy 4 3x" 4 x10 4 4x% + 5x° + 4x8y + 5x% + 3x7y
8 —
I
3x7 + 3x8y + 2x8 + 4x°y + 4x° + x*y + 2x* + 4x3y + 6x%y + 5% + 5xy + 4x
+ 72 s
i 2x13 4 x12 4 2x1 4 x1% 4 3x10 - x® + 4xBy + 5x8 4 4x"y 4 5x7
9 =
I
3x0y + 3x0 + 3x°y + 20° + Axty + A + 3y + 2% + 4x*y + 6xy +5x + 5y + 4
+ 2 ,
2x12 4+ x4 2x10 + X% + 3x° 4+ x® + 4x"y + 2x7 + 4xBy + 3x® + 3x°y + 6X°
10 = 5
4 4 3 3 2 2
5x%y 4+ x* + 2x°y + x° + 6x“y + x° 4+ 4xy + 4x + 6y + 2
+ 72 )
f 2x1 4 x10 4 2x% 4+ X8y 4 3x8 + 3x7 4 4xCy 4 x° + 4Oy + x° 4 Axty + 2x*
1=
2
43y + 3 + x%y +4x> +6xy +3x+ 4y + 6
+ 72 )
2%X10 4 x% 4+ 268 Xy + 2% + 4y + 200 + 3+ Py + 3+ X%y 5%+ xy+3x+ 6y +2
fo= ) + )
f f?
2x%% + x8 + 4x” + xBy + x® + 5x° + 5x*y + 5x* + 6x3y + 5x34x* +xy +y + 5
fiz= 72 ,
2% 46X +5x° + X0y +3° +6xty + 2 + 63y + 33 + 22 + 2x+y + 5
14 = .
I

The multiplications used in Section 4 are
my = azb;, my = a1b;, m3 = a;by,
my = (6a; + 3a, + 2as + a4 + 5ag + a;)(6b; + 3by + 2b3 + by + 5bg + b7),
ms = (a; + 6ay + 3az + 6a4 + 4as + 4ag + a;)(b; + 6by + 3b3 + 6by + 4bs + 4bg + b7),
me = (5a; + 4as + 6a4 + 6as + a;)(5b, + 4bs + 6bs + 6bs + by)
my; = (2a; + 6ay + az + a4 + 4ag + a;)(2b; + 6by + bz + by + 4bs + by),
mg = (a; + 3a; + las + 5a4 + 3as + 3ag + a7) (b1 + 3b, + 1bs + 5by + 3bs + 3bg + b7),
mg = (3a; + a; + 3as + 3a4 + 5as + ag + a;)(3b; + by + 3bs + 3bs + 5bs + bg + by),
myo = (6a; + 4a, + 2a4 + 2as + 6ag + az)(6by + 4b, + 2bs + 2bs + 6bg + b7),
mq1 = (6ay + 4as + 3a4 + 4as + 3ag + az)(6b, + 4bs + 3bs + 4bs + 3bs + b7),
mi; = (6a; + 6a, + 6as + 4as + lag + a;)(6by + 6b, + 6bs + 4bs + 1bg + b7),
my3 = (3a; + 4a, + 3a4 + 6as + a;7)(3by + 4b, 4 3b4 + 6bs + by),
myq = (5a; + a; + 4as + 5a4 + 4as + 5ag + a;)(5by + by + 4bs + 5by + 4bs + 5bg + by),
mys = (3a; + 6ay + 2a3 + 3a4 + 2as + 3ag + a;)(3b; + 6by + 2bs + 3by + 2bs + 3bg + by).

Appendix B

We give an explicit formula for multiplication in Fss» where gcd(5,n) = 1. Let the reduction polynomial be f(x) =
x°> 4+ 4x* + 1 € Fs[x]. Note that this polynomial is also irreducible in Fsn for gcd(n,5) = 1. Then we can construct

Fosn = Fsn[x]/f (x).Leta = Z?:o ax, B = Z?:o bix',andy = Z?:o cix with (Z?:o aixi)-(Z?zo bix') mod (x°+4x*+1) =
Z?:o cix', with a;, b;, ¢; € Fsn. Then, we have

Cco = 4my + my + 4ms + 2my + 4ms + 2mg + 2m; + 3mg + 4mg,

c1 = 4my + myg + 2my + 4ms3 + 3mg + m; + 4mg + mg,

Cc; = 2my + myg + 3my + 3m3 + 3my + 2mg + my,

c3 = 4my + my 4+ 2ms + 4my + 4ms + my; + 4mg,
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C4 = 2Myg + my + 3m3 + 2my + 2ms + 2mg + mg + 2mg,

my = (ay + 2a; + 4ay + ao) (b1 + 2by + 4by + bo),

my = (2a; + 4as + ao)(2by + 4bs + by),

m3 = (G + a3 + 3a4 + o + 4ay)(by + b3 + 3by + bo + 4by),
my = (a; + 2as + 2a4 + 4a; + ag) (b, + 2bs + 2by + 4b1 + by),
ms = (4ay + 4as + a4 + a1 + ag)(4by + 4b3 + by + by + bo),
mg = (ap + 4as + 4a4 + 4a, + ag) (b, + 4bs + 4by + 4b1 + by),
m; = (4ay + 4as + 4a4 + ag)(4b, + 4bs + 4bs + by),

mg = (ag + 4a, + 3a, + 3as + 2a4) (bg + 4by + 3b, + 3b3 + 2b,),
mg = (ap + 3as + 3a4 + 2a; + ag)(by + 3bs + 3bs + 2b1 + by),
myo = (4a; + 2a3 + a; + ap)(4by + 2b3 + by + by).

Appendix C

We give an explicit formula for multiplication in F,;7» where gcd(7,n) = 1. Let the reduction polynomial be f(x)
x” + 6x + 4 € Fy[x]. Note that this polynomial is also irreducible in Fsn for gcd(n, 7) = 1. Then we can construct F,7
Fon[x]/f (x).Leta = Z?:o ax, B = Z?:o x,andy = Z?:O cix' with (Z?ZO aixi)-(Z?zo bix') mod (x”+6x+4) = Z?:o cixt,
with a;, b;, ¢; € Fon.

11l

Co = 3my + 4my + 4ms + 2my + ms + 2mg + 5m; + 6mg + 2mg 4+ 3mqg + 3myy,

c1 = 3my + 6my + ms + 2mg + 5mqy + 5mg + 4mg + 3my3 + 3mqg + 3my; + 6mMy4,

€y = 5my + 2my + 2m3 + 5ms + Mg + 5Smyy + 3my + 4mg + Mys5 + 6my3 + Myg + Myq + My,
€3 = 3my + 6m3 + 3ms + 3mg + mqy + 3my + mg + 6mg + 3my3 + 6myg + 6mqy + 6myy,

€4 = My + 5m3 + 4my + 3ms + mg + 5mqy + 4my + 5mg + 4mys + 5myz + 2myg + 2myq + 5myg,
5 = 5my + 2my + 3ms + my + 2ms + 3mg + 5mqy + 3my + 2mg + 2mg + 6my3 + My,

Cg = 5my + 3my + 2m3 + 4my + 3ms + 3mg + 5my + 4mg + 4mg + 2mys + 5my3 + 2myo + 2myq + 2Mya,
my = (6a; + 5a; + ag + 5a3 + 4a4 + 5as)(6by + 5by + by + 5b3 + 4bs + 5bs),

my = (4a; + 3a; + ag + as + 6a4 + 5a6) (4by + 3by + by + b3 + 6b, + 5bg),

ms = (4a; + ag + 3as + 3a4 + as)(4b, + bo + 3bs + 3bs + bs),

myg = (a; + 4ay + ag + 2as + 4ay + 6as + ag)(by + 4b, + by + 2b3 + 4bs + 6bs + bg),

ms = (5a; + 4a, + ag + 4as + 3a4 + 2as + ag)(5b1 + 4by + bg + 4bs + 3bs + 2bs + bg),

mg = (3a; + 3ay + ag + 2a4 + 2as + 3ag)(3by + 3by + bg + 2bs + 2bs + 3bg),

my; = (a; + 3ay + ag + az + 2a4 + 6as + 2ag)(by + 3by + by + b3 + 2by + 6bs + 2bg),

mg = (4a; + ap + ag + 6as + 2as + 3ag)(4by + by + bg + 6b3 + 2bs + 3bg),

mg = (4a; + a, + ag + 6as + a4 + 5as + 2ag)(4by + by + bg + 6bs + by + 5bs + 2bg),

mio = (2as + 3a4 + 3as + 3ag)(bg + 5b1 + 6b, + 6b3 + 4b4 + 6bs),

mi1 = (ag + 5a; + 6a, + 6as + 4a4 + 6as)(2bs + 3by + 3bs + 3bg),

myy = (dz + ao + a3 + 5a4 + 3as + as) (by + bo + b3 + 5bs + 3bs + be),

my3 = (5a1 + 4a; + ag + 3a4 + 5as + ag) (5by + 4b; + by + 3by + 5bs + bg),

my4 = (ap + 5a; + 6a, + 6as + 4a,4 + 6as)(bg + 5by + 6b, + 6b3 + 4bs + 6bs),

mys = (6ay + 3a; + ap + 5as + 4a4 + 2as + 3ag)(6by + 3by + by + 5bs + 4by + 2bs + 3bg).
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