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Knowledge risks inherent in business sustainability 
Abstract

Since the connection between business sustainability and knowledge risks has not been established in 

the literature so far, this paper provides a conceptual framework to demonstrate the possible impact 

of various knowledge risks on business sustainability and offers potential ways to manage and 

overcome these risks. The aim of this conceptual paper is to address two main questions: What are 

the potential effects of knowledge risks on the three dimensions of sustainability in organizations? and 

How can organizations cope with knowledge risks to become truly sustainable? Taking insights from 

both the theories of knowledge management and business sustainability, it proposes a research 

agenda both for researchers and practitioners. 

Keywords: Sustainable organizations; Knowledge risks; Knowledge risk management; Knowledge 
management; Business sustainability

1. Introduction

Present business environment that is defined by shorter product life cycles (Hall and Andriani, 

2003; Stonehouse and Pemberton, 2002), greater demands from consumers for sustainable 

(Taherparvar et al., 2014) and eco-friendly products and services (Lin and Chen, 2017) constitute a 

major challenge for all organizations. Thus, organizations willing to be continuously successful in a 

constantly changing market, need to rethink their existing business models and put a stronger 

emphasis on innovation towards sustainability (Bocken et al., 2014). Furthermore, to cope not only 

with the present challenges but also with the future ones, organizations are required to constantly 

observe developments both in markets and society. Talking about the latter, organizations are 
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increasingly challenged by climate change, migration, youth unemployment, political and economic 

risks, which in turn calls for an even more rigorous approach to knowledge management (Chew and 

Gottschalk, 2013; Gupta et al., 2000; Johnson, 2017; Lopes et al., 2017; Quintas et al., 1997). 

Knowledge management (KM) can be helpful in the proper identification, gain, application, and 

dissemination of crucial knowledge, which in turn can serve for the organization’s sustainability. For 

example, KM can support organizations in developing Circular Economy business models, by which 

sustainable organizational performance can be achieved (Jose et al., 2019). Moreover, knowledge 

exchanges in organizations, and between organizations and the environment can foster social change 

(Singh et al., 2019a) and by that, help organizations in better fulfilling a sustainable approach. As it has 

been proved by Singh et al. (2019b), knowledge value and knowledge sharing practices influence open 

innovations and therefore, can support the development of environmental innovations as well. The 

study of Pham et al. (2019), for example, has shown that to reach environmental innovativeness, an 

important prerequisite is external knowledge integration (one of the key elements of KM). Taking into 

account that the implementation of eco-innovation is being implemented by an increasing number of 

organizations to increase their return on investment, but also to manifest their socio-ecological 

responsibility by reducing the negative impact of their operations on the natural environment, KM can 

support organizations in their efforts towards sustainability. Of similar opinion are Lopes et al. (2017), 

who claim that organizations may leverage KM to an asset so that it supports sustainable innovations. 

This in turn leads to organizational sustainability. KM processes have also been proved to positively 

influence the operational, quality and innovation performance of the public sector (Al Ahbabi et al., 

2019), which  can contribute to the enhanced sustainability in this sector. For sustainability-oriented 

small and medium-sized enterprises, Johnson (2017) stressed the crucial ability to acquire and 

continuously develop knowledge for the implementation and application of environmental 

management systems and other related tools. 

At the same time, organizations need to consider a change in their approach towards KM into the 

one that perceives knowledge as a dynamic resource which may also have a decreasing half-time 
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(Jackson, 2010) and the one that takes into account the increasing opportunities provided by new 

information and communication technologies (ICTs). With regard to the former, there is an increasing 

probability that knowledge that has once been an organization asset, i.e. something of value, has 

turned into something of reduced value or has become even worthless in the worst-case scenario (Tan 

et al., 2006). While addressing the latter, the increasing amount of available data needs to be analyzed, 

yet that cannot longer be done manually but requires systems that can handle a bulk of complex and 

different types of data (Gandomi and Haider, 2015). Therefore, it can be concluded that KM and its 

different elements are crucial for the sustainability of organizations. 

Business sustainability can be perceived as the fulfillment of the so-called “triple bottom line”, i.e. 

social, environmental and financial outcomes (Gupta and Kumar, 2013) or people, planet and profit 

orientation (Dyllick and Muff, 2016). By integrating sustainability in their business processes, 

organizations may gain benefits, such as positive image, enhanced trust from stakeholders, more 

efficient resource management, or higher returns on investments and profitability (Horak et al., 2018).  

At the same time, as a study among corporate managers has shown, although 90% of the managers 

understand that having a sustainability strategy is important for the sake of their businesses, only 60% 

declare the implementation of any kind of sustainability strategy (Kiron et al., 2017).

Integrating and managing sustainability in organizations is a balancing act between opportunities 

and risks (Krysiak, 2009). The organization may be exposed to reputational risk due to investments in 

projects with potentially damaging environmental consequences. For example, although countries like 

China or India have made great achievements with regard to their economic growth over the past 

years, their natural resources are heavily exploited and both countries have begun to suffer from 

significant environmental damage (Liao, 2018). In those countries which still have large numbers of 

poor population groups, it is more difficult for the governments to justify large investments in more 

sustainable-driven activities that may reduce the costs related to the economic growth.  

However, a lack of knowledge or its improper usage can bring various risks to sustainability in 

organizations. When an organization has only inadequate knowledge of sustainability, the opportunity 
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of benefiting from the sustainability prospects decreases while, at the same time, the danger of making 

wrong decisions or no decisions at all increases. A lack of knowledge (e.g. resulting from the lack of KM 

in an organization) may also result in a failure to comply with specific product-related regulatory 

requirements (Yusup et al., 2015). The consequences of this situation are easy to imagine. The 

increasing use of ICTs for communicating with different stakeholder groups also opens the danger of 

cyberattacks (World Economic Forum, 2019), representing another incident which could put the 

organization’s sustainability at stake.

Taking into account the above-mentioned, the following research questions appear: 1) What is 

the potential effect of knowledge risks on various sustainability dimensions of organizations? and 2) 

How can organizations cope with knowledge risks to preserve their sustainability? 

In an attempt to develop an integrated theory to address the research questions, the authors of 

the present paper relied on the literature devoted to business sustainability and knowledge 

management. For better clarity, the authors followed Jabareen (2009) and his suggestions regarding 

the process of creating conceptual frameworks for multidisciplinary phenomena related to different 

bodies of knowledge. 

Hence, the aim of this conceptual paper is to provide sufficient context by listing and presenting 

a number of knowledge risks to which organizations aimed at operating in a sustainable manner are 

exposed to. More precisely, different knowledge risks will be assigned to the three dimensions of 

business sustainability and ways to address them will be proposed. Thus, the purpose of the paper is 

to show the potential contribution of knowledge risk management (KRM) as an approach for 

sustainable organizations. KRM is a recent stream of research that tries to bring knowledge into 

balance by highlighting its possible up- and downsides (Durst and Ferenhof, 2016). The idea is based 

on the changing perception of the concept of knowledge, which since the origin of KM has been 

considered primarily as an asset, potentially bringing positive results to the organization (Massingham, 

2010; Stam, 2009). Yet, in the face of digitalization and societal challenges, this conventional wisdom 
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has to be modified, as extant knowledge may no longer mean an asset, but a negative burden 

preventing organizations from mastering their challenges (PWC 2019). 

Even though some researchers have started to examine various types of knowledge risks, such as:

 risk of knowledge loss (e.g. Durst & Wilhelm, 2011; Joe et al., 2013);

 risks related to outsourcing (e.g. Williams and Durst, 2019); 

 knowledge leakage (e.g. Parker 2012; Ahmad et al. 2014); 

 knowledge hiding (e.g. Arshad and Ismail, 2018; Cerne et al., 2014);

 knowledge hoarding (e.g. Holten et al., 2016; Leonard, 2014);

 or knowledge spillover (e.g. Feinberg and Gupta, 2004);

our understanding is still fragmented, and the extant studies have not provided insights into the 

influence of potential knowledge risks and their management on business sustainability (with its three 

dimensions). The authors of the present paper are only aware of one paper that has empirically shown 

the link between KRM and sustainability in both private and public organizations, which is the one by 

Durst et al. (2019), yet studying sustainability was not the primary focus of this study. Against the 

relevance of both topics, this situation can be assessed as unsatisfactory and this paper offers the 

missing link. This is also one of the aspects of the novelty of the present study.

The article first commences with a description of the challenges faced when conducting research 

of this nature, and an outline of the adopted approach. Secondly, the theoretical review of knowledge 

risks and their management is provided. Thirdly, the concept of a sustainable organization is discussed. 

Next, the framework for managing knowledge risks in sustainable organizations is proposed. As the 

phenomenon of knowledge risks and their management is still at an early stage of development, the 

research reported here is of preliminary character. Finally, conclusions with a research agenda are 

proposed, which originates from the analysis presented in the early sections of the paper. 
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2. The research approach adopted

This paper is of conceptual character. In addition to empirical papers, conceptual papers are 

relevant to advance fields or disciplines (MacInnis, 2011). Although the use of conceptual research 

methods could potentially provide a significant improvement in the state of the art and allow building 

valid theories (Meredith, 1993), it is linked with a variety of challenges. The main aspect to consider is 

the methodological clarity, which has to be provided. For this purpose, the authors first conducted a 

contextual review of relevant areas of interest. A conceptual framework was then generated, whereby 

the potential relation of the researched areas was indicated in the form of a table. This table offers the 

guideline on how the two concepts of organizational sustainability and knowledge risks can be 

researched, understood and interrelated.

The analysis was based on a wide range of sources (i.e., this included relevant prior research 

conducted by the authors). As a starting point, two recent systematic literature reviews were examined: 

one concerning knowledge risks by Durst (2019) and one devoted to knowledge management in the 

context of sustainability by Martins et al. (2019). On the basis of these two reviews, it was concluded 

that so far there has not been any study published that would link knowledge risks with the issue of 

sustainability. Against the relevance of both risk management and knowledge, the authors of the 

present paper argue that the inclusion would advance the understanding of sustainability and thus, 

could contribute to reaching the UN sustainable development goals. Therefore, it was necessary to 

prepare a solid theoretical background based on the available literature on knowledge risks, 

knowledge management, and sustainability.  

For this purpose, an iterative process of analysis was performed, in which the collected materials 

(i.e., articles, books, and book chapters) were examined step by step, adding new ones related to the 

discussed aspects. The superior concept was sustainability with its three dimensions and knowledge 

risks were examined from the perspective of their potential influence on sustainability.
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It needs to be kept in mind that, generally, a conceptual framework provides not a 

causal/analytical explanation of the reality but rather an interpretative approach. Additionally, instead 

of providing a theoretical explanation, as quantitative approaches do, conceptual frameworks offer an 

understanding (Jabareen, 2009). In other words, as Meredith (1993) stated, conceptual approaches 

are based mostly on the description and explanation and they offer a better balance between theory-

building and theory-testing. The present paper aims to contribute both to theory and practice in one 

of the general conceptual goals proposed by MacInnis (2011), i.e., in envisioning new areas of 

organization’s operations which should be examined for the purpose of achieving organizational 

sustainability. To envision new ideas, following MacInnis (2011), the authors identified (to see that the 

phenomena exist) and revised (to see phenomena that have been identified in a new way; to 

reconfigure and shift them) the present state of the art. The outcome of the paper is a novel framework 

with a revised perspective, linking knowledge risks and their potential influence with business 

sustainability and proposing ways to overcome knowledge risks by organizations aiming at sustainable 

performance. 

3. Knowledge risk management – theoretical review 

Knowledge and its significance for sustainability has been relatively neglected in the extant 

literature. There is a stream of research devoted to knowledge (e.g. local knowledge) and its potential 

influence on environmental risk management and natural hazards. For example, Birkmann and Teichman 

(2010) point out the importance of having knowledge and information base for disaster risk reduction. 

This is similar to Gailard and Mercer (2012), who indicate the usefulness of local and scientific knowledge 

for the same purpose. Corburn (2003) explains how local knowledge can be useful in the process of 

planning by communities endangered with environmental and health risks, while Failing et al. (2007) 

highlight the importance of local and scientific knowledge for environmental decision making. 

From the knowledge-based view (KBV), knowledge and organizational learning are perceived as the most 

crucial elements (Castro et al., 2011; Grant, 1996) for helping the development of innovations, including 
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sustainable ones as well (Pham et al., 2019). There is an interesting study by Hörisch et al. (2015), in which 

the authors have proven that knowledge can act as an important mediator to promote sustainability 

management in organizations. In another study, Cegarra-Navarro et al. (2013) have shown the positive 

effect of environmental knowledge on performance in hospitality companies. Although there are few 

studies about the influence of knowledge on the sustainability of organizations, not much is known about 

the risks related to knowledge and how they may hinder business sustatainability. 

Knowledge risk management is a novel approach, which concerns the management of various 

risks related to knowledge that can be faced by organizations. Knowledge risk management can be 

defined as a systematic activity devoted to the application of a variety of tools and techniques required 

to detect, examine and react to risks related to the production, usage, and detainment of knowledge 

(Durst et al., 2016). This approach has not been discussed extensively in the literature so far due to the 

fact that knowledge has been considered mainly as a valuable organizational asset (Quintas et al., 

1997; Victer, 2014), rather than a threat to organizations (Bratianu, 2018; Hurmelinna-Laukkanen, 

2015). Knowledge risk can be defined as “a measure of the probability and severity of adverse effects 

of any activities engaging or related somehow to knowledge that can affect the functioning of an 

organization on any level” (Durst and Zieba, 2019, p. 2). Taking that into account, organizations should 

be interested in both proper identification and elimination or reduction of knowledge risks that could 

hinder their operations. If not, a worst-case scenario would be bankruptcy, for example, as a result of 

a hacker attack where the company’s customer database with fragile information has been leaked and, 

in turn, led to irreversibly loss of both trust and market position. In a recent study, Durst et al. (2019) 

have shown the effect of KRM on organizational performance in private and public organizations. By 

using “softer” measures of performance, the authors provided some proof on the positive effect of 

KRM on the organizations’ sustainability.    

In an attempt to highlight differences between knowledge risks, Durst and Zieba (2019) proposed 

to divide knowledge risks into three categories: human, technological and operational knowledge risks. 

The first category, human knowledge risks concern a plethora of individual factors, such as personal, 
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social, cultural and psychological, as well as human resources management. The examples of such risks 

are knowledge hiding, forgetting or unlearning. The second category, technological knowledge risks are 

related to the usage of a variety of technologies by organizations, including information and 

communication technologies. Examples could be risks related to cybercrime or social media. The third 

and last category (operational knowledge risks) result from the regular activities of organizations, such 

as for example cooperation with suppliers or other entities, outsourcing, etc. Among such risks, there are 

knowledge waste, risk of using obsolete/unreliable knowledge, or knowledge acquisition risks (Durst 

and Zieba, 2019). 

The largest category constitutes operational knowledge risks, which are in many cases a natural 

consequence of everyday operations of organizations. Thus, particular attention should be given to this 

category to avoid expensive and detrimental interruptions.   

4. Business sustainability

Activities around developing and managing sustainable organizations are gaining more and more 

attention. For example, Baumgartner and Rauter (2017) in their theoretical paper have provided some 

guidelines for businesses on how sustainability issues can be integrated into corporate activities and 

strategies. According to Eccles et al. (2012), sustainable organizations are more successful than their 

less-sustainable counterparts and they engage intensively with their internal and external 

stakeholders. The view of enhancing corporate value through sustainability is shared by Soyka (2012), 

who in his seminal book provides guidelines on how to create a sustainable organization. 

 Sustainability is said to be achieved and maintained by balancing the three aspects of social, 

economic and environmental development (Johnson, 2017). Consequently, organisations have to take 

a broad approach when analysing their business practices to achieve this balance (MacDonald, 2011). 

Tideman et al. (2013) have explained the attention to sustainable operations by increasing the 

awareness about the growing population which, at a global level, cannot be mastered with limited 

resources. Thus, a short-term orientation that is primarily based on self-interests is no longer tenable. 
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Sustainable development is defined as “development that meets the needs of the present without 

compromising the ability of future generations to meet their own needs” (WCED, 1987) (p.43). In order 

to achieve sustainable development, organizations are supposed to integrate social, economic, and 

environmental development into their business operations (Chow and Chen, 2012). Van Kleef and 

Roome (2007) stress that these three aspects need to be considered as one entity instead of three 

separate ones, highlighting again that a balancing act and trade-offs will be among these aspects of 

sustainability. Van Kleef and Roome (2007) further emphasize the crucial role of cooperating strongly 

with all the stakeholders to reach sustainable objectives.   

Business sustainability, in contrast to sustainable development that focuses on the macro level, is 

located on the micro level of organizations. In this way, Dyllick and Muff (2016) conclude that without 

a connection between these two levels, business sustainability improvements will not contribute 

significantly to the improvement of the global situation. In order to address this situation, the authors 

have proposed a typology for business sustainability. This typology consists of four types of business 

sustainability: business-as-usual, Business Sustainability 1.0, Business Sustainability 2.0, and Business 

Sustainability 3.0. The latter type is considered to be real business sustainability because, according to  

Dyllick and Muff (2016), organizations which have reached this type of development have changed its 

perspective from seeking to reduce the negative impacts of their operations to working on positive 

operations that are vital for the society and the entire world.. Those organizations have a clear 

outward-focusedview and then in a further step ask themselves internally what could be done to 

overcome the present societal challenges.  Thus, in contrast to the other three types, the Business 

Sustainability 3.0 firm has a clear outside-in perspective.   

Working with such a perspective brings a number of new challenges to organizations. For 

example, performance must not only be evaluated in terms of economic performance (e.g., cost 

savings or profitability) but also in terms of non-economic aspects, such as eco-efficiency in the form 

of reduction of waste and pollution levels (Iasevoli and Massi, 2012) or the organizations’ contributions 

to overcoming societal challenges, e.g. reducing youth unemployment or increased entry of refugees 
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into the working world, or finally, stronger focus on sustainable consumption. Presumably, the 

outcomes of a sustainable business are better covered by the term organizational effectiveness 

(Richard et al., 2009). 

In these conditions, the concept of Cleaner Production (CP) is gaining more and more attention 

(e.g. Cardoso et al., 2019; Zhang et al., 2018). CP can be defined as a preventive, integrated and 

continuous environmental approach concerning processes, products and services and aiming at the 

improvement of the overall efficiency and the reduction of risks to people and the whole environment 

(UNEP, 1996). This approach is useful for potentially any industry or any area of company’s operations. 

The application of CP can help organizations in the conservation of the environment, improvement of 

the efficiency of resources’ usage, reduction of waste and wastage of materials, as well as the 

promotion of environmentally friendly actions (Yusup et al., 2015). It is expected that CP supports the 

application of environmental management systems and that it contributes to the improvement of 

organizational and environmental outcomes  (Stone, 2006). Thus, CP can help organizations in their 

efforts becoming a Business Sustainability 3.0 firm.  

When business sustainability is concerned, one needs to consider also the constituent dimensions 

of sustainability, namely scope (narrow vs. broad), substitutability (weak vs. strong) and goal 

orientation (absolute vs. relative) (Lankoski, 2016). In the case of the first dimension, narrow 

sustainability means that it is considered only in the context of environmental issues, while broad 

sustainability covers also social and economic issues (Montiel, 2008). As far as the second dimension 

is concerned, namely substitutability, it can be considered as weak when poor performance in one 

aspect of sustainability can be covered with good performance in other aspect(s). In the case of strong 

sustainability, the substitution is prohibited and organizations need to meet performance standards in 

all the areas of sustainability (Dietz and Neumayer, 2007; Hediger, 1999). The third and last dimension 

concerns the benchmark against which sustainability is assessed. In absolute sustainability, the 

benchmark is set by a critical outcome, while in relative sustainability it happens by comparing the own 

organization/own organizational values with other organizations/values (Lankoski, 2016). These three 
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dimensions may potentially influence knowledge risk management, as depending on the standards of 

dimensions the organization aims to meet, it needs to consider a greater or smaller variety of 

knowledge risks. 

Against this background, knowledge and KM can be viewed as crucial for sustainable organizations 

and their continuity (Gloet, 2006). As Robinson et al. (2006) have postulated: KM is inseparably linked 

to corporate sustainability. Knowledge can help organizations to address the balancing act regarding 

the three elements of sustainability addressed before (Mohamed et al., 2009). At the same time, the 

ability to create, disseminate and exploit knowledge assets starts to be perceived as one of the crucial 

factors for achieving long-term success by both the public and private sectors (Ruhanen, 2008). 

According to Bounfour (2003), KM is “a set of procedures, infrastructures, technical and managerial 

tools, designed towards creating, circulating (sharing) and leveraging information and knowledge 

within and around organisations” (p. 156). KM has a long-term orientation and thus fits properly with 

the aspect of durability regarding sustainability and sustainable management (Chow and Chen, 2012). 

KM practices, e.g. knowledge creation or knowledge retention, are expected to support the continued 

management of up-to-date and relevant knowledge. Consequently, a systematic approach to KM 

allows organizations to address current and future business challenges (Durst and Edvardsson, 2012). 

This, in turn, can help organizations in meeting their sustainability-related objectives (Gloet, 2006). 

Hence, organizations should engage in sustainable knowledge management which brings together KM 

and sustainability; where, by integrating social, economic, and environmental areas, the primary task 

of KM is to use the current and future knowledge sources in a sustainable way (Ansari et al., 2010). To 

make this possible, however, organizations need to be aware of the likely downsides of knowledge as 

well and thus, the consequences of knowledge risks for sustainable business management over time. 

5. Managing knowledge risks in sustainable organizations

By bringing together the concepts presented above, the authors of the present paper were in 

the position to envisage what kind of knowledge risks may potentially affect particular areas of 
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sustainability in organizations. If organizations want to become and remain sustainable, they need to 

analyse the potential knowledge risks they may face and to determine which sustainability 

dimension(s) is(are) endangered. For this purpose, they may turn to Table 1, which lists knowledge 

risks and the dimensions of sustainability they potentially affect. This can be considered the first step 

in the implementation of KRM, namely the identification of potential knowledge risks and their 

probable consequences. 

Table 1. Effect of knowledge risks on organizational sustainability dimensions

Knowledge risk/

Sustainability 

dimension

Environmental 

sustainability

Economic 

sustainability

Social sustainability

Human knowledge 

risks

Knowledge hiding X X X

Knowledge hoarding X X X

Unlearning X

Forgetting X

Missing/inadequate 

competencies 

regarding 

sustainability among 

organizational 

members

X X X

Technological 

knowledge risks
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Risks related to 

cybercrime

X X

Risks related to old 

technologies

X X

Risks related to 

digitalization

X X X

Risks related to social 

media

X X

Risks related to 

waste and pollution 

(due to resource-

wasting machines 

etc.)

X X X

Operational 

knowledge risks

Knowledge waste X X X

Risks related to 

knowledge gaps

X X X

Relational risks X

Knowledge 

outsourcing risks

X X X

Risk of using 

obsolete/unreliable 

knowledge

X X X

 

 

 

Journal Pre-proof



Risk of improper 

knowledge 

application

X X

Espionage X X

Continuity risks X

Communication risks X X X

Knowledge 

acquisition risks

X X X

Knowledge transfer 

risk

X X

Merger &

Acquisition risks

X X

The table clarifies that all the mentioned types of knowledge risks may hinder the economic 

dimensions of organizational sustainability, which is not very surprising. Various knowledge risks are 

related to some sort of inefficient or improper usage of knowledge and as such, they may damage the 

economic sustainability of a company. For example, in the case of espionage the company may lose 

the competitive advantage and in the long run, drop out of the market. Similar may be the case with 

missing/inadequate competencies of organizational members or knowledge hiding – they may result 

in a reduced ability to deal with organizational tasks or undertakings, depriving an organization of its 

economic sustainability. What is also worth mentioning is that the economic dimension of 

sustainability can be perceived as the basic one for the survival of the organization – if an organization 

is not economically sustainable, it will not stay in the market in the long run. It can, therefore, be 

considered as elementary and being the base for the following two dimensions. Additionally, 

knowledge risks seem to affect significantly the environmental dimension of sustainability. For 

example, risks related to cybercrime can end up tragically if the subject of the cyber-attack will be a 
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power plant or a different organization with a potentially negative influence on the environment. Also, 

in the case of merger and acquisition, there is a risk that environmental issues will be hindered if the 

company that takes over another one does not pay attention to this area of operations. The dimension 

of sustainability least affected by knowledge risks seem to be the social dimension. Still, there are 

several risks that can potentially make an influence. For example, knowledge hiding can result in a 

reduced willingness to collaborate and trust in the organization which in turn is likely to reduce the 

social climate in the organization which can also affect the relationships with external stakeholders. 

Risks related to knowledge gaps may have a negative influence on the well-being of organization’s 

employees if the management is not aware of the working conditions in its overseas factories. Poor 

communication can also address the social dimension as it may lead to frustration, anger or stress.    

After the proper identification of knowledge risks, organizations need to determine which 

knowledge risks could lead to serious problems; more precisely, the probability of occurrence and the 

expected size of the loss need to be determined. Based on that, concrete actions are required to be 

initiated to address these risks. These actions are especially crucial in case of risks which can seriously 

affect organizations’ survivability, leading them for example to bankruptcy. In Table 2 the authors of 

the present paper propose some examples of actions to be taken to address the knowledge risks 

identified in Table 1. 

Table 2. Knowledge risks and examples of actions to address them

Knowledge risk Actions to address knowledge risks

Human 

knowledge risks

Knowledge hiding - motivational aids highlighting the importance of knowledge 

sharing;

- creating a culture of trust within and outside the company; 

whereby the managers/entrepreneurs will need to set a good 

example for the employees, the other stakeholders to follow;
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- eliminating power distances between the requestor and the 

knowledge hider (Connelly et al., 2012);

- implementation of knowledge management systems and 

knowledge policies (Serenko and Bontis, 2016).

Knowledge hoarding - preventive and damage limitation actions to reduce and 

finally eliminate negative conduct by focusing on increasing 

social exchange/interactions, quality at work (Holten et al., 

2016);

- building employee reputation through knowledge sharing 

(Webster et al., 2008).

Unlearning - for unnecessary unlearning: knowledge documentation, 

knowledge exchange with peers, job rotation;

- for required unlearning (for example to make space for new 

knowledge, changes of routines in organizations): supporting 

change management, showing the benefits of new knowledge 

for the individual employee (Cegarra-Navarro et al., 2011).

Forgetting - maintain an organizational memory as a strategic imperative 

(Holan and Phillips, 2004);

- link the new habits to the old ones (Holan and Phillips, 2004).

Missing/inadequate 

competencies of

organizational 

members

- determination and analysis of required competences and the 

possessed ones;

- offering training and further education to fill the 

competencies gap;

- hire new staff with the missing competencies.

Technological 
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knowledge risks

Risks related to 

cybercrime

- application of protection mechanisms (e.g. anti-virus 

software; keep software updated; password management 

application);

- crucial data duplication in various locations;

- support from professional agencies.

Risks related to old 

technologies

- up-date of technologies, when required;

- analysis of available options.

Risks related to 

digitalization

- balancing the application of technologies and reliance on 

human resources;

- keeping in mind all the three dimensions of sustainability 

when adapting solutions, not only the economic dimension.

Risks related to social 

media

- monitoring of social media activities;

- seeking for legal actions in case of fake as well as other 

detrimental incidents;

- have a social media policy.

Operational 

knowledge risks

Knowledge waste - knowledge storage, retention, and dissemination in order 

not to reinvent the wheel (Ferenhof et al., 2015).

Risks related to 

knowledge gaps

- analysis of possessed knowledge and the required one for 

company operations; present and future ones (Perrott, 2007);

- obtaining missing knowledge from external sources (e.g. 

partners, clients, suppliers, etc.).

Relational risks - careful selection of partners (Delerue, 2005);
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- protection mechanisms against opportunistic behaviours 

(e.g. legal agreements);

- the reduction of the scope of partners to collaborate with 

(Durst and Ferenhof, 2014).

Knowledge 

outsourcing risks

- maintain all business functions to some basic extent;

- careful selection of outsourcing partners (Agndal and Nordin, 

2009).

Risk of using 

obsolete/unreliable 

knowledge

- double-checking of knowledge resources;

- application of verified/up-dated knowledge.

Risk of improper 

knowledge 

application

- seeking expert advice in case of doubts;

- training and further education for better knowledge skills.

Espionage - trust building (Chan, 2003);

- protection of key knowledge and information;

- legal measures (Crane, 2005).

Continuity risks - actions to retain knowledge;

- motivational measures to reduce the turnover of employees 

(Lambe, 2013).

Communication risks - emphasis on trust, understanding, listening and feedback 

gaining;

- development of cultural sensitivity;

- careful selection of communication channels and paying 

attention to communication conditions.

Knowledge - strategic orientation towards new knowledge gain;
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It needs to be kept in mind that not all organizations have the necessary means to manage all the 

knowledge risks mentioned in Table 1 and Table 2. This can be the case especially in small and medium-

sized firms, which often suffer from resource scarcity, as well as a lack of knowledge and capabilities 

regarding both knowledge management (Desouza and Awazu, 2006; Zieba et al., 2016) and risk 

management (Henschel and Durst, 2016). This, in turn, underlines the importance of identifying those 

risks that potentially have the most severe effects on the business operations and working on their 

elimination or reduction. The undertaken actions should be adjusted to the characteristics of the 

company and its possibilities (e.g. the possessed knowledge, available financial and non-financial 

resources, potential solutions, etc.). 

Consequently, each organization should put an emphasis on the identification, analysis, and 

mitigation of those knowledge risks that have the highest probability of endangering its sustainability. 

For this purpose, it can start with the knowledge risks described in Table 1 to determine which areas 

of sustainability are endangered with the existing or potential knowledge risks. The relevant risks 

identified should then be integrated into the organization’s approach to (knowledge) risk management 

and actions to mitigate the risks should be identified, initiated, monitored and reported. In the third 

step, the modification of the KM approach should be made, so that it corresponded with the KRM 

approach. In case the organization has not implemented KM before, this step should concern the 

acquisition risks - careful selection of knowledge sources.

Knowledge transfer 

risk

- focus on people-to-people processes (Tangaraja et al., 2016);

- concentration on culture, a commitment of management to 

make available resources and time, incentives provided, 

context (Durst and Zieba, 2019).

Merger &

Acquisition risks

- concentration on knowledge exchange and making 

knowledge available;

- protection of knowledge that can be lost in the process.
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implementation of a KM approach that is aligned with the organization’s (knowledge) risk 

management. 

Thereby, organizations may use the following step-by-step guide:

1. Identification of possible knowledge risks.

2. Analysis of the potential impact (i.e., determining the possibility and severity of the impact) 

of the identified knowledge risks on the three sustainability dimensions.

3. Focus on those knowledge risks with the most probable and severe impact on sustainability. 

4. Identification and selection of ways to either eliminate or reduce the impact of identified 

knowledge risks, together with the specification of the required resources and organizational 

changes needed to implement the solution(s). 

5. Design and implementation of a KRM plan that specifies the knowledge risks currently of 

importance, the ways/solutions chosen to address these risks, as well as their monitoring 

(counter-measures in case the chosen solutions do not work) and the reporting methods to 

the organization’s main stakeholders.

6. Concurrently watching out for new risks and preventive actions. 

By having addressed these steps as a dynamic and ongoing process, the organization should have 

a tool at hand that contributes to the aims of sustainable business development, i.e. better 

understanding and handling of likely risks related to the three dimensions of sustainability (Figure 1)1. 

1 Figure 1 represents a kind of conceptual map which shows the concepts of interest and its connection 

(Whetten, 1989).   
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Fig. 1. Integrated knowledge management approach with knowledge risk management and the three 

dimensions of sustainability. Source: Authors’ own compilation.

The application of KRM may also support organizations’ activities dedicated to Cleaner Production to 

address the environmental dimension of sustainability. As Kjaerheim (2005) stated, a production that 

is both efficient and environmentally friendly requires not only the investment in technology, which is 

often too expensive to be covered by a company, but also a concentration on people, their skills, 

motivation, experience they have, and the existence of systems that are implemented and the holistic 

organization perspective. In such a case, the analysis of knowledge risks may prove to be useful for 

companies, as it concentrates on all these aspects and helps to find solutions to common problems.

6. Conclusions

To conclude, the paper offers a new perspective on business sustainability, i.e. the perspective of 

knowledge risks and in a broader sense, KM. On the basis of the presented analysis, it seems that the 

underlying notion of KM is predestined for the underlying notion of sustainable business development. 

The paper also enriches the concept of business sustainability with a relatively new perspective which 

considers knowledge not only as a valuable asset, but also as a potential threat or hazard, which in 

turn underlines the need for reconsidering approaches to risk management. 

6.1.  Implications for theory and practice
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The paper analyses the aspect of business sustainability from the perspective of knowledge risks 

and their management. The plethora of knowledge risks that may potentially endanger the 

sustainability of an organization makes their identification a problematic issue, not to mention ways 

to reduce or eliminate their impact. Against the underdeveloped state of research that links these two 

relevant and topical issues, this paper develops further the current body of knowledge by offering this 

missing link between knowledge risks and business sustainability and its three dimensions (the 

economic, social, and environmental). In the era of growing environmental risks and natural disasters 

(Birkmann and Teichman, 2010; Gaillard and Mercer, 2012), it is necessary to extend the common 

thinking about business sustainability and the ways it can be affected by knowledge risks. For example, 

knowledge related threats targeting the energy sector, e.g. unauthorized people hack the functioning 

of power-grids will be detrimental not only to companies but also to the wider community.  

Additionally, the contribution of this conceptual paper results from the fact that it offers a variety 

of actions/measures which could be taken by organizations to mitigate knowledge risks. Depending on 

the type of knowledge risk, these actions may be related to knowledge processes (Serenko and Bontis, 

2016), cooperation paradigms (Agndal and Nordin, 2009), legal actions, motivational aspects (Lambe, 

2013) or concentration on various key areas in organizations (Durst and Zieba, 2019). Having an 

awareness of potential actions, organizations are in a better position to select proper ones which, in 

turn, can contribute to the organizations’ sustainability. By focusing on knowledge risk management, 

which can be viewed as a specialization of risk management, the paper contributes to the latter 

research efforts in the areas of cleaner production and environmental issues (e.g. Wu et al. 2013).    

Moreover, the links between KM and sustainability have not been examined extensively so far 

(Martins et al., 2019). As potential research areas, Martins et al. (2019) have listed, for example, the 

analysis of KM implementation in different sectors and branches; ways of promoting KM as a 

systematic tool for exchanging information; or using KM to build organizational capacity. 

The present paper deals with the last area – capacity building on KM as it proves that by the analysis 

of knowledge risks and their management, organizations may potentially improve their approaches 
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to/strategies of sustainability. Finally, by emphasizing sustainability practices in organizations the 

present paper is in line with latest research within this realm (e.g. D'Souza, 2020); it also underlines 

the possible practical utility of the paper.  

6.2.Study limitations and further research avenues

There are some limitations to the presented study. First of all, being a conceptual paper, it does 

not offer empirical evidence on the impact of KRM on business sustainability. Yet, the recent findings 

by Durst et al. (2019) can be named in order to strengthen the material presented in this paper, as the 

mentioned study has shown the positive effect of KRM on sustainability in both private and public 

organizations. Second, the list of knowledge risks may appear to be incomplete and there could be 

more risks that are relevant for addressing sustainable business development and the three 

dimensions respectively. This may be caused by the fact that every day new potential knowledge risks 

may appear, for example as a result of new technologies or a changing environment in which 

companies operate. Third, risks typically do not act in isolation but can affect/lead to other risks too, 

and these linkages need to be understood, particularly with regard to the three dimensions of 

sustainability.   

Thus, researchers interested in the topic could benefit from these limitations as starting points 

for their research projects. Additionally, one can recommend the execution of both qualitative and 

quantitative studies (even mixed methods approaches) to identify and examine relevant knowledge 

risks and their influence on business sustainability. Thereby, the emphasis could be on a particular 

dimension or ideally on all three dimensions of sustainability. The research could be conducted in 

organizations from various sectors, of various sizes and cultural contexts. Another potentially 

promising research theme would be to design longitudinal research projects to study the potential 

contribution of KRM to business sustainability over time, e.g. towards a Business Sustainability 3.0 

firm. Does KRM contribute to becoming a truly Business Sustainability 3.0 firm? Does KRM contribute 

to the three dimensions of business sustainability and which dimensions in particular? Moreover, as 

this conceptual paper provides only one type of contribution among the four general conceptual 
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options as defined by MacInnis (2011), there is a new field for exploration in future studies. Future 

research could try and cover the next types of conceptual contributions, i.e. explicating, relating and 

debating, in order to further the field’s advancement and offer new insights, both for researchers and 

practitioners. Finally, it should also be clarified whether there is a link between the typology of 

sustainability and knowledge risks. This would help organizations in better understanding how the 

knowledge risks they face and deal with may influence various types of sustainability. 
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Highlights

 Knowledge risks can influence organizational sustainability in all its three dimensions: social, 
economic and environmental.

 Various actions are offered to address knowledge risks and help organizations in reaching 
their sustainability in all the three dimensions..

 A step-by-step guide to provide sustainability by dealing with knowledge risks is delivered. 
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