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We report on the first demonstration of a two way Quantum Key Distribution (QKD) protocol with decoy
state. The experiment was conducted over free space medium and exhibits a significant increase in the
maximum secure distance of a two way QKD protocol specifically the LM05 protocol.
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1. Introduction

Since the introduction of BB84 protocol in 1984 [1], Quantum Key
Distribution (QKD) combined with one time pad presents a likely
candidate for an unconditionally secure method for information
transfer between two distant parties. Over the last decade, practical
aspect has been at the center of interest in Quantum Key Distribution
(QKD) where much of the efforts are in bridging the gap between the
imperfect settings of QKD realization to the theoretical unconditional
security proof [2,3]. While the imperfect settings is known to invite
powerful attacks such as Photon Number Splitting (PNS) attack, it does
not necessarily form a threat to the security of the shared key but rather
limits the secure key generation and the maximum secure distance.

One recently introduced tool that equipped QKD against such so-
phisticated attacks is the decoy state method, first introduced by [4]
and further developed for example by the work in [5–11]. In decoy
state method, besides signal pulses, Alice and Bob use several other
different intensities of coherent light pulses as decoy states. Since
Eve cannot distinguish between the signal and decoy pulses, she has
to apply the same strategy to all of them. As a result, any eavesdrop-
ping attempt by Eve will inevitably modify the photon statistic and
expose her [5].

Theoretical as well as experimental progresses with regard to
decoy state can be seen for example by works in [5–18]. One common
aspect in these works is that they were all based on BB84 protocol. As
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for other protocol in prepare and measure scheme, extension to decoy
state can be seen in [12,13] for SARG04 protocol. In the case of two
way QKD protocols [19–27], recently, Shaari et al. in [14] started the
decoy state extension for LM05 protocol which is a four state two
way protocol by Lucamarini and Mancini [22,24]. They proposed a
two decoy states extension as a practical decoy scheme for LM05.
The result of their numerical analysis was quite encouraging given
that the maximum secure distance is extended by almost double
compared to the one without decoy state.

In this work, we use the bounds obtained from our work in [30] in
which we have extended the work in [14] to the case of “weak+vac-
uum”, first proposed by Lo et al. for BB84 in [7]. While it has been
shown in [7] that this special case of practical decoy states is in fact
optimal for BB84, experimentally, the proposed scheme has obvious
advantages in simplifying the setup at state preparation stage due
to for example reduce number of photon source. While one may en-
counters problem with producing a “truly vacuum” state in a plug
and play QKD setup due to difficulties such as in finding good attenu-
ator, it is not the case for a one way QKD setup as it can be easily
achieved by simply not triggering the laser sources which in this
case fits well to our experimental setup. We then experimentally
demonstrate an implementation of LM05 protocol with the proposed
weak+vacuum decoy state over free space medium. To the best of
our knowledge this is the first time that an implementation of a two
way QKD protocol with decoy state is realized. This letter is organized
as follows. The ensuing sections introduce the proposed protocol as
well as elaborations of the experimental setup. We then present our
main results and analysis and conclude with suggestions for future
works.
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2. The protocol

The LM05 protocol is depicted in Fig. 1. It starts with Bob prepar-
ing a qubit in one of the four states similar to BB84, {|0〉, |1〉} (Pauli
operator Z(σz)), and {|+ 〉, |− 〉} (Pauli operator X(σx)). He then
sends it to his counterpart Alice who either switches to control mode
with probability c to test the channel noise or switches to encoding
mode with probability 1−c to encode a bit of information. In control
mode, Alice randomly measures the qubit in any of the two measure-
ment bases similar to BB84 and prepares a new qubit to be sent to
Bob based on the outcome of her measurement. In encoding mode,
Alice either applies identity operation I to encode logical 0 or op-
eration iY (σy) to encode logical 1. While Alice simply leaves the
qubit unchanged for the identity operation I, she uses a universal
“equatorial NOT” gate to flip the unknown incoming state. She then
sends the qubit back to Bobwho deterministically decodes themessage
by measuring the qubit in the same basis he prepared, without a de-
mand for a classical channel [22,24,27].

In extending decoy state method specifically the weak+vacuum
decoy state for LM05 protocol, in addition to signal state with inten-
sity μ, Bob prepares a weak state with intensity ν and another state
being a vacuum state with intensity zero. By measuring the gain
and QBER of these states, reliable bounds of the fraction and QBER
of detection events originated from single and double photon pulses
emitted by Bob is obtained. Note that LM05 allows for key distillation
even for two photons per pulse [14,24]. As mentioned in [7], the use
of vacuum state allows direct measurement of the background rate,
thus leading to better key rate estimation.

In [30], we have simplified relevant bounds that led to the two se-
cure key rate formulas represented by Eqs. 25 and 26 in [14] and ob-
tain for the case of “weak+vacuum”. While the former results in
higher secure key rate and longer secure distance, the latter has an
advantage of not having to concern on how Eve may manipulate the
single and double photon contributions individually [14]. Note also
that the former requires additional information by having to rely on
the value of double photon yield (Y2) from infinite case denoted as
Y2
∞ in Eq. 10 of [14] to lower bound Y2

L. As such, for simplicity, we
make use of the latter throughout our experiment.

Let us review the relevant bounds used in obtaining the lower
bound of key generation rate R. The lower bound (Y1+Y2)L for the
case of “weak+vacuum” adapted from Eq. 19 of [14] is given by:

Y1þ Y2ð ÞL ¼
μ3eνQν−ν3Qμe
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Fig. 1. Schematics of the LM05 protocol. Bob prepares qubit with random bases and
sends it to Alice. With probability c Alice measures the qubit and prepares a new
qubit based on her measurement outcome. With probability 1-c Alice encodes a bit
of information. Bob measures using the same basis he used to prepare [3].
where Qμ is the gain of signal state, Qv is the gain of weak decoy state,
Y0 is the gain of vacuum state and Y1

L is given by [7] as :
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The lower bound of effective gain (Q12
L (μ)) and upper bound of ef-

fective error rate (εU) is given by [14] as:
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where Eμ is the QBER and e0 is the error rate coming from background
noise.

2The effective gain (Q12
L (μ)) and error rate (εU) can be plugged

into the following Eq. 5 for the lower bound of key generation rate,
given by [14] as:

R≥ RL ¼ −Qμ f Eμ
� �

H Eμ
� �

þ QL
12 1−τ εU

� �h i
ð5Þ

where

H(Eμ) is the binary Shannon Entropy and is given by
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and τ(εU) is the amount of bits lost due to privacy amplification, given

by [31] as:
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3. Experimental setup

The schematic of our experimental setup is depicted in Fig. 2. It is
actually an extension of our previous setup for an automated LM05
protocol implementation over free space medium in [29]. We made
several modifications at the source as well as at the LabVIEW program
to accommodate the proposed decoy state extension.

Our LabVIEW 8.5 based program, developed on top of a 40 MHz
Reconfigurable I/O module of National Instruments (PXI-7833R)
pair at Bob and Alice controls and synchronizes all the laser sources,
Pockels cells and single photon counting modules. The program
used pseudo-random number generator to set random triggering of
each laser source and Pockels cell. For the case of weak+vacuum
decoy state, we set such that the pulses for weak decoy state, vacuum
state and signal state are randomly distributed at 1:1:2. The pulse rep-
etition rate of the FPGA was set to be 0.725 MHz so that they operate
within the safe region of below 1 MHz limitation of our Pockels cells.

The photon source consists of four diode lasers (SRC1, SRC2, SRC3
and SRC4) from Coherent CUBE with wavelength at 785 nm. The SRC1
and SRC2 pair is assigned as the source for signal state which emits ei-
ther horizontal or vertical pulse respectively while the SRC3 and SRC4
pair is assigned for the decoy source. They are all separately attenuated
to achieve the required intensities. Either one of these four lasers is



Fig. 2. The LM05 and decoy state experimental setup consists of SRC1, SRC2, photon source for signal state; SRC3,SRC4, photon source for decoy state ; BS1, BS2, BS3 beam splitter;
PBS1, polarization beam splitter; SF, spatial filter; PC1, first Pockels cell; ATTN1, variable attenuator; BS1, BS2 50/50 beam splitter; ATTN2, ATTN3 attenuator; PC2, second Pockels
cell; PC3, third Pockels cell; PC4, Fourth Pockels cell; IF1, interference filter; WOL1, Wollaston Prism; SPCM1, H & D detector; SPCM2, V & A detector.
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randomly triggered at a time. Horizontal pulses from SRC1 and SRC3 are
combined into horizontal optical path at BS1 while vertical pulses from
SRC3 and SRC4 are combined into vertical optical path at BS2. Optical
pulses from the two paths are finally combined into a same optical
path at polarization beam splitter PBS1 before being spatially filtered at
SF. The optical pulses further proceed to Pockels cell PC1whose function
is to randomly transform incoming horizontal or vertical pulse to diago-
nal or anti-diagonal respectively. In this way, the combination of ran-
domly triggered laser sources and PC1 produces the required signal
and weak decoy states. For the case of vacuum state, Bob simply choose
to not trigger any of the laser as well as the pockels cells.

Each prepared photon pulse that reaches Alice will first go through
the 50/50 beam splitter (BS3) used for simulating the effects of control
mode and then proceed to the flipper (PC2, PC3) which is randomly
flipped or not flipped by Alice for logical bit 1 or 0 encoding. The op-
eration of the flipper is described in detail in [28,29]. Encoded pulses
returning from Alice enter Bob's detection package by first going
through the Pockels cell PC4 whose function is to actively prepare
measurement basis to the one used at state preparation stage. They
are further polarization analyzed by the Wollaston prism WOL1 to
be either detected at DET1 or DET2.

4. Results and discussion

It is known that with certain known intrinsic parameters i.e. internal
transmission of the system including detection efficiency (ηBob),
Table 1
Experimental results for the case of “weak+vacuum” decoy state.

Channel
loss
(dB)

Qμ Eμ Qν Eν Y0

1.24 1.182×10−2 4.487×10−2 5.245×10−3 4.448×10−2 4.383×10−6

3.26 4.588×10−3 4.141×10−2 2.137×10−3 4.180×10−2 3.518×10−6

5.23 2.059×10−3 4.964×10−2 8.470×10−4 5.084×10−2 3.251×10−6

6.50 1.086×10−3 5.397×10−2 4.706×10−4 5.410×10−2 3.686×10−6

8.38 4.995×10−4 5.274×10−2 2.120×10−4 5.468×10−2 3.918×10−6

9.46 2.837×10−4 6.215×10−2 1.340×10−5 6.850×10−2 3.947×10−6

11.01 1.303×10−4 6.117×10−2 5.711×10−5 8.473×10−2 4.005×10−6
erroneous detection probability (edetector) and background rate (Y0),
one may perform numerical simulation to determine the optimal
mean photon number for a particular distance or channel loss as well
as estimating maximum secure distance capable with a QKD setup
[7,15,16]. We notice that estimation of maximum secure distance is
very important in this experiment as it is of no use to perform decoy
state at a distance where secure key generation is not anymore possible.
As such, we first obtained intrinsic parameters measured from the ex-
perimental setup in which we obtained ηBob=0.072, edetector=0.045
and Y0=3.52×10−6.We then performed numerical simulation to esti-
mate the capability of the proposed decoy state extension with this
setup in terms of maximum secure distance. Note that due to differ-
ences in the setup and alignment accuracy, they are different to those
previously used in [29]. We have also numerically searched the maxi-
mum key generation rate at every distance for the case of without
decoy state and theoretical infinite decoy state. For the case of without
decoy state, we based on the key rate formula in [24] while for the case
of theoretical infinite decoy state, we based on the key rate formula in
[14,30]. The two formulas are denoted as RLM and R∞ respectively here.

In conducting the experiment, we started with the case of without
decoy state followed by the case of “weak+vacuum”. A same mean
photon number closed to optimal as suggested by numerical simulation
was used for every distance which is, specifically μ=0.31 and ν=0.13
for R12 and μ=0.15 for RLM. As for the distance, we have made use of
the two attenuators denoted as ATTN2 and ATTN3 in Fig. 2 to simulate
the channel loss. The data size used for each experimental plot was
140 Mbit. The experimental result is shown in Table 1.
Table 2
The Lower bounds of Q12, R and upper bound of e12. The values are calculated using Eqs.
1–7 with experimental data in Table 1.

Channel loss (dB) Q12
L e12

U RL

1.24 9.535×10−3 5.546×10−2 3.108×10−3

3.26 3.518×10−3 5.361×10−2 1.188×10−3

5.23 1.573×10−3 6.421×10−2 3.689×10−4

6.50 8.310×10−4 6.887×10−2 1.560×10−4

8.38 4.060×10−4 6.135×10−2 1.029×10−4

9.46 2.340×10−4 6.910×10−2 4.058×10−5

11.01 9.825×10−5 6.625×10−2 1.411×10−5

image of Fig.�2


Fig. 3. Experimental plot for the case of RLM, R12 and R∞ using instrinsic parameters of the setup as in Table 1. The R12 and R∞ are obtained using Eq. 5 and RLM is obtained using key
rate formula in [24]. The theoretical lines are based on numerical simulation results using intrinsic parameters ηBob=0.072, edetector=0.045 and Y0=3.52×10−6 and with mean
photon number closed to optimal with μ=0.31 and ν=0.13 for R12 and μ=0.15 for RLM. For R∞, optimal μ was used throughout every distance.
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Using experimental results in Table 1, we then calculate the lower
bounds of single and double photon gain (Q12), key rate (R) and upper
bound of e12 by plugging into Eqs. 1–7. The results are shown in Table 2.
We used f(Eμ)=1.22 for error correction efficiency. To better illustrate
the results of this experiment, we have also plot relevant graph depicted
in Fig. 3.

From Fig. 3, it is obvious that without decoy state, a maximum se-
cure distance will only reach less than 8 dB channel loss. We verified
at 9.51 dB that the secure key generation rate is negative for the case
of without decoy state. In contrast, using the proposed extension of
“weak+vacuum” decoy state, one could easily extend the maximum
secure distance by around two third of the one without decoy state
which fits well with our previous numerical simulation results in
[30] when we used data from GYS [32].

5. Conclusions and future works

We have successfully implemented a QKD system based on a two
way protocol namely the LM05 and decoy state method over a free
space medium. The experimental result verified the capability of the
proposed scheme which significantly extends the maximum secure
distance by around two third of the one without decoy state. The
fact that only a simple extension to existing setup was needed sug-
gests the practicality of this method and deserves further study.

Acknowledgments

The authors would like to thank Jesni Shamsul Shaari and Marco
Lucamarini for fruitful discussion.

References

[1] C.H. Bennet, G. Brassard, Proc of IEEE Int Conference on Computers, Systems, and
Signal Processing (Bangalore, India, 1984), 1984, p. 175.

[2] N. Gisin, G. Ribordy,W. Tittel, H. Zbinden, Reviews of Modern Physics 74 (2002) 145.
[3] M. Lucamarini, S. Mancini, arXiv:1004.0157v2April 2010.
[4] W.-Y. Hwang, Physical Review Letters 91 (2003) 057901.
[5] Hoi-Kwong Lo, Xiongfeng Ma, Kai Chen, Physical Review Letters 94 (2005)
230504.

[6] Xiang-Bin Wang, Physical Review Letters 94 (2005) 230503.
[7] Xiongfeng Ma, Bing Qi, Yi Zhao, Hoi-Kwong Lo, arXiv:quant-ph/0503005v5. May

10 2005.
[8] J.W. Harrington, J. MEttinger, R.J. Hughes, J.E. Nordholt, quant-ph/0503002.
[9] P. Rice, J.W. Harrington, arXiv:0901.0013v2.

[10] X.-B. Wang, Physical Review A 75 (2007) 052301.
[11] X.-B. Wang, C.-Z. Peng, J. Zhang, L. Yang, J.-W. Pan, Physical Review A 77 (2008)

042311.
[12] ShengLi Zhang, XuBo Zou, ChenHui Jin, GuangCanGuo, arXiv:0807.1760v1quant-ph.

11 Jul 2008.
[13] ShengLi Zhang, XuBo Zou, ChuanFeng Li, ChenHui Jin, GuangCan Guo, Chinese

Science Bulletin 54 (2009) 11.
[14] J.S. Shaari, Iskandar Bahari, Sellami Ali, Optics Communication 284 (2011) 697.
[15] Y. Zhao, B. Qi, X. Ma, H.-K. Lo, L. Qian, Physical Review Letters 96 (2006) 070502.
[16] Y. Zhao, B. Qi, X. Ma, H.-K. Lo, L. Qian, , IEEE, Proceedings of IEEE International

Symposium on Information Theory, 2006, p. 2094.
[17] T. Schmitt-Manderbach, H. Weier, M. Fürst, R. Ursin, F. Tiefenbacher, T. Scheidl, J.

Perdigues, Z. Sodnik, C. Kurtsiefer, J.G. Rarity, A. Zeilinger, H. Weinfurter, Physical
Review Letters 98 (2007) 010504.

[18] Y. Liu, T.Y. Chen, J. Wang, W.Q. Cai, X. Wan, L.K. Chen, J.H. Wang, S.B. Liu, H. Liang,
L. Yang, C.Z. Peng, K. Chen, Z.B. Chen, J.W. Pan, Optics Express Vol. 18 (Issue 8)
(2010) 8587.

[19] K. Bostroem, T. Felbinger, Physical Review Letters 89 (2002) 187902.
[20] Q.-Y. Cai, B.W. Li, Chinese Physics Letters 21 (2004) 601.
[21] F.-G. Deng, G.L. Long, Physical Review A 70 (2004) 012311.
[22] M. Lucamarini, S. Mancini, Physical Review Letters 94 (2005) 140501.
[23] J.S. Shaari, M. Lucamarini, M.R.B. Wahiddin, Physics Letters A Volume 358 (Issue

2) (October 9 2006) 85.
[24] Marco Lucamarini, Alessandro Cere, Giovanni Di Giuseppe, Stefano Mancini,

David Vitali, Paolo Tombesi, Open Systems and Information Dynamics 14
(2007) 169178.

[25] M. Ostermeyer, N. Walenta, Optics Communications Volume 281 (Issue 17)
(September 1 2008) 4540.

[26] Alessandro Cere, Marco Lucamarini, Giovanni Di Giuseppe, Paolo Tombesi, Physical
Review Letters 96 (2006) 200501.

[27] R. Kumar, M. Lucamarini, G. Di Giuseppe, R. Natali, G. Mancini, P. Tombesi, Physical
Review A 77 (2008) 022304.

[28] M.F. Abdul Khir, M.N. Mohd Zain, Suryadi, S. Saharudin, S. Shaari, Proceeding of
the IEEE International Conference on Photonic (ICP2010), 5–7 July 2010, Langkawi,
2010.

[29] M.F. Abdul Khir, M.N. Mohd Zain, Suryadi, S. Saharudin, S. Shaari, arXiv:quant-ph/
1108.3411v1. Aug 17 2011.

[30] M.F. Abdul Khir, S. Shaari, arXiv:quant-ph/arXiv:1108.4756v1August 24 2011.
[31] N. Lütkenhaus, Physical Review A 61 (2000) 052304.
[32] C. Gobby, Z.L. Yuan, A.J. Shields, Applied Physics Letters 84 (19) (2004) 3762.

http://arXiv:1004.0157v2
http://arXiv:quant-ph/0503005v5
http://quant-ph/0503002
http://arXiv:0901.0013v2
http://arXiv:0807.1760v1quant-ph
http://arXiv:quant-ph/1108.3411v1
http://arXiv:quant-ph/1108.3411v1
http://arXiv:quant-ph/arXiv:1108.4756v1
image of Fig.�3

	Implementation of two way Quantum Key Distribution protocol with decoy state
	1. Introduction
	2. The protocol
	3. Experimental setup
	4. Results and discussion
	5. Conclusions and future works
	Acknowledgments
	References


