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ABSTRACT

In this manuscript, a hybridizing visual cryptography with Optimal Ellip-
tic Curve Cryptography is proposed for medical image security in Internet
of Things (IoT). The visual cryptography is generally used to send the
secure and confidential medical image to the receiver. Here, the medical
image is transmitted as shares and all shares of the medical image are
collectively loaded to retrieve the original medical image. Moreover, the
multiple shares are created interms of pixel values of medical image and
this share is extracted and partioned in blocks. The blocks of every share
are encrypted with elliptic curve cryptography (ECC) mechanisms and
encrypted image is decrypted using ECC decrypts. In hybridizing visual
crypto with optimal elliptic curve crypto, the optimal key will be gener-
ated using an imperialist competitive algorithm. Finally, the decrypted
output image compares to the original image. The proposed system is ex-
ecuted on MATLAB platform and performance is evaluated with existing
method like Score-based Key Enumeration Algorithm (SKEA). The pro-
posed ESEA approach reduces the file size as 45.76%, 24.97%, 15.86%,
33% and 33.86%.And higher PSNR as 29.08%, 25.86%, 23.98%, 25.86%
and 42.75%. The proposed ESEA approach achieves 6.89% higher secu-
rity than existing SKEA method. Furthermore, the simulation outcome
demonstrates that the proposed technique can be able to find the optimal
global solutions efficiently and accurately than the existing techniques.
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1. INTRODUCTION

Nowadays, the Internet is used in everywhere [1-3].
So, the Internet of things makes to build the commu-
nication circumstances in interconnected devices and
stages to concentrate practical and substantial world
[4,5]. The IoT deals several intelligent devices such
as sensors, and associated actuators to manage phys-
ical conditions and human frame work [6,7]. An IoT
plays an important role in innovative and creative
arrangements for using the internet. IoT provides
telemedicine in the information technology with the
help of sensors and systems, also used to assign the

knowledge of the patient with the collaboration with
remote professionals [8-10]. IoT security and data
integrity is used to examine the real importance of
IoT [11]. Patient satisfaction and home treatment
provide the medical service provider plays an impor-
tant role in the medical field. IoT is the central part
of the various therapeutic devices, sensors, analyti-
cal and imaging devices. In this method, the security
and reliability of symptomatic data of patients are
not achieved clearly. The path messages are encoded
in the Encryption Cryptography [12,13].

In this process, the programmers cannot read the
data and can be approved to available faculty [14].
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To decrease this problem, the two major algorithms
are used to encrypt the data link in the task, the al-
gorithm is advanced Encryption standard algorithm
(AES) [15] or Rivest-Shamir-Adleman (RSA) [16].
Remote health observation provides promotion of sev-
eral restorative applications in IoT. For instance, to
evaluate the conditions of the patient to recognize
the treatment as an optimal intercession in earlier
stage [17]. The safety indicates the treatment of pa-
tients using the traditional system and to bind the
devices in IoT. This method is detailed by using the
coding and decoding process and to avoid the break-
ing of long keys while taking photos. Business and
individual is used in the communication process and
calculated by using the RSA method in open key [18].
This method aims to perform the safety measures of
patient with wireless sensor network and encrypting
the data. IoT security provides strengthened to the
investigators and to provide the keys to optimal im-
perialist to develop a competitive, several techniques
are enhanced[19].

In this manuscript, the hybridization of visual
cryptography with optimal elliptic curve cryptogra-
phy is proposed for the security of medical images
on Internet of Things (IoT). Elliptic Curve Cryptog-
raphy (ECC) is more complex and also maximizes
the possibility of execution errors, thus dropping im-
age security. The ECC also maximizes the size of
encrypted message concurrently. To overcome the
drawback of ECC a hybrid technique is introduced.
The proposed technique is the joint execution of Vi-
sual cryptography and Elliptical curve cryptography
(ECC) [20]. It also has some drawbacks that is visual
cryptography sends an original image with multiple
shares at that time the shares are encrypted in the
transmitter side and decrypted in the receiver side.
When encrypting processes take place a key gener-
ated known as the public key prime numbers in ran-
dom and in decrypting the key generation generate
private key will not able to generate the key random-
ness [21,22]. So, there is a hybrid technique is needed
to avoid this problem, for that joint execution of Vi-
sual cryptography and Elliptical curve cryptography
(ECC) is proposed.

The main contribution of this manuscript is sum-
marizes as follows:

e In this manuscript, a hybridization of Elliptical
curve cryptography (ECC) and visual cryptog-
raphy is proposed [23] for medical image security
in Internet of Things (IoT).

e The visual cryptography is utilized for sending
a secure and confidential medical image to the
receiver. Here, the medical image is transmitted
as shares and all shares of the medical image are
collectively loaded to retrieve the original medi-
cal image.

e Also the multiple shares are created in terms of
pixel values of medical image and this share is

extracted and portioned in blocks.

e The blocks of every share are encrypted with
ECC mechanisms and encrypted image is de-
crypted using ECC decrypts.

e In hybridizing visual crypto with optimal elliptic
curve c+-rypto, the optimal key will be gener-
ated using an imperialist competitive algorithm
[24].

e Finally, the decrypted output image compares
to the original image.

e Finally, implementation is carried out in MAT-
LAB platform for evaluating their performance.

e The performance is evaluated with existing
method like Score-based Key Enumeration Al-
gorithm (SKEA).

The rest of this manuscript is designed as below. Sec-
tion 2 delineates that Preliminaries of Elliptical curve
cryptography (ECC) and visual cryptography. Sec-
tion 3 explains that Literature survey. Section 4 il-
lustrates that Proposed Hybrid Elliptic Curve (ECC)
and Visual Cryptography (VC) with ICA Optimiza-
tion. Section 5 demonstrates that result and discus-
sion. Finally, Section 6 concludes the manuscript.

2. PRELIMINARIES
2.1 Elliptic Curve Cryptography

Elliptic curve cryptography (ECC) is a public
cryptography introduced independently. Information
technology is growing rapidly at current with ad-
vanced technologies, but there are some restrictions
while using the internet.

Generation of

Let take a prime (i(n(mlin.n of public and Plaifv medical
numbers Base point § image
private key
Encrypted

Decryption <=9 Private key <= image or cipher €——  Publickey <= Encryption

image

Plain image

Fig.1: Basic structure of Elliptic Curve Cryptogra-
phy.

Memory is limited, high computing power and can-
not have the possibility of usage as high bandwidth
for communication purpose. An ECC cryptography
system is required to solve these issues with smaller
keys and small signature size. So that high security
level can obtain with lesser keys. Fig. 1 depicts the
basic framework of ECC method.
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2.2 Visual Cryptography

Visual cryptography (VC) is proposed for sharing
the visual data with high security. The encryption
method of real image in shared images reveals that
secret message or original image, undoubtedly, after
assembling an appropriate number of actions. The
basics of VC and the process of transformation of VC
are as follows.

§ 285 3| | M~

Original image I

L
]

Shared image 1 Shared image 2

Overlap images

Fig.2: Procedure for generating shared images as
real image and view secret message.

The first process is to prepare the original image
with secret messages and some patterns to transform
a real image. This pattern has pixels that are ar-
ranged in 2x2 arrays. The half of four pixels makes
with black and remaining sub pixels are transparent.
Six patterns generated based on this rule. From that
two are horizontal in shape, two are vertical in shape
and 2 are diagonal in shape like 2°¢ row of fig. 2.

According to VC the shared image is generated
only shapes. This cryptography converts a pixel of
real image to approximately any shape, such as hori-
zontal, vertical and diagonal. Then the sub-pixels as
noise with random pattern combinations have a black
and white reorganization, so that image looks as a
gray image for human eyes. The background pixel
matrix must be followed for the conversion of back-
ground pixel on real image to one of the patterns for
constructing the image as shared.

Fig. 3 shows the generation of message part of
shared image with a matrix message pixel. The mes-
sage pixel on real image is converted into a randomly
determined diagonal pattern; the sub-pixel of first
shared image must set the left diagonal pattern on
same position. Another shared image must be set as
an opposite shape in same position. The entire mes-
sage part of the shared image is packed in this man-
ner. The pixels in the secret message part turn black
since the transparent pixels are replaced by a black
pattern in another shared image and appear black.

Finally, the shared image 1 on Fig. 2 looks gray
and from Fig. 2 the shared images 2 also emerge the
same with initial shared image. Every shared image
not at all reveals an “8253” secret message and no
rules for constructing the shared image. In particu-
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Fig.3: Framework for pixel pattern gemeration in
shared image.

lar, while shared images are assembled, the human’s
view may confirm the message as bottom image on
Fig 2. Shared images do not match as start point to
end point or message cannot be displayed if one of the
shared images is distorted. Thus, VC contains mini-
mal calculation for encryption and no computation is
required for decryption.

3. LITERATURE SURVEY

Table 1 shows the comparison table for literature
review.

4. PROPOSED HYBRID ELLIPTIC CURVE
(ECC) AND VISUAL CRYPTOGRAPHY
(VC) WITH ICA OPTIMIZATION

In this manuscript, Hybrid elliptical curve cryptog-
raphy and visual cryptography approach is proposed
in the medical image security in IoT. The imperialist
competitive algorithm is utilized for generating op-
timal key. Hybrid encryption process enhances the
security of medical images and reduces the data loss
at any time. Fig.4 portrays the block diagram of Pro-
posed Hybrid Elliptic Curve (ECC) and Visual Cryp-
tography (VC) with ICA Optimization.

Initially, the proposed Hybrid elliptical curve cryp-
tography and visual cryptography approach generates
shares from the pixel value of the secret medical im-
age as black (B) and white (W) pixels. These pixel
values are extorted from the secret medical image
(BW image) and it is represented as a matrix in the
form of Bj; and Wj;. The extorted pixel values are
accustomed to generating numerous shares and that
shares are alienated into blocks. Then the elliptical
curve cryptography is used to encrypt the blocks of
the shares and the encrypted image is decrypted by
ECC decryption mechanism. Finally, the output de-
crypted image is compared with the original medical
image.

The original (unique) pixel values of the image I
is given in the following equation (1)

unique pixzel = Z(Bz +W,) (1)
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Table 1: comparison table for literature review.

Advantages

327

Disadvantages

Methodology

S.No Author

The dual encryption
method has been
utilized for the
encryption of
medical images.
Blowfish Encryption
and signcryption
algorithm were used
for the confirmation
of the encryption
structure.
Opposition-based
flower pollination
(OFP) is also
employed for
upgrading the public
and private keys.
An Elgamal elliptic
curve analog
cryptosystem and
Mersenne Twister
pseudo-random
number generator
have been
introduced for
encrypting multiple
medical images.
A privacy-preserving
chaos-based
encryption
cryptosystem has
been introduced to
protect the privacy
of patients. This
cryptosystem
secured patient
images as
compromised runner.
A fast probabilistic
cryptosystem also
utilized of medical
key frames security
was removed as
wireless capsule
endoscopy process.
Also, it processes
medical data with no
leaking any
information,
therefore protecting
patient privacy
through permitting
only authorized
users to decrypt

1 Avudaiappan et al.,
[25].

2 Banik et al., [26].

3 Hamza et al., [27].

The computational
time was less and

the power required
to register was low.

It solved the data
expansion issue and
reduced the number

of calculations in
elliptic curve math.

The requirement of
memory was high.

The execution time
was high due to the
expansion of
calculation.

Randomness
behavior was less,
which proved less

computational
efficiency and high

security level for the
key frames against
various attacks. It
decreased the
energy, bandwidth
for communication.
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S.No Author

Methodology

Advantages

Disadvantages

4 Khari et al., [28].

5 Koppu and
Viswanatham, [29].

6 Shankar et al., [30].

7 Shankar et al., [31].

Elliptic Galois
cryptography
protocols have been
presented to encrypt
the important data
forms various
medical sources. The
Matrix XOR
encoding
steganography
system was used for
embedding the
cipher data into less
complex image.
Adaptive Firefly was
used for optimizing
the assortment of
coverage blocks in
the image
Self-Adaptive Gray
wolf optimization
(GWO) has been
suggested to
optimize 2-
dimensional logistic
chaotic mapping
(2DCM). Chaos-
based security has
been highly reliable
and effective way of
image security.

Image safety model
signeryption with
adaptive elephant

herding optimization
technique was
utilized for medical
image security. The
signcryption
supports encryption
and digital signature
functionality at one
logical step.
The wave-based
secret image

exchange system has

been presented by
encrypted shadow
images utilizing
optimal HE
(homomorphic
encryption) method
for secured image

High confidentiality,
efficiency and less
robustness were the
advantages.

The advantages were
large key space, high
security and high
efficiency for better
encryption.

Confidentiality was
high and the
recovered image
quality has been
better.

Data loss has been
less and quality of
image was high after
decrypted the image
using this method.

The drawbacks were
high computation time
and the memory
required was high.

It was highly
sensitive for initial
rules as well as
parameter of system,
the pseudo-random
property and non-
periodicity,

The hardware
complexity and
robustness were

high. So the
computation time for
encryption also high.

Similar key was
utilized in
encryption and
decryption process,
so the attackers can
easily access the
data.
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S.No Author

Methodology

Advantages

Disadvantages

Sivasankari and
8 Krishnaveni [32].

9 Villanueva [33].

transmission.
Opposition-Based
Harmony Search
(OHS)
Algorithm has been
utilized for the
generation of
optimal keys.
through Secret Share
Cryptography (SSC)
to raise the level of
security. Medical
images were taken to
stego imaging
process. Optimal
Discrete Wave
Transform (DWT)
has been utilized for
securing encryption.
Daubechies
coefficients (db2)
were utilized for
area transform in
addition enhanced
PSNR’s continuous
harmony search
(CHS) was employed
for improving those
coefficients.
This paper study
about the key
enumeration
problem, which is
connected to the key
recovery problem
posed in the cold
boot attack setting. In
this setting, an
attacker with
physical access to a
computer may
obtain noisy data of
a cryptographic
secret key of a
cryptographic
scheme from main
memory via this data
remanence attack.
Therefore, the
attacker would need
a key-recovery
algorithm to
reconstruct the
secret key from it’s

A unique secret
image has recovered
at receiver side
shows better visual
quality is an
advantages of this
technique.

Trade-off between
the required number
of side-channel
observations and the
computational power
of the adversary.

It
diminishes the
nature of the
decoded shading

image.

A new energy
efficient
management
approach for
wireless sensor
networks in target
tracking.
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S.No

Author Methodology

Advantages

Disadvantages

noisy version. This
attack setting is
described first and
then poses the
problem of key
recovery in a general
way and establishes
a connection
between the key
recovery problem

and the key
enumeration
problem.

Share Creation

Input medical
image Black Pixel Share 1

' l I Pixel || Shares
I processing creation

White pixel — Share 2

Output medical
image

Optimal
neration of ECC based ECC based
private key = Encryption | Decryption

using ICA

]

Optimal Eneryption and Decryption

Fig.4: Block diagram for a proposed method.

4.1 Share creation

Shares are generally termed as all the pixel value
(Black and white pixel) of the secret medical image.
Shares (Bg and Wg) are also called compilation of
sub-pixels of original medical image. Here, the re-
moval of the pixel value from the original medical
image of each band (B, and W) can be determined
by the following equation (2-3),

BZ:AABMH (2)

m:[ﬁmn (3)

where m and n are the position of matrix. The sur-
reptitious sharing method is encrypted a secret med-
ical image into futile share images. And it should not
reveal information about the original medical image
until each and every one of the shares is obtained.
Then, numerous shares are created with the help of
the basic matrix k& and it is given in the following
equation (4)

Number of multiple shares = 2~ 4)
The basic matrix can be created by the following

equation (5)

W= (5)

Therefore, base matrix Mcp of the 3 X 3 matrix can
be determined by

B
z

Mo =W
Moo =W
Me3zz = B, —2W

Generally, basic matrices By; = Beo1 + Beo2 + Bes

Mcy =128 — My
Mco =128 — Moo
Mecs =128 — M 33

The black band shares (SHARES 1) are created using
XOR operation and given in the following equation
(6-9)

By = Mgy XOR key (6
By = Mg1 XOR Mg (7
B3 = Mcy XOR By (8
B, =By XOR B, (9

—_ D —

Similarly, the above process is applied for white band
share (SHARES 2).
4.2 Block

The multiple shares are alienated into blocks to
acquire the original medical image can be determined
with the help of the following equation (10-11)

B =B; XOR By XOR B3 XOR By XOR key (10)
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W =W; XOR Wy XOR W3 XOR Wy XOR key (11)

here shares reconstruction takes place and the process
of encryption and decryption interms of ECC system
applied to the shares which are reconstructed. Every
shared image is divided into blocks previous to the
encryption and decryption process and size of each
partitioned block is denoted as 4 * 4.

4.3 Encryption and Decryption

ECC algorithm is applied for implementation of
public key cryptography and similar to the asymmet-
ric key cryptography. An equation of ECC is derived
based on the maximum limit of prime number func-
tion and base point. An encryption function is eval-
uated after this operation. The equation of ECC is,

E =[PRIME(K)?+1Ix PRIME(K)+J (12)
here I and J are constant and the value of I = J = 2.

4.3.1 Generation of key

Generation of key plays a significant role in encryp-
tion process based on cryptographic function. The
first step in the encryption process is creating the
public key for encrypting the message and this key is
obtained as receiver side. The next step is generat-
ing the private or secret key on the receiver side for
decryption process.

P = H,, X By, (13)

where P is the public key, H,y; is denoted as optimal
private key, the base point of curve is represented as
B, and H,p; be the selected random number to n—1
in the range of 1.

4.3.2  Encryption Process

Each block is encrypted using encryption process
and number of blocks denoted N(j,j) here, i and j
indicates row and column of image blocks. The pixels
R, (4,7) and Ry(i+1,j) also it’s corresponding point
is expressed in the given equation,

E, = Hopt X Ben
Ey = (Ry, Rp) + B

4.3.3 Decryption Process

The private key H,, is utilized for decryption pro-
cess is decrypting the message in receiver side. Pixel
point is decrypted by point F3 and the final result
of the decryption process E;; are given below in the
following equation (16-17)

Es = Hopt x Eq
Ei,j =Fy, — FEj3

(16)
(17)

Finally, the output decrypted image is hoarded si-
multaneously for getting original medical image and
determined using the following equation (18)

Bz = B; XOR By XOR B3 XOR B4 XOR key (18)

4.3.4 Optimization of key generation using Imperi-
alist CompetitiveAlgorithm (ICA)

Imperialist CompetitiveAlgorithm is stimulated
using socio-political procedure of imperialism and
this algorithm has excellent convergence and univer-
sal accomplishments.Generally,this ECC algorithm is
used to generate the key generation associated with
Imperialist CompetitiveAlgorithm. The general steps
for finding best key with the help of Imperialist Com-
petitiveAlgorithm. To get the key solution, country
for key selection process is given below,

Country = {PlaPQa ......... ,PY} (19)

The optimal key selection can be determined by the
following equation (20)

cost = Fitness(Py,Pa,......... , Py) (20)

The countries (population) with preeminent fit-
ness values are usually choosen as imperialists and
non-preeminent fitness values are usually choosen as
colonies of these imperialists. To find the optimal fit-
ness values can be determined with the help of the
normalized cost of the imperialist and given below in
the equation (21)

Normalized cost = imperialist cost,—

(21)

Using normalized cost of entire imperialist, the nor-
malized power of all imperialist can be determined in
the given equation (22)

maxrimum cost,,

Normalized power of all imperialist =

Normalized cost
No of imperialist
> =1

maximum cost,,

(22)

Every imperialist with its pertinent colonies are called
empire. Afterwards, the colonies in each empire
progress towards the pertinent imperialist using as-
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similation operator and if there is an empire that
consists of minimum cost to imperialist, swap the po-
sition of that colony and imperialist. Calculate the
total cost of entire empires is given below in the equa-
tion (23).

Total cost = cost(no of imperialist) +

Bmean {cost(no of empire)} (23)

where 8§ represents the random number and the
value should be less than 1. Pick the weakest colony
from the weakest empire and provide it to the best
empire. The empires with no colonies will be deleted.
The terminating criteria are repeated with the exis-
tence of one empire and deletion of others.

4.4 Output medical image

Finally, decrypted output medical image is ob-
tained from optimal Encryption and Decryption
block and it is compared with the original image.

5. EXPERIMENTAL RESULTS AND DIS-
CUSSION

The performance of proposed method is evaluated
and experimental results are estimated using the pa-
rameter metrics such as PSNR, CC (Correlation Co-
efficient) and MSE (Mean Square Error). In this
manuscript, entire calculations are executed in MAT-
LAB platform on Windows 7 system by Intel (R)
Core (TM) i7-4790 3.6 GHz CPU with 8 GB of RAM.
The performance of the proposed hybridizing visual
cryptography with Elliptical Score-based Key Enu-
meration Algorithm (ESKEA) is compared with the
existing method like Score-based Key Enumeration
Algorithm (SKEA) [29].

5.1 Evaluation Metrics
5.1.1 Peak signal-to-noise ratio (PSNR):

It is utilized for estimating the features of recon-
struct image from process image. It is provided in
equation (24) as:

2n -1

A minimum value of root mean square error and
maximum value of peak signal-to-noise ratio denotes
better signal-to-noise ratio.

5.1.2 Mean Square Error (MSE):

It is used to calculate the signal fidelity. It given
by equation (25) as

MSE= <S5 (Flid) — £700)° (29)

Fig. 5 portrays that encryption and decryption
process of the proposed method and it shows the
PSNR and MSE value. In brain, during encryption
and decryption the PSNR value is 58.57 and MSE
value is 0.97. In Eyes, during encryption and de-
cryption the PSNR value is 56.48 and MSE value is
0.106. In Lungs, during encryption and decryption
the PSNR value is 57.69 and MSE value is 0.113. In
Kidney, during encryption and decryption the PSNR
value is 58.3 and MSE value is 0.126. In Pancreas,
during encryption and decryption the PSNR value is
56.21 and MSE value is 0.129.

i
H

Eo Brevoypreed beages PSNR ASE

|
|
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Fig.5: Encryption and Decryption process of the
proposed method.

Fig. 6 shows the performance analyses of the im-
ages are analyzed. The encryption time of the head
is 1341ms, security level is 96, PSNR is 61, MSE is
0.08, BER is 0 and CC is 0.99. The encryption time
of the brain slice is 1068ms, security level is 96, PSNR
is 59, MSE is 0.09, BER is 0 and CC is 0.98. The en-
cryption time of the brain is 956ms, security level is
96, PSNR is 61, MSE is 0.11, BER is 0.01 and CC
is 0.99. The encryption time of the eye is 3241ms,
security level is 96, PSNR is 61, MSE is 0.07, BER
is 0.01 and CC is 0.97. The encryption time of the
abdomen is 6254ms, security level is 96, PSNR is 61,
MSE is 0.08, BER is 0 and CC is 0.99.

Fig.7 shows the file uploading time using proposed
ESKEA and existing SKEA method. Here, the pro-
posed ESKEA of file size 2000 is 16.66 %, file size
4000 is 23.52%, file size 6000 is 33.33%, file size 8000
is 20% and file size 10000 is 14.10% lower than the ex-
isting SKEA method. The comparison analysis shows
the proposed method achieves lower uploading time
compared to the existing method.

Fig.8 shows the file downloading time using pro-
posed ESKEA and existing SKEA method. Here,
the proposed ESKEA of file size 2000 is 11.11%, file
size 4000 is 25.33%, file size 6000 is 23.07%, file size
8000 is 16.66% and file size 10000 is 6.02% lower than
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Encryption | Security | poup | vMSE | BER | CC
Time in ms Level
1341 96 61 0.08 0 0.99
1068 96 59 0.09 0 0.98
956 96 61 0.11 | 0.01 | 0.99
3241 96 61 0.07 | 0.01 | 0.97
4253 96 62 0.12 0 0.99
6254 96 61 0.08 0 0.99
3247 96 61 0.11 0 0.98
Fig.6: Performance analysis of images.
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Fig.7: File uploading time.
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Fig.8: File downloading time.

the existing SKEA method. The comparison analysis
shows the proposed method achieves lower download-
ing time compared to existing method.

Fig. 9 shows the Memory usage on encryption
using proposed ESKEA and existing SKEA method.
Here, the proposed ESKEA at file size 2000 is 9.42%,
at file size 4000 is 5.66%, at file size 6000 is 8.24%,
at file size 8000 is 7.30% and file size 10000 is 6.38%
lower than existing SKEA method. The comparison
analysis shows the proposed method achieves lower
memory usage on encryption compared to existing
method.

Fig. 10 shows the Memory usage on decryption
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Fig.9: Memory usage on encryption.
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Fig.10: Memory usage on decryption.

using proposed ESKEA and existing SKEA method.
Here, the proposed ESKEA at file size 2000 is 6.88%,
at file size 4000 is 5.16%, at file size 6000 is 7.46%,
at file size 8000 is 9.09% and file size 10000 is 6.13%
lower than existing SKEA method. The comparison
analysis shows the proposed method achieves lower
memory usage on decryption compared to existing
method.

Encryption Time
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Fig.11: Encryption time.

Fig. 11 shows the encryption time using proposed
ESKEA and existing SKEA method.Here, the pro-
posed ESKEA of file size 2000 is 56.65%, file size 4000
is 33.07%, file size 6000 is 18.02%, file size 8000 is
17.28% and file size 10000 is 12.5% lower than exist-
ing SKEA method. The comparison analysis shows
the proposed method achieves lower encryption time
compared to the existing method.

Fig.12 shows the decryption time using proposed
ESKEA and existing SKEA method. Here, the pro-
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Fig.12: Decryption time.

posed ESKEA of file size 2000 is 60%, file size 4000
is 11.11%, file size 6000 is 7.98%, file size 8000 is
13.3% and file size 10000 is 12.5% lower than exist-
ing SKEA method. The comparison analysis shows
the proposed method achieves lower decryption time
compared to the existing method.

Security Level
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Fig.13: Security level.

Fig.13 portrays that Security level of proposed ES-
KEA and existing SKEA method. Here, the proposed
method achieves 6.89% higher security than existing
SKEA method.

Fig.14 shows the PSNR using proposed ESKEA
and existing SKEA method. Here, the proposed ES-
KEA of image size 2000 is 28.26%, image size 4000
is 25%, image size 6000 is 13.72%, image size 8000 is
28.57% and image size 10000 is 24% higher than ex-
isting SKEA method. The comparison analysis shows
the proposed method achieves high PSNR compared
to the existing method.
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Fig.14: Peak Signal to Noise Ratio.

Fig. 15 shows the MSE using proposed ESKEA
and existing SKEA method. Here, the proposed ES-
KEA of image size 2000 is 41.93%, image size 4000 is
34.48%, image size 6000 is 28.57%, image size 8000 is
43.33% and image size 10000 is 41.37% lower than ex-
isting SKEA method. The comparison analysis shows
the proposed method achieves low MSE compared to
the existing method.
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Fig.15: Mean Square Error.
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Fig.16: Structured Similarity Indez.

Fig. 16 shows the SSI using proposed ESKEA and
existing SKEA method. Here, the proposed ESKEA
of image size 2000 is 42.85%, image size 4000 is 60%,
image size 6000 is 80%, image size 8000 is 66.66% and
image size 10000 is 55.23% higher than the existing
SKEA method. The comparison analysis shows the
proposed method achieves high SSI compared to the
existing method.
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Fig.17: Bit Error Rate.

Fig. 17 shows the BER using proposed ESKEA
and existing SKEA method. Here, the proposed ES-
KEA of image size 2000 is 99.71%, image size 4000
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is 99.85%, image size 6000 is 99.6%, image size 8000
is 100% and image size 10000 is 99.75% lower than
the existing SKEA method. The comparison analy-
sis shows the proposed method achieves lower BER
compared to the existing method.
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Fig.18: Correlation Coefficient.

Fig. 18 shows the CC using proposed ESKEA
and existing SKEA method. Here, the proposed ES-
KEA of image size 2000 is 16.27%, image size 4000 is
12.35%, image size 6000 is 42.85%, image size 8000 is
31.57% and image size 10000 is 23.45% higher than
the existing SKEA method. The comparison analysis
shows the proposed method achieves high CC com-
pared to the existing method.

6. CONCLUSION

In this manuscript, an optimal elliptic curve cryp-
tography hybridization visual cryptography was pro-
posed for Internet of Things (IoT) medical image se-
curity. In the proposed method, the optimal key
was generated using imperialist competitive algo-
rithm. Finally, the decrypted output image was com-
pared to original image. The proposed ESEA ap-
proach reduces the file uploading time as 16.66%,
23.52%, 33.33%, 20% and 14.10%.And file down-
loading time as 11.11%, 25.33%, 23.07%, 16.66%
and 6.02%.The proposed ESEA approach reduces
the Memory usage on encryption as 56.65%, 33.07%,
18.02%, 17.28% and 12.5%.Memory usage on decryp-
tion as 60%, 11.11%, 7.98%, 13.3% and 12.5%.The
proposed ESEA approach achieves 6.89% higher se-
curity than existing SKEA method. Furthermore, the
simulation outcomes demonstrate that performance
of proposed system may be able to get the optimal
global solutions efficiently and accurately compared
with existing techniques.
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