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Abstract

This study addresses the optimisation of on-demand routing protocols for quantum
wireless Ad Hoc network. The study improves the route discovery protocol by proposing
a ‘reverse synchronisation method’, which means after the route request is completed, the
quantum channel establishment process can be carried out simultaneously with the route
reply process. This method is better than the general method which builds quantum
channels after the forward path establishment, reduces the time and the number of
messages for quantum channel establishment, thus improving the efficiency. Accordingly,
this study elaborates the specific methods, procedures and related upgrading message
formats involved in quantum route discovery, quantum channel establishment and qubit
information transmission of on-demand routing protocol for quantum wireless Ad Hoc

included] network.

KEYWORDS

1 | INTRODUCTION

Quantum communication is a new way of communication, in
which information takes the quantum state as the carrier and
uses quantum properties. Quantum communication has
broken through the limits of classical communication tech-
nology in security performance. It has become a new trend in
the field of communication and information and has great
application value in the field of network technology and in-
formation security.

Quantum communication schemes are mainly classified into
two categories: quantum key distribution and quantum tele-
portation [1]. When using quantum teleportation to transmit
quantum bits (qubits), the current general method is to first
establish a classical channel on the classical communication
network, then establish a quantum channel on the path node of
the classical channel by using EPR (named after Einstein,
Podolsky, and Rosen) pairs and finally transmit qubits through
quantum measurement and recovery. In the classical channel,

quantum communication, quantum wireless Ad Hoc network, quantum wireless routing protocol

the tasks of routing, establishing quantum channel, transmitting
Bell measurement information and transmitting classical in-
formation can be accomplished. In the theory of quantum
communication, the quantum entanglement swapping tech-
nology [2—6] can expand the information transmission range of
the quantum communication network and reduce the amount of
calculation of qubits recovery.

Wireless Ad Hoc Network is a kind of mainstream wireless
network, which has been widely used. Nodes can construct the
network by themselves with high flexibility. Security is a major
problem faced by wireless Ad Hoc networks. The application
of the quantum teleportation technology to witeless Ad Hoc
networks can not only solve the security problem but also
improve the network capacity (one qubit can be used to send
two classical bits). [7, 8] Quantum wireless Ad Hoc network is
a new quantum wireless communication transmission network,
and it is the extension of the quantum network in the wireless
field. It has a great research value and broad application
prospect. Although the research of the quantum wireless Ad
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Hoc network is still in its infancy, it will play an important role
in the construction of an information security communication
network in the future. Routing protocol is one of the key
technologies of a network, hence we study it.

The routing protocols of classic wireless Ad Hoc net-
works are divided into table driven routing protocol and on-
demand routing protocol [9, 10]. Since there are both quantum
channels and classical wireless channels in the quantum wireless
Ad Hoc network, and the quantum channels vary with the
number of EPR pairs, the network topology is easy to change.
The nodes using the on-demand driven routing protocol initiate
the route discovery process when they need to find a route and
do notneed to exchange routing information periodically. So, itis
suitable for the network whose topology often changes. There-
fore, the quantum wireless Ad Hoc network adopts the on-
demand routing protocol in our study.

This study addresses the optimisation of the on-demand
routing protocol for the quantum wireless Ad Hoc network.
and improves the route discovery protocol by proposing a
‘reverse synchronisation method’. Accordingly, this study
elaborates the procedures of the method in detail. Related
upgrading message formats are also listed. We also illustrate the
protocol with a specific network example combined with the
derivation of the quantum communication process. The
advantage of the method in reducing the time and the number
of messages for the quantum channel establishment is verified
through the analysis of protocol performance.

Our key research contributions are

(i) We improve the route discovery protocol of the quantum
wireless Ad Hoc network’s on-demand routing protocol
by proposing a ‘reverse synchronisation method’. It means
that, after the route request is completed, the quantum
channel establishment process can be carried out simul-
taneously with the route reply process. We propose the
‘reverse synchronisation method’ and explain the process
of the method in detail.

(i) In the ‘reverse synchronisation method’, we design the
specific packet message formats of the route request-
quantum (RREQ-Q) and quantum route reply (RREP-
Q). With the help of these two control messages, route
discovery and the ‘reverse synchronisation method’ can be
realised.

(i) Because the quantum channel is set up synchronously
when the route reply message is sent, the ‘reverse syn-
chronisation method’ reduces the time for quantum
channel establishment.

(iv) Since the ‘quantum channel request (QCR)’ message is
carried (piggybacked) in the route reply message, the
number of messages in our method is reduced as
compared with the general method (see Section 2),
which sends the QCR alone.

The rest of this study is organised as follows. Section 2
presents the related work of quantum wireless routing pro-
tocols and our research motivation. Section 3 introduces the
background knowledge involved in this study. We illustrate the

content of the improved protocol and the workflow of the
‘reverse synchronisation method’ in Section 4. The protocol
performance analyses are shown in Section 5. Finally, we
conclude this work in Section 6.

2 | RELATED WORK AND
MOTIVATION

At present, the quantum wireless routing protocol research is
still in the initial stage, and the corresponding research results
are few. The feasibility of quantum information transmission
in free space has been proved by experiments [11, 12]. The
quantum routing algorithm of the quantum wireless wide-
area communication network [13] is to study the trans-
mission of quantum states after routing has been established.
This is the first study of the wireless communication network
using quantum teleportation and entanglement swapping in
the quantum field. The structure of the studied network is
the hierarchical network structure, and the problems of
routing selection and establishment are not involved. A
preliminary study on the structure and routing of the mult-
point quantum communication network [14, 15] points out
that finding the best routing in the quantum network based
on the entangled state is a difficult problem that needs
further research. A quantum routing protocol based on the
quantum relay mechanism is proposed in the mesh structure
[16]. Cai et al. studied the routing protocol in the Ad Hoc
quantum communication network based on teleportation
[17], which adopts the on-demand routing protocol. The
optimal path is chosen by the source node from the route
reply message. After the optimal path is selected, the quan-
tum channel is established. After the quantum channel is
established, qubits communication is carried out through
quantum relay or EPR-Pair Bridging. Yu et al. study the
routing protocol in distributed wireless quantum communi-
cation networks based on the partially entangled state [18]. A
quantum routing scheme with multi-hop teleportation is
proposed for the distributed wireless quantum communica-
tion network with partially entangled pairs. A quantum path
does not have to be the same as a classical path. However,
the quantum channel is still established after the quantum
path is selected.

On the basis of the above research studies and taking into
account the characteristics of the Ad Hoc quantum commu-
nication on-demand routing protocol, we improve the general
method, which first completes routing and then builds the
quantum channel (the way adopted by the literature listed in
the previous paragraph). Next, we will briefly explain and
compare the general method and the ‘reverse synchronisation
method’ proposed to show the motivation of our research.

In a quantum wireless Ad Hoc network, when a source
node needs to deliver qubits to a destination node, the general
method of the on-demand routing algorithm is briefly
described as follows: The source node broadcasts route
request messages to the neighbouring nodes. The Route
Request message contains the soutrce address, destination
address, nodes’ order recorded along the broadcast path, and
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routing metric of the path etc. The destination node may
receive multiple route discovery messages from different paths.
The destination node chooses an optimal path (nodes order)
based on the routing metrics recorded in the received mes-
sages. The destination node then sends a Route Reply message
back to the source node along the reverse path. The reverse
path is the reverse order of the nodes recorded in the Route
Reguest message. After receiving the Route Reply message, the
source node records the path in its routing table. The routing is
created. Then the source node sends the ‘QCR’ message along
the forward path to establish the quantum entanglement. After
the establishment of the quantum channel, qubits can be
transferred by an entanglement swap.

The method in this study optimises the general method
above. The optimisation is as follows: When the destination
node sends the route reply message to the source node, it
carries (called as piggyback) the ‘QCR’ in the message, and a
quantum entanglement is initiated synchronously on the
reverse path nodes to establish the quantum channel. The
improved method is based on the fact that the destination
node already knows the routing path after selecting the optimal
path, and it is not necessary to wait until the source node re-
ceives the route reply message to initiate the quantum channel
establishment process. This method is called as the ‘reverse
synchronisation method’.

3 | BACKGROUND

3.1 | Quantum wireless Ad Hoc network

The schematic diagram of the quantum wireless Ad Hoc
network is shown in Figure 1. Based on the ordinary Ad Hoc
network, this network assumes that each node has quantum
communication functions including the capacity of holding and
manipulating EPR pairs, and they support classical communi-
cation at the same time. The dotted line represents the quan-
tum channel. The solid line represents the classic wireless

channel. The number marked in the dotted line is the
remaining number of EPR pairs between the two nodes.

FIGURE 1 Schematic diagram of the quantum wireless Ad Hoc
network

3.2 | Quantum routing metric

The quantum routing metric refers to the factors to be
considered when establishing the optimal path of the quan-
tum channel in the process of route discovery, which ensures
that the path is the best path suitable for quantum
communication.

However, routing in quantum networks is more compli-
cated because it must compute the paths not only based on the
path length, cost, and throughput, but it must also take into
account the desired end-to-end fidelity [19]. Quantum network
routing algorithms are an emerging field of study and recent
research studies emerge one after another. For example, the
multi-path routing algorithm in diamond topology [20],
quantum routing protocol based on the quantum relay mech-
anism of the mesh structure [16], quantum network routing
algorithm based on ring or sphere topology [21], entanglement
routing algorithm in different special topologies [22], optimal
routing problem in a chain of repeaters [23], entanglement
routing solutions in grid networks [24], virtual-path based
greedy routing in ring and grid networks [25], and the universal
entanglement routing algorithm for arbitrary network topol-
ogies [20].

Since this work studies the improvement of process steps
in the routing protocol, the routing metric algorithm is not
discussed here. The routing metric is mentioned here because
it is a field in the route request and route reply message for-
mats discussed later. However, the specific calculation of this
field is not studied in this work.

4 | IMPROVED PROTOCOL

The main function of the routing protocol in the quantum
wireless Ad Hoc network is to establish and maintain routing,
exchange routing information, monitor the change of network
topology, and forward the quantum state carrying information
according to routing. In the quantum wireless Ad Hoc
network, we adopt the on-demand routing protocol. It is
composed of route discovery and route maintenance.

41 | Route discovery

When a source node in the network needs to send the quantum
state carrying information to a destination node, and there is
no valid quantum routing table entry to the destination node,
the route discovery process will be initiated. The source node
creates a quantum route request (RREQ-Q) packet message in
the format shown in Table 1. Then the source node broadcasts
RREQ-Q to its neighbours.

The node receiving RREQ-Q checks whether it is the
destination node. If not, it judges whether the received RREQ-
Q is a repeated message according to the quantum route
request ID. If repeated, the message will be discarded and the
operation will end. If not repeated, the current node will up-
date the quantum routing metric value, set its address as the
‘Last hop address’, and add its address to the end of the
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TABLE 1 Route Request-Quantum (RREQ-Q) packet message format

Command frame Quantum route request  Source

Destination
identifier 1D address address

Last hop Quantum routing Quantum routing record
address metric (QRR)

TABLE 2 Quantum Route Reply (RREP-Q) packet message format

Command frame Quantum route Source Destination Quantum routing  Flagged Quantum routing record Quantum Channel Request
identifier request 1D address address metric (QRR-F) (QCR)
i le of the ¢
quantum routing record (QRR). After that the current node 4.2 | Example of the ‘reverse

will continue to broadcast the updated RREQ-Q message to
the surrounding nodes and repeat the above operation. If yes,
follow the procedure below.

The destination node receives the RREQ-Q message. If
more than one RREQ-Q message reaches the destination node
within a certain cutoff time, the destination node compares the
route values in each message to select the best path. Then this
path (recorded in QRR) is saved for subsequent route reply.

Then, a ‘reverse synchronisation method” will be used to
synchronously establish the quantum channel during the route
reply process. When the optimal path is selected, the destina-
tion node will send a unicast route reply message to the source
node along the reverse path (the path of the destination node
to the source node). When the intermediate nodes on the path
receive the route reply message, they will know that they are
selected as the routing nodes and update their routing tables.
When the route reply message reaches the source node, the
source node updates its routing table according to the path and
initiates the communication. In the above process, since the
destination node already knows the route path after choosing
the optimal route, the destination node can synchronously
initiate the quantum channel establishment process while
returning route reply.

The specific method is that the destination node creates
and unicasts an RREP-Q message along the reverse path. The
message format is shown in Table 2. The ‘QCR’ message field
is used to initiate the entangled quantum channel establishment
by the requesting node. The ‘Flagged Quantum routing record
(QRR-F)’ records a flagged path that is alternately marked 0 or
1 on the nodes of the path recorded by QRR. The principle of
flagging is that the destination node is always 0 and then the
nodes along the reverse path are 1, 0, 1... The purpose of
flagging is that the nodes receiving the RREP-QQ message on
the reverse path can decide whether to read the QCR field
according to the flagged value of 0 or 1. If the flagged value is
0, the QCR field will be effective and read; if it is 1, it will be
invalid and ignored. A node receiving the QCR message will
reply to a QCR reply message, and a node receiving the QCR
reply message will generate EPR pairs and distribute them.

In the ‘reverse synchronisation method’, the node in the
reverse path, after receiving the RREP-Q message, will know
that it is already a node in the selected path and will
immediately conduct the quantum channel establishment
process. The establishment of the quantum channel does not
wait until the reply message reaches the source node and the
forward route is completed. This serves the purpose of
increasing efficiency.

synchronisation method’

42.1 | Quantum channel establishment

In the following, the ‘reverse synchronisation method’ is
analysed in detail by taking the network shown in Figure 2 as
an example. If node B in the network needs to conduct
quantum communication with node J, and if the destination
node J chooses the best path of B-A-D-F-J after receiving
the RREQ-Q messages, node ] will send route reply along
the reverse path of J-F-D-A-B and establish the quantum
channel process simultaneously. The specific process is as
follows:

(i) Node J generates a RREP-QQ message based on the con-
tent of the RREQ-Q, where the QRR-F field formed after
flagging QRR is B(0)-A(1)-D(0)-F(1)-J(0).

(i) Node J—F sends the RREP-Q message. After receiving
the RREP-Q message, node F checks that the flagged
value corresponding to its address in the QRR-F field is 1,
so the QCR field is invalid. And node F does not reply to
a QCR Reply message, but sends a QCR message to node
J. At the same time, node F continues to forward the
RREP-Q message to node D along the reverse path. After
receiving the RREP-Q message, D checks that the flagged
value corresponding to its address in the QRR-F field is 0,
so the QCR field takes effect. Then node D replies to a
QCR Reply message and continues to forward the RREP-
Q message to node A along the reverse path. Node | also
replies to a QCR Reply message after receiving the QCR
message.

(iii) Node F generates EPR pair 1 and 1’ then assigns them to
nodes J and D with the state as |@)11r = VA/2 (|01)11 +
[10)11/), and ] and D will confirm when they receive the
particles, otherwise they will resend the QCR message.

(iv) After receiving the RREP-Q message, node A checks that
the flagged value corresponding to its address in the
QRR-F field is 1, so the QCR field is invalid. And node A
does not reply to a QCR Reply message but sends a QCR
message to node D. At the same time, node A continues
to forward the RREP-QQ message to node B along the
reverse path. Node D replies to a QCR Reply message
after receiving the QCR message.

(v) After receiving the RREP-Q message, node B checks that
the flagged value corresponding to its address in the
QRR-F field is 0, so the QCR field takes effect; then node
B replies to a QCR Reply message.
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FIGURE 2 Schematic diagram of the quantum channel establishment and transmission analysis in the quantum wireless Ad Hoc network

(vi) Node A generates EPR pair 2 and 2/, then assigns them to
nodes B and D with the state as )2y = VA/2 (|[10)20 —
|01)22), and B and D will confirm when they receive
the particles, otherwise they will resend the QCR
message.

o)1 @ |@)ar = [|ll/>1_2|‘l/>1+/2' - |‘l’>1+2|‘l/>172’

+ ) Llo) vy — o) 5 o) ly]

According to the entanglement swapping [5] and derivation
process [27], the system composed of particles 1,1" and 2,2 is
expressed by |@)11 ® |@)2r. Node D performs Bell state
measurements on particles 1’ and 2' (expression of the Bell
basis is |p*) =1A/Z (|00) £[11)), [y®) =1A/Z (J01) £[10))).
The system is expressed as

Assuming that |y) 1/, s selected, the state of particles 1, 2 is
|l//>;r2 after measurement and the entanglement is realised. An

entangled quantum channel is successfully established between
nodes B and J.

4.2.2 | Qubits transmission

After the quantum channel is established, qubits can be
transmitted. As shown in Figure 2, if node B needs to send a
qubit |@ ) =al0) + B|1) and loads it onto the established
quantum channel. A Bell state measurement of particles |¢)
and 2 is performed at node B. This can be expressed by for-
mula (2).

o) [y )12 = aA/2 (J001) 4+[010)) + AA/2 (|101) +]110))
(2)

Particles |@) and 2 are sent into the controlled-not gate,
and Equation (2) becomes the following Equation (3).

o) |0y = &A/2(]001) +]010)) + BA/2 (J111) +|100))
= a/V/2|0)(|01) +]10)) + BA/2|1)(|11) +]00))
(3)

Then the first particle passes through the Hadamard Gate,
and Equation (3) becomes the following Equation (4).

@) [Ty =a2(10) +[1))(]01 ) +]10))
+/2(|0) =[1))(]11 ) +]00))
= 12100 (al1) + £l0)) + Y2[01)(al0) + f[1))
+12110) (al1) = p|0)) + 2[11)al0) — p1)
(4)

If node B measures its own two particles (|¢) and particle
2), there may be four states [00), [01), [10), |11) with the
probability of one-fourth each. According to Appendix A,
node B encodes its measurement states and tells node ]
through the classical channel. | performs the appropriate gate
operation on its particle 1. This can recover the quantum state
and realise the transmission of qubits.

Node ] receives and confirms the qubit transmission
through the classical channel. So far, node B completes the
qubit transmission.
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Route maintenance

In quantum wireless Ad Hoc communication networks, on
the one hand, node movement and EPR pairs’ consumption
may lead to changes in the network topology, interruption
of selected paths and failure of information transmission.
On the other hand, the unknown quantum state cannot be
copied and retransmitted due to the principle of quantum
non-cloning. Before the source node starts to transmit the
quantum state, it needs to determine whether the nodes on
the current path are still valid for this transmission.
Therefore, the route maintenance process can be carried out
in the way of prior quantum path check [28]. That is, when
the source node has quantum communication demand, if
there is a quantum path to the destination node in the
routing table, it will send a path verification request to the
destination node along the path through the classical wire-
less channel to verify whether the path is effective. If it
works, communication can occur. If it fails, the quantum
path needs to be re-established, that is, the process of
initiating route discovery as described in part A of Section 4
above.

5 | PROTOCOL ANALYSIS

Section 4 above describes the route discovery process of the
quantum wireless ad hoc communication network routing
protocol and explains the ‘reverse synchronisation method’ with
an example. In the above example, the number of intermediate
nodes on the path is odd. If it is even, then the node next to the
source node generates EPR pairs and allocates EPR pairs to
itself and the source node. For example, if node A needs to
communicate with node J in Figure 2, the selected path is A-D-
F-J and the reverse path is J-F-D-A. Then the nodes that
generate and distribute the EPR pairs are as follows: F to D and
J, D toitself and A. When the number of selected path nodes is
odd or even, the analysis of the ‘reverse synchronisation
method’ is shown in Table 3. As can be seen from the table, no
matter whether the total number of nodes on the path is odd or
even, the nodes responsible for generating and distributing the
EPR pairs are always the nodes that receive the QCR Reply
messages, and the number of these nodes is only related to the
total number of nodes on the path. If the total number of nodes
on the path is odd, the number of these nodes is (Total nodes-
1)/2, and if the number is even, it is Total nodes/2. It shows that

TABLE 3 Odd or even nodes analysis

Number of Total
intermediate nodes

Nodes responsible Number of nodes
for generating and

distributing EPR

that generate and

nodes on the  on the distribute EPR

path path pairs pairs

Odd: O O+ 2  Nodes receiving the [(O+2) —1]/2
QCR reply

Even: E E+2 message (E +2)/2

Abbreviations: EPR, Einstein, Podolsky, and Rosen; QCR, Quantum Channel Request.

the rules described by the ‘reverse synchronisation method’
have universal applicability. Whether the QCR Reply message is
received or not, it can be used as the judging condition to
control the node to generate and distribute the EPR pairs.

In the following, the number of messages needed to be
sent on the classical channel and the time (mainly refers to
propagation delay) taken to establish the channel are analysed
in the process of the ‘reverse synchronisation method’ for the
quantum channel establishment. Compared with the general
method [13, 16-18], literature [17] also studies the quantum
wireless ad hoc network, so we select it for comparative
analysis. Assuming that the total number of nodes on the path
is N, the classical wireless message transmission time between
two adjacent nodes is equal, which is calculated as one time
unit, then the calculation starts from the destination node
sending the route reply. In the general method, the time units 7'
required to establish the quantum channel is expressed by
Equation (7), and the number of messages A required to
establish the quantum channel is shown in Equation (8).

T_ 3N — 1, N > 3 even number (7)
"1 3N —2,N > 3 odd number

A=4N-4,N>3 (8)

Using the ‘reverse synchronisation method’ in this study,
the time units T required to establish the quantum channel is
expressed by Equation (9) and the number of messages A
required to establish the quantum channel is shown in Equa-
tion (10).

T_ N + 3, N > 3 even number (9)
"~ | N+2,N >3 odd number

A= { (7N —6)/2,N > 3 even number (10)

(TN =7)/2,N > 3 odd number

The comparison of the time requited to establish the
quantum channel of the two methods is shown in Figure 3. It
can be seen that with the increase in the number of path nodes,
the ‘reverse synchronisation method’ saves more time than the
general method. The comparison of the number of messages
required to establish the quantum channel of the two protocols
is shown in Figure 4. It can be seen that with the increase in the
number of path nodes, the number of messages required by the
‘reverse synchronisation method’ is less than that of the general
method, and it is more significant with the increase in the
number of nodes.

6 | CONCLUSION

This study addresses the optimisation of the on-demand
routing protocol for the quantum wireless Ad Hoc network.
It improves the route discovery protocol by proposing a
‘reverse synchronisation method’. We design the RREQ-Q
and RREP-QQ messages to assist in the implementation of
this optimisation protocol. We illustrate the protocol with a
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FIGURE 4 Comparison of the number of messages required for the quantum channel establishment

specific network example combined with the derivation of the
quantum communication process. The universal applicability
of the ‘reverse synchronisation method’ is verified through
the protocol performance analysis. Compared with the
quantum channel establishment after the forward routing is
established, this method reduces the quantum channel
establishment time and the number of messages, so it im-
proves the efficiency.

The next step is to model these protocols and evaluate
their effectiveness by simulation.
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APPENDIX A

A.

Reference table for node J to restore the

initial quantum state

Measurement states of

Messages from B Operations of

node B to] node J

|00) 00 X gate

|01) 01 Nothing

|01) 10 Both X and Z gate
[11) 11 Z gate
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