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A novel SCA-resilience flip-flop design utilizing the current mode logic
based on the three-independent-gate field effect transistors

Yuehui Li1, 2, Yanjiang Liu3, Xianzhao Xia1, 4, and Yiqiang Zhao1, a)

Abstract In this paper, current mode logic based on the three-
independent-gate field effect transistor (TIGFET) is introduced as the
circuit-level side-channel attack (SCA) countermeasures, and a SCA-
resilience flip-flop (DyCML) is designed to make the power consumption
constant. Then, a simplified advanced encryption system (AES) is built,
and power analysis is performed to evaluate the SCA-resistance efficacy.
Simulation results show that the key with the TIGFET-based DyCML is not
revealed with 255 power traces. The proposed design occupies less area
usage and requires less delay overhead compared to the original TIGFET-
based true single-phase clock (TSPC) and modified TSPC (mTSPC).
Keywords: side-channel attack, circuit-level countermeasures, flip-flop,
three-independent-gate field effect transistor, current mode logic
Classification: Integrated circuits (memory, logic, analog, RF, sensor)

1. Introduction

With the rapid development of information and communi-
cation technology, a tremendous amount of information in
mobile phones, portable devices, smart cards, and social
network rushes into daily life. Although the information
makes life easier and more convenient, it also provides an
opportunity for the attacker to retrieve the privacy infor-
mation [1, 2]. To prevent information leakage in sensitive
applications, cryptographic algorithms are widely studied
and used to encrypt the critical information that is extremely
difficult to recover. Furthermore, cryptographic algorithms
are extended to physical implementations for further seek-
ing high performance and cryptographic implementations
are commonly applied to the embedded devices.

Since the side-channel attack is proposed by Kocher
in 1996 [3], numerous attack approaches, including sim-
ple power analysis (SPA) [4], differential power analysis
(DPA) [5], correlation power analysis (CPA) [6], template
attack (TA) [7], etc, have been explored to reveal the sensi-
tive information of the cryptographic implementations. Of
all SCAs, DPA and CPA have become the main threat to
the confidentiality of cryptographic implementations for its
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simplicity and effectiveness.
To address this issue, numerous circuit-level SCA coun-

termeasures have been proposed over the past few decades.
Kris et al. first propose a complementary logic (SABL) in
[8], and its improvement wave dynamic differential logic
(WDDL) [9]. Further, some differential logics, including
the MDPL [10], iMDPL [11], iWDDL [12], STTL [13],
BCDL [14], DDPL [15], TDPL [16] and CML [17, 18],
have been explored to improve the security level. How-
ever, such approaches introduce non-negligible power and
area overheads, which makes them difficult to be deployed
in resource-constrained applications. For the sequential cir-
cuits, flip-flops are often the primary source of informa-
tion leakage to an SCA and several secure flip-flops have
been proposed to minimize the power variations at the ris-
ing/falling clock edge. As shown in Ref. [16, 19, 20], the
cryptographic design with the secure flip-flops can achieve
a high SCA-resilience level without less area cost and power
overhead compared to the traditional circuit-level SCA coun-
termeasures. However, the pull-up and pull-down network
currents of those secure flip-flops are not the same due to
the asymmetric I-V characteristics of CMOS devices, and the
minor current differences of secure flip-flops under various
transitions can leak information for a given power attack.

In this paper, a secure flip-flop based on the TIGFET is
proposed, which can resist the SCA and maintain a low area
overhead and delay cost. The SCA-resistance characteris-
tics of TIGFET are analyzed, and the CML and TIGFETs
are combined to achieve a low-cost solution against the SCA.
Further, a dynamic current mode logic SCA-resistance flip-
flop based on the TIGFET (DyCML) is designed and perfor-
mance evaluation is executed to analyze the security charac-
teristics under all possible transitions. Finally, a simplified
AES circuit is set up with the proposed design, and the
SCA-resilience efficacy is evaluated using the correlation
power analysis compared to the other flip-flops. The main
contributions are listed as follows.

• A secure TIGFET-based flip-flip is proposed in this
paper, which eliminate the power-to-data dependency
under all possible transitions. To the best of our knowl-
edge, this is one of the pioneers attempts to design the
secure flip-flops using the emerging device TIGFET.

• A simplified AES is implemented with the TIGFET-
based flip-flop, and correlation power analysis is used
to evaluate the SCA-resilience efficacy. The proposed
cryptographic implementation obtains a similar se-
curity level with a smaller area overhead and delay

Copyright © 2021 The Institute of Electronics, Information and Communication Engineers
1

mailto:yq_zhao@tju.edu.cn


IEICE Electronics Express, Vol.18, No.16, 1–6

cost compared to the other CMOS-based and TIGFET-
based solutions.

The rest of this paper is organized as follows. Section 2.
investigates the related work about the SCA countermea-
sures and Section 3. introduces the major vulnerabilities
of current mode logic and its low-cost solution with the
TIGFET. Section 4. presents the structure, functional simu-
lation and security characteristic evaluation of the proposed
secure flip-flop. Section 5. gives the implementation of AES
and analyzes the simulation results. Section 6. concludes this
paper.

2. Side-channel attack prevention: previous work

Concerning the catastrophic consequences caused by SCA
in the cryptosystems, various circuit-level countermeasures
have been proposed over the past few decades. Since
the gate-level masking method was first presented in [21],
Trichina et al. introduce several masked gate circuits [22],
and Golic proposes a MUX technique for masking the AND
and OR gates [23]. Moreover, the random switching logic
presented in [24] can resist the second-order DPA. Even
though such masking methods make the power consumption
to be independent of processed data, the outputs’ transitions
of masked logic gates are dependent on the input signals
when glitches exist. Several works described in [25] did
a successful attack on the masked hardware implementa-
tions with glitches.To resist the glitch attacks, Furthermore,
masking schemes apply to the WDDL and several improve-
ments are presented as follows, including the MDPL [10],
iMDPL [11], STTL [13], and BCDL [14]. However, the
WDDL and its improvements still leak some side-channel
information due to the asymmetric routing and unbalanced
load conditions. Therefore, some full-customized differ-
ential logic styles are proposed to provide higher security
levels. Bucci et al. also propose a three-phase dual-rail
precharge logic [16] and Shen et al. propose a dynamic cur-
rent mode logic secure flip-flop (DyCML) [20]. Although
these schemes make the power consumption independent
of the processed data, it also increases more than 2× area
overheads.

To address this issue, several emerging devices are uti-
lized to reduce the area and power of cryptographic circuits
while improving the side-channel attack resilience. In [18],
the current mode logic components based on the tunneling
FETs (TFET) are utilized in the DPA-resilient block cipher
design and several combinational secure cells are presented.
Several improvements are proposed with the tunneling FTEs
in [26, 27] and a TFET-based library that covers all basic
logic gates is introduced. But the secure flip-flop is still
not described. Moreover, a true single-phase clock flip-flop
based on the three-independent-gate silicon nanowire FET
(TSPC) is proposed in [28], which improves the area, delay
and leakage power by nearly 20%, 30% and 7% respectively
compared to CMOS design. Furthermore, Sharifi et al.
propose a modified TSPC(mTSPC) and evaluate the SCA
resiliency of 8-bit Sbox [29]. Although the mTSPC achieve
a higher security level, the number of transistors required is
18, which is not allowed for resource-constrained devices in

Fig. 1 Structure (a) and symbol (b) of the TIGFET.

embedded applications.

3. The current mode logic and its low-cost solution
based on the TIGFET

The current mode logic is mainly composed of three parts:
pull-up network, differential pull-down network and tail cur-
rent source. The pull-up network works as the load resistor to
achieve a voltage swing on the output, and the load resistance
value determines the output voltage swing. The pull-down
network implements the differential logic function accord-
ing to the differential inputs and provides a complementary
output in every clock cycle, while the n-type transistor op-
erates in the saturation region as a tail current source and
the voltage value of gate of the n-type transistor (Vbias)
determines the current flowing through the ground. Such
differential logic structure offers high robustness to the am-
bient noises. Moreover, the low output swing and constant
current source reduce the dynamic power consumption of
CML, which has emerged as an effective countermeasure
against the side-channel attack [17, 18]. However, the CML
introduces non-negligible power and area overheads, which
makes them difficult to be deployed in resource-constrained
applications. Therefore, the TIGFET is introduced to the
CML, which can achieve a high SCA-resistance level with-
out sacrificing area cost and power overhead.

Fig. 1 shows the structure of the TIGFET. Compared to
the traditional CMOS transistor, the TIGFET has added 2
independent gates that control the device’s electrical charac-
teristics. As shown in Fig. 1, source gate (denoted as S) and
drain gate (denoted as D) connect with 3 vertically stacked
silicon nanowires, and polarity gate at source (denoted as
PGS) and polarity gate at the drain (PGD) close to the con-
trol gate (denoted as CG). There exist 4 states of this device,
which is ON states, OFF states, low-leakage OFF states and
uncertain states, and the detailed bias gate conditions are
presented in [30]. More specifically, the two-inputs config-
uration of TIGFET can realize the complex Boolean logic
(e.g. 2 series nFETs/pFETS and XOR), which reduces the
area overhead compared with the CMOS devices.

In summary, the TIGFET has shown its advantages in
area usage relying on their unique and unconventional prop-
erties, and the CML with low output swing and a constant
current source has already proven as an effective counter-
measure against the SCA. Therefore, the current mode logic
based on the TIGFET presents an appealing option for high-
performance and high-security cryptographic systems under
resource-constrained implementations.
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Table I Comprehensive comparison

FF Design
CMOS TIGFET

Original TSPC mTSPC DyCML Original TSPC mTSPC DyCML
Maximum Current Variation (%) 24.76 6.8 2.07 24.76 0.11 0.31
Area Usage (transistors) 11 14 30 12 18 7
Clock-to-output (ps) 14.79 5.02 9.16 54.15 15.2 3.38
Number of Clock Domains 1 1 3 1 1 0

Fig. 2 Structure of TIGFET-based DyCML.

Fig. 3 The sequence diagram of TIGFET-based DyCML.

4. The proposed secure CML-based DFF design

The flip-flop is the basic sequential element of the digital
circuit, which is the main weakness of information leakage
because there exists a correlation between the input tran-
sitions and power consumption at the rising edge of the
clock [19]. To hiding the power consumption, a TIGFET-
based CML D-type flip-flop (DyCML) is proposed. The
structure of TIGFET-based DyCML is shown in Fig. 2.

For the TIGFET-based DyCML, M5 is turned on and the
output (Q and Q) capture the input value when the input D is
logic “1” at the rising edge of the clock (CLK). Otherwise,
the M6 is turned on and the last state of Q is held in the
flip-flop when the CLK falls to logic “0”. The M4 is turned
on when the input D is logic “0” and the CLK rises to logic
“1”, while the M6 is turned off and the M3 is turned on
when the CLK falls to logic “0”. The sequence diagram of
the DyCML is shown in Fig. 3 and the timing results are
consistent with the traditional flip-flop’s logic function.

As described above, the value of VP and Vbias determine
the voltage swing of CML gates. Besides, the transistor’s
size also affects the dynamic characteristic of TIGFETs.
Therefore, voltage sweeping analysis on VP and Vbias is
performed and the transistor size is also adjusted to mini-
mize the variations of power consumption under all possible
transitions. The VP and Vbias of TIGFET-based DyCML
are set to 0.25 V and 0.5 V respectively. The supply current
of TIGFET-based DyCML is ranging from -1090.5 nA to -
1087.1 nA, while the CMOS-based DyCML falls within the
-2073.1 nA and -2071.9 nA. The variations of supply cur-
rent under all possible transitions are minor, which implies
the power-to-data dependency under all possible transitions
is eliminated.

The maximum current variation (MCV) is used to evalu-
ate the variation of power during circuit transitions [29]. The
smaller the MCV is, the more balance the design consumes
per cycle, and the better the SCA resists. When a circuit
has a higher MCV, it is more susceptible to SCAs [19, 29].
In this paper, 10nm TIGFET and CMOS device spice mod-
els are used to evaluate the performance and security of
the proposed flip-flops. The MCV of TIGFET-based Dy-
CML during state transitions is calculated, and the results
are shown in Table I. The MCV of TIGFET-based Dy-
CML is 0.31%, while the MCV of the CMOS-based Dy-
CML is 2.07%. This suggests that the symmetry property
of TIGFET, and the tail current source and differential logic
structure of current mode logic can considerably improve
the SCA resiliency of the current mode logic circuits. Fur-
ther, the original TIGFET-based TSPC design is compared
to the proposed design, the MCV of TIGFET-based DyCML
is greater than the original TIGFET-based TSPC (0.31% to
24.76%). Besides, the MCV of TIGFET-based DyCML
and TIGFET-based mTSPC is less than 0.5%, which shows
these flip-flops maintain a constant power dissipation under
various transitions.

The third row of Table I lists the number of required
transistors. For the TIGFET-based DyCML, the number of
required transistors is only 7, which is lower than the other
flip-flops. As described above, a single TIGFET device can
realize several complex Boolean logic functions by configur-
ing the value of three independent programmable gates. For
a complex circuit, the TIGFET-based cryptographic circuits
require a smaller number of transistors compared with the
CMOS counterparts. The static structure of the TIGFET-
based TSPC and mTSPC require more transistors to ensure
the same number of transitions (0->1 and 1->0) under all
possible transitions. Therefore, the area usage of DyCML is
smaller than the other implementations.

Furthermore, the delay from the rising edge of the clock
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Fig. 4 T-test results of 8-bit AES datapath with TIGFET-based original TSPC (a), mTSPC (b), and DyCML (c).

Fig. 5 CPA attack results of 8-bit AES datapath with TIGFET-based original TSPC (a), mTSPC (b), and DyCML (c).

to the output is calculated and results are shown in the fourth
row of Table I. The delay of TIGFET-based DyCML is
3.38ps, while the delay of TIGFET-based mTSPC is 15.2ps.
The number of transistors required of TIGFET-based Dy-
CML is smaller than the TIGFET-based mTSPC, thus the
delay of DyCML is smaller than the TSPC and mTSPC. Be-
sides, DyCML captures and outputs the value immediately
at the rising/falling edge of clock, while the other flip-flops
need at least 1 clock period. In summary, the TIGFET-based
DyCML offers a better delay metric compared to the other
flip-flops. Overall, the TIGFET-based DyCML achieves sta-
ble power consumption with lower latency and smaller area
compared to the other flip-flops.

5. SCA-resilience evaluation

Advanced encryption standard is widely applied in critical
applications and sensitive fields, such as communication,
finance, Internet of things, and so on. In AES, four opera-
tions form the basic AES encryption or decryption datapath
and the smallest unit of four operations is one byte. SCA
reveals the key byte by byte and the power consumption of
the other 15 bytes datapath can be considered as noise for
SCA. Due to the other 15 bytes datapath, the SCA efficacy
is decreased drastically. Considering the low area and com-
putation cost, an 8-bit AES datapath is an ideal choice to
be used in the SCA-resistance evaluation [29, 31]. As long
as the 8-bit AES datapath resists the SCA attack, there is
no doubt that the corresponding AES implementation with
the proposed design achieves a higher SCA-resilience ability
than the 8-bit AES datapath. Therefore, an 8-bit AES en-
cryption datapath instead of AES is built in this paper. In this

paper, the 8-bit AES datapath includes 8-bit AddRoundKey,
SubBytes, ShiftRows and MixColumns operation, and the
output is sampled by a group of 8 TIGFET-based DyCMLs.

After the power simulation, Welch’s t-test is used to as-
sess the information leakage of cryptographic circuits and
provide a leakage value for each particular point in the power
traces. The power traces are divided into two subsets (fixed
plaintext and random plaintext) and the t-test values be-
tween two sets are calculated. During the analysis based
on Welch’s t-tests, a confidence level of 99.99% implies
the threshold value of t-test is ±4.5. The t-test results are
shown in Fig. 4. Regarding the Fig. 4, all the t-test values of
TIGFET-based mTSPC and DyCML are within the range of
-4.5 and 4.5, which means that the TIGFET-based mTSPC
and DyCML do not leak the secret key. For the t-test values
of TIGFET-based TSPC, there exist some point exceed the
threshold value (±4.5). Therefore, the TIGFET-based TSPC
is vulnerable to the SCA.

Furthermore, correlation power analysis is performed to
reveal the secret key of cryptographic implementations using
correlation of actual power traces with calculated hypotheti-
cal power values. The maximum correlation coefficient cor-
responds to the hypothetical key is considered as the correct
key. The correlation coefficients of TIGFET-based TSPC,
mTSPC, and DyCML are shown in Fig. 5. The red and blue
lines are the correct and the other 254 wrong hypothetical
key. Regarding Fig. 5 (a), the correlation coefficients cor-
respond with the correct key reach to the peak value which
indicates that obvious information leakage could be observed
at this sample point, and the CPA perform a successful attack
on the AES datapath with the TIGFET-based original TSPC.
For the Fig. 5 (b) and (c), all the correlation coefficients are
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Fig. 6 MTD results of 8-bit AES datapath with TIGFET-based original TSPC (a), mTSPC (b), and DyCML (c).

lower than 0.1 and the correlation coefficients of the correct
key are buried by the other wrong keys. This means that CPA
fails to reveal the correct key for TIGFET-based mTSPC and
DyCML implementations. The other 15 AES datapaths and
random noise in the actual experiment will reduce the signal-
to-noise ratio undoubtedly, and the CPA-resilience efficacy
of AES implementation may be further improved. In sum-
mary, the cryptographic circuit with TIGFET-based DyCML
can provide a similar security level compared with mTSPC
equivalences, but it has lower delay and area overhead that
is suitable for the resource-constrained applications.

Further, the minimum number of traces to disclose the
correct key (denoted as MTD) based on the highest cor-
relation coefficient is calculated to assess the side-channel
leakage and the MTD results are shown in Fig. 6. As shown
in Fig. 6 (a), the red lines are clearly separated from the
others which indicate there exists obvious key-related in-
formation leakage, and the cryptographic circuit with the
TIGFET-based TSPC is not resilient to the CPA attack. For
the Fig. 6 (b) and (c), the correlation coefficients do not
increase after the increasing number of traces, and the cor-
relation coefficient corresponds to the correct key is buried
by the other wrong keys. It’s mean that the cryptographic
circuit with the TIGFET-based mTSPC and DyCML are
not successfully attacked with those traces. Therefore, we
can confirm that the TIG SiNWFET-based DyCML can re-
sist the CPA. In summary, the cryptographic circuit using
the TIGFET-based DyCML is well suitable for resource-
constrained applications given its low area overhead and de-
lay cost combined its comparable security levels compared
to mTSPC.

6. Conclusion and future work

In this paper, TIGFETs and CML are combined to the circuit-
level SCA countermeasures, because it maintains a similar
security-level against SCA and reduces the power consump-
tion and area overhead compared to the other solutions. The
TIGFET-based DyCML is designed and optimized accord-
ing to the performance evaluation. Further, a simplified AES
circuit is built and correlation power analysis is performed
to validate the SCA-resistance. Experimental results show
that the TIGFET-based DyCML achieves a similar SCA-
resistance level with a smaller area and delay consumption
compared to the TIGFET-based mTSPC.
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