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7hA wkekSs Agksitk. A A, AUTOSAR AZE¢o]9] RE AFslof A
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ALFdAE

AHETR Vlew BAS AeAE detr] st AAA Ak
Az 3AF 2o AAo] X dstrh. Zb Apwaf Az 3|AF owiep @A
AT T s fE oy dAel A F3 AEst FxE
A 2Eme FAFska 9tk BMWEF Continental 2025 €413t
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A, 29Al= 20209704 =2 AHs3 Vs AR, epAE 39

rlr

2025@7HA] A A3 7E e S5 Aolgr w1l

PRA ABHE WS Aol wg ATE FFIA TP 53
o}
=

Aol =9k ARFH =F AH7A AR AY glo] sEA o
T¥ 7lew AFste Zolth. AA Fo AEAk Ax IAES e
S ez AEFY e AdY Hpg-o] =

¥l (Advanced Driver Assistance System,
ADAS)= Z&sta Aot IAEAAR AT S Qs 25 AlA s}
AAsol whEo] i dHolHE Agsta xS Alosr] gt
A A o] A (Electronic Control Unit, ECU) 7} th = @ dfc}, =3

o]5& CAN, FlexRay, LINZ & 28 YEIE E3] A4y o]



Stk A W EAsks ECU= 7] o 7les Alwsiv 1 7l
2H stmdle] FAeast 54 A @bk old] B AbsA 7
AAEL st=dlo] 54l ss &2 EdoE Miagion, ECUY
st=glol ol EEAE thA] A Ego] S sfopit vk
AsAE Az SAblM TR FEsAbR R AlSwS ECUSE AR

W sAstel Fdehe A WS Aol e EHdAH. ol#T

o

FAAES dldstaA 2003 d BMW, Daimler AG, Continental, Bosch

{r

9 Ak ArY B dAlEe]l Rol AXAGS FAEGL
AUTOSARzZh=  AE 2ZE9O] ZAEF  BFES Essich
AUTOSARE  AHg§ AXEQOE AF4 FxE ¥s° ECU,
HESHA F9 st=dlo] 728 5HAoR AFE AZEOE MY

7bestAl ek, Az ELC|Y] A7|et Hide adHow dAgd F

2.1¢11 AUTOSARE TAss 8 FEEol ¢4H%eH, #HA 4.0
15, "E3zo] A7 M2 25 o5 F/rEla ASE fFARS
4 S Ed 20159 @A AUTOSARE 4.2 wo] F7js o]
ATH3].

AW, 2L Fhdt AP O 44349 Y FeHAn
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AFg AR AR BRE FhR Q% AL TeAx EE
Be4e] FrhEA wek ABE AN/AA A2 J% b EEZQ
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AUTOSAR:= ISO  262627F AAE 7l dd 274 S
RESALZ)7) Sl Ak W B Ve BE A E ] faultE9 o=,
WAL A, AL BRE olgste] AZESO MRS Eole
safety mechanism< £ 3t}

A HE A HA W HAe] AUTOSARS safety mechanism@ 7]%
T U¥ I1SO 2626204 Fost AZEYC] fault & I¥-5 o83
A etk A WAE, Fo A, AZESOS] F3o] SHiEA
goldtE 7| 9Wdts program flow monitoring©l A deadline
supervision 7]&°l dtAIHo] 2t} Deadline supervision©] @
A ESOIS 54 ko] Aaxl AzF el F3o] H=A A Ash=
ZIsolth. AZEY o =4 s AAs g8 7R
AAEZJEZL AHEE™, 3 WA A3 EJAEE  CheckPointStartz}
v, % WAl Ala EJEE  CheckPointEndg} $Hth. Deadline
supervisione AR &, F Rl tigo] He AZET}
CheckPointStart& A4l CheckPointEndE T3at7] d  F1tof
F3jo] Feko] W o] AZE e FZ QA Itk T OWHAE,

$§ £ZEdC] 2 AFHE dolHst LnEA

rO
ol
ol
N
do
ok
N
ojr
tlo

2

|53t EZ2E protection®A] timeout detection 7]s°l 3-AAo] At}

Timeout detection®|& HoJHE FAlg= &8 AT E o7} &H=x
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b AAdEA edvka sdeth ahA vk
oligt AFH dlolE e AHEE FRlsk= 755 Al¥dte freshness
APIE: AUTOSARSIA 7NEA7t A4 TASEE wojolr), mapa
S ATEYC dASo] Zy] e WAo®  freshness APIE
NelAl #oh ol &+ freshness API 7| oA o7& Al
AL Asa GAES B Tlew AFEAN ARG W20l HE
APIES AHESel] W& oF WS op7|sth 89 ofydy, A=
Adstr] Qg F7HAd #glel FQsta o]= AUTOSARE 73

dofe]l ARG JHE71ZE @Sof whsk= Zlo]t
2+ =2 oA A3t AUTOSARE  safety mechanism]

o

L

o

o

FARE NSt ATEY ARG FHA T

ok
o

A {Ft

J U
o

WA program flow monitoring®] deadline supervision®] 5-3j

Al A EQo]7} CheckPointStartE %33t1. CheckPointEndE

-

A7l A F8o] Fuk Holx F7]A S92 CheckPointStartE A
AT dAl AJZHS vlaste] AR AFS golgk A o2 ddd
T YE= 3}, g8l E2E protection?] € AT Eo 7

AEE = dolEe AAE #lg xF APIE Tdsta olzle] djsh

st W AXAS AwWsln 37 dA HA A AUTOSARZ}

|33t safety mechanism® FAALS  FAFoE A3}
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A 274w 7

o] FeoAe= & =w9 oldlE w7l % WA A& A
2.14 4= AUTOSARe®| dia] Adgsta, 228+ ISO 262629
A EQ O g FES AWt} npx|wo g 2.34d+= SO 262621

23 AUTOSARZF #istel A& s

2.1 AUTOSAR

AUTOSAR:= Abwak Az 3af, Awak i 3Ah e

ojF= ETE ¥ 13 o] Al AR vm F Atk AA, 71E
X E9Jo](Basic Software, BSW)¢t ®EY 274 (Run—Time
Environment, RTE)e]  tjgt ®HAE X338t AHAZE
o}7| 81 A (Software Architecture), E4], AXE o 7 W&} 7}
W o] AREE = Y EAe 29 EAL S st WY Ed
B Z 2] (Methodology and  Templates), ©Fd  AZFE S8
AT EYOlE AUTOSAR 7|vtoz 4 A, #Fx 2dg Jost &

o1 E] o] ~ (Application Interfaces) 7} St}



g ™

1. Software + 2. Methodology + 3. Application
Architecture and Templates Interfaces

k' T T T ~

1 BSW module specifications (e.g. OS, COM, WatchdogManager)
» RTE specifications

2 * Development process
= Templates for tools (e.g. SW component description, ECU configuration)

3| = Reference SWCs and their ports (e.g. InteriorLightManager, MirrorAdiMgr)

78 1. AUTOSAR %F9 4 [4]

AUTOSAR®E] AN EQS o789 = 18 2A4 7 A9 iH
st Z S o] A JHA 2 BEF 9}
® 52 A5 (Application Layer);

e EY 37 (Run—Time Environment);

e & AMXEJ (Basic Software).

Application Layer

Runtime Environment (RTE)

Microcontroller

1% 2. AUTOSARS] Al&4 % [2]



& AsE WME st=dort AF Wl odW Tiss #F AE
ARt &8 ATl EASE AZEY o= AALEo] et Ha
71 w9l AZEO] AIZUE (Software Component, SWC)Z
T AR Wl AR AAE FAEE fE AT ES
. TRt MY dEYAa M Tls

W A (Virtual Functional Bus, VFB)E Z3] 7]HF 3l=¢0]
=

HAo7 AXELS AIXIUEE AT = vl =3 AUTOSARE
g Aold QEFHOIAE  AlFshH, o]F o]&ste] AT E0]

AUTOSAReIA vg] ot B o] Aes Al 72 EFdtt

® AUTOSAR Interface;

® Standardized AUTOSAR Interface;

® Standardized Interface.
AUTOSAR interfacex= £ZEHo] HIZHUE I F2 LI EO
HEAES BSW BE P wdHs JRE Jost Joz Zzady
o}, st=del e FdEth. RTEE Fald Aledrh
Standardized AUTOSAR interfacet= BSW 50| Al¥d= thst
AU A~E5S AFYIt. Standardized  interfacet=  AUTOSAR
interfaces AH§3HA @il AUTOSAR dleld %Fst ® APIES

$tt}. o] interfaces> K& 54 Aoz A7F Holqld

AXESO] AXUEE sty o] 2] E (Runnable) 2 74 =

S



ALIZE o] o}7| 8l A AEfdo] npltt
BSW& st=dlo]l wk= flol fA8ke st=do] g AEsta
3t A|A®l 7]5S AFI BSW odo] ulel wlolgrAEZEE

kv

S~

A+ A% (Microcontroller Abstraction Layer, MCAL), ECU A+
A% (ECU Abstraction Layer), &3 &% ==z}o|8 (Complex Device
Drivers), A8 A% (Service Layer) 2 Al AZFOo 2 o] AH
a4 33 #k

Application Layer

Runtime Environment

—
.

Micrecontroller

% 3. AUTOSARS] AFA 3 7] £xE] Al [2]
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BSWe] 7+ AZF W Ay oy Eo WA
ol ARAEZY  FA AFS BSW 7P obglel 9 XEhH,

Wi EdtolHE s o] AT 8 AZEY] ATe

A, F EFHAl WEE s oY JA = S 9N J7]Ee e
A oA dFe =golwE ey, w3, 4% Ao g
ZFskd APIE Alestd. o] AT § AZE Alss ECU
sgttdlolsl SR wkEol Frh 53 A “Ebolde 559
AL K 7S gidetE AZE9C AR BSW RE HoE
Atk Egh AUTOSAROIA Ao ke wmlo]azAEEY
JEFHo|AE FFE F Urh AulA AT BSWE 7 #HAZ
Aolr, #HAxa AAEFY 2 YAA Ve, UMEHT A
] Az, Agk Mu|A, BECU AH #e] 59 715S Awst

BSWe] Al AlF
o] AR AEFE Eefoln], wWRE ZEoid, Al Egfold, {1Ed
teolWZ FAEY. ECU 34 AS2S OnBoard X 74, wEE
sdo] F4, B st=dle 4, dEY st=de] FAeE
TR MBI AT AARE Aula, R MulA, BA ARAR
79T BSWO AR ASE9 7esd AZE EEE A Ho
Qom o]F BSW HEo|Z IS 5], MCALS] T4l =gto]H 9]
;A48 A sl digt REE A9 5, LIN Zefold

55, CAN EZglol %5, FlexRay E#olW, Ethernet EZE}o|H
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2.2 1S0O 26262

o] oM B =N AtetuA = FAL F- e 1SO
262629 A+ T AZTEdCl MY #¥ FEC dig #AF AA=
Areth ISO 26262% A&kl 7ee @dste shuel Ar/dA
AARE o r AREM, T8 49 Zo] AAR JE A VEES
T3 AA" FEY LS AA stESe] FEe A, i
AEEL FF RS S dvh AAE FF O, stEdle] £E

ol

T AT A4 AA dA, Hs %W Ert

A 7}

1. Vocabulary

2. Management of functional safety

|2-s Overall safety management

2-6 Safety management during the concept phase
and the product development

| E—T Saflety management after the dem s release |
for

3. Concept phase

3-5 item definition

3-6 Initiation of the safety Ifecycle

3-7 Hazard analysis and risk
[assessment

3-8 Functional satety
concept

4. Product development at the system level

Ml tion of product 4-11 Release for productiq
el at the system level

|4-|U Functional safety, & Operation, service

ion of the technical
gonts

[4-0 Satety validatig decommissioning

[-8 item integ diien a0 9

ent at the

i =
Echwarsllevel

6. Produg

B T
e
ke -
5-7 Hardware desig m
53, Evalliaiion of the F o So
architectural metrics

55 Evalualionol the safely ga
viokations dus 16, random hard

chitectural design
TWERE unit design and
Aon

eftware unil lasting

faikurns
510 Hardware integration and are integration and

testing

=
Verification of Boftware safety
iremants

11
equ

Froduction and operation

Production

(maintenance and repair), and

85 Interfaces within distributed developments

&. Supporting processes
8-10 Docurmentation

8-8 Change manageament
8.9

86 il and of safety 811 in the use of software tools
8.7 C 812 O of software
8-13 O of hardware

8-14 Proven in use

9. ASIL.

and safety

[a-5

with respect to ASIL talloring ]

0-7 Analysis of dependent failures

|9-8 Criteria for i of ts

| 8-8 Safety analyses

10. Guideline on IS0 26262

1% 4.1S0 26262 7i# [5]
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ISO 26262914 o] A§Fg A

faultES oteel 2ol Al 7= 73

—|L'
&

30
o
=
&

o
o
o
Y
©
)

579 AE faulte= A Ysta (5]
® AJ7t¥} 438 (Timing and Execution);
e H & (Memory);

® 1 w3 (Exchange of Information).

Timing and Exchange of
- Memory fault . .
execution fault information fault

Blocking of . 1 R_apatltlo_n of | In l:orre_ction sequence of
T execution ’— 1 Corruption of content information | [ 1° information
2  Deadlocks Readfwrite access to 2 Loss of —1 Masquerade or incorrect
2 memory allocatedto information addressing of information
another SW element - i o
3 Livelocks L . -
3 Delay of information—i— 8 asymmetric information sent from a
Y sender to multiple receivers
Incorrect
4 allocationof
execution time Insertion of L1 information from a sender received
- information by only a subset of the receivers
Incorrect sync.
5 betweenSW 5 corruption of —L 10 blocking accessto a
elements information communication channel

I3 5.1S0 26262914 A3t AZEY O] fault 7F [5]

2.3AUTOSARY 7|& ¢td 19

2003 AUTOSARZ} 7h AlzH4 o] % 2006 WA 2.1&
AUTOSAR &ZES9 o] o7lgl4 st /i WHE & E59 F8& 4
25 AP o)F, 3x WHE F3 AUTOSARS  x%FO]
Bt glom, 20099, 4.0 WA wekst MEYA 7|es Adsh=
Tal AEo] FUkE 3 HWE Fo A A st $gk BSW REY]



F7kel meto] ool Hrk 2011d ISO 262627F AFE ol F,
AUTOSARIE 75 b 27AFge] AE=H9la ol dieskarak
20119 12¢€ A 4.0.3904 AHSOSF safety mechanism©]2h=
Mol =A=AUTHG]. AUTOSAROIE  oln] hZEgojox A
7he sk faultel @75 7] @ dAYSFe] EEHE SASHAAR
Safety mechanismolzt= 7do] AHH AZTEYo0] Ao A
7Fedt faultgel digshs RE vAUSE =Y A2 4.0.39]
# %xo]t}. Safety mechanismo]& &}l 59 E BSW EE©o] ofd
BSW EaE& ueol AbAs] Slom AZES] Aea A 7h

’

ofr
(o

it

fault5S oI5, WA, Fu, AA PHE F3e faulh nFo
o]0 x| x] ghA Ay,

 Publication of ISO 26262
.+ Solution ofa basic functional safety standard (IEC 61508)
which is not suitable for automotive E/E systems

Jun, 3005 May' ' 2006 Dec 2007 .h.q 2008 Dec 2009 May 2011Hov 2011Dec 2011

R1.0 R2.0 R4.0 R3.2 R4.0.3
A
s " Adaptation of functional safety
’\ 4 A A + Add safety mechanisms in AUTOSAR

| +First| « Compld »Maturity +Feature enrichment [40Re¥?

—#Comyfl ~Additi{ »Ethernet support
of BS in BSV| »TTCAN support
#Multi-core support

13 6.1S0 262629 #AE 13t AUTOSAR /i oAb

13 o A—E .=



2.4 AUTOSARE] Safety Mechanism

A 4.2 M AUTOSARe+= A 57FA safety mechanism©]

°
[l
K
&

d@ 55 TYE Y (Program Flow Monitoring)
® [2E X3 (E2E Protection)
o W XE3y E3(Memory Partitioning)

A ~® ## 7)]% (Communication Stack Related

Al ZF 713} (Time Synchronization)

9

% olojd o] Aol Yge 5 7MA safety mechanismel tha}o]

sklst= 7lwolth, RO EF BUHHES F¥e gAH
U & (Watchdog Manager, WdgM) 7} &3ttt WdgM BSW B+

sfU=M AMH| A AT AAFD AR[A Hio] &3k WdgMe)
A& AA F THAT AA, s=do] fAF] AARS 2AA7]A
Urm FIIF o studo] JAHE EASH. 24, T2 S5
EYUEHE Sttt WdgMeo| Agshs ZZI9

el Al AAE $RE 5 ok

14 *—'! -‘i - ‘_'.]i



® Alive Supervision;
® Deadline Supervision;
® [.ogical Supervision.
ZF Al 7 3 A, EYUE S @9l= supervision entity (SE)E

ARSI SEo] tidt MEst 7] AUTOSARe] wWAIEo] QX

A

d

olomn outar oz 3} AMEQ AYUAE )Y BSW EE

T #Ha Sleeh A Sl el leA SQldt whkek H A4 Sl

Hof 3l Atolell =4 grol EA dvkd FA FElE, 1A ool

v A AEj 2 <123t} Alive supervisions AFE3l= SE wit}h A|zE
A, HAa 3y g Hu 59 SeE D dAle] vg AR s

2. Check if the SWCis run not too
- Watchdog frequently or not too rarely
R Manager
7
]

1. Inform “pass checkpoint”

Line n

Periodic SE

19 7. Alive Supervision HWlAY S

Alive supervisione AF£3ta1A} 3= SE+ 349 AT ¥UJEE

A ol Alm ERIEE A wiuith WdgMelZl SE7F FdEE

15 2 M E g



2
T 3 el de=A s F, Zd dE9 W =i SES ¥
s 271sketaL, A S obdE o AE AddS shA "ok

Deadline supervision H|F7]4 0% F3¥= SE°| AlE-5H, o]
SE7}F 54 3= F3ks £ Aol vlg A w2 A 7

AP o 3 ARE el QleA SRl wkek, Ha 3 Ak

b wjAgd AJE R A4 $ Alive supervisions AFE8H= SE vt
4 sloF & 3, HAa 7 A HY 53 AP R @A
v)g] AA3t}l. Deadline supervision?] TAHZ =ZAdg= 18 83
Fdguy Deadline supervision< AF-g3F#f 3= SE+=
CheckPointStart$} CheckPointEndgl= + 712 A4 EJEE 7HAH
SE+ WA CheckPointStarts® A'd o], AlZg FA4ste] WdgMel|
Attt o]%, CheckPointEndE Alg wl, dAl AlZ3 A 43
CheckPointStarts  &3st  AlZte]  zfolE  AAkstel  WdgMell Al
Adggitt. WdgM-> o] AlZb zpo] gt= mld| A&l 2 HA 3
A b Aol 3 AZE el A g1 F1, FA He W e
SESl F Al ERIEC] tgt A7bs 27]8tskal, 44 We7h ofyEhd
5 Ae Asls sHA "o

iE

16 i’—'! ST II



1. Inform “pass checkpoints” 3. Check if the time is within

i Line 2 : the minimum and maximum
i :raiglulet 1 H: \Aféat(:f1(j(3§]
li sinen | Manager
! Pk ——— .
'L_____?__I ------- I 2. Calculate the timing of
Aperiodic SE transitions between two |
checkpoints

19 8. Deadline Supervision WAYE

o
oft
ro
¥
o
P
2
i
N
)
rlr
N
Lo
rO
_0|L
£
S

[t
do
éﬂé
o
RN
{0,
i

vheh ol®| AlA ERIER PE g deAE deens Aol BE
agxE A o)F wg oz SES 7t A EJAEWT ST A

Watchdog
Manager

Checkpeoint 1

i=0;

Checkpoint 2

While (i<n) { checkpoints

2. Store the order of reported

}

Checkpoint 3 carrect

3. Check if the order is

Aperiodic SE Abstract control flow graph

19 9. Logical Supervision WAYZ

17 o A—E .=

1

kTl
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2 AA EJE, Aol BF 2HEe A EJES] YAE

rlr

7p

GA o] FolHtt Logical supervision? TAZ EZdesE 19 9

©

2t} Logical supervisions AFE-3t1x 8= SE+= U9 A=

m

¥QEE VA, 7} AI EAERY Y AT EQE xgd

R

gl old A EAEEH Y AL FTUAEJ GO w9

ole1dt AHi= WdgMel A= glow, SE7F |l Aa EJAES
Ak mEbey WdgMellZl h2jar WdgMe sl Al EQIETE o] e
SE7} @€l AA ZAERREH =28 £ Qe Ad EIELA

B e Seath web gaHe wdo] ohed of Az AL

. Call user-defined callback function

. Report DEM (Diagnostic Event Manager)

. Watchdog . Partition shutdown
Manager
- Reset by HW watchdog

. MCU reset

1% 10. WdgMeo] 38 &= Q= o7/ g 4]
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oA 7}A] 4™ 3t program flow monitoring®] Al&dt= Al 7HA
715°] WdgMell eJafjA g A F3o] Hi=A AHEER sHTh
Program flow monitoring A F F&olA o]Fo] Zt}. A,
program flow monitoring®] thile] 1= SE, 4|, OS scheduler?l
=5+ WdgM9 main function. A A program flow

=
monitoring®] g2 13 115 F Ay, WA SE oA

d

SE7} 8 Fof AAXJEE A Hu AA R o] AAEIE
et A Fel Wdg

M_
Hodtt o] g5 E WA o] F4E SEFS AFXJETE alive

ofy
2
g
S
iy
o

supervision, deadline supervision, logical supervision
AFEEF=R] AlFskal, WHeE alive supervisions ARE3FCHHE,  alive
supervisionS WERJE= 422l alive indication countersS Z7FA 71t}
1983, deadline supervision®} logical supervision® A}M&3=
A F¥EQJNESH  deadline supervision®} logical  supervisions
FeA Hu I A @A A FARE dulo]Edtt. o]¥A
WdgM_CheckpointReached 3&<roll 2oJ&] 73Al®l  ZF supervisiond
ARE 0S scheduler®]] 9l 3 T71H o= EHA =
WdgM_MainFunction$t=7} o] &34 Htf. o] 34+ SE W=
SE7} alive supervisions AFg3ttid, 7} alive  supervisiong

st A5 Qo] Estal, WdgM_CheckpointReached@¢f 23]
AARH sld SEQ deadline supervision®} logical supervision9
ANE FHeto] SEL AHl JRE ZAls. ZF SES A FR7L

74AE 31 v o] RS 7FX| 3L global supervision status & 73A1SFaL

O:

<
il
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WdgM<2 global supervision statusE WIEOZE A A|A"Hlo] 277}

WYPEA < BEAE FAg

= - T

SE context OS Scheduler context
Cﬁ)rgglrl:r:'sggm CheckpointReached() . WdgM_MainFunction()
- s For each SE N
A 4
= Alive Supervision
Alive Supervision? B | o= [ G ]
IncrementAlive Indication || counter Result of Alive Supervision of SE

comectincomect)

; Result of Determine the Local
CPis used for Deadline .=~ SupervisionStatus of SE
Deadline Supervision?. Supervision [|.-~ - ’,' I
Deadline Supervision of SE CAD L | LOWISupewlsinn Status of SE ]

No Counter of CP ‘ |

{conmect/incomed)

No N
l |J,' ¥

Result of [ Determine the Global ]

)

CPis used for
Logical Supervision?

Yes Logical Supervision Status
Supervision
of SE

{comectincormed)

| Global Supervision Status |

Logical Supervisionof SE [

é J Handle errors

1% 11. Program Flow Monitoring?] ¥18&

o]  m=RelA Ao IAs  FE¥E& program  flow
monitoring®|A] deadline supervision®]= %, deadline supervision®]
gk A AWs FrreteE @k kA I3 11914 SE EWellA
54 AZXJEEZE AYAl HH  WdgM_CheckpointReached¥4&
sEsHA Ha o] g T AAXEJEZE olH  supervision®l
A#FN=A FIste] dld supervisions FETE THeF deadline
supervision®] <A@  AFEJEZH  T¥H 1204 HH Y
A AFEJNET}F deadline supervisiono| A AFEE+= A TFEJE FoA A

HA (DSC) o] | Fai=A] ol F WA (DEC) ol 3l Fafi=x &eldtr},
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ghef, DSCe} DECel #id HA d=vhd Tdi2 3 F5 F, logical
supervision®| aF3= A=

DSC <QIA  DECRIAl  &lsty, DSCQl A5, @Al Alxa"9
timestampS &<¢lslo] DSC timestampell 7]= 3}
4%, DSC timestampZ} 715 =3=A Qg H, 7550 9lA
orvbd g2 S £8dty, 138X gvbd A timestampet DSC
timestamp®}e] b AE FAsta o] FAHgol wEl AHod
maximum #t3 minimum #t el £A3H deadline supervision?]
A3 Zcorrect®, 1%9# <hW  deadline supervision®] AiE

incorrect® AA3c}H[7].

SE context

CP reached
= Call Wdgh!_CheckpontReached(]

TP ks used 1o Yes Recordthe currentti P
e SUPENISIO under the DSC timestamp
Increment Alive ’
No Indication Counter of CP
TP is Deadline End fes
13.0085309 =N DSG timestempis zero?
eckpoint (DE!
CP is used for Yes
sgdiing Superigis
Deadline
Measurethe time difference betweenthe
Supervisionof SE currentti pandthe DSC P
L2
Yes Clear DSC timestamp to zero

goical Supervisign

L ogical Suparvisien of SE

Define the resultof deadline
supervisionas correct

Define the resultof deadline
supervisionas incorrect

| é}‘ ! !

N

1% 12. Deadline Supervision?] <17
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[e)
o
T = faultE WASF] hE A EYO] HXY

r
i
HU
—
o
=
—
N
)
)
N
N
i
>

e @tk EE BE /%9 A FAE deleE Adsht

WE (Sender) 9t HloJEE  FAlshE  AXEY]

X
[&l
Il
j_g‘,
2
ol
m

AEZUE (Receiver) 7} ®th. E2E H3E 7|sd oludy IJyH=
TdEo lom, E2E o] B2 (E2E Library) el 1 7]s°] 7]&5
UTh E2E H3FE AMEStA ol AZES Y AXUELE dFete
dlolEle] E2E &ld7F &4 ®Hrk E2E H3O Jlee 4 /1A
HAYSES obefl gl o] Abg-ghrt

® JIH;

e tolH ID;

® =3 tlE9 AA}F(Cyclic Redundancy Check, CRC);

® E}ldol% ©X (Timeout Detection).
7H&E wlAYSES sendert HolE] FHA Al ZF dlo]Emitt E2E
gl el A8k 7HEl #ks T7FAF receiverol A Z} HlolE| ] E2E
el EAsks 7HHE gRlste] S4l ## fault T HlolH 9 wiHE,
2, F7h B a4, dA AF PR A%t faultE AEIHE
7Ies AFsth dHolE D WAUSFS AXEdY HAXUEVL
AHgeheE ZEvY fYddt IDE Folste] Al #A™ fault =
receiver’} sender’} obd UE ATEYo] ALUEZRE HolEZ

Wob MASE faultd BAFE Ve ATUE £F WBY A
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A B fault & FAl Sl HolEHZE edd g olE #AE
GA sk fault7b A7MEA e Vle= AT pAHoR,
R ol ©A= receiverollA o] de]
FalE HolErE dvp 2@ H3U=A FAsk] 1 ol ¢
AAE (Freshness) ol wet HloJHE ARESA] #7124 AT 9]

2
it

HoleE 7=z dA

Ise S SAl #dE fault T HolE &A, Ad, dA AF

TEHOo 2 Q3 faults: HET < Utk E2E B3 7o Agxog

AHEEE 4 gler, AUTOSARAM= 7 7les 288 Zzds

Application layer Application layer

1. Sender makes a data and

calls E2E protection wrapper 4. Receiver takes the data

2. Datais extended with E2E 3. Check errors and
E2E prolection wrapper 4 header extract data from the

7% 13.E2E ®3 7|5 "AYS

==

E2E H39 7|5 ¥ 133 vt} Sender:= S8 =9

o2

receiverol ] dolEE AHEsux Sl olw]  senders= E2E

ol

glolB o] H2¥ EZ2E protection wrappers %31 E2E

23 iy A=t s}




protection wrapper+= sender’} %3Sk flo]gef <A A3t E2E
JHE ol RTE &5 3 HeolgE dFsin. o9 Ass AA
receiver’} Q1= ECU°| =g3d HolE = nix7iAl2 §4 A8s 714
RTEE &3l receiverel %l& E2E protection wrapperol] %2}3}7]
%31, o] E2E protection wrapperi= %% dolgeo E2E 3Iy=

E2E H37]5S 7|HFo =2 FEA3SE § receiverolAl HlolHE ALt}

i
2
B>
(K
m
o
2
A
B
o

AE oA WSk vzl A4 fault7} FAAT 4,
e £2ZXEo AXHER o] fault7} A7FEA] &= st o5
23 9= 0OS—Application®]™, OS—Application AZE ¢ o]

HAYXAE g3} AUTOSAR 4 AAS] AAES QAHHE Auv|A

Application ¥ =2 HWXE# #HA fault A7FE WA s, wkeE o]z]st
fault7} 2 29 AUTOSAR 9 AA= sl OS—Application=
A ANZ3AY AUTOSAR £9A4 AAE A Ass ofF Az
AhE & vk I9 14eldA"E SWC 13 SWC 2= 22 0S—
Application®] %3ki, SWC 13 SWC 2+ dF wWxEy 9o9s

3 7Rk SWC 1ol Z5d =gy HEew s SWC 27}

of|
g o
(ol
O

i)
ol

I W5y gojo] WA= fault7h EAYS, whekd SWC 10%
At fault7b SWC 2014 A7F =A%, & OS—Application®l] <3t

o=t

(

E 151374

=

o

SWC 3%} SWC 4= o}f-¢ o

A

0,
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OS-application 1 OS-application 2

[ Error is not propagated

9 14, WEy B fAYUS oA

]_

N0, BA 28 geld WA Absd faultd BASL WA,

Ot
rlr

AUTOSAR BSWO] Au|A AT &3sk= COM REo] €3

AF-AoE F 714 7lsS AFstH, AA= dolH =4 Ao (Data
Sequence Control), 8+ %4 X 3% (Communication Protection) ¢]

Stk 7 Vel WiE Al el A COM REClM HEE

o

dolele] whelel disia Aol Fastrth. COM EES AXEd0
AERZRE ECU 9% F4l A, ARREH. dubdow A E-o]
7 AEshs dolEle] Avle AE, A5y 2e R
dlele] Jolm g ol et vloleE stubatut #elatr] wl§- vlag Aotk

el AZE S AFXUEESS] ECU 9% E412 98 COM EE

ol
24
o

ol
Hd
'
[m
&Y

Bl dolHE 1Estete] tEAl " COM EEo] v HolE
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GE TR EF dlo]g w9 (Protocol Data Unit, PDU)&F 3o},
PDU= 3l (Header) ¢} #|°o] £ = (Payload) 2 4 ¥t

dlolel A o9 72 PDUS &ldel x3d PDU 7H2EHE
o] g8kl PDUES] &A1& #dlsta 22 §l= PDU= #A3ts] AlA %

oy

A FelA dHeoly ©A Ao Yl o8 A, #HE PDU JheE=

[

Oolw PDUE A5 wwit} sty Fristth. 741 SelA PDUE
FAlstd 7hEE gRlst] 7H A9k A= PDU= AlA F-

PDUE TAsE dolHES 24 we AZEge] FZdEH)

EA B3 7S ¢kdy d#HFE PDUES EAste] 243 o9&
W sttt Al SollA dEstaak ki PDUE F 7 EAste] FLst
Ak

PDUE M= Hluwet FxE FalA 2H=7] A58 PDUS A= s

We&= 7= & Al 718 PDUE &3

2
e
=2
2
=

AT EYO AIXUES BSW EEIA  Er)3E  AHE

~
olr
flo
oy)
05}
=
>

H 2~ AlFe] F718ke Al 71+ vy A (Synchronized

Time Base Manager, StbM) 7} &@&3tch, E7)3 9 Al S o7 3=

axEY A dES BSW EEs Aol s, StbME alZel 7|
2l

718k AIRbEs Algshr] Aol 2A



stth. o] 5 sl NTP9} #2 Azt
AIZE E7137F kR uzo] & uf, gr]skE AR ARE AESH

HrH10].

|
ol

EZo] AHgE StbM zHe]
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Al 3R EA A

o] FolM= & w=EolAE dA 2% elA RS AUTOSARE
safety mechanisme] Ad $AHS Aysict ol & WA £
wwol Arsta Absks tid AlAHlS Avgstal AUTOSARS] safety
mechanism® -+ 74 A dis] AdWstt (1) ZRIY 55

EYEH, (2) E2E B3,

3.1 A& 24

L |

x

A A JHARS] el HE AIARE
AUTOSAR £ ESJo] op7|ej]ojm 27¢oA AAls] Arstaivt. 19
159 #o] AUTOASRS] safety mechanism< E2E #ojB#HYE
Al2lstd 5 BSWel| @ xo] 9lom, o] sl By 52 EE

tel 3 Ve FElE AT

3.2 x273 32 2UEYY A

T2% 35 PUEHHLS SO 262620014 A3 AT Eo] A
WAl 7153k faults =, blocking of execution faultE €3] thEX

e, pAdeR, Zzad 5% BUHEY A K % 2
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deadline supervision®] %Al o] H<t} Deadline supervisione=
AFE-3F= SE7} CheckPointStartE A4 WdgM_CheckpointReached
s 22U o] = SEY D9 AlA ¥JE IDE AR

glojzl AlZbe AUTOSAR QA A Z -
g (Tick) #t= Wol CPUS =% £EE ddsto] Allez WEks 7,
WdgMell EAsk= o] 45 SEF SES Aa EJEC wldeh=

AlZE W grof A

Libraries
Application Layer

Runtime Environment (RTE)

Areign 323

Complex
Device
Drivers

Buonied
Raowiap

Microcontroller

1% 15. AUTOSAR AZEo] o}7]€lx] A £A3}+= Safety Mechanism [2]

o], SE7} CheckPointEndZ RS | nhx A 2
WdgM_CheckpointReached &5 2 &8t <o Mdwst sdst
e 7A o] vt =Y A4S e FUH R oA ST
CheckPointStartell512]  WdgM_CheckpointReached 345 =3
AlZEak @A AlZbe] AR AlAbste] o] Alzte] WdgM W del® s

SES] #HA& 3 At AW 53 AR el EAsk=A Flgi



ojglgt MIAUFE & 7bA wAlFe]l AT =, Wk deadline
supervisione AFg3d+= SE7} CheckPointStartE A ¥, E5F
delef] o5ty o] T =2 A= A9, SE7} CheckPointEnd&
A W) w24 SEZF v Fojd Hof 3 AIbE Holds ¥4t
e Ag Ade v o)A Aol wi AZsE Ass o E

9t} o= S0, 18 16438 YAW&G AlA7F F2E ool ECUZ}

>y

Al A A= A 2] gt ShA| Rk o] A A A=
2} AF A A o] A 2~ 8 (Electronic Stability Control, ESC) 9| & & 2.3}7]
Hzell ESC ECU= CAN F4ls &3l oo ECURRE AX JHE
WA e ESC ECU Hol= oo™ ECURNH YAW&G AN HHE
W= receiver AZESO] HIUE(SWO), receiver SWCEHFE

itol 4 Jfe] B0l AlojE A=
control logic SWC, control logic SWCZXE Ao AHE nro} Al

YAW&G AA ArE A

Hyo|3E A|o]3}l+= actuator control SWC7F QU t}.

RICfienket, KITE S0P, OTE) Gorered Legle el
el O St = @, Ok = 1

Record this time
9.001 =—Check Point Start l*ﬁ-'Lﬂmm((}k_SmJ;l \
. ims O] L

T O] R R P WData i Data(@nG Cata);| ), < 21z

i <]
i ¥, Hol &
b ecord this time * Gortrel Legic *f J =

Watchdog g 9.012 +— Check Point End | I Checkpai ritReached (Chk End);
{that does Program Flow Monitoring

[® Actuatord] 55 ER/EER rrr]

Raw Data Sender Actuator
Processing Conlrol
.‘-

@ Raw G0IF] :wk L] 72l WA HolE] e ctuator & qﬁu—
M =Y
- .

YAWRG MM Be N:!uator{_‘ontm! 1
—

Yﬂ(‘ MM BT ER ESC ECU

YAWSG 34 BE Wa

7% 16, A AUTOSARS Zg 13 532 HUEH FA4 Ask o]
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old], Control SWC= Skt HAH7] wiiel] Heola A&
AAREE= IE TS deadline supervisions ©]-g3l &<l3tt},

T FZFo] Ims Well F3o] emwojof gkARE, CAN F4l9
FHeb7p sl YAW&G AlM AR galo] AAH™ receiver
SWC7F YAW&G AlA FHE AW control logic SWCoA AZd <
A o]Z<el 3| control logic SWC+ CheckPointStartE A H,

A]

2

= 4 gtef] gt} wkeF, ReceiverZH-E 10ms F ol YAW&G AlA
ARE WA =HW, 10ms Heol CheckPointEndE AuAl Ho, o]

o
il

RS

v}

HolMop WdgMe R/ MAYELES AL oF A
A9 e sy Ak

SAW ogs) 2A AT AN ARE @A Aee AR A
CEhA et o] Al JRE ol gatel AP HHE AR HE R
A5 Al A7a d9e zdw

3.3 E2E B39 3AA

kAl 7153k fault = exchange of information #5ol g3t delay
of information fault® A3 a2lshA] &l qith= Aok, FA|Z o=,
AA7EA e AUTOSARE E2E H3E 7|52 % 4 7HAE AFstrh
(1) 7k&E], (2) dHlolg ID, (3) «+=3 S&% AL (4) BFdobx ®&A.
o] FollAl mpAEk 7]5<l E}Fdob &A= receiverolA @Al &S

doleel w3 AZo] whz ofHe] we dHolHe wF Az
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wsted mlE] Ao ol=gkel (deadline) S FHst=A st

fl

solth AR AUTOSARCONA] ©] 7|e& @@3dh= APIE A|&38hA
%1 FEHE ZE35te] Edolx B¥AE T

AAST EEZEd] AXUE AW A8 FAdol Bk A

% sjol=gjalnl

-
et
Oft

Fl

= AV 2 o Ao S AR OE FEAVE 4ArE A

>~
>
ofo
_OL
=
2
it
Y
2
o
f
>
-
i

ECUS SWCel Eolkx 7ls=

AEstAl Hd, $dT Blokx Ves FHse U APIE]

AU (o, RTE AL (EE) Serdir (uoidd){ FUNC(wod, RTE AL (ITE) Recesiver (vosid){
Sender Ulirit 32 Dty LBt 32 Duta;
(SWC)
= [Ree vrite P cay ot dataosta);| @ [ Rt Read P c 1n Data(eata); | —a
‘ﬁm Send data Receive data -‘—"mﬁ-
. | ) ) [ ———
Data transmitted from sender to receiver
-
ECU 1 CAN ECU 2

Sender)} data & & Al &= APIE “Userdefined_Send()” | System A | @

Receiverdtdata 5= A| 2= APIE “Userdefined_Receive()"2 a0

Supplier 1

lem A design SenderJ} data ¥ % Al A= APIE “E2E_FreshnessChk_Send()”
RecelverJ} data 4= Al A| 4= APIE "E2E_FreshnessChk_Recelve()"& #0112

S CHA| 0] APIE & OF SHLE
APIZ FICHE P8 2LE?
N DNZE2 9l 012 22 22 ?

Supplier 2
tem B design
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A 4 F /HAEY AUTOSARS Safety Mechanism

o] oAM= 3Ao|Ax AW AUTOSAR safety mechanismo]

Ad Z2AAE didste hdds Ahdt WA, ZRad 5

ul

rul

TUE e hdeke AWetal, vao® E2E H3Fof ek sjAdets
8

4.1 N9 2209 &

ol

EYEH

HA 429 2233 55 FYEHHA deadline supervision?

EAE aAAdsty] 93 SE7F AT EQQEE AuE AAS 7 2=
e WANY. = SE/E A3 ¥EJAEES A o,

ol
o
M
o
o
&
N
=~
wm
to
N
=~
uti)
=

WdgM_CheckpointReached 3+&E 3&
TS AA EZRJES) AZbs At el 7oA A4 ¥ES
Ay o] dFEE TEIYW, F AT EQJE Aol AIZF AL

Axtstes ddg 3t =, eFE BHsy] feA e WEEA] £ RA

i
o
[-‘ 1
o

AT EZQJEE Ay WdgM_CheckpointReached & &
w2 E=EelMe A ®RA Ala EJEE A
WdgM_CheckpointReached 3¥ZFE AT XEJE Z3} AZHS
WdgMe] ®rowm, WdgM:e F7]Hoz dA AlZE AUTOSAR
OSEHH g & ol Azto=w ®Wgst %, CheckPointStart &3
AlZtap 2 Trste] mle] A olsk o 3 AZF vlastt o] &
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WdgMe] deadline supervisions AFE-8h= SEC| TA|7F @At 23S
Hop w27 Aste] e f/ AHE AYS BHo wEA 328 ¢ UES
=g

4.2 /}XAQ E2E &

HEse Hal WA AUTOSARZE EFdol: €4 7)o tjst
EFE APIZE EAEHA] gorz ol dig ®FE APIE AASHY
A kst T+ APIC] WAHS E2E_FreshnessCheck ©|H, 7] E2E
glojHefglo] ALEE APIET AFAES FAEH7] flol Ao E2EE
=t ol APIE AHESh7] fleiAl WA whz o] =5t dlolE 9
A2+ A= W7 B o8t} E2E_FreshnessCheck APl WA
$% 54, AUTOSAR *QJAAZHE 8 ghs ottt o] § s
CPU ¢ F& 1gste] Alzto=® ®igsirt., wheF o] APIVF HEE
T2k dlolgef tidt AlZbe A AeEhd o] AlZRE AAE H
g5 TR F oA &ZE dolHE ggom oA d AYgS
T3 F, oldel =& ol o] Azt wlagith o], wE] A9
sl "=l A7 wlwste]  HE=Ekel AlZbRoE AL A7
Aohd A dEdes Jdeda aEA gvkd A dEds
Eh=keia=3
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A5 FAE 2 AF

of  FelM= oA

2
o

2Fet JlAdE AUTOSARS  safety
mechanism®] 3734  Aosk HA WAL AUTOSAR safety
%!

mechanism®] $HAIAS Hst=%A] A AH S FF3517 A5

5.1 4% &4

JRAE AUTOSARS] safety mechanism= T3t #HZE3H7]
A ob 3 13 Zo] =gl 22 EY A &4 735

F&3 AL EBO tresos’t A 3.19 AUTOSAR ZF& F3ith,

TC1797 (TriCoreTM AUTOAR
MCU | \13.1 CPU 180MH2) version Release 3.1
TriCore sSwcC
™ Memory | 4MB flash memory modeling SystemDesk 3.0
Starter
Kit ECU
@ EA) 110 219 general purpose 1/Os Configuration EBtresos 10.0
2 CAN transceivers TASKING VX-Toolset for
Comm. 2 FlexRay transceivers Rergibarel TriCore V3.4rl

¥ 1. A% 8o AgE st=go o AT EL O A

E =R 7fA3 A2 safety mechanism % program flow

monitoring®} E2E H3o|t} 2% oA A3 73 o] AUTOSAR
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WA 3.194+= safety mechanism®] AHEo] QA L} owt
program flow monitorings ©@93sl= WdgME= A8t 912 alive
supervision 7]& % A3ty whebA, 2 =FolA ARgE jAdbE
T3] Yal 19 18- Y AUTOSAR WA 3.1 7lAstazt s

7]

o
A
~
ol
H

ofr

S 93 WdgM EE9)| deadline supervision 7]
E2E gtelBglgE &3ttt webrd AUTOSAR wWA 3104

o)A #HZEFslaA dl=  program  flow monitoring?] deadline

M

supervision®} E2E ¥ 59| freshness API&= WA 4.29 L& 7|55
Agstct, olgdA FHE AP FACA ARt HdE safety

mechanism= &3}t

Legacy of AUTOSAR R3.1 Modified AUTOSAR R3.1

EZ2E Library

l WdgM

Deadline Supervision R4.2 |

R3.1 Program Flow
Monitoring

R3.1 Program Flow
Monitoring

19 18. 7] AUTOSAR WA 3.1 WA 4.29 273 55 FYEHHIY

E2E R 357F F7F8 4 ¥ AUTOSAR HHd 3.1
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5.2 49 T4

2 =w9A4E AUTOSAR  safety mechanism® F 7HA&
Mdster, Zzbe] AfAcbe] digk AY AL tad Zo WA,

program flow monitoring®] tst A3 T2 1719 st=go] HEE
AbEetH, AT Edol= oA AW FAHE AUTOSAR 73 3.19]
gaEn. A Aygles o533 2l Deadline  supervisions
AHgeHE SE7F EAlgtal o] SEx  CheckPointStarts A #,
CheckPointEndE A7 A, 929 Alzbgst s4-& HET 17
AFg-3sh,
shupe] REC= HolEE AFshs AZESC HAXUETL U2

shtbel BEdE HolHE Faldhs AZEs] HEUET gAH

R

WAE E2E 35 AFsH] $J8] 2719 st=9o] BE

i

rl

N

P HEEo= o Ay npirixzE F£AE AUTOSAR WA 3.19]
gt A3 Avg e vy #2ut
Sender’} E2E H3IE o]&sto] ALt A s dolElo] E2E

s Frksth olF, HolHE dA Az

e

Aow AF

receiveri= E2E H3EE o]fsle] FAHE fo]ge o] & E

=

FZ3l, freshness APIE o] &3}o] o] =3k dlojEle] A]zta}

A =& dolH e Az wlaste] vwg] G ARk 1A

=
=

T2 =% ettt olu, senders= U9 AJHo|A oo A
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Abstract

Improved Safety Mechanisms of
AUTOSAR for Enhancing
Software Reliability

Hyunjun Yoon
Electrical and Computer Engineering

The Graduate School

Seoul National University

Many automotive companies are trying to develop the
autonomous vehicle. Recently, major vehicle OEMs adopt ADAS in
their luxury models. It is needed for ADAS to install many sensors
such as Radar, LiDAR, and Camera. Therefore, the size of
automotive software becomes large and complex. To deal with such
problem properly, automotive companies in Europe made
AUTomotive Open System Architecture (AUTOSAR). Moreover,
ISO 26262, the functional safety for automotive equipment standard,
appeared to prevent the malfunctioning of automotive
electric/electronic systems. AUTOSAR adopted safety mechanisms
to satisfy the functional safety requirements of ISO 26262.
However, the safety mechanisms that exist in latest AUTOSAR
version (R 4.2) cannot cover all faults defined in ISO 26262. First,

if needed, program flow monitoring which checks the correct

3§ 53 17
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execution of software cannot detect an error which occurs in
specific execution situations. In addition, E2E protection which
detects communication related faults in data exchange between
application software does not provide the standard API but the
guideline for wusing timeout detection. Therefore, this paper
proposes the improved safety mechanism of AUTOSAR for
covering all faults defined in ISO 26262. First of all, this paper
proposes the improved program flow monitoring which can detect
correct execution of software in all execution situation.
Furthermore, this paper proposes the standard API which is used to
check the freshness of exchanged data using E2E protection.
Finally, this paper proves that the proposed AUTOSAR safety

mechanisms can satisfy the above problems with experiment.

Keywords: AUTOSAR, Automotive Software Platform, Safety
Mechanism, Program Flow Monitoring, E2E Protection
Student Number: 2014—-21633
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