ABSTRACT

JETLEY, RAOUL P. A Conformance Review Strategy for Regulating Safety-Critical

Software. (Under the direction of Professor S. Purushothaman Iyer).

Safety is an important concern for software used in life-critical systems such as air
transport, nuclear power and medical devices. The critical nature of these systems
necessitates that the software used therein be reliable and free of errors. It becomes
imperative, therefore, to have a stringent review process in place to ascertain the
correctness of the software and to ensure that it meets all requirements and standards.
Regulatory agencies encourage the use of formal methods-based techniques in the
development of safety critical software. However, most manufacturers are reluctant
to use these techniques, citing them as too complex and time consuming. As a
result, (potentially life-threatening) errors are often not discovered until the software
is already on the market. When such an error is eventually discovered, it becomes
essential to trace the failure to its exact source in the implementation and to assure
that the error correction restores the overall safety and effectiveness of the device.

In this dissertation, we present how efficient premarket and postmarket con-
formance reviews of designs and implementations can be carried out using formal
methods-based techniques, to enable the process of reviewing software in safety-
critical devices. To facilitate premarket conformance reviews, we introduce the no-
tion of usage models, standardized formal models that serve as design templates. We
present an approach to conformance checking of safety-critical software through for-
mal verification and automated test case sequences derived from these usage models.

To provide for efficient postmarket reviews, we establish a methodology based on
integrating program slicing with model abstraction to trace software failures to their
root cause. We formalize this methodology by presenting an iterative algorithm for
abstraction-driven slicing, and realize this algorithm through the implementation of
the CAdS — a forensic analysis tool for C programs.

We provide case studies involving typical medical device software to illustrate

the various concepts involved. We use results from these studies to establish the



effectiveness of our proposed approach and compare it to conventional static analysis
techniques such as program slicing.

We demonstrate how our approach to premarket review is used to uncover safety
errors in software implementations and show how abstraction-driven slicing can be

used to improve the efficiency of postmarket reviews by up to 30%.
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Chapter 1

Introduction

Given a diverse collection of stakeholders, there is considerable interest in the
requirements engineering community in supporting the tasks of eliciting, analyzing
and negotiating requirements. Typically, the main stakeholders are developers, users
and customers of computer systems. However, in the case of safety-critical computer
systems there is another important stakeholder — a safety regulatory authority. In
many areas such as air transport, nuclear power and medical devices, there are special
state regulatory bodies whose basic tasks are independent control of safety, certifica-
tion and licensing of activity connected with safety. The primary aim of these bodies
is to assure that software released to market does not endanger (or compromise the
safety of) end users for these systems. In the case of computer control systems, there

are two main tasks, or reviews performed by the regulatory body:

1. Establishing regulatory requirements for systems and assessing software dur-
ing certification or licensing (regulatory assessment). The purpose of this as-
sessment is to be convinced that the system and software answer established

regulatory requirements.

2. Performing post-mortem forensic analysis to trace system failures to their source

in the software. This is usually performed on software that has already been



released to the market.

The first of these reviews is performed before the software is released to market,
to check for conformance to (safety) standards. The second review is required when a
defect or anomaly is detected in software already on the market. Borrowing terminol-
ogy from the medical device industry [Koh96, Glo03], we refer to these as premarket
conformance review and postmarket forensic review respectively.

These premarket and postmarket reviews are complex, labor intensive processes,
and have a high emphasis on software safety. With this in view, formal methods have
often been recommended as a means for carrying out these tasks [Rus93, HB99].

The application of formal methods during certification has been considered to a
much lesser degree than for software development, and is not widely put into practice
at present. Several theories and tools have been proposed for this purpose. However,
these have been deemed to be too impractical or not comprehensive enough to be
of much use. As a result, formal methods are still to be used extensively in a reg-
ulatory environment. Nevertheless, the application of formal methods in this area
has potential to be useful and successful. In this thesis, we present one scheme for a
leveraging existing formal methods-based techniques to provide a viable approach to
review of safety-critical software. The approach presented is specific to the problems
faced by most regulatory bodies, but would benefit equally developers, end-users and

regulatory analysts.

1.1 A Formal Methods Development Approach

Formal methods provide a methodological framework for system specification,
production and verification. These methods provide the means of development and
assessment of a system or parts of a system, based on principles of logic, set theory,
abstract algebra or graph theory, and which allow for mathematical manipulation and
proof of properties.

The process of applying formal methods to a chosen application typically involves

the following phases:



1. requirements elicitation/formal specification,
2. modeling,

3. verification (model checking),

4. implementation,

5. testing, and

6. maintenance and post-mortem analysis.

Formal specification is defined as the characterization of a planned or existing sys-
tem expressed in a formal language. The term modeling refers to the mathematical
representation of a system underlying the systems specification. The distinction be-
tween the two phases is somewhat artificial and should not be taken too literally, since
there is a considerable amount of overlap between them, with the former generally
leading into the latter.

Formal wverification, usually achieved through model checking [CES86, Mer01],
involves validation of the specifications, proving key properties and invariants, and
establishing the consistency of axioms. Implementation involves converting (either
manually or automatically) the verified model to executable code, similar to code
derivation in the model-driven approach to software development [Ken02, REW™04].

Testing and maintenance activities are similar to those in conventional paradigms
(e.g., [Boe88, Boo86]) and are mostly independent of the formal approach. Lastly,
post-mortem or forensic analysis refers to the process of tracing software failure to
source code, and is used by maintenance engineers and regulatory reviewers for es-
tablishing the cause of the failure.

In the ideal case, software manufacturers would use formal methods during the
early phases of the System Development Life Cycle (SDLC) to reduce the possibility
of errors creeping in the software. However, most manufacturers do not employ formal
methods, contending that they involve expending huge amounts of effort and time,
are too complicated and cumbersome to use (especially by the average analyst), and

are difficult to learn [BM92].



To ensure safety of the software, therefore, formal methods could be employed
during the latter stages of the SDLC, viz., during the testing and maintenance phases.
Doing so would lower the emphasis on design-time formal analysis and allow for
integration of testing and maintenance with the formal approach as well. One such
scheme, as presented here, involves the use of formal methods for the premarket and
postmarket regulatory review processes. Generally speaking, the premarket review
would employ formal techniques for the testing phase of the SDLC, while postmarket
review would be addressed during corrective maintenance and post-mortem analysis.

Such a scheme would require the involvement of manufacturers, testers, mainte-
nance engineers, as well as regulatory agencies, and would thus encourage the use

and possible standardization of formal methods based practices.

1.2 The Premarket Review Process

Typical regulatory (premarket) review procedures are process-oriented and based
on generalized guidelines such as normative documents of the regulatory authority,
national and international standards (IEC, ISO etc.), and recommendations of in-
ternational organizations (IAEA etc.). These reviews, although not entirely without
their benefits, do not assure strict conformance to safety and are unable to ensure
that all safety requirements are satisfactorily met by the software. In order to per-
form a more stringent and complete conformance check, software implementations
themselves need to be evaluated against safety requirements.

As a means to provide for such an evaluation, and to incorporate a formalized
testing methodology for premarket review, we introduce the concept of a formal usage

model.

1.2.1 Usage Models

A usage model characterizes the use of software in the intended environment and

incorporates a common set of properties and safety requirements that can be defined



and analyzed rigorously using formal methods based techniques. The concept of
a usage model was introduced independently by John Musa [MM98] and Poore et
al. [WPT95, PT99], who define it as a formalism that enables the application of
many statistical principles to software testing and forms the basis for efficient testing
i support of decision making. The software implementations sharing this common
set of properties are said to belong to the same software family. When used in the
premarket review process, the usage model acts as a standardized design model for the
software family that can be used by manufacturers as a reference for their individual
implementations.

Importantly, the usage model can also be used to derive a suite of test cases
or usage scenarios against which specific implementations can be validated. This
suite includes a comprehensive set of usage scenarios that must always be satisfied
(corresponding to safety properties), optional scenarios that correspond to features
that are desirable but not mandatory (best practices), and scenarios that must never
hold true (error conditions). Using this test suite for validation would ensure that (at
least) minimum product level safety guidelines would be satisfactorily met.

This approach to premarket review would ensure that the minimum safety stan-
dards are satisfied, and at the same time, save effort and minimize errors associated
with the model building process while contributing to a reduction in regulatory recall

and corrective action costs.

1.2.2 Incorporating Usage Models in Premarket Review

Figure 1.1 gives a schematic of how a usage model is utilized to enhance premarket
regulatory review process. The scheme as depicted in the figure involves deriving a
test suite from a formal usage model, essentially a one-time effort, and using this test
suite to assess individual software implementations.

The process of deriving the test suite consists of three separate activities or phases.
The first phase deals primarily with establishing requirements for the usage model
and delineating the system specifications. The second phase comprises of formally

verifying the defined model. Lastly, in the third phase, usage scenarios are derived
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Figure 1.1: Usage models and the premarket review process

from the verified model.

To have the model serve as a benchmark for all software implementations in a
software family, it is imperative to ensure that the model is sound and correctly
incorporates the major functionalities of the device. To ensure this, the requirements
are collected in consultation with a set of experts (regulatory and manufacturers).
With the help of these experts, common characteristics of the device are identified,
and used to define the specifications for the usage model.

While it may not be possible to capture all functionalities and behavior for each
and every device in the generic usage model, the model must consist of a set of min-

imum safety properties that all implementations of the device must possess. The



implementations are, in effect, evaluated against these safety properties during test-
ing. A failed test scenario indicates a violation of a safety condition, that may lead
to a potential hazardous malfunction.

The usage model can be defined using formal methods-based specification tech-
niques and is (usually) represented as a state machine or finite state automaton. The
advantage of using a formal model is that it can be rigorously verified using model
checking and exhaustive state explorations to ensure its correctness and adherence to
the safety requirements.

Once the model is verified, it is used to automatically derive test sequences, or
usage scenarios. Each sequence generated, in essence, is an execution path in the
usage model and corresponds to a set of user inputs or events for the system. All
such distinct paths (test sequences) and their corresponding results are recorded and
maintained as a test suite for products in the software family. As a manufacturer
develops an application/product, it is checked against the test suite for conformance.
Any discrepancy between the expected results (as obtained through the usage model)
and observed outputs indicates a failure of compliance for the product. If the results
of the tests are in agreement, however, then the product is deemed compliant with

the established safety criteria.

1.3 An Approach to Postmarket Review

Ideally, with extensive premarket review, the need for forensic analysis should be
minimal. However, there could be situations not covered by the initial usage model
that could have lead to a catastrophic failure. Further, it is likely that software in the
field might have errors introduced in it due to bug fixes or adaptive maintenance, and
thus differs from the original software that was reviewed. A major failure under these
circumstances could then necessitate a postmarket review, to determine the cause of
the failure and to affix blame for the same.

A significant part of the postmarket regulatory review process involves post-

mortem forensic analysis to determine the cause of a malfunction and trace it to



its source in the software. Typically, during post-mortem analysis, the forensic in-
vestigator (or analyst) investigates the cause of software failure by tracing incidents
reported in failure reports and error logs to their origin in source code. To do this,
the analyst requires (at least) a basic understanding of the program structure and
system design. This understanding is usually achieved by manually scanning through
the source code and the system documentation.

Manual scanning of code, however, is rather inefficient and time consuming; espe-
cially for large, complex applications with several possible interleavings across several
threads. The process is further exacerbated by insufficient documentation and poor
design. As a result, the analyst often has to spend a considerable amount of time and
effort trying to understand the code by manually scanning through it.

To ease this burden for the analyst, the forensic analysis process could be aided by
the use of static analysis tools and techniques. The most popular of these methods,
used extensively by debuggers and maintenance engineers, is program slicing [Wei81]
— a technique to facilitate understanding and debugging of programs by focusing
on selected aspects of semantics. Slicing aids analysis by deleting those parts of the
program which can be determined to have no effect upon the semantics of interest,
and focuses attention on the segment of code which may contain a fault.

The slicing-based approach is popular owing to its simplicity and ease of use. How-
ever, it is not always the most efficient, especially when used for large, highly cohesive
programs. The slices obtained for these programs are usually too large, and require
several refinements and iterations before the error is successfully traced to its source.
Moreover, it is not usually possible to execute or dynamically debug the code during
post-market review, rendering infeasible the use of runtime analysis techniques such
as dynamic slicing and execution backtracking [ADS93]. Consequently, the analyst
is constrained by the limitations of static slicing and ends up spending considerable

effort during the post-mortem analysis process.



1.3.1 Combining Slicing with Model Abstraction

One way to overcome this problem and improve the efficiency of forensic analysis is
to combine static slicing with model abstraction [CC77, CC79]. Using abstraction in
conjunction with slicing provides the analyst with an abstract semantic representation
of the program that improves his understanding of the program and helps define better
slicing criteria in order to derive more concise slices. The slices in turn contribute
to deriving more refined abstract models for the program. Using the two in tandem
reduces the number of iterations and slices required during analysis and thus leads to
a reduction in effort required for post-mortem analysis.

Figure 1.2 depicts a scheme for how program slicing can be combined with model
abstraction to aid forensic analysis.

Postmarket review, as shown in this figure, is an iterative process, with succes-
sive slices used to refine the abstraction, and successive (refined) models producing
smaller, more compact slices. The process starts by using the reported failure to
form an initial slicing criterion. This criterion is used to obtain a slice of the program
that helps the analyst narrow down the code responsible for the failure. An abstract
model is then derived from this slice and used to form the slicing criterion to further
refine the slice and narrow down the cause of failure. The process continues till the
slices (and models) are refined enough to successfully trace the cause of the failure.

The critical part in this scheme is the extraction of an abstract model from the
source code. The abstract model is obtained by mapping statements in the concrete
program domain to states in the abstract model domain. Two popular strategies
for extracting abstract models from source code are data abstraction and predicate
abstraction. The basic idea of data abstraction [CC79] is to evaluate data variables
in the program over a smaller abstract domain, while still preserving the existen-
tial behaviors of the program execution. Predicate abstraction [SH97] on the other
hand, encodes concrete states using the truth evaluation of a set of predicates present
therein. Thus, any concrete states sharing the same assignment to all of the predicates

are abstracted into the same representation in the abstract state.
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1.3.2 Potential Problem with Proposed Methodology

A major problem with abstraction is that the extracted model may not accurately
depict the behavior of the software. The abstraction may be too coarse or too fine;
resulting in a model that either produces spurious errors, or is not detailed enough to
detect all the errors in the software. A precise abstraction should be able to determine

the slightest change in the source code and produce a model that can be distinguished
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from the model generated before modifying the code.

We assess the precision of the abstraction in our approach by comparing models
extracted from original code to those extracted after an error is fixed. The Concur-
rency Workbench of the New Century (CWB-NC) [RS96] is used to detect whether
the two models are semantically equivalent. If CWB-NC is unable to distinguish
between the two models, it would mean that the abstraction used is too coarse. This
comparison between models also helps assess the impact of the error correction and
ensures that the changes made during error correction do not have any sort of negative

impact on the software.

1.3.3 Automating Postmarket Review

To improve the efficiency of the postmarket forensic analysis process, we auto-
mate the abstraction-driven slicing approach shown in Figure 1.2. This automation
is achieved through the implementation of the C language Abstraction driven
Slicer (CAdS) tool, that combines slicing and abstraction for the C language to aid

forensic analysis. We explain the architecture for the CAdS tool in Section 4.3.

1.4 Contributions

This thesis describes a framework for using static analysis techniques to aid reg-
ulatory analysis. An important contribution of the work is that it combines existing
static analysis approaches, such as model checking, abstract interpretation, and pro-
gram slicing to define procedures for regulatory conformance reviews. The premarket
and postmarket review procedures presented here prescribe an efficient methodology
for assuring software safety in regulatory-controlled safety-critical systems. Specifi-

cally, the following are the contributions of this thesis:

1. We introduce the concept of formal usage models as a means to standardize

safety requirements and validate software implementations.
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2. We present an approach to premarket conformance review for safety-critical
software. The approach is based on formal verification of usage models, and
using these verified models to generate automated test suites for validating

specific software implementations.

3. We establish the concept of abstraction-driven slicing, an integrated approach
to postmarket forensic analysis using a combination of static slicing and model
abstraction. The integrated approach is an improvement over traditional ap-
proaches to program comprehension, and provides a better understanding of
the program structure and semantics. This leads to more efficient debugging

and forensic analysis.

4. We present an iterative algorithm for abstraction-driven slicing and demonstrate

the effectiveness of the approach with the help of real-life case studies.

5. We develop the architecture for CAdS, an automated tool for forensic analy-
sis. CAdS is based on the abstraction-driven slicing paradigm and provides
algorithms for interprocedural static slicing, interactive graph visualization and

abstraction criterion generation.

1.4.1 Case Studies

To explain and illustrate the conformance review methodologies, we evaluate the
viability and efficiency of our approach against three separate safety-critical systems.
All three of these systems deal with the analysis of medical device software. We chose
medical devices as our example since they embody typical features exhibited by most
high-confidence systems. Medical devices are highly safety-critical devices based on
embedded system architecture, with software used to control the underlying hardware
components and constantly monitor the patient for vital signs. The end-user for these
devices is not an expert, but a medic (or in some cases, the patient), with limited
knowledge the system. This makes it all the more important for the software to be

as reliable as possible.



13

To implement our review process, we build a standardized design model for a
Generic Infusion Pump (GIP). We use the model to verify the system requirements,
and the corresponding implementation to perform forensic analysis as a means to
trace reported software failures to the source code.

Apart from the generic infusion pump, we also consider other, more specialized
implementations to evaluate the proposed methodology. The Computer-Aided Resus-
citation Algorithm (CARA), designed by the Walter Reed Army Institute of Research
(WRAIR), is used for model checking system specifications and help exhibit the utility
of formal verification for a large-scale medical device.

The XiO radiation therapy planning software, developed by Computerized Medical
Systems (CMS) Inc., is used as a case study for postmarket forensic analysis. Both
the GIP system and the XiO software are also used to evaluate the CAdS tool.

Our research was carried out in collaboration with, and with support from the US
FDA. The specifications and source code for the case studies were provided by the

Center for Devices and Radiological Health (CDRH), US FDA.

1.4.2 Assessing Case Studies

The major objective of the premarket review is to assure that implementations in a
software family conform to a minimum common set of safety criteria. To achieve this,
we define formalized usage models for the GIP and CARA case studies. The models
are verified through formal verification techniques and used to derive automated test
suites. These test suites are then used to validate specific software implementations.
The number of errors detected during these processes of verification and validation
serves as a measure of the effectiveness for the premarket review approach.

To evaluate the postmarket review process, we consider the ability of the process
to trace failures to their source and the effort required to trace these errors. The
effort is measured in terms of the number of iterations needed to establish the cause
of failure (generally speaking, a higher number of iterations results in greater effort).
The approach is compared against static program slicing — a popular forensic analysis

technique to assess its efficacy and savings in effort provided.
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1.5 Thesis Organization

This thesis is organized into seven chapters as follows:

Chapter One: Introduction, which you are reading now, contains the moti-
vation and goals of the research embodied in this thesis.

Chapter Two: Background covers the theoretical aspects of topics addressed
in later chapters and cites related work pertinent to this dissertation. In particu-
lar; it discusses model checking, program comprehension, product line architectures,
program slicing and model abstraction.

Chapter Three: The Premarket Review Process presents the approach to
premarket review based on formal usage models. The three stages involved in the
review process are detailed. These include defining usage models, using model check-
ing to verify the models, and deriving usage scenarios to test individual applications.
The GIP and CARA systems are used as examples to illustrate the three stages in
detail.

Chapter Four: Postmarket Review Strategies gives an outline of the pro-
cesses involved during postmarket review, in particular for post-mortem forensic anal-
ysis of software. The algorithm for abstraction-driven slicing is introduced as a means
to enhance program comprehension, and a framework to automate this process is pre-
sented. The XiO and GIP case studies are used to illustrate the effectiveness of the
approach.

Chapter Five: Putting it Together: Software Simulation Checking
binds the premarket and postmarket review processes together using the notion of
simulation checking to bridge the gap. Simulation checking is used to ascertain that
the abstract model extracted from the code conforms to the safety properties specified
in the usage model.

Chapter Six: Results lists the results obtained for the case studies and exam-
ples introduced in previous chapters. For premarket review, results are presented for
model checking and testing based on usage models. The post-mortem analysis pro-
cess is evaluated by comparing it against static slicing, a popular tool for debugging

and program comprehension.
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Finally, Chapter Seven: Conclusion summarizes this thesis and provides a

road map for future research.
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Chapter 2

Background and Related Work

In this chapter, we introduce the concepts required in latter parts of the thesis
and elaborate on related work in the respective areas. We start off by introducing
model-based software development in Section 2.1. In Section 2.2, we address means
to verify these models and using them to test software implementations. We then
explain various approaches to program slicing in Section 2.3, and describe different
methods to extract abstract models from source code in Section 2.4. In Section 2.5
we establish the role of program comprehension during post-mortem forensic analysis
and compare existing techniques to our proposed abstraction-driven slicing paradigm.
Lastly, in Section 2.6 we list the various formal methods based tools used to facilitate

the concepts introduced.

2.1 Model Based Software Development

A formal model defines a mathematical representation suitable for formalizing the
application domain and for calculating and predicting the behavior of the application
in that context. Formal models are more precise than informal descriptions written

in natural language or in quasi-formal notations, such as pseudo code, diagrammatic
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techniques, and many CASE notations. One aspect of precision is the need to examine
and make explicit all underlying assumptions; hence, mathematical models also tend
to force a more thorough analysis. This analysis is carried out using established

methods of mathematical reasoning, e.g., model checking.

2.1.1 Automata-based Modeling

Formal models can be classified in terms of two broad classes: functional and
automata-based. In the functional model of computation every problem is viewed as
an evaluation of a function. The solution to a given problem is specified by a complete
and unambiguous (often recursive) functional description. Automata-based models,
on the other hand, typically consist of an abstract representation of system state and
a set of operations that manipulate the state to effect a transition from the current
to the next state. Automata-based models are usually employed for formal modeling,
owing mainly to their expressiveness and formalized means for verification. In this
thesis too, we develop and use automata-based usage models to aid premarket review

processes. With this in view, we give the following definitions.

2.1.1.1 Finite State Automata

An automaton (plural automata) is a finite-state transition system consisting of a
set of states and a set of state-to-state transitions that occur on input symbols chosen
from a given alphabet. Formally, a deterministic finite state automaton is defined as
a b-tuple M = (S; 3; §; so; F), where S is a finite set of states, ¥ is a finite event
alphabet, sy is the initial state, F C S is the set of final states, and § C .S x S is the
transition relation for M, such that Vs € S(3s/ € S(s,s’) € §).

Finite state automata may be deterministic, meaning that there is a unique transi-
tion from a given state on a given input, or non-deterministic, meaning that there are
zero, one, or more such transitions. Non-deterministic finite automata, usually used
in model-checking, are abbreviated as Kripke structures, given by the triple M=(S,
¥, 0).
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2.1.1.2 w-Automata

To accommodate eventualities, it is necessary to use a class of automata that
accepts infinite words (sequences), a facility provided by w-automata. Like a conven-
tional automaton, an w-automaton consists of a set of states, an input alphabet, a
transition relation, and a distinguished initial state. The difference between the two
classes of automata occurs in the definition of acceptance. Acceptance for a conven-
tional automaton is defined in terms of a final state. Since the notion of final state
is not useful for a class of machines that accepts infinite words, acceptance must be
defined in some other way.

A (non-deterministic) w-automaton is a thus defined as a 5-tuple (S; X; ; so; F),
where S, ¥, and sy are as defined above, F is an acceptance condition, and §: S x X
— P(S) is a transition function. The automaton is deterministic if for every state s
€ S and every a € X, |0(s, a) < 1].

A path in an w-automaton, M, is an infinite sequence of states sg s; S ... € S
that begins in sy and has the following property: Vi > 1, Ja; € X: §(s;, a;) = si11- A
path sg s1 89 ... € S in M is a run of an infinite word a; as ... € ¢ if Vi > 1: 0(s;,
a;) = S;+1. The infinitary set of a sequence sy s1 Sg ... € S¥, written as inf (s¢ $1 so

...), is the set of all states that appear infinitely many times in the sequence [CBK90].

2.1.1.3 Biichi Automata

A Biichi Automaton M is an w-automaton where the acceptance condition, JF, is
defined as follows. F C S is a set of states (as in the case of a x-automata) and a
path p is accepted by M if inf (p) N F # () [CBK90]. An infinite word is accepted
by a Biichi automaton if it has an accepting run in the automaton. Biichi automata
are generally used in model checking as an automata-theoretic version of a formula

in linear temporal logic (LTL) [Var96, Wol02].
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2.1.1.4 Timed Automata

Timed automata are a generalization of w-automata and are used to model real-
time systems over time. Like w-automata, timed automata generate (accept) infinite
sequences of states. However, timed automata must also satisfy timing requirements
and produce (accept) timed state sequences. Timed automata may be given vari-
ous semantic interpretations, including point-based strictly-monotonic real-time (the
original interpretation), interval-based variants, interleaving, fictitious clock, and/or

synchronicity [AH92].

2.1.2 Product Line Architecture

To have a formal model serve as a shared design (as in a usage model) for software
applications, it needs to capture generic properties common across all implementa-
tions. This feature of usage models is based upon the concept of software product-line
architecture [WL99a, WL99b, CNNO1].

The software product line approach aims at producing a set of products that are
developed on a basis of a common software product family architecture and a set of
shared assets [Bos00]. The shared assets and the software product family architecture
are developed for reuse in a development process and reused to build products in a
prescribed way in a deployment process. The creators of the product line use a
systematic process that exploits the commonality across the family, while allowing
variation among the members.

The goal of product line engineering is to support the systematic development
of a set of similar software systems by understanding and controlling their common
and distinguishing characteristics. It is thus an approach for software reuse driven
by the concepts from the real-world domain of the software products, which are used
to tackle the main reuse challenges. These challenges are depicted in Figure 2.1
in relation to the overall life cycle of a product line. The concepts, entities, and
relationships in the application domain are analyzed and used to build a product line

infrastructure, which includes reference architecture for the systems in the domain.
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Concrete applications can then be constructed largely by instantiating and reusing

this product line infrastructure.

Family Engineering

Prodarct Product Prodact

Infrastructure

%omai Product Line

F‘T‘nn:i:r'l:..mmiﬁ[>

Application Engineering

Figure 2.1: The product line life cycle

2.1.3 Related Approaches to Product-line Engineering

There have been several process models dividing the product-line engineering pro-
cess into domain engineering and application engineering. These methods have first
concentrated on domain engineering, and have been afterwards extended with appli-
cation engineering.

FODA (Feature-Oriented Domain Analysis) [KCH"90] considers the features of
similar applications in a domain. Features are defined as capabilities of the appli-
cations considered from the end-users point of view, and cover both common and
variable aspects among related systems. FODA includes different analyses such as
requirements analysis and feature analysis, and produces a domain model covering
the differences between related applications. FODA is currently a part of the model-
based approach of domain engineering [dom00]. FODA has been further extended into
FORM (Feature-Oriented Reuse Method) [KKLL99, KLDO02] to include also software
design and implementation phases. FORM covers both analysis of domain features

and using these features to develop reusable domain artifacts.
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ODM (Organization Domain Modeling) [Sim95, SCK*96] mainly concentrates
on the domain engineering of legacy systems. However, it can be applied to the
requirements for new systems. ODM is tailorable and configurable, and it can be
integrated with other software engineering technologies. It combines different artifacts
such as requirements, design, code, and processes from several legacy systems into
reusable common assets. ODM is supported by DAGAR (Domain Architecture-based
Generation for Ada Reuse) [KS96].

RSEB (Reuse-Driven Software Engineering Business) [JGJ97] is a systematic,
model-driven reuse method. It composes sets of related applications from sets of
reusable components. RSEB uses UML (Unified Modeling Language) [RJB99] to
specify application systems, reusable component systems, and layered architectures.
Variabilities between systems are expressed with variation points and attached vari-
ants. FeatuRSEB (Featured RSEB) [GFdA98] connects features (from FODA) with
RSEB. FODA and RSEB, in fact, have much in common. Both approaches are model-
driven methods providing several models corresponding the different view points of
the domain, and are thus compatible with each other.

FAST [CHWO8] is a development process for producing software in a family-
oriented way that applies software product-line architecture principles into software
engineering process. The FAST process separates product-line engineering process
into two main parts. One step concentrates on providing the core assets including the
environment for implementing each product. The other step utilizes the environment
in the production of different software products belonging to the family.

PuLSE (Product Line Software Engineering) [SJTKMO05] divides product-line life
cycle into three parts. In the initialization phase, PuLSE is customized to fit the
particular application. In the second phase, product-line infrastructure is constructed.
This step includes scoping, modeling, and architecting the product-line. In the third
phase, the product-line infrastructure is used to create individual products. This
concerns instantiating the product-line model and architecture. Each of these phases
is associated with product-line infrastructure evolution. Further, each phase considers

changing requirements and changing concepts within the domain.
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2.2 Verification and Validation

Once a formal model is defined, it needs to be verified against the system re-
quirements before it is used as the basis for implementation. A popular approach
to verification is through model checking, which uses temporal logics to assure that
desired system properties are satisfied. The software implementation itself can be
validated using model-based testing, i.e., by using test cases derived from (verified)
models to test the implementation. In this section, we give a brief introduction to

the concepts involved for each of these approaches.

2.2.1 Temporal Logic

Temporal logic (also known as tense logic) [Pnu77, Bur84] augments the standard
operators of propositional first-order logic with tense operators that are used to for-
malize time-dependent conditions. The simplest temporal logic adds two operators:
the (weak) future operator, F', and the (weak) past operator, P. The formula Fq is
true in the present if ¢ is true at some time in the future and, similarly, the formula
Pq is true in the present if q is true at some time in the past. These operators can be
combined to assert quite complex statements about time-dependent phenomena. For
example, q = F'Pq can be interpreted as “if q holds in the present, than at some time
in the future q will have held in the past”. The duals of these operators, =F—, usu-
ally abbreviated G and —P—, usually abbreviated H, yield the corresponding strong
future and past operators. Gq = —F—q means that q is true at every moment in the
future, and Hq = —P—q means that q is true at every moment in the past.

The purpose of temporal logics is to specify properties of dynamic systems. These

properties can be classified as either

e Desired properties. Often liveness properties like “In every infinite run action

‘a’ occurs infinitely often” | or

e Unwanted properties, i.e., error conditions. For example, properties like “Pro-

cess A and process B are in the critical section at the same time”
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and used to check the system model for conformance to liveness and safety criteria.
Temporal logic can be classified as Combinational Tree Logic (CTL) and Linear

Temporal Logic (LTL). While both these logics are comparable with respect to their

expressiveness, LTL is preferred in most model checkers owing to its support for

on-the-fly verification [GPVW96, Hol96].

2.2.2 Linear Temporal Logic (LTL)

Linear time corresponds to the usual notion of time as a linearly ordered set,
measured either with the real or the natural numbers. An LTL formula ¢ can be

defined to have the following syntax:

¢ =true | ¢ | o1 A da | (@) | pildda| prwld,

For a transition system with states S let runs(S) be the set of all runs (starting at

any state). The denotation [¢] of the formula ¢ is then defined inductively as follows:

[true] := runs(S)
[=¢] := runs(S) - [4]
[f1 A o = [&1] N [@2]
[{a)#] := {7 € runs(S) | firstact(r) = a vV 7! € [¢]}
[p1UUeps] = {m € runs(S) | Fi 7 € [po] AVj < il €[]}
[orwtdgs] == {m € runs(S) | (Fi 7 € [¢o] AVj <in’ € [¢1]) V Virt € [o1]}

Intuitively, [(a)¢] means that the next action enabled in one of the runs is a.
[o1Ups], read as ¢ ‘Until’ ¢y means that the path has a suffix that satisfies ¢ and
all prefixes satisfy ¢1. [prwldps], or ¢ ‘weak-Until’ ¢y represents the property as

long as ¢, is false, ¢ must be true.

2.2.3 Model Checking

Model checking is a method to algorithmically verify formal systems. This is

achieved by verifying whether the system model satisfies a formal specification. The
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system model is usually defined as an automaton (or network of automata). The
specification is written terms of temporal logic formulae (LTL).

Temporal logics play an important role in formal verification. They are used
to specify properties of processes. Such properties are for example “The process is
deadlock-free. (A deadlocked state is not reachable)” or “In every infinite execution
of a process action b must occur infinitely often”.

Formally, the problem can be stated as follows: given a desired property, expressed
as a temporal logic formula ¢, and an automata-based model M with current state
s, model checking evaluates whether M, s F ¢.

There have been several case studies of model checking for safety-critical software.
Sreemani and Atlee [SA96] used SMV to analyze the A-7E aircraft software require-
ments. Bharadwaj and Heitmeyer [BH99] continued this line of work, using SMV and
Spin for other SCR requirements. From an informal specification of a hydroelectric
power plant, Pugliese and Tronci [PT96] developed a process-algebra specification,
which was then verified with an in-house BDD-based model checker. Crow and Di
Vito [CV98] verified invariants of the requirements for a software subsystem on the
Space Shuttle of NASA with the explicit model checker Mur'¢ [Dil96]. Using Spin,
Havelund et al. [HLPO1] found errors in a space craft controller, while Schneider et
al. [SECH98] validated a model of a fault-tolerant system specified as a hierarchical
state machine.

An important difference between this thesis and existing work on model checking
is that while previous work has been concentrated on exhaustive verification of par-
ticular (full-fledged) systems, we use model checking to ensure correctness of usage
models, which are used as a framework for larger, more varied system implementa-

tions.

2.2.4 Model-based Testing

Model-based testing [FvBKT91, DJKT99] refers to software testing where test
cases are derived in whole or in part from a model that describes some (usually

functional) aspects of the system under test.
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The test cases derived from the formal model are functional tests on the same level
of abstraction as the model. These test cases are collectively known as the abstract
test suite. The abstract test suite cannot be directly executed against the system
under test because it is on the wrong level of abstraction. Therefore an executable
test suite is derived from the abstract test suite that can communicate with the
system under test. This is done by mapping the abstract test cases to concrete test
cases suitable for execution. An advantage of this mapping is that the same set of
abstract test cases can be used to generate multiple (concrete) executable test suites
for different implementations. A representation of the model-based testing workflow

is shown in figure 2.2.

Model
-_.__T’—__
Test Test Abstract
Requirements Derivation Test Suite

|

Executable
test suite
compilation

Executable
Test Suite

Test
Reports Execution

Figure 2.2: A model-based testing workflow

Because test suites are derived from models and not from source code, model-
based testing is usually seen as one form of black-box testing. In some aspects, this is
not completely accurate. Model-based testing can be combined with source-code level
test coverage measurement, and functional models can be based on existing source
code in the first place.

There have been several efforts involving the use of formal methods to generate test
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cases for safety-critical systems. One approach to automated test generation is based
on the ability of model checkers to generate counterexamples to invalid assertions:
roughly speaking, to generate a test case that will exercise a behavior characterized
by a predicate p, the property ‘always not p’ is model checked and the counterexample
to this property provides the required test case (if there is no counterexample, then
the property is true and the proposed test case is infeasible).

Callahan, Schneider and Easterbrook in [CSE96] present an approach to verify
the execution traces created by monitoring statements during white-box testing us-
ing a model-checker as a semantic tableau. Multiple execution traces are organized
into equivalence partitions based on requirement specifications written in LTL, and
counter-examples generated by the model-checker are used to produce new test cases
for unpopulated equivalence partitions.

Beyer et al. [BCHT04] similarly present a methodology to extend the BLAST
model checker [HJMSO03] to determine program locations where a certain predicate p
is true, and automatically generate a sequence of vectors (or test cases) that reflect
the truth value of p for the concerned program locations.

Specification-based Regression Testing [XDR04b, XDR04a| targets on ways to use
specifications to track these changes and improve regression testing. The approach
uses model checking to reason between two versions of software specifications and
generate safe and minimal regression tests for the updated software specifications.

AsmL, a popular language for model-based testing has been developed at the
Foundations of Software Engineering (FSE) group at Microsoft Research [GGSV02].
AsmL builds on the concept of abstract state machine [Gur95] and provides a modern
specification environment that is object-oriented and component based. Typically,
the models used are FSMs, which are derived from an abstract state machine (ASM)
specification. This allows for integration of ASM specs with existing tools for test
case generation from FSMs.

The approach suggested in this paper does not make use of model-checking to
generate test cases per se, but requires exhaustive verification as a pre-requisite to
the test case generation process, making the process independent of a specific formal

analysis tool or platform.
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2.3 Program Slicing

While test cases derived from formal models help during premarket testing, de-
bugging and maintenance activities rely upon static analysis techniques. The most
popular of these methods is program slicing [Wei81] — a technique to facilitate un-
derstanding and debugging of programs by focusing on selected aspects of semantics.
Program slicing uses a user-defined criterion to extract statements from a program.
Any statement that does not satisfy this slicing criterion is removed from the original
program. The resultant reduced code fragment constitutes the slice for the program

for the given criterion.

2.3.1 Static Slicing

In his initial work on slicing, Weiser defines the slicing criterion as a program point
(statement) and set of variables. This form of slicing has since come to be known
as static slicing, because the slicing criterion contains no information about how the
program is to be executed.

A static slice for a program p is constructed with respect to a tuple, (p, x, V),
where x is a point in the program (typically a node of the Control Flow Graph for
p), and V is a set of variables belonging to p. A statement may be removed from p
to form a static slice, s of p, iff it cannot affect the value of any variable in V when
the next statement to be executed is at point x.

As an example, consider the C program given in Figure 2.3 (the example is taken
from [FDHHO04] and lists part of the code for the 1999-2000 UK taxation system).
The slice for this program with respect to the criterion (p, 32, {income}) is shown
as highlighted code in the figure. As can be seen from the slice, all statements (more
specifically, program points) that do not impact the value of the variable income at
line 32 are excluded from the slice. This type of slice is referred to as a ‘backward
slice’; since it includes all program points that may influence whether control reaches
x, and all points that may influence the values of the variables used at x when control

gets there. Alternatively, a ‘forward slice’ from program point x includes all points
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affected by the computation or conditional test at x.

1: #$#include <stdio.h>

2: int personal;

3: char code;

4: main () {

5: int tax, income, age, pclO;

6: int married, blind;

i scanf ("%d, %d", &age, &income);

8: scanf ("%d, %d", &blind, &married);
9:

10: pcl0 = 1500;

11: if (income<=personal) tax=0;

12: else {

13: income = income-personal;

14: if (income<=pcl0) tax = income/10;
15: else {

16: tax = pcl0/10;

17: income = income-pclO;

18: if (income<=28000)

19: tax = tax+(income*23)/100;

20: else {

21 tax = tax+(28000%*%23) /100;

22: income = income-28000;

23 tax = tax+(income*40)/100;

24: }

25: }

26: }

27: if (!blind && !'married && age<é65)
28: code = 'L';

29: else if ('blind && age<65 && married)
30: code = 'H';

31: else code = 'T';

32: printf ("The income is: %d\n", income) ;
33: printf ("The tax is: %d\n", tax);

34: 1}

Figure 2.3: Sample C code for a taxation program and slice w.r.t. line 32

While a backward slice includes program points all the way back to the beginning
of execution, and a forward slice includes points all the way forward to the end of
execution, a ‘chop’ introduced in [JR94] is used to show the influence of one set of
program points (the chop-sources) on another (the chop-targets). A coarser (but
more efficient) chop, termed a ‘fast chop’, can be computed as the intersection of a

backward slice and a forward slice.



29

2.3.2 Dynamic Slicing

Static slicing is a useful abstraction technique for understanding program behavior.
However, when dealing with large-scale systems, it can often result in rather large and
unmanageable slices. This is particularly true for well-constructed programs, which
are typically highly cohesive, resulting in programs where the computation of the
value of each variable is highly dependent upon the values of many other variables.

As an alternative, Korel and Laski suggest the dynamic approach to program
slicing [KL.88]. A dynamic slice is the part of the program that affects the computation
of a variable (or set of variables) of interest during program execution on a specific
input. The criterion for dynamic slicing is obtained simply by augmenting the static
slice criterion with the input to the program. The slice is computed by evaluating the
program for the given input and limiting the slice to only the statements that would
be executed for this input. In this respect it differs from static slicing, which would
include all possible executions for the specified criterion, not just for a particular
input.

A dynamic slice for a program p can be defined with respect to a tuple (p, I, x,
V), where p, x and V are as defined for the static slice, and I is the input to p for
which the slice is to be determined. All statements of p that are not visited during
the execution on input I and those that do not affect the value of variables in V when
the next statement to be executed is at point x are excluded from the slice s, of p.

Figure 2.4 shows the dynamic slice for the program given in Figure 2.3, for the
criterion (p, Ip, 33, {tax}) where Ij is the input {income = 7200, age = 35} for the

given program.

2.3.3 Conditioned Slicing

Dynamic slicing, by virtue of being input-specific, is much better suited as a
debugging tool. However, it cannot be readily used for applications like program
comprehension and visualization, where the program execution remains unspecified.

For these applications, a more static approach is required. On the other extreme,



30

1: #include <stdio.h>
2: int personal=5980;
4: main () {

5 int tax, income, pclO;

10: pcl0 = 1500;

13: income = income - personal;

14: tax = income/10;

33: printf ("The tax to be paid is : %d\n", tax);
34: }

Figure 2.4: Dynamic slice for input {income = 7200, age = 35}

using pure static slicing may not be very helpful in this situation either, since it
can result in inordinately large slices. Conditioned slicing, introduced by Canfora et
al. [CCL98] bridges this gap between static and dynamic slicing. The conditioned
approach evaluates the slice with respect to a given condition along with the slicing
criterion used for static slicing. The resultant slice is (usually) considerably smaller
that a static slice, but not as localized as a dynamic slice.

A Conditioned slice is constructed with respect to a tuple, (p, x, V, 7), where
X is a point in the program, V is a set of variables, and 7 is some condition on the
value of variables defined in p. A statement may be removed from a program p to
form a slice s of p, iff it cannot affect the value of any variable in V when the next
statement to be executed is at point x and the initial state is such that the condition
7 is satisfied (holds true) at point x of program p.

Figure 2.5 shows the conditioned slice for the program of Figure 1 for the criterion

(p, 33, tax, income > 65000).

2.3.4 Amorphous Slicing

The slicing techniques discussed thus far have all been syntax-preserving slices, i.e.
they merely remove non-relevant statements from the program without altering its
(syntactic) structure. Amorphous slicing, introduced by Harman and Danicic [HD97],

on the other hand, uses semantic preserving transformations to simplify the slice.
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1: #include <stdio.h>
2: int personal=5980;
4: main () {

5 int tax, income, pclO;

10: pcl0 = 1500;

13: income = income - personal;

16: tax = pcl0/10;

17: income = income-pclO;

21.: tax = tax+(28000*23)/100;

22: income = income-28000;

23: tax = tax+(income*40) /100;

33: printf ("The tax to be paid is : %d\n", tax);
34: }

Figure 2.5: Conditioned slice for the condition income > 65000

This syntactic freedom allows amorphous slicing to perform greater simplification
with the result that amorphous slices are often smaller than their syntax-preserving
counterparts.

The key to amorphous slicing is the transformation that is used to simplify the
program. An amorphous slice can be constructed using any program transformation
which simplifies the program and which preserves the effect of the original program
with respect to the slicing criterion.

Amorphous slicing can be defined with respect to the transformation used to
simplify the program. Let a be a transformation relation on a program that produces
p® as the simplified program when applied to a program p. Thus, an amorphous
slice can be defined w.r.t. a tuple (p®, a’, V'), where 2’ is a point in the simplified
program p®, corresponding to a program point x in p, and V"’ is a set of variables in
p® corresponding to the variable set V in p. A statement may be removed from p®
to form an amorphous slice s, iff it cannot affect the value of any variable in ¥V’ when
the next statement to be executed is at point .

The approach to abstraction-driven slicing presented in this thesis is similar in
many ways to amorphous slicing. The abstract interpretation acts as a transforma-
tion relation to generate an abstract model, which is then used to yield further slices.

Just like amorphous slicing, the abstraction-driven slicing approach allows for pro-
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gram transformation as well as statement deletion. The difference though is that in
abstraction, the program is not changed syntactically; instead an abstract model is
constructed and the program statements are mapped onto the states in the model
(each state in the model corresponds to one statement in the program). This allows
for a better understanding of the program, while at the same time providing the

simplicity of static, syntax-preserving slicing.

2.4 Model Abstraction

Model checking is based on the abstract-check-refine paradigm: build an abstract
model of the software system, then check the desired property based on the system
specifications, and if the check fails, refine the model and start over. The most
critical (also the most time-consuming) task in this approach is defining a model that
sufficiently and correctly captures the features of the system under consideration.
Since it is developed by the analyst, it is quite possible for the model itself to be
erroneous and incomplete. Such errors, if present, could be very hard to detect and
could easily undermine the effort spent in analysis. To avoid (or in any case, reduce)
such errors, and to expedite the model building process, several methods have been
proposed that automatically extract (or abstract) the model from the code. Figure
2.6 shows the general scheme for model abstraction. The abstraction process uses
a set of predefined abstract interpretations (Als) to convert a given program to an
abstract model based on the (abstraction) criteria defined. Abstract interpretation
is a framework for executing a program, using values from an abstract domain in
place of the original concrete values. A formal definition of abstract interpretation
can be found in [CC77]. The model generated by the abstraction process, usually
represented as a labeled transition system (LTS), can be used to verify a temporal
property ¢ and ascertain the validity of the program, or generate an error trace as a

counter-example.
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Figure 2.6: The model abstraction process

2.4.1 Model Abstraction Techniques

There are a number of techniques and tools used for abstracting models from
source code. These techniques differ mainly in the connotation assigned to the derived
model. Based on the nature of the model abstracted, these techniques can be classified

into several categories, as described below.

2.4.1.1 Data Abstraction

Data abstraction uses an abstract interpretation to map constructs in the concrete
world (whose semantics are defined by the C language definition) to an abstract world,
defined as a lattice of symbols. These worlds are connected by two functions. The
abstraction function, o, maps from a set of concrete elements to an abstract element.
The concretization function, v, maps from an abstract element to a set of concrete
elements. Furthermore, each domain has the same set of operators, so that we can
perform exactly the same computations in either the concrete or abstract domain.

C Wolf [DuV02, DI02] is an example of a data abstraction tool, developed at
NC State University. It uses abstract interpretations to automatically generate data-
abstracted finite models of C programs. The abstractions are defined for the variables
in the original program and map to a smaller set of abstract values in the correspond-
ing model. The output of the model generator is either a graph with labeled states
and edges for viewing by the user, or a labeled transition system (LTS) in a format
readable by the Concurrency Workbench of the New Century (CWB-NC). We discuss

data abstraction using C Wolf in more detail in the next section.
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Bandera [CDHT00] is another tool that makes use of user-defined data abstractions
to generate models from concurrent Java programs. Bandera has a generic scheme
for users to express abstractions, and then apply a particular abstraction to a specific
program. Bandera also employs slicing techniques to remove parts of the program
that are irrelevant to establishing properties of interest (the properties themselves
are expressed in linear temporal logic). Bandera can generate models for several

reasoning systems, including Spin [Hol91] and SMV [McM92, CMCHGY96].

2.4.1.2 Predicate Abstraction

The predicate abstraction approach collectively abstracts all program variables by
replacing them with a set of boolean variables. The SLAM project [BR02] automati-
cally generates and refines sets of predicates based upon a property (expressed as an
automaton) that the user wishes to check. Given a set of chosen predicates (or their
negations) that definitely hold at that point. Those program points where such a
characterization is not possible lead to non-deterministic choice points. The result is
a non-deterministic schema over boolean variables, one for each predicate of interest,
which can be represented as a binary decision diagram (BDD). The SLAM project
has several other tools to analyze/model-check these boolean programs. SLAM has

been used extensively to identify bugs in device drivers for Windows NT [BRO1].

2.4.1.3 Metacompilation

In this approach, the compiler for a programming language is extended with a
user-customizable language, or table, which can be used to specify the model to be
generated in the input language of a model checker. Two tools that belong in this
category are FeaVer [Hol00, HS01] and xgce [LCEDO1]. In both these cases, it is up
to the user to generate the models that are believed to be an appropriate abstraction
of a program. FeaVer generates Promela models that can be verified using Spin. xgcc
is used together with the Mur¢ model checker [DDHY92, Dil96]. Mur¢ is based on a

Pascal-like imperative language, similar to that of Spin.
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2.4.1.4 Specification-less approach

In this approach, specific properties of concurrent programs, such as deadlocks,
are targeted. To show these specific properties, slicing is typically used. This ap-
proach has been used in Java PathFinder [VHBP00] and JCAT/YAV [los00]. The
JavaPathFinder (JPF) is a model checker for Java programs designed for memory
efficiency, and to support backwards execution. The only properties that JPF can
check are deadlocks and invariant conditions.

YAV and its predecessor JCAT are both Java model checking tools developed at
Politecnico di Torino by losif, Demartini, and Sisto. YAV accepts a Java program as
input and generates as output a program in an extension of the Promela language.
This extended Promela code is processed by dSpin, an enhancement of Spin with
support for the modeling of dynamic memory operations, pointers-to-functions, and
a function call-stack. YAV relies on the state-space caching algorithm of Spin to
perform incomplete model checking of the resulting Promela program, which is still

useful for detecting many bugs.

2.4.1.3 Runtime monitoring

This approach does not use abstraction at all. It is instead based in instrumenting
a program, for a specific property of interest, with additional code. The instrumented
code, when run, monitors the program execution such that if an erroneous state is
reached, then appropriate action, such as stopping gracefully or logging data, can be
carried out. This approach has been used in Verisoft [God97], a state-space explo-

ration tool for C programs.
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2.5 Post-mortem Forensic Analysis

2.5.1 Comparing Post-mortem Analysis Techniques

Traditionally, static slicing techniques have been used as an aid to program com-
prehension during post-mortem forensic analysis. However, the slices obtained through
static slicing can often be too large and may not give a clear understanding of the
code when dealing with large-scale, complex systems. Several alternative techniques
have been used, as a result, to aid forensic analysis.

Programmers often make use of static syntax checkers like Lint [Joh78] and Polyspace
[Deu03] to analyze and debug their programs. These tools though are, by their na-
ture, limited to checking for syntactic anomalies and are not much help to forensic
analysts with no prior knowledge of the software. Type checking tools such as CQual
[FFA99, ZEJ02] and Anno Domini [EHM™99] extend the notion of syntax checking by
performing qualifier inference to check for conformance to system properties. These
methods are however, limited to checking for type equivalence only.

Dynamic slicing is a useful technique for debugging, as it limits the scope of the
slice to a specific execution trace. Howeverit does not lend itself readily to post-
mortem analysis due to the infeasibility of execution backtracking. Conditioned slic-
ing solves this problem by evaluating the slice with respect to a given condition along
with the criterion used for static slicing. The resultant slice is (usually) considerably
smaller that a static slice, but not as localized as a dynamic slice. Conditioned slic-
ing, thus, does help an analyst by reducing the size of successive slices, but does not
contribute greatly to the forming of accurate hypotheses during the error detection
process. This owes to the fact that conditioned slicing, like static slicing is a syntax-
preserving technique, and contributes to program comprehension in more or less the
same way.

Another popular technique for post-mortem analysis is systematic testing, as used
in Verisoft [God97]. Systematic testing explores the state space of a system, search-
ing for coordination problems (deadlocks, etc.) and assertion violations in a software

system by generating, controlling, and observing the possible executions and inter-
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actions of all its components. However, it requires a thorough understanding of the
system design to be used as an effective forensic tool.

Model abstraction extracts an abstract model of the program based on data and /or
predicates, providing the analyst with a bottom-up view of the program. Strategic
programming [LVV04] uses generic data-processing actions to traverse through pro-
gram structures and provide a similar bottom-up understanding of the code. Abstrac-
tion though provides an added advantage of producing verifiable models that can be
checked using model-checking for conformance to safety requirements.

Our approach of abstraction-driven slicing is similar in many ways to amorphous
slicing. The abstract interpretation acts as a transformation relation to generate an
abstract model, which is then used to yield further slices. Just like amorphous slic-
ing, the abstraction-driven slicing approach allows for program transformation as well
as statement deletion. The difference though is that in abstraction, the program is
not changed syntactically; instead an abstract model is constructed and the program
statements are mapped onto the states in the model (each state in the model cor-
responds to one statement in the program). This allows for a better understanding
of the program, while at the same time providing the simplicity of static, syntax-
preserving slicing.

Table 2.1 lists the various techniques for post-mortem analysis and compares them
against the abstraction-driven slicing approach. The following criteria are used to

assess the tools:

1. Compilable code required: Does the code under review need to be compilable?
2. Executable code required: Does the code need to be executable?

3. False positives: The number of errors reported that do not actually correspond

to the software malfunction.
4. Completeness: Can all errors in the code be successfully detected?

5. Iterations needed to debug: The number of iterations that are required to suc-

cessfully trace an error.
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Table 2.1: Comparison of Post-mortem analysis techniques

Compilable | Executable False Iterations Size of | Preserves Level ofprogram
code code o Completeness| needed to ) understanding

required required positives debug slice syntax needed
Static Slicing Yes No Many No Many | Large Yes Low
Syntax Checkers (Lint, Polyspace) Yes No Many No NA NA Yes Low
Diynamic Slicing Yes Yes Few No Few Small Yes Low
Model Checking {Abstraction) Yes No Many Yes Few NA No High
Systematic Testing (Verisoft) Yes Yes Few Yes Few NA Yes High
Type Checking (CQual, Anno Domini) Yes No Many Yes Many NA Yes Low
Strategic Programming Yes No Many No Few NA Yes High
Amorphous Slicing Yes No Many No Many | Small No Low
Abstraction-based Slicing Yes No Many Yes Few Small No Low

6. Size of slice: The average size of a slice generated.
7. Preserves syntax: Is the original syntax of the program preserved?

8. Level of program understanding required: The level of (a priori) understanding

of the code required to apply this technique.

As can be seen from the table, the abstraction-driven slicing approach is well-
suited for post-mortem analysis, as it requires comparatively fewer iterations, gener-

ates smaller slices, and does not necessitate a high level of program understanding.

2.5.2 Corrective Maintenance vs. Post-mortem Analysis

Error detection during forensic analysis shares much in common with corrective
maintenance. Maintenance engineers, like forensic analysts, often make use of post-
mortem analysis to track the cause of reported bugs to their exact location in the
source code. PSE (Post-mortem Symbolic Execution) [MSA™04a] is a static analysis
technique developed at Microsoft Research that addresses tracing of software failures
during maintenance by producing execution traces that show how a program is driven
to a given failure. In particular, PSE handles a particular class of software defects,
viz., typestate errors. PSE performs a backwards value flow analysis starting from
the point of failure, transferring the blame for the error along the execution trace
until it reaches a point where the value was created, indicated by a failing execution

trace, or reaches a contradiction, in which case the particular trace can be ruled out.
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Another methodology for assisting source code analysis by improving the analyst’s
understanding of the software is provided by ARTISAn [JEMO05]. ARTISAn is a static
analysis framework for Java similar to CAdS, in that it aids program analysis by
enhancing the analyst’s understanding of the software. The system comprehension
is provided via a combination of low-level purpose views and high-level usage views.
The purpose view is derived by classifying and labeling program constructs, while the
usage view is obtained through a def-use analysis to identify regions of elements based
on invocation and inheritance relationships. In tandem, these views provide the user
with a better understanding of the system, and an opportunity to faster locate the
parts that are of particular interest. The principle remains the same in CAdS, only
we replace the concept of views with the top-down and bottom-up comprehension

paradigms respectively.

2.6 Formal Methods Based Tools

A number of different software tools were used to assist in the premarket reviews
and forensic analysis for the various case studies. A brief introduction to these tools
is given in this section.

Matlab [Mol80] is a commercial software package developed by Mathworks for
numeric computation, technical graphics and visualization, and an intuitive program-
ming language for applications in engineering and science. Matlab provides a family
of add-on application-specific solutions called toolboxes that extend the MATLAB
environment to solve particular classes of problems. Simulink is one such toolbox
that provides an interactive system for the nonlinear simulation of dynamic systems.
Simulink is a graphical program that allows systems to be modeled as real-time or
discrete systems. It is often used in conjunction with Stateflow, another toolbox
used to visually model and simulate complex reactive systems based on finite state
machine theory. Stateflow is an interactive design and simulation tool for event-driven
systems that provides language elements to describe complex logic in state transition

and flow diagram notations.
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Reactis [rea03] is an embedded-software design automation (ESDA) tool suite
developed by Reactive Systems. It is based on the Simulink/Stateflow modeling
paradigm, and can be used to test, simulate and validate Matlab models.

Reactis consists of three main components: a Tester, a Simulator, and a Validator.
The Reactis Tester automatically generates test suites from Simulink/Stateflow mod-
els. The test suites provide comprehensive coverage of different test-quality criteria,
and while at the same time minimizing redundancy in tests. The Reactis Simulator
enables users to visualize model execution in a manner similar to those of traditional
debuggers. The Reactis Validator performs automated searches of models for vio-
lations of user-specified requirements, returning a test case as a counter-example in
case a violation is detected.

Uppaal [BLL195] is a tool suite for modeling and verification of real-time sys-
tems, based on constraint-solving, and on-the-fly techniques, developed jointly by
the Design and Analysis of Real-Time Systems group at Uppsala University, Sweden
and Basic Research in Computer Science at Aalborg University, Denmark. Uppaal
provides a graphical interface to define system descriptions as networks of timed au-
tomata and uses Linear Temporal Logic (LTL) formulae to verify the specified model.

Spin is a generic verification system that supports the design and verification of
asynchronous process systems [Hol91, Hol97]. Spin verification models are focused on
proving the correctness of process interactions, and they attempt to abstract as much
as possible from internal sequential computations. Process interactions can be speci-
fied in Spin with rendezvous primitives, with asynchronous message passing through
buffered channels, through access to shared variables, or with any combination of
these.

Spin accepts design specifications written in the verification language Promela (a
Process Meta Language), and it accepts correctness claims specified in the syntax of
standard Linear Temporal Logic. The description of a concurrent system in Promela
consists of one or more user-defined process templates, or proctype definitions, and
at least one process instantiation.

Codesurfer is a code analysis and inspection tool developed by GrammaTech

Inc[ARTZ03] that provides extensive support for program slicing as a means to nav-
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igate through code. The tool uses a System Dependence Graph (SDG) to internally
represent the program being analyzed, with each node in the SDG representing a frag-
ment of code, or a program point. Slicing is implemented in Codesurfer as queries
over a particular SDG. These queries can be used to evaluate forward slices, back-
ward slices, and chops (a chop shows the influence of one set of program points on
another). The query module itself can be configured to operate in several different
modes. Based on the mode selected, queries can be derived with respect to program
points, variables or functions.

CWolf [DuV02, DI02] is a tool developed at NC State University for automat-
ically generating data-abstracted finite models of C programs. The front end for
CWolf consists of a compiler, which reduces a C program to an intermediate repre-
sentation, known as the CWolf Intermediate (CWI) format. The back-end is a model
generator component, which is built around an abstract virtual machine used to ex-
ecute abstracted C programs. The output of the model generator is either a graph
with labeled states and edges for viewing by the user or in a format readable by the
Concurrency Workbench of the New Century (CWB-NC). Abstraction of C programs
using CWolf is explained in detail in Chapter 4.

The Concurrency Workbench of the New Century (CWB-NC) is a ver-
ification tool that provides the user with a facility to verify automata-based models
using model checking and semantic equivalence techniques. The model can be defined
in a number of system-design notations, including CCS, CSP and LOTOS, and veri-
fied against p-calculus or GCTL* properties|CS96]. Similarly, different equivalences
can be used to assess the behavior of the model, including preorder checking and

bisimulation equivalences [Mil89].
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Chapter 3

The Premarket Review Process

Most regulatory agencies enforce at least some level of premarket conformance to
certify whether the submitted software is safe or not. However, most of this review is
focused on the development process and does not have the means to actually verify
the software itself.

While it is impossible for a third party agency to exhaustively verify the code,
the usage model based review strategy could serve as a viable alternative to assessing
the safety of the software. The review process, introduced in Section 1.2, involves the

following major activities:

1. defining a usage model for a software family,
2. verifying the usage model to ensure it meets requirements, and

3. deriving automated test case sequences and using these to validate individual
software implementations. This validation can be performed by the regulatory
agency, or by the manufacturers themselves, who would need to provide proof

of conformance during premarket certification.

The review process, detailed in this chapter, is best explained with the help of ex-

amples. We use our experiences with medical device software as a means to illustrate
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the process. In particular, we use two separate systems — the Generic infusion pump
(GIP) and the computer-aided resuscitation algorithm (CARA) as running examples
throughout this chapter.

The Generic infusion pump or GIP is a generalized version of an infusion
pump, a safety-critical medical device, being developed at the CDRH/OSEL [J1J06].
CARA is a closed-loop software system developed at the Walter Reed Army Institute
of Research (WRAIR) that is used to drive a high output infusion pump used for fluid
resuscitation of patients suffering from conditions that lead to hypotension due to loss
of blood.

Individual activities of the premarket conformance review process are discussed in
the different sections of chapter. Section 3.1 gives a general overview of the premarket
review process form the regulators’ perspective. Section 3.2 explains usage models and
their architectures. Verification strategies for usage models are discussed in Section
3.3. Section 3.4 explains how usage scenarios can be extracted with the help of these
models. Lastly, the two case studies, GIP and CARA, are discussed in Sections 3.5
and 3.6 respectively. Results of evaluating the two studies against extracted usage

scenarios are listed in Chapter 6.

3.1 Overview of the Premarket Review Process

The scheme for premarket review is given by Algorithm 1. The algorithm takes as
input requirements specifications for a group of related software, or software family,
along with a set of minimum common safety properties.

A safety property, typically expressed as a functional requirement, is used to ensure
that the software does not result in a hazardous situation. Specifically, it is used to
ensure that the usage modeldoes not lead to an illegal (error) state. For example,
a safety property for an infusion pump software could be defined as ‘If the patient’s
blood pressure falls below 90mm Hg within 10 seconds of stopping infusion, a level 2
alarm must be triggered by the pump’. To enforce that this property holds for the

pump software, it is expressed in a formal notation and verified against the usage
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Algorithm 1 Premarket Conformance Review

Input: A software family S characterized by system requirements R, a set of safety
properties P for S, a set of software implementations I based on R.
Output: boolean conform, indicating whether ¢ € I conforms to safety properties
given by P.
Define a usage model M based on the requirements R.
Verify usage model M using formal verification techniques (i.e., model checking
and/or targetted simulation) to check whether M E P.
if M & P then

Revise usage model M. Go to Step 1.
end if
Derive set of usage scenarios T from usage model M.
for all 7 in I do

Validate ¢ against derived test suite Ty (i.e., check whether i F T5).

if : E T, then

conform <« true.
else if ¢ 7 T then
conform « false.

end if

end for

model for the software.

The usage model is defined in terms of a finite state machine (or Kripke structure).
Using this formal representation allows the model to be verified against the safety
properties, using exhaustive state exploration techniques. The model itself comprises
of a set of states corresponding to the various configurations the software can be
in, and transitions for each of the states, corresponding to the events possible for
a particular configuration. An event may be either a human input (such as a user
selection), or an internal system event (such as an interrupt or exception).

Each event can further be associated with a probability value, indicating the prob-
ability of occurrence for that event with regard to the current state. The probability
of occurrence for each event can range from a minimum value of 0 (indicating an im-
possible scenario) to a maximum of 1 (indicating that the event is always possible).
For each state, an event is chosen non-deterministically (with a higher probability
event having a better chance of being selected). Upon execution of the chosen event,

the model transitions to a new state, determined by a transition relation 0 defined as
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d:Qx Ex[0,1] xQ

where, () is the set of all states in the model, E is the set of events for the system,
and [0, 1] is the range of reals between 0 and 1 defining the probability of occurrence
for each event at a given state.

Once the usage model is defined, it is exhaustively verified against the set of safety
properties. A number of verification techniques can be used to this end, e.g., symbolic
execution [BW94], theorem proving [ORS92]. In this thesis, we propose two (popular)
approaches to formal verification — targeted simulation [Het88] and model checking
[Mer01].

Targeted simulation is a verification technique that allows users to instrument
models with checks for assessing model behavior and targets for guiding the generation
of test data. The simulation can be used to automate requirements-driven testing
and to verify model behavior. Model checking is a technique for verifying finite state
concurrent systems through an exhaustive search of the finite state space of the system
to determine if a safety property is true or not. If the system fails to satisfy a desired
property, the model checker produces a counterexample that demonstrates a wrong
behaviour. This faulty trace provides insight to understanding the real reason for the
failure as well as important clues for fixing the problem.

If during verification, a safety property is not satisfied, it corresponds to an error
in the usage model. The counterexample, if produced, is used to establish the cause
of the error. The error may be a problem in the usage model itself, or an anomaly
in the system requirements. In either case, the model is revised and subsequently
re-verified. This process continues till all safety properties are sufficiently satisfied by
the usage model.

Next, the verified model is used to derive a set of usage scenarios against which
specific software implementations are validated. The usage scenarios are derived

by navigating through the execution paths of the usage model. For each state (or
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transition) encountered during the traversal, a sequence of test statements is added
to the usage scenario. The set of these usage scenarios corresponds to the test suite
for the implementation.

Once test suites are generated, they are used to validate software implementations
based on the particular usage model. The validation is performed in a black-box fash-
ion, allowing regulators to test software without detailed knowledge of the code. The
errors detected during validation are noted and reported to manufacturers. Alter-
nately, the manufacturers can be provided with the test suites for relevant products
and mandated to validate their software against these suites before submitting it for

review.

3.2 Defining a Usage Model

The usage model is at the heart of the premarket review process. Effectiveness of
the conformance review depends to a large extent, on the accuracy of the model and
its ability to correctly capture critical features of the software design. From a safety
point of view, there are two criteria that the usage model must meet — on the one
hand, it should be general enough to encapsulate the major features of the software
across implementations. On the other hand, the model should be specific enough
to educe characteristics of individual implementations. The right balance between
generalization and specificity for a usage model depends on particular software and
level of safety required for it. A number of different architecture patterns can be used
for defining the structure of a usage model [BMR™96]. These architecture patterns
can be used as templates for defining formal usage models and allow for a structured
design to enable efficient usage scenario derivation. For the examples we deal with in
this thesis, we define and use schemes for layered and observer-based architectures.

We briefly explain the two here.
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3.2.1 Layered Architecture

The layered architecture provides a decomposition of features such that most
interactions occur only between neighboring layers. The layers are arranged according
to their level of generality, with application program interfaces (APIs) provided to
facilitate communication between layers. The most generic (or generalized) part of
the model is at the lowest layer. Each successive layer sacrifices generality while
expanding on specific features of the software. Figure 3.1 shows the schema for the

layered usage model architecture.

_ ! Implementation
Generic Layer : Subclass Interface ! pInterface
E Layer, ‘e Layer, [* / Eﬂ::;l;cté
: |
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Base Model : Layer;, |« ; Product,
(Layer,) ! ; Interface
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i ; Product,
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Figure 3.1: A layered architecture for Usage models

The lowest (leftmost) layer in the figure consists of the generic layer and corre-
sponds to safety features common to all products in the software family. Subclass
interfaces extend the generic layer to incorporate characteristics of a particular type,
or subclass, of systems. As an example, the generic layer could define safety properties
for software used in all cardiac defibrillators, while the subclass interface layer would
extend it to describe features for internal defibrillators, automated external defib-
rillators (AEDs), implantable cardiac defibrillators etc. The subclass interface itself

could consist of further sublayers if required (e.g., monophasic or biphasic AEDs).
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The outermost layer, implementation interface, deals with individual products or im-
plementations. This layer provides a mapping between the abstract functionality
defined in the model and its manifestation in the actual product.

The layered architecture is the most common architecture for usage models, as it
allows for subclassing of safety features and provides enhanced maintainability and
extensibility across different layers of the model.

We use this architecture to model the GIP system, with the base layer describing
features of the generic pump, and outer layers delineating aspects of specific imple-

mentations.

3.2.2 Observer-based Architecture

The essence of the Observer-based model architecture is that one or more objects
(called observers or listeners) are used to to observe an event on an observed object
(itself an active component in the model). The relationship between the observed
object and the observers is usually one-to-one, but in some cases an observer may
also listen to events across several objects.

When an event is raised, each observer takes a ‘snapshot’ of the system at that
instant and correspondingly executes a set of actions to respond to the event (e.g.,
generating a test case sequence). Typically, the observed objects are independent
components (or subsystems) loosely-coupled with each other. Figure 3.2 shows the
general scheme for such an observer-based model architecture. The components in the
model are independent processes (or automata) that communicate with each other
through synchronous or asynchronous messages. The observers are used to capture
events on these components.

We use the observer-based architecture to define the usage model for the CARA
system. The model is defined as a network of timed automata, with each automaton
corresponding to a subsystem in the model.

Irrespective of the architecture used for modeling, all usage models make use of
formal methods based techniques to capture software specifications and safety con-

ditions. The major advantage of using a formal model is that it can be rigorously
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Figure 3.2: Example of an observer-based architecture for usage models

verified using model checking and exhaustive state explorations to ensure its correct-
ness and adherence to the safety requirements. The basic characteristics of the model,
whether it be the core of the layered architecture or individual sub-components in

the subsystem architecture, are thus defined in terms of formal models.

3.3 Verifying Usage Models

The usage model, defined formally, can consist of thousands of different states,
with several thousand transitions, and a number of associated events and constraints
influencing its behavior. To use this model as a basis for premarket review, it is
imperative to ascertain that the model satisfies all system requirements.

Verifying the model against requirements essentially corresponds to checking for

two types of properties:

1. Liveness properties, used to ensure that the model does satisfy the desired
properties. In terms of LTL, a liveness property is represented as F¢ := true

U ¢, and means that the formula ¢ eventually holds on a path.

2. Safety properties, used to check if the model can result in an unwanted or error

condition. In terms of LTL, a safety property is represented as G¢ = ¢pwld
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false, and means that the formula ¢ always holds on a certain path in the

automaton.

One way to check for these properties is through a simulation of the model,
and constantly monitoring the state space. The simulations performed could be
random or guided. A random simulation simply traverses the automaton non-
deterministically. A guided simulation on the other hand, uses state-based con-
straints and coverage heuristics [TFCT01] to determine the states and transitions
to explore. The simulation terminates when all states (and transitions) are visited,
all liveness properties are satisfied, or simply when a user-defined maximum search
limit is reached.

Guided (or targeted) simulation uses a ‘test and check’ approach for verifying
models. Users first instrument their models with checks that monitor whether model
behavior is consistent with the safety properties. The models are then simulated to
create and run test data to see if any checks can be violated. These tests can then
be used to diagnose the cause of any abnormal behavior detected. Checks can be
as simple as monitoring range constraints on individual signals or as complicated
as determining whether or not a model satisfies a system-level requirement. Checks
are usually expressed in terms of assertions, conditions that must never be violated,
or simulation targets that must be reachable for the corresponding property to be
satisfied.

A more rigorous way to verify (formal) usage models is via model-checking. The
model checking procedure used to verify usage models is based on an interpretation
using a finite-state symbolic semantics of networks. The logic is interpreted with
respect to symbolic states of the form (I, D), where D is a constraint system and
[ a control vector [Pet99]. Thus, a symbolic state (I, D) represents all the states [
that satisfy the constraint D. Based on this notion of symbolic state, the heart of
the model-checking procedure is an abstract reachability algorithm, which reduces
the reachability problem to that of solving simple constraint systems. The algorithm
is used to check whether an automaton may reach a state satisfying a given state

formula ¢ [IV85].
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Generally, the implementation the reachability algorithm is extended so that a
diagnostic trace is automatically generated as a side-effect in case reachability is
established. If the symbolic state-space is examined in a breadth-first manner (corre-
sponding to organizing the waiting set as a queue), the trace is guaranteed to be the

shortest possible.

3.4 Usage Scenario Generation and Testing

Test case sequences, or usage scenarios, are derived from the formal model by
performing a walk through or guided simulation through the state space of the model.
For layered architecture, the test suite is generated with the help of the application
interface, while for observer-based architecture, the suite is derived using observers
in the model. A more general approach is to provide an application programming
interface (API) for the model that can be used and extended by model components
to generate implementation-specific test suites. The components are used to provide
a mapping between the abstract state space of the model and the concrete structures
in the code. Every time a target state (or transition) is encountered, the component
generates stimuli that the corresponding event would produce in the actual product.

The various stimuli generated during the traversal are recorded to produce a
(unique) usage scenario. An exhaustive collection of all such scenarios for an imple-
mentation is referred to as a test suite.

The criteria for recording the stimuli are defined with respect to the syntax of
the usage model. Each model, defined in terms of an automaton, contains states
and transitions. Each transition in turn may have a label that includes all or some
of the following: an event, a condition, a condition action, and a transition action.
A transitions condition action is executed whenever it is deemed ready to fire. The
transition’s action is executed only when it is included in such a firing transition.

The criteria for generating test case sequences can thus be based on the following

coverages:

1. State coverage. This criterion is met when each state in the model has been
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entered at least once.

2. Condition action coverage. A condition action is deemed to be covered if it has
been executed at least once, or, if the segment has no condition action, if its
condition has evaluated to true at least once. This criterion is satisfied when

all target conditions have been covered.

3. Transition action coverage. This criterion is met when all target transition
actions have been executed at least once. If a transition has no associated

action, it is ignored by this criterion.

The test cases generated via usage models help the regulator validate individual
implementations using a black-box testing approach. This is ideally suited to the
premarket review process, as the regulator is not concerned about details of the

implementation during this process.

3.5 Case Study: The Generic infusion Pump

To illustrate the ideas presented in the previous sections, we have developed a
usage model for infusion pump software. An infusion pump is an example of a safety-
critical medical device that uses software to control the underlying hardware and
events. Our case study is based on requirement specifications for a generic infusion
pump (GIP) model, being developed at the CDRH/OSEL. We use the infusion pump

case study as a reference to explain our approach to premarket review.

3.5.1 Overview of the GIP Model

The specifications for the GIP are defined with respect to a set of possible situa-
tions that the pump could be in and a corresponding set of input events. A situation
in the GIP represents the configuration of the pump and its peripherals at a given

instant of time. For example, the situation On/Cold/Alarming indicates that the
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pump is switched on, is currently dormant (cold), and has the alarm turned on due
to some malfunction. Events are used to model inputs provided by a human user or
the system environment. For example, a human input could be pressing a button or
administering a dose, while environment events could include timeouts or interrupts
indicating a malfunction.

Infusion pumps can be categorized into five major types or categories viz., large
volume, patient controlled analgesic (PCA), elastomeric, implanted and ambulatory.
All these pumps are similar to each other, in that they all are used to administer
‘fluids’ into a patients circulatory system. However, there exist significant differences
across the different categories in terms of specific features such as the mode of infusion,
volume injected, level of patient interaction, etc.

Similarly, the software used to control these pumps also share certain common
functionalities, but differ when it comes to pump-specific features. The infusion
pump usage model exploits this relation between the various pump categories and
represents it using a three-tiered layered architecture. This representation includes
a core model at the generic (innermost) layer that captures the features common
across all implementations, a front-end for the GIP interface (subclass interface) and
extensions to the core, called wrappers, which act as the implementation interface
and model the specific aspects of the different pump implementations.

An overview of the usage model for infusion pump software is shown in Figure 3.3.
The model consists of, apart from the core, front-end and wrappers, a user interface,
a pump module, and a simulation of the patient undergoing treatment.

The core of the usage model essentially captures the various situations and events
in the GIP and represents these as a Kripke structure, Mgrp = (S, X, §), where S, the
set of states for Mg p represents the situations for the infusion pump; ¥ corresponds
to the input events for the pump; and 0 depicts how the generic pump would react
to user events. Wrappers are needed to model specific characteristics of the various
pump categories. Models for the different categories (or pump types) in this scheme
are characterized by the types of inputs and events they allow. Each category model
therefore corresponds to a set of wrappers that provide a mapping from real world

values to abstract boolean inputs for the core. Abstracting the events in this manner
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Figure 3.3: Overview of the usage model for infusion pump software

not only facilitates modeling pump categories, but also helps reduce the state space
(and thus the complexity) of the core model. Moreover, abstracting event handling
details away from the core improves the adaptability of the (overall) usage model and
makes it much easier to incorporate changes therein.

The user interface (UI) for the usage model is simple, but comprehensive. The
UI provides all possible buttons (both hard and soft) and screens available to the
medic, but allows for these to be disabled if necessary. The screens corresponding
to the Point-of-Care Unit (PCU) for example, are enabled for large volume pumps,
but disabled when generating test sequences for ambulatory or implantable infusion
pumps. The pump module represents the physical pump itself, along with its pe-
ripherals such as the syringe, boluses, and vials. The module is used to simulate the
working of the physical pump and provides system generated events such as interrupts
and timeouts. The patient module is passive in most cases, except for the PCA pump
model, wherein it can cause an event by requesting for an analgesic dose. Ideally, this
module would be more comprehensive and would simulate the patients reactions to
the medication being administered (e.g., by monitoring its heart rate, blood pressure

etc.). Defining such a simulation model however, is a non-trivial task and an area of
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active research on its own.

3.5.2 The GIP Usage Model in Matlab

The usage model is defined using the Stateflow toolbox of Mathworks Simulink,
which is a part of the Matlab tool suite. Matlab was chosen as a modeling tool owing
to its support for state transition notation and numerical computations.

Figure 3.4 shows the front-end interface for the model designed in Simulink. The
pump is modeled as a closed loop system with the input events being sent to the

model at fixed step discrete time intervals of 0.5 seconds.
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The model can be viewed as comprised of three subsystems, labeled INPUT,
STATECHART and FEEDBACK respectively. The INPUT subsystem is used to
model inputs and other events for the infusion pump software to the State machine
block. The events are modeled simply as integer values between 1 and 21, representing
one of the 21 possible inputs for the infusion pump.

The STATECHART subsystem has 21 inputs corresponding to each of the input
events possible, and three outputs — current state, an integer indicating the cur-
rent configuration the state machine is in; alarm, a boolean flag set when the system
is in an alarming state; and prob, an array listing the probability for all possible
transitions for the current state. The function call generator £() is used to trigger
a new transition in the state machine every 0.5 seconds. The State machine block
consists of 292 states and approximately 3,500 transitions. A customized parsing tool
is used to automatically extract the model from the specifications provided in order
to improve the efficiency and minimize errors during the model building process. The
Stateflow API is used to code the states and transition behavior.

The FEEDBACK subsystem is used primarily to display the status of State
machine and to select a next valid transition as input to complete the feedback
loop in the model. The block Probabilistic Chooser uses a Matlab function to
non-deterministically select a transition using the values in the array prob (a higher
probability value translates into an increased chance of that transition being selected).
The chosen transition index is then used to select an appropriate event and re-entered
to the INPUT subsystem at the next 0.5 second discrete interval, thus continuing the
loop over the next cycle.

The block Pluggable Wrapper, as the name suggests, is used to define a mapping
between the abstract states in the Stateflow state machine to corresponding function-
alities in the actual software implementations. The block, implemented in Matlab/C,
is also used to generate test cases for the implementations through guided simulations.
For the purpose of our case study, we have defined a mapping to a prototype PCA
software, developed at the CDRH. Mappings could easily be defined for other, similar

implementations as well and wrappers implemented for these devices accordingly.
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3.5.3 Verifying the GIP Usage Model

To verify the correctness and completeness for the infusion pump model, we have
to ensure the correct operation of the pump for all possible combinations of situa-
tions and events defined by the specifications. To achieve this, a number of global
properties are defined that when completely satisfied would ensure conformance for
every situation and event in the infusion pump model. This set of global properties

consists of the following:
1. All possible situations must be reachable.
2. All valid events must be executable (follows trivially from 1).
3. There must be no deadlocks in the system.

4. There must be no livelocks of length | @ | in the system, where Q is the set of

all situations.
5. The combined probability for all events for a given situation must always be 1.

6. If the probability for an event is zero for a given situation, then that event must

never be executed.

7. If the probability for an event is non-zero for a given situation, then it must be

possible to execute that event.

8. The event ‘malfunction’ must always trigger the alarm (i.e., it must always

result in a situation labeled ‘Alarming’).

To assess these properties against the usage model, we use the Reactis [rea03] and
Uppaal [BLLT95] tool suites. The two tool suites are used to verify different aspects
of the model, and to ensure completeness of the verification process.

In particular, Reactis allows for guided simulations through the state space of the
Matlab model to assure coverage for all situations and events. Uppaal on the other
hand, provides more conventional model checking by evaluating the usage model

against linear temporal logic (LTL) formulae. Reactis is chosen as a verification tool
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owing to its compatibility with Matlab, while Uppaal is used due to its support for
LTL and easy-to-use specification language. Similar tools such as Spin [Hol97] and

SMV [McM92, CMCHG96] could be used in its stead as well.

3.5.3.1 Verification using Reactis

Reactis is an embedded-software design automation (ESDA) tool suite developed
by Reactive Systems. It is based on the Simulink/Stateflow modeling paradigm, and
uses program flow analysis to automatically perform exhaustive trace verification for
a Matlab model. This verification is usually performed against a set of assertions
and user-defined targets. Any undesirable property that is satisfied during model
execution results in an assertion violation. On the other hand, a user-defined target
must be reachable to ensure that a desired property is satisfied.

Reactis does not support a closed-loop model; thus the feedback loop in the us-
age model is replaced by an equivalent open-loop input module. The inputs are
chosen at random with an equal probability distribution, and configured randomly
to generate an integer with a value between 1 and 21. Also, the Matlab block
ProbabilisticChooser is replaced by a state machine emulating a human user.

Figure 3.5 shows a snapshot during verification in Reactis. The (top) left panel
in the figure shows an assertion block with inputs defined as the current state and
probability values for each event. The input probabilities are compared against the
transitions active at the current state. Any discrepancy between the two (e.g., a valid
transition with a null probability value) is detected by the Relational Operator
block and an assertion violation signaled.

The bottom panel in the figure shows the trace for a particular state (state 61).
The valid transitions active at the state are listed in row 2 (each valid transition is
represented by a 1 in the 21 element array). The corresponding probability values
for the state are listed in row 3, and rounded off to the highest integer in row 4. The
Relational Operator block compares the values in row 2 and row 4. The output of
this block is listed in row 5. All false entries in the list represent an inconsistency

between transitions and event probabilities, and therefore correspond to an error in
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Figure 3.5: Verifying the usage model in Reactis

the system specifications.

3.5.3.2 Verification using Uppaal

The model defined in Uppaal is in essence similar to the State machine block
in the Matlab model and captures the behavior of the usage model using states and
transitions in a similar manner. Uppaal does not support real numbers however,
therefore a simplification is made while assigning the probabilities for transitions.
Each valid transition (i.e., a transition with a probability value greater than 0) is
assumed equally likely. This assumption does not affect the reachability of the states,

since any transition with a non-zero probability value must occur eventually.
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The Uppaal model is ported directly from the Stateflow block and consists of the
same number of states and transitions. The coverage for the model is verified using
LTL formulae that are evaluated against the state machine defined in the model. Fig-
ure 3.6 lists some typical LTL formulae that are verified against the infusion pump
usage model. Following conventions used in Uppaal, E indicates that an LTL for-
mula 1) holds for some run of the automaton. At means that the formula v is true

for all runs.

EF (pump.State245)
State 245 in the infusion pump model can be reached.

EF (pump.Trans1925 == true)
Transition 1925 must eventually be executed.

EG (Vs State(s) A (pump.s = pump.Statel))
It is possible to visit Statel in all possible paths.

AG (= deadlock)
The system is deadlock free.

AF (pump.Statel)
At least one path has S1 true all the time.

Figure 3.6: Sample LTL formulae used in Uppaal to verify the GIP usage model

Anomalies detected in the model are resolved to ensure correctness of the model
before it is released publicly (to the manufacturers), or used to derive test suites. In
the case of the infusion pump model, most of the anomalies detected using Reactis and
Uppaal pertain to missing transitions and incorrect probability assignments. These
discrepancies are resolved by adjusting the behavior of the state machine, and the

model re-verified to ensure conformance to specifications.

3.5.4 Generating Usage Scenarios for the GIP Model

The GIP usage model, once exhaustively verified and assured to be correct, is
used to generate usage scenarios for particular implementations of the system. In our

study, we generate usage scenarios for a prototype implementation of a PCA pump,
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developed at the CDRH. The software for the prototype is implemented in C, and
consists of around 20,000 lines of code.

The set of usage scenarios is derived with the help of pluggable wrappers. The
wrappers are plugged in the GIP model in place of the Pluggable Wrapper block
explained in Section 3.2. For the GIP model, a wrapper could be used for large
volume, PCA, implantable, elastomeric, or ambulatory pumps. In our study, we use
a wrapper to generate a test suite for a prototype PCA implementation. The usage
scenarios generated thus are used to validate this prototype, with each scenario in
the test suite corresponding to a unique path or trace through the GIP model.

The traces for the test suite are obtained by simulating the GIP model in Reactis.
Reactis provides both random and targeted simulations for providing these traces.
The targeted simulation mode addresses coverage for both states and transitions in
the simulated model. For each trace generated by Reactis, the PCA wrapper produces
a sequence corresponding to the usage scenario for the specific (PCA) implementation.

The PCA wrapper translates each transition in the trace to an input event for
the prototype. A usage scenario thus produces a sequence of input events and the
corresponding (expected) response for the PCA implementation.

Figure 3.7 shows part of the usage scenario generated for the PCA prototype. The
scenario is produced in a syntax that is suited to comparison with the output from the
PCA test harness. A Prompt in the sequence indicates the message that is prompted
on the pump’s user interface. Input indicates an input event for the pump (along
with the corresponding code for the event). System Interrupt similarly indicates an
internal event generated by the pump. Response lists the response that is expected
for the given input. A sequence of these inputs and response tuples forms the usage
scenario for the implementation.

To test the prototype PCA implementation, a test harness is incorporated within
the PCA software to simulate the input events given in the usage scenario. The
responses (response codes) for the events are recorded and finally compared against
the expected responses from the generated scenarios using a customized parser. The
development of the test harness and testing for the prototype PCA implementation

were carried out in-house at the CDRH.
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Prompt: “Please set the dose for the patient” -> Input:I005:The flow rate was set to 30
mL/hr. The VIBI was set to 300 mL -> Response:R001:No response.

Input:I002:The ON button was pressed -> Response:R102:The pump was switched ON.

Prompt: “Please select the mode of operation” -> Input:I008:The mode was set as
ANESTHESIA -> Response:R122:The mode set is NOT in accordance with the prescription.

Prompt: “Please set the dose for the patient” -> Input:I005:The flow rate was set to 30
mL/hr. The VIBI was set to 300 mL -> Response:R001:No response.

Prompt: “Please set the dose for the patient” -> Input:I006:The flow rate was set to
30.3 mL/hr. The VTBI was set to 300 mL ->» Response:R109:The pump started infusion at a
rate NOT in accordance with the prescription.

System Interrupt:I113: Timecut occurred after one hour of inactivity. Pump going into
power safe mode -> Response:R203:Pump in power safe mode.

Prompt: “Please set the dose for the patient” -> Input:I005:The flow rate was set to 30
mL/hr. The VIBI was set to 300 mL -> Response:R001:No response.

Input:I018:Reviewad pump configuration and changed the mode. The mode was set as
ANESTHESIA -> Response:R122:The mode set is NOT in accordance with the prescription.

Figure 3.7: Part of the usage scenario for the PCA prototype implementation

3.6 Case Study: The CARA System

CARA is intended to support primary intravenous fluid resuscitation therapy to
rapidly restore intravascular volume and blood pressure in patients with clinical shock,
hypotension, and hypoperfusion states as a result of hemorrhagic blood loss, occult
hemorrhage, neurogenic shock, and septic shock. The intended use of the system is
for combat casualties, but in time it could be used for civilians as well, in cases like
accidents or trauma, or for patients suffering from heart diseases and diabetes. Being
a highly safety-critical system, to the extent that the patients life depends on it, it
becomes imperative that CARA has zero tolerance for errors.

The CARA system works on three platforms: Life Support for Trauma and Trans-
port (LSTAT), DataPak, and Warfighter Physiological Status Monitor (WPSM), col-
lectively known as Hosts. The control software uses the patients blood pressure to
guide a proportional closed-loop control algorithm, which controls a high-output in-
fusion pump. The normal use is for a physiological monitoring device (PMD) like
the LSTAT or DataPak to be attached to the patient by a caregiver, identified as a

Medic, Nurse, or Doctor. Once the PMD is attached, vital signs are taken and regis-
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tered to CARA. CARA responds according to the condition of the patient, which is
determined by the patients blood pressure.

3.6.1 The CARA Usage Model

The usage model for CARA is developed using the Observer architecture, with
individual sub-components loosely coupled with each other, as in the subsystem ar-
chitecture. Each sub-component in turn is modeled as a timed automaton sharing
a common global clock. The independent sub-components communicate with each
other using asynchronous messages.

The approach taken for analyzing the requirements was to build models with
the hope that inconsistencies in the requirements would become apparent. To that
end, we initially built a model in Uppaal [BLL"95]. Based on that experience we
built a very similar, but more detailed, model in Spin [JCI04]. The two models, while
similar in nature in that both are networks of automata, differed in how certain timing
aspects were captured. While Uppaal allows the use of multiple real-time clocks and
the ability to express constraints on those clocks, Spin does not have the ability to
express these constraints in a straightforward manner; necessitating the clocks to be

modeled explicitly.

3.6.1.1 CARA components in Uppaal and Spin

An overview of the components used in the CARA model is shown in Figure
3.8. Based on the system requirements, the Uppaal and Spin models consist of the

following components:

e The CARA Control Algorithm: The CARA process is designed as an elab-
orate automaton with various locations representing possible states that the
system can exist in at any given time. Transitions between states are modeled
based on the values of global variables corresponding to the mode, the blood

pressure source, cuff readings, etc. and the current clock readings. Channels
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Figure 3.8: Overview of the CARA usage model

are used to issue alarms in case an error is detected and also to synchronize
with other processes. The channels are constantly checked for any indication of
errors or missed readings that might cause an alarm. Since multiple synchro-
nizations are not allowed in Uppaal [LPY97], committed locations are used to
simulate actions that are performed simultaneously. The Spin model is similar

except that the clocks were simulated.

The Host: The Host module is used to monitor the patient and provide feed-
back to the CARA algorithm. The CARA system operates in one of three
modes: a Wait mode, during which all the subsystems are available but the
pump is not connected to the Host; a Manual mode, during which the pump
is connected to the Host, but CARA is dormant; and an Autocontrol mode,

during which the system operates entirely according to the CARA algorithm.

In the Manual mode, the Host collects blood pressure readings and other vital
signs from the patient and continually displays them on the screen for the
medic. The medic though has complete control over the pump and decides the
flow rate and volume to be infused by the pump. In the Autocontrol mode, the
Host continues collecting readings from the patient, and in addition also feeds
a control voltage back to the CARA control algorithm. The Host is also used

to display and log all its readings while in this mode.

The Pump: The Pump process is used to generate readings (cuff and beat-

to-beat) based on the mode and blood pressure source values. The process
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is modeled to lie dormant till it receives a message to generate a cuff reading
(indicating that the system is in Autocontrol mode and that the cuff pressures
are inflated). Upon receiving this message, the process generates a blood pres-
sure reading non-deterministically. It then continues in a loop, checking for the
blood pressure source and producing cuff pressure or beat-to-beat readings cor-
respondingly. At any instant, if the system reverts to Manual mode, the process

breaks out of the loop and waits for the next request for a (cuff) reading.

e The Alarm: The alarm process simulates the possible alarm conditions that
might arise during the operation of the CARA system. A distinction is made
between level 1 and level 2 alarms, and each alarm condition is associated with
a certain priority. The lowest priority is used to indicate that none of the other
conditions held true, and corresponds to a ‘No alarm’ state. The process also
incorporates the silence and reset buttons with a silence time corresponding to
each of the alarm conditions. On receiving a silence signal, the alarm is disabled
for the duration given by the silence time. On receiving a reset signal, all alarms

are flushed and the alarm is set to the lowest priority.

While the components described above are common to both the Uppaal and Spin
models, the context in which these components work, viz. the Observers are modeled

differently in the two models.

3.6.1.2 Observers in the Uppaal Model

The observers in the Uppaal model include the processes Medic, Patient, CheckPump,
and CheckEMF. The Medic process mimics the role of a medic controlling the function-
ing of the CARA system. This consists of sending messages to start and terminate
Autocontrol mode (based on the current mode and the status of the pump and the
Host) and to decide whether or not to override a non-corroborated blood pressure
source.

The Patient process simply makes a transition on each reading, updating the flow

rate and the average blood pressure in the process. The CheckPump and CheckEMF
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processes (which in the real system monitor the volume of fluid infused and the
back-EMF, respectively) are modeled as observers. Both processes maintain a set of
variables to indicate the status of the system. These variables, corresponding to the
back-EMF, impedance, connections, airlock, and occlusion, are non-deterministically
assigned truth values in the course of the various transitions. The variables, in turn,

trigger the various error signals sent to the Alarm Unit.

3.6.1.3 Observers in the Spin Model

Some of the components, such as CheckPump and CheckEMF, are modeled at a
greater level of detail in the Spin model. In particular, the process of taking averages
of blood pressure readings and the process of adjusting the volume of fluid flow based

on the current pressure is modeled based on linear control.

3.6.2 Verifying the CARA Usage Model

The verification for the CARA model is performed with the help of the Uppaal
and Spin model checkers. Both these model checking tools search the state space of
the system to test for invariant and reachability properties.

Uppaal uses a query analyzer, a graphical user interface that takes LTL formulae
as input and uses the model checker to verify them against the model defined. Speci-
fications of the CARA system (as given by the requirements document) are translated
into LTL formulae and verified for correctness using the model checker.

Spin provides two ways to verify the system definition. Both involve an exhaus-
tive state space search mechanism. The first involves checking for assertion violations
included in the process definitions themselves. This, however, is quite expensive for
the CARA system and often results in memory overflows. To avoid this, assertion
violations are checked using abstractions of the model, or with only partially de-
fined system definitions (i.e., without some of the processes included in the system

definition).
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Figure 3.9 gives a few sample LTL formulae against which the CARA model is

verified. The same formulae are used for verification using both Uppaal and Spin.

AG (mode == AC) = (connected == true)
The pump is always connected (to the Host) in autocontrol mode.

(connected == false) U (mode == manual || mode == AC)

The pump is disconnected until CARA is in manual or autocontrol mode.

AG (mode =— AC) = (connected == true)
The pump is always connected in the autocontrol mode.

(alarmPriority == 11) = (EF = (mode == AC) )
Alarm 11 (no BP reading for 3 minutes) cannot occur autocontrol mode.

AG (flowRate == 6) = (backEMF > 1.0 V)
If the flow rate is 6 liters per hour, the back EMF must be greater than 1V,

Figure 3.9: Sample LTL formulae used to verify the CARA usage model

3.6.3 Generating Usage Scenarios for the CARA Model

Testing for CARA is done against a prototype of the system developed at the
State University of New York (SUNY), Stony Brook [Sta04]. The SUNY simulation
is based on the same requirement specifications as our model, and implemented as a
Java applet that mimics the operation of the real-life CARA system. A screenshot of
the applet is shown in Figure 3.10.

The CARA applet supports only random simulations of the system; i.e., it does
not allow for targeted simulations. Therefore, an alternate semi-automated strategy
is used to validate the system against usage scenarios. To accomplish this, the CARA
applet is first modified to record all the different execution traces and system states.
A sample trace recorded during random simulation of the CARA applet is shown in
the bottom frame in Figure 3.10. Since the CARA applet involves only a few states
per process, full state coverage is ascertained from the traces with relative ease.

Once the execution traces from the applet are applet are available, they are used

to manually perform guided simulations in Uppaal and Spin. The responses from



68

Caregiver Console

Dialog
Start Auto-Control
Terminate Auto-Control
Change Set Point
Alarm Silence
Alarm Reset
Display
@ CARA OK @ Pump Plugged In @ Pump Running
& Continuity @ Occlusion & AIr lock
; Manual 3 Auto-control & Cuff BP valid
L1 Alarm 5 L2 Alarm  Silenced
Message | Alarm| |
Control BP Control Source Set Point|70.0mm
Cuff BP|invalid Arterial BPinvalid Pulse wave BP|invalid
Current Time|00:00:11 Flow Rate 0.2 I'h Infused Yolume!

Simulation Internals

Pump Control rPump rmarm Control rCARA Log rTrace |
Arterial Source r Pulse Wave Source r Corroborate r Mode r Pump Monitor

Simulation Control " patient | Cuff Source [ cuffControl
Trace
00:00:02: FPurmp.setinalogControl: Manual contral (=
no-00:02: Caorrobaorate stopAutoContral: Enter state: disabled
00:00:086: Pump.pollEMF: EMF: 0.03Y =
00:00:086: Pumphfonitor setEMF: 0.03Y I—
00:00:06: Furnp.poll kP [P 154 -

Figure 3.10: Screenshot of the applet used to simulate the CARA system

the model simulations are finally compared against the execution traces to validate
correctness for the applet. Any discrepancy between the two indicates an error in the
implementation of the CARA applet.

Results from the verification and testing for the two case studies are given in detail

in Section 6.
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Chapter 4

Postmarket Forensic Analysis

Forensic analysis — or the process of tracing software failure to source code —
is one of the most challenging activities in the life cycle of any software system
[MSA*04b]. Tt can be especially intricate when dealing with large, real-time sys-
tems. Typically, such systems consist of several different concurrent processes and
event-based operations, making it even more difficult to analyze and debug the sys-
tem.

Some studies have suggested that up to 50% of all effort spent in software devel-
opment is during the testing and maintenance phases|]ARTZ03]. A major chunk of
this maintenance effort is spent in simply trying to understand the code and locating
the cause of a failure. The scenario is further complicated in the case of post-mortem
analysis, where documentation may be sparse and the original developers, usually
third party vendors, may no longer be available. Additional effort needs to be spent
in such cases to understand the code before it can be debugged/analyzed.

Traditionally, program slicing methods have been used to perform post-mortem
analyses [SK00]. There have been several studies showing how program slicing can
be used to assist debugging [GLI1, Tip95]. However, by its very nature, slicing pro-
vides only a limited, scaled-down view of the program. To completely understand the

system, replete with process dependencies and control flows, a wider, more macro-
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scopic view of the entire system needs to be provided. Moreover, when carrying out
post-mortem analysis, regulators do not always have access to compilable code or
implementation environments (e.g., for radiation therapy machines or spacecraft con-
trol software). This makes the use of dynamic analysis techniques, such as dynamic
slicing and backtracking, almost impossible for these software. As a result, only static
slicing (or a variation thereof) can be used for post-mortem analysis. The problem
with static slicing, however, is that the resultant slices are generally too large to be of
much use to the analyst. This problem is even more pronounced when dealing with
large programs.

We use the abstraction-driven slicing method to address this problem. By com-
bining abstraction with slicing, we aim to improve the analyst’s understanding of the
software, and eventually lead to a more efficient approach to forensic analysis. In
this chapter, we describe the integrated approach to abstraction-driven slicing, and
explain how it can be leveraged to aid post-mortem forensic analysis.

Specifically, in Section 4.1 we give an overview of the program comprehension
process, and how it can be achieved through a combination of slicing and abstraction.
Section 4.2.1 explains the methodology for the abstraction-driven slicing approach.
Section 4.3 details how this approach can be automated through the implementation
of the CAdS forensic analysis assistant. Experiences with the approach are examined
in Section 4.4 with the help of an example to illustrate the use of abstraction-driven

slicing for tracing failure reports to errors in software.

4.1 Facilitating Program Comprehension

To understand how a better comprehension of a program can improve its analysis,
we first need to understand how programmers and analysts comprehend code. The
process of understanding the code, or “program comprehension” is defined by deLucia
et al. [dLFMO96] as the process of abstracting higher level descriptions of the system
— which employ typical application domain concepts and terms — from lower level

descriptions, like program structure and data flow. Typically the comprehension of
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an existing software system consumes from 50% to 90% of all maintenance effort
[dLFM96]. This effort can be greatly reduced if the analyst could have an efficient
means to automatically abstract the high level descriptions from the source code, and
not have to manually scan the entire code in order to do so.

Several cognition models have been proposed to explain how program comprehen-
sion works. Two of the most popular among these are the top-down and bottom-up
models [Bro83, Pen87]. The top-down model of program comprehension is typically
invoked when the code under consideration is familiar and a description of the concep-
tual components of the application domain and of the way they interact is available.
The analyst understands code by exploiting this knowledge to formulate hypotheses
about the meaning of the program segments being analyzed. The hypothesis are
confirmed by scanning the code for beacons — pieces of code implementing typical
program constructs, and iteratively refined, producing new sub-goals to be verified
by scanning code again. The process halts when each component of the application
domain has been identified in the code.

Program slicing is a popular tool for aiding top-down comprehension. Like all
top-down approaches, it is best used when dealing with familiar code, and serves
as an effective code scanning technique that allows the analyst to verify and refine
hypotheses.

The bottom-up model of program comprehension is invoked when the code under
consideration is completely new to the analyst. The first mental representation of
the code the analyst builds is a control-flow abstraction called the program model.
The program model is created by chunking of microstructures into macrostructures
and via cross-referencing. Starting from the program model, a further model can
be abstracted which maps the control-flow knowledge about code to the real world
domain knowledge. The process continues recursively by formulating new models to
aggregate these plans into higher order plans.

Abstraction, by virtue of automatically extracting models from source code is a
good facilitator for bottom-up comprehension. A structured visual representation of
the code acts as the program model for the analyst and helps form a quick and clear

mental representation of the program being analyzed.
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A more holistic, integrated model is suggested by von Mayrhauser and Vans
[vMV95], which proposes that code comprehension involves both top-down and bottom-
up activities. The model is based on the premise that the comprehension process
does not proceed exclusively in either the top-down or the bottom-up direction, but
instead switches continuously between the two approaches. Our approach to post-
mortem error detection, viz., the abstraction-driven slicing process, is based upon
such an integrated model of program comprehension. Top-down comprehension in
the process is realized by traditional static slicing, while bottom-up comprehension is

provided by the program models generated via abstraction.

4.2 The Abstraction-driven Slicing Approach

4.2.1 Methodology

The methodology for post-mortem forensic analysis through a combination of
slicing and abstraction is given in Algorithm 2. The approach combines the top-
down cognition model (realized by static slicing) with automated bottom-up model
abstraction, enabling the analyst to comprehend the code better and in effect analyze
it more efficiently.

The key to this approach lies in its iterative nature. The process starts off by
producing a large, top-level model, M for the (default) abstraction criterion. The
analyst uses M to get an initial understanding of the program and defines a slicing
criterion to obtain a slice S corresponding to M. Over each successive iteration, S
keeps getting more refined, and smaller in size. Similarly, the program model, M, is
highly abstract to begin with, but successive models keep getting more specific and
detailed during each iteration. The successive iterations keep returning more refined
slices and specific models till either the problem is successfully resolved, or the slice
is shown not to contain the error under consideration.

An important feature of the algorithm is that both the slice S and the model M
are configurable. This provides the analyst with the flexibility to redefine the slicing
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Algorithm 2 Abstraction-driven Slicing
Input: A program P, a slicing criterion C' = (x,V’), where z is a program point
and V is a set of variables.
while Problem not successfully detected do
Obtain a slice S for the criterion C'.
Choose an abstraction map AM and a label map LM for the slice S, based on
heuristics given by Algorithm 3.
Obtain an abstract model M for the slice S using AM and LM.
if Problem narrowed to a specific part of model M then
Choose a refined slicing criterion C' = (x, V) and continue.
else
Pick one of the following
Choose a new abstraction map AM and label map LM to generate a new
model M.
Change slicing criterion C' = (z, V') and generate a new slice S.
end if
end while

(or abstraction) criteria at any point during the process, as required for the analysis.
However, with configurability there is a wide possible set of slicing criteria, and ab-
straction and label maps that an analyst could use. Based on our experiences with
the approach, we have synthesized a set of heuristics that can be used for obtaining an
abstraction criterion. These heuristics are provided in Algorithm 3. The heuristics
essentially suggest that that abstraction and label map should be generated based
on the slicing criterion. In particular, they suggest that all global variables that are
present in a slice, and conditionals that affect the variables in a slicing criterion are
to be watched. We formalize this concept in the Abstraction map generator module
of the CAdS tool. Details of the module’s implementation are given in Chapter 4.3.

One problem, theoretically speaking, with providing this sort of configurability
to the analyst is that a successor slice could be larger than its predecessor during
some iteration (i.e. the set of states in M’ be a superset of the states in M). In
a real-world scenario, however, this would not be a problem, as eventually the slice
would be refined to the appropriate size over successive iterations.

To evaluate the approach, we use the Codesurfer and CWolf tools in combina-

tion to facilitate static slicing and model abstraction respectively. We refer to this
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Algorithm 3 Heuristics for defining Abstraction and Label Maps
Input: A program P, a slice S.
Output: Abstraction Map AM and Label Map LM for constructing a model M.
Add all functions that are included in the slice to the AM.
Add each variable defined in the slicing criterion C' = (z, V') with a default partition
value (free) to the AM.
For all functions defined in the AM add a call statement with a default label set
to the name of the function, to LM.
for all Variable v in the slicing criterion C' = (z,V) do
For each conditional expression involving v add a watch for the expression in the
LM . This would need to be revised in case the expression are evaluated against
other variables (or non-literals).
if v is a global variable then
if v is on the left hand side of an assignment then
add write(v) to the LM.
end if
if v is used on the right hand side of an assignment statement then
Add read(v) to the LM.
end if
end if
end for

technique involving the use of two independent tools to provide forensic analysis as
semi-automated abstraction-driven slicing. A more complete automated ap-

proach is provided by the CAdS forensic analysis assistant, explained in Section 4.3.

4.2.2 Computing a Slice using Codesurfer

Codesurfer, introduced in Section 2.6, uses a modified version of the algorithm
introduced by Ottenstein and Ottenstein [OO84] to compute static slices for C pro-
grams. The algorithm is based on the notion of a program dependency graphs (PDG)
[FOW8T7]. A PDG for a program is computed by combining control dependence and
flow dependence edges for the control dependency graph (CFG) of the program. A
control dependence edge exists between nodes p and q of a CFG if a condition defined
at p holds true at q. Similarly, a flow dependence edge is established from p to q if

the value of a variable assigned at p may be used at q.
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The PDG-based algorithm given by Ottenstein and Ottenstein applied to intra-
procedural slicing. To incorporate inter-procedural slicing, Horwitz et al. extend the
concept of a PDG to a system dependence graph (SDG). The algorithm for inter-
procedural slicing is detailed in [HRBS8S].

Figure 4.1 shows a fragment of C code and the corresponding PDG. Solid lines
in the graph correspond to the edges in the CFG for the program. Dashed lines
represent flow dependence edges. To compute a backward slice with respect to the
last statement in the code (printf(i)), edges from the corresponding PDG block
are traced to all of its predecessors. Each of these predecessors are then traced to
their own predecessor blocks, shown as bold in the figure. The algorithm continues
recursively till no new blocks are encountered. The set of all visited blocks gives the

required slice (highlighted in code).

main() {
int sum = 0;
int i = 1;
while (i < 11) {
sum = sum + i
i=1i+1;

}
printf (*&d\n”, sum) ;

Erintf(“%d\n",i); N
} AN A
‘\ \

Figure 4.1: Computing a backward slice using a program dependence graph (PDG)

4.2.3 Using CWolf to Abstract C Programs

We explain the process of extracting abstract models from software with the help
of the CWolf abstraction tool. CWolf is a tool developed at NC State University for
automatically generating data-abstracted finite models of C programs. The front end
for CWolf consists of the CWolf C Compiler (CWCC), which reduces a C program
to an intermediate representation, known as the CWolf Intermediate (CWI) format.

The back-end consists of a CWolf Model Builder (CWMB), a model generator com-
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ponent which is built around an abstract virtual machine used to execute abstracted
C programs.

The model generator operates on three input files. The first is the CWI file
containing a compiled C program. The second is an abstraction map (AM) file,
which describes abstractions for each variable in the input program. The third is a
label map (LM) file, which is a text file describing the labels for the transitions of the
generated model. The output of the model generator is either a graph with labeled
states and edges for viewing by the user, or a labeled transition system (LTS) in a
format readable by the Concurrency Workbench of the New Century (CWB-NC). A

simplified system architecture reflecting this view of CWolf is shown in Figure 4.2.

C Code C Compiler

(ewcc) CWI Code

Abstraction

Model iy

Map s  Builder 4-['”;
{cwmb)

[abel

Map

Figure 4.2: Architecture of CWolf

An example of the use of CWolf is given in Figure 4.3. In part (A) is a C-program
which is being abstracted and Part (B) is its abstraction. For CWolf to develop this
diagram two directives have to be provided: (a) an abstraction map which says what
variables have to be abstracted and how, and (b) what the important events are and
how they have to be labeled in the abstraction. An example abstraction map and
label map are given in Figure 4.4. As can be observed from this figure, the variables ch
and state are the important variables of the program. In particular, the abstraction
map says that what matters is whether ch is the character *a’ (ASCII code 97), *b?,
¢, EOF, *\n’ (ASCII code 10) or *\r’. The label map, in a similar fashion, says

that when these characters are seen an event labeled a, b, eof, X (denoting other



characters) is to be generated. The result is, of course, Figure 4.3 (B).

7

Part A: A C program

Part B: Minimized LTS

#incTude<stdio.h>
int main(){
int state = 0;
char ch;
while (1) {
ch = getc(stdin);
if (ch == \n’ || ch < 0Q)
return O;
switch (state) {
case 0:
if (¢h == ’b?) {
++state;
} else if (ch !'= ’a?) {
return 1;
}
break;
case 1:
if (ch !'= ’b?) {
return 1;
}
break;
}
1

accept

D

Unlabeled transitions denote 7 — silent action

Figure 4.3: A simple C program to recognize a*b* and its minimized LTS

4.3 CAdS — Automating Post-mortem Analysis

The abstraction-driven approach provided considerable improvements over the

use of static slicing for post-mortem analysis. However, a significant amount of effort

is still expended in defining abstraction criteria and mapping abstract models to

slices derived from the code. To reduce this overhead, we have automated these two

activities in CAdS — the C language Abstracion-driven Slicer.
The framework for CAdS is based upon the architecture of CWolf, which we extend

to include functionalities for slicing and automated abstraction criteria derivation.
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fsm.am fsm.lm
file "fsm.c" { exit == 0 => accept;
fun main O : top { watch (main:ch == 97) => ‘a;
var state : part(0,1,2); | yatch (main:ch == 98) => ‘b;
var ch : part(0, 10, 11, | yatch (main:ch < 0) => ‘eof;
97, 98, 99); watch (main:ch == 10) => ‘eof;
3 watch (main:ch >= 0) => ‘X;

Figure 4.4: Abstraction and label maps for the program of Figure 4.3 (A)

Clearly, any lessons learnt from our work can also be transfered to other software

model-checkers, for instance [CDH™00, HIMS03].

4.3.1 CAdS System Overview

An overview of the CAdS system architecture is shown in Figure 4.5. The system
consists of three major components — a model generator, a CWI file slicer, and an
abstraction map generator. A user interface is provided to the analyst to view the
generated models and specify criteria for slicing.

The model generator takes as input the CWTI file produced by the CWCC, and an
abstraction criterion (a default criterion is used when none is specified). The model
builder abstracts the program according to the criterion specified and generates a
corresponding L'T'S. The graph builder component then aggregates the blocks in the
LTS to produce a hierarchical graph representation of the model, output as an XML
file.

The user interface parses this XML file and displays it as an interactive, navigable
graph, providing the analyst with a bottom-up understanding of the program. Each
block in the graph is associated with a corresponding line in the original program /slice,
and allows the analyst to specify a slicing criterion by selecting a block (or set of
blocks) in the graph. Once specified, the CWolf slicer uses this criterion to slice the
CWI file.

The abstraction map generator uses the updated (sliced) CWI file and the user-
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Figure 4.5: The CAdS System Architecture

defined slicing criterion to build a new abstraction criterion for the model generator.
A new model is generated with respect to this criterion and the entire process repeated

over the next iteration.

4.3.2 Model Extraction

Extraction of a model from a CWI file is done over two steps — first the CWMB
extracts an abstract model (LTS) from the CWI file, and then the graph builder

component converts this LTS to a structured graph representation.

4.3.2.1 The CWolf Model Builder (CWMB)

The CWMB uses non-relational data abstraction [CC79] to approximate values of

a set of considered data variables, ignoring all other information in any state during
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program execution. In particular, it focuses exclusively on the abstraction of integer
variables [DuV02]. The data values of interest are specified in the abstraction map
file, and constitute the abstraction criteria for CWMB. To assist the analyst, CWMB
provides a set of predefined parameterized abstractions. The syntactic terms for the
available abstractions are top, mod, part, minmax, and free. A summary of these

abstractions is given in Table 4.1.

Table 4.1: Abstractions provided by CWMB

Syntax Description

top All values are abstracted to a single value T.

minmax Values are abstracted to an upper and lower bound (I, h).

mod (k) Values are abstracted to a set of remainders modulo k.

part(ai,az,...ar)|Values are abstracted to a partition of the set of integers.
The partition is [—co...a1 —1],[a1...a2 —1],...[ag—1...ar —
1], [ak . . . o]

int The value is either a precise integer or T.

T array The value is an array of values of abstracted type 7, where
T € {int,bool, pointer, part(ai,as,...ax)}.

free The abstraction is chosen dynamically (assuming the abstrac-
tion of the latest assigned value)

bool Values are true, false, maybe

To understand how an abstraction determines the extracted model, consider the
example program shown in Figure 4.6 (A). In the example, the variable ch is read
from input, and at the state (state 1) right after the execution of getc statement, no
conclusion can be made on chs value. Conventional model checking will enumerate
all integer values. However, only the values 0, 97, 98 for ch affect the state switch in
the program, while all other values are not important. Thus, ch can be abstracted
using a partition abstraction as {(-oc0, -1), (0, 96), (97, 97), (98, 98), (99, +o0)}. The
resulting LTS is shown in Figure 4.6 (B).
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Part A: A C program Part B: LTS Generated
#include <stdio.h>

int main() {

char ch;

int state = 0; E

while (1) { state == 0
ch = getc(stdin); Eﬂ

if (ch==’a’ || ch<0)
return O; 0<=clhy= 97 m;%//;;% h<0 ch>z 97

switch (state) {

case O:
if (ch==’b’)
++state;
else if (ch!=’a’)
return O;
break;
case 1:
if (ch!=’Db’)
return 1;
break;
default: break;
}
}

s

Figure 4.6: The effect of data abstraction on an LTS

4.3.2.2 The Graph Builder

The graph builder implements a depth first search algorithm to identify the de-
pendencies and hierarchical relationships between blocks of the LTS generated by
CWMB. Blocks are classified according to their functionality — those used to invoke
user-defined functions are labeled as FunctionCalls, while all others are labeled
simply as Nodes. The depth first search algorithm traverses each branch in the LTS,
adding each Node encountered to the current (parent) FunctionCall block. If a new
FunctionCall is encountered along the branch, the parent block gets pushed onto
a stack and the internal structure for the new FunctionCall is determined. Once

done, the new block is popped from the stack and added to its parent, thus allowing
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<!ELEMENT Graph (FunctionCall+, Edge+)>
<!ELEMENT FunctionCall (Id, FName, Level, Component+)>
<!ELEMENT Component (Id, Level, (FunctionCall | Node)+)>

<IELEMENT Node (Id, Level, (LineNumber, Statement)+)>
<!ELEMENT Id (#PCDATA) >
<!ELEMENT FName (#PCDATA) >
<!ELEMENT Level (#PCDATA) >

<!ELEMENT LineNumber (#PCDATA) >
<IELEMENT Statement (#PCDATA) >

<IELEMENT Edge (Source, Destination, Label?)>
<!ELEMENT Source (#PCDATA)>
<!ELEMENT Destination (#PCDATA)>
<!ELEMENT Label (#PCDATA) >

Figure 4.7: The DTD for the Graph File

for arbitrary nesting of functions.

A set of blocks within each FunctionCall that form a strongly connected com-
ponent is aggregated and labeled as a Component. A Component thus represents a
recursive (or mutually recursive) control flow in the slice. A Component can con-
sist of Nodes as well as FunctionCalls. Control flow in the graph is represented by
Edges between the FunctionCalls (and corresponding edges between the descendant
Components and Nodes).

The graph structure is stored in an XML file that can be read and parsed by the
user interface. The Document Type Definition (DTD) for the XML graph file is given
in Figure 4.7. The DTD defines the layout of the graph file and specifies the format
for storing the block hierarchy and edges between blocks in the graph.

4.3.3 Graph Visualization

The CAdS user interface is used to display the XML graph generated and facilitate
a bottom-up understanding of the slice. The interface makes use of the Java JGraph
API [BHO02] to visualize control dependencies and hierarchies in the graph. The ini-

tial representation depicts a top-level dependency graph between the FunctionCalls
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in the slice. Each FunctionCall can be expanded to view its internal structure,
consisting of Components, Nodes and nested FunctionCalls. The blocks in view are
arranged using a Tree layout algorithm [Bra96]. Each block in the graph corresponds
to a set of statements in the slice. These statements can be viewed by double-clicking
on the block. The analyst can select one or more of these statements and add them
to the slicing criterion, which is then passed to the slicer as the criterion for slicing

the CWI file. See Figure 4.8 for an illustration.

=]

a L 'l
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PN selecsiicingeeritarione| IR * 12T 7]
o

Double click a statement to add or remove ...

13: whiled =) {

14 x=x+2;

15: y=y- 2

170 printfiswm = Bd' x4

« [ul»

| Cancel || Set slicing criterion

i Display()

Figure 4.8: A Partially Expanded Graph in CAdS

4.3.4 Slicing the CWI File in CAdS

The CWI file essentially represents a network of basic block elements in the pro-
gram (a basic block is a linear sequence of program statements with one entry point
and possibly multiple exits). Slicing this file, therefore, is semantically the same as
slicing the C program itself, with the added advantage that the slice generated need
not be compiled again. This makes it possible to slice the CWI file recursively, i.e.,
define slices on already sliced CWI files — an important aspect of the post-mortem
analysis process.

The CWI slicer uses a modified version of the Horwitz-Reps-Binkley algorithm
[HRB88] to evaluate slices. A System Dependency Graph (SDG) is used to define
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the data-flow and control-flow dependencies between the basic blocks. The control
dependencies between basic blocks are computed following the approach given in
[FOWS8T]. Control dependencies between statements are easily derived from this,
since all statements in one basic block depend on the same predecessor, given the fact
that there is only one entrance for each block.

To determine the data-dependency subgraph, the CWI slicer maintains a sum-
mary for each function in the program. A function summary consists of information
about global variables the function defines and uses, together with formal parameters
whose content might be modified during execution of the function. Function sum-
maries are derived using a working list algorithm that determines the intra-procedural
data-dependency calculations for each function. During this calculation, whenever a
statement calling some function is encountered, the current summary of the callee
function is fetched and used to update the def-use information for this statement.
Upon completion of the data-dependency calculation, the function is popped from
the working list, and a new summary is obtained for it. If this new function summary
is not consistent with the old one, all functions that call this function are appended
to the end of the working list. The process continues till the working list is empty.
To ensure the correctness of the intra-procedural data-flow analysis, a start block is
added to the beginning of each function graph, defining all global variables and formal
parameters. Similarly, a stop block using all global variables and return registers is
appended at the end of the function graph.

Once the SDG is constructed, it is combined with the function call graph. This
includes adding a call edge from all call sites to the start blocks of callee functions,
and adding return edges from the immediate successors of call sites to the stop
blocks of callee functions, provided the callee functions modify some global variables
or formal parameters. Computing the slice then corresponds to traversing backwards
through the nodes in the dependency graph. The slice is evaluated in two phases,
as in the Horwitz-Reps-Binkley algorithm. Given a slicing criteria (z, V'), phase one
marks all vertices in the graph that are backwards reachable from x through call
edges and data- or control-dependency edges. Phase two corresponds to marking

all vertices that are backwards reachable from z through return edges and data-
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or control-dependency edges. Finally, unmarked statements are removed from each

basic block, and the CWI file is updated by deleting unreachable blocks.

4.3.5 Abstraction Map Generation

The size of state space and level of detail provided by the LTS depends on the
abstraction criterion specified. When using manual abstraction and slicing (semi-
automated abstraction-based slicing), this definition of the criterion is specified by
users, resulting in an overhead in effort if the generated slice is large. The CAdS
tool solves this by automatically generating abstraction criteria by collecting relevant
data values for ‘interesting’ variables in the slice and associating these variables with
partition abstractions customized by data values collected. This task is achieved
through the abstraction map generator component in the tool.

A variable is considered interesting if it is impacted by the slicing criterion or it
is located in conditionals in the slice. More formally, the set of interesting variables,

V(AM;) in the i** iteration can be defined as
V(AM;) = V(AM,_1) U V(5C;) U Veonditionais(Slice;)

where,

V(AM;_) is the set of variables used in the abstraction map for the previous
iteration (the abstraction map for the initial iteration is empty), V' (SC;) is the set of
variables in the slicing criterion for the current slice, and Vipngitionars(Slice;) is the set
of variables in conditionals for the current slice. Conditionals include the predicates
used in if-then-else statements, while loops, and switch constructs. Conditional vari-
ables are included as the evaluation of these variables directly influences the programs
behavior.

Although it might be possible that some variable z € V(AM,_;) from a previous
iteration does not exist in current slice, its inclusion in V' (AM;) would not affect the
model construction. Instead, its existence in the current abstraction map would make
the collection of relevant data values terminate in shorter time and with more precise

results.
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For example, for the following switch statement

switch (x) {

case 10:
do_something(); break;
case 20:
do_something_else(); break;
}
if (y > x+1)

the relevant values for x here would be computed as 10 and 20, and the partition
would be defined as {(-o0, 9], [10, 10], [11, 19], [20, 20], [21, +00)}.

Another set of partition values would be obtained from conditionals in current
slice that are in the format of Presburger arithmetic formulae. In the above example,
if we already have 10 and 20 as relevant values for z, then this information can be
passed through and used to derivate key values for y that exist in the conditional
y > x + 1. After a simple computation, 11 and 21 would be obtained as the partition
values, and the new partition for y would be {(-oc0, 10], [11, 11], [12, 20], [21, 21], [22,
+00)}.

With these partition abstractions for y, we can obtain more precise result on
the truth-value of the conditional y > x 4+ 1 during the model construction. The
calculation of relevant values is accomplished by symbolically executing the current
slice. The process terminates when the execution converges, i.e. no new data value
is added for any variable in the interest variable set. For those variables not in the

set, abstractions are either assigned by the user or by default set as free.

4.4 Example: Tracing Failure Report to Software

The abstraction-driven slicing approach is used to analyze two medical device
systems: a prototype implementation of the GIP system, and the XiO teletherapy
planning software made available to us by CMS Inc. Both systems are analyzed using
the semi-automated approach (using CWolf and the Codesurfer slicing tool), and with
the help of the CAdS forensic analysis assistant. Results of the analyses are recorded

in Chapter 6.
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The GIP system was introduced in Chapter 3. For forensic analysis, we use a
prototype of a PCA pump software implementation based on the GIP specifications.
Post-mortem analysis is used to trace errors found through validation against usage
scenarios during premarket analysis.

The second study involved post-mortem analysis of the XiO radiation therapy
planning software. XiO is a radiation therapy planning system used to develop treat-
ment plans for cancer patients, and provides a graphical environment with a combi-
nation of drop down file menus and icons to provide access to planning functions.

The post-mortem analysis of the XiO software is carried out on the basis of failure
reports received from the field. The failure reports, provided by the manufacturer,
have been collected during everyday real-life use of the software. In this section, we
illustrate the use of abstraction-driven slicing by using the approach to analyze one
such failure report for the XiO system

For the purpose of evaluating our approach, we limit ourselves to the software
interface for the teletherapy module, and the errors detected therein. The module
considered is approximately 40K lines of C code. The observed fault is reported in
the form of a failure report, indicating what went wrong during the operation of the
radiation therapy machine. The form and nature of the report is typical to those
submitted to regulators and maintenance engineers during forensic analysis.

The text of the XiO failure report is reproduced below:

If a plan has a photon beam and an electron beam, both with ports,
and the electron beam is active, selecting Port -> Convert aperture does
nothing. It should prompt for the beam on which to do the conversion,
i.e., the photon beam.

To trace the fault to the source of the error in the software, the following sequence

of steps is carried out:

1. Using a (high-level) control flow graph for the source and prior knowledge of
the code (through inspection), it is deduced that the functions corresponding

to the Port menu are invoked from the function DoPortMnu().
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2. The DoPortMnu() function essentially consists of a giant switch statement, cor-
responding to each menu item in the Port interface. An abstraction with respect

to the function is taken to get this understanding. A portion of the abstracted

model is presented in Figure 4.9.

n L\
HiRROR T >

Figure 4.9: Portion of an abstract model generated for the XiO software.

3. A successor slice on case ePMN_CONVERT_M shows that the void function
GetBeamForPortUse() is invoked. A forward slice for this function is taken,
but is found to be too large. So, another high-level abstract model is generated,

this time with respect to the function GetBeamForPortUse ().

4. Using the new abstract model, it is discovered that the void function
InitTelePortPulldowns () actively deals with the beam (more specifically, the

modality of the beam). A chop between the two functions confirms this.

5. A chop between the two variables ePHOTON and cur_beam shows that the boolean
variable plan_has_photon_nonseg_port_or_mlc is set if the current beam is
a photon beam. This variable is then used to enable (or disable) the Convert
aperture menu item. Since this variable is checked for every beam on the plan,

it would be true if the plan has a combination of electron and photon beams.



89

6. A forward slice on plan_has_photon_nonseg_port_or_mlc shows that the
Convert aperture menu item would be enabled, but not active (in display mode
only) if a photon beam is present (either by itself or with an electron beam).
Consequently, when the electron beam is active, the system is fooled into assum-
ing that the photon beam is active as well, and does not prompt for selecting
a new beam. Also, since the current beam is electron, it does not perform
the required conversion. Figure 4.10 shows part of the code relevant to the
slice. Shaded portions indicate statements included in the slice. Statements in
the slice relevant to the variables plan_has_photon_nonseg_port_or_mlc and

ePHOTON are underlined.

void InitTelePortPulldowns (void) |

Boolean_t plan_has beams; /* True if the plan has beams. */
int group; /* The port menu group */
beamll t * bm; /* active beam data */

for (bm = g_cport ex info.pd->plan->cur sub p->subp.tel->beam list;
bm !'= (beamll t *)NULL ; bm = bm->next )
{
/*_ Check for a customized port. _*/
if ( bm->beam. trtmtaids.port flag == TRUE &&
bm—>bea.m.trtmtaids.cust_port 1= (port_t *) NULL)
{
only has_seg_mlc = FALSE;
/* Need to check port list to see if port shape is defined*/
if( bm—>bea.m.trtmtaids.cust_port—>port_list!=(portll_t *) NULL)
{
plan_has_port = TRUE;
plan_has nonseg port_or mlc = TRUE;
if ( bm->beam.modality == ePHOTON )
plan has photon nonseqg port or mlc = TRUE;

}
}
}

Figure 4.10: Result of a forward slice on plan_has_photon_nonseg_port_or_mlc

The error is traced in a similar fashion with the help of the CAdS tool. In this
case, the LTS generated by CWolf are replaced by the hierarchical graphs produced
by CAdS. A snapshot of the graph generated is shown in Figure 4.11. The graph

shows a Node being invoked as a result of the call to the DoPortMnu() function, and
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the C code corresponding to the Node. Further, line 94 of the code is used as part of
the slicing criterion for the next iteration in the analysis. This criterion is used to slice
the CWI file, and to obtain the abstraction criterion (AM and LM files) to generate
the LTS (and graph) corresponding to the sliced CWI file. The hierarchical nature
of the graph allows users to navigate through only relevant parts (FunctionCalls and

Nodes) of the model. Other FunctionCalls and Nodes not pertinent to the analysis

are left unexplored.

F42

4. celect slicing criterion x|

Double click a statement to add or remove it fro...

File "homefyzhang12icwoli-testsfa.hak.c
92 : cur_port=0 [block: 2ioffset: 0]

A4 - cur mle =0 [hlock: 2ipffset ]

112: call CPortinit) [block: 2/offset: 2]

[»

| Cancel || Set slicing criterion |

Figure 4.11: An example of error tracing using the CAdS tool

The slicing in CAdS is limited to computing static backward slices only, since
CAdS does not currently support forward slices or chops. This limits the scope
of the analysis to an extent. However, the graph constructed by CAdS itself aids

comprehension by virtue of displaying concrete code associated with each abstract
block.
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Chapter 5

Putting it Together: Software

Simulation Checking

Forensic analysis through the abstraction-driven slicing approach provides a reg-
ulator with the ability to trace software-related failures to their source. Once the
cause of the error is ascertained, the device may be recalled, or punitive charges
levied against the manufacturer. More importantly, the error can be fixed appropri-
ately, and preventive actions taken to avoid such malfunctions in the future.

However, potential problems could arise from fixing of the error itself. All too
often a patch in the software that addresses a certain error could result in other bugs
elsewhere in the code. Such errors, often referred to as regression bugs, are a major
concern for safety-critical systems. A noteworthy statistic in this respect is that of
the 242 software-related recalls conducted by the US FDA between 1992 and 1998,
192 (or 79%) were due to defects that were introduced when changes were made to
the software after its initial production and distribution [fda02].

Regression testing techniques [GHKT01] are typically used to detect such bugs.
In our case too, most of the newly introduced errors can be detected with the help

of exhaustive testing, and by evaluating the updated code against usage scenarios for
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the software. However, test cases and usage scenarios may not always be exhaustive
enough to uncover these errors, and the bug as a result would remain undetected in
the software till the next failure event. Moreover, there may not exist detailed usage
models (and correspondingly usage scenarios) for certain software categories, making
it all the more imperative to have a means for assuring the integrity of the updated
software. For systems that do have usage models defined, it is similarly necessary
to ensure that updating these models does not affect the intended semantics of the
system.

To provide these assurances, we make use of the notion of semantic preorder
checking. In particular, we investigate simulation checking to assess whether updated
software implementations preserve the semantics of the original code and usage models
respectively.

In Section 5.1 of this chapter we introduce the concept of simulation preorder and
give a scheme for detecting regression errors by checking for preservation of behavior
in updated software and usage models. In Section 5.2 we illustrate the scheme using

the GIP system as an example.

5.1 Assessing Impact of Change in Software

A major role of semantic definitions is to identify systems that are behaviorally
equivalent. One particular notion that has gained wide acceptance is the notion
of bisimulation [Mil89], which characterizes when two systems are equivalent, i.e.,
when one can be replaced by another in any context without changing the overall
system. However, when evaluating changes made to a system, we compare ‘similar’
(as opposed to equivalent) systems. In order to do this, we use the slightly weaker,
but more practical concept of simulation checking [vG90]. A process P ‘simulates’ a
process () provided P can do everything that () can do, and possibly more.

Formally, a model Mj is said to be simulated by model M if all possible execution
traces in M; can be generated using M, as well. For two Kripke structures M; = (.51,

Y1, 01) and My = (S, X9, d9), a relation p C Sy x S is a simulation if whenever
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(p, q) € p, then for each v in ¥y:
V p' with p 5 9/, 3 ¢/ with ¢ 5 ¢’ and (p/, ¢') € p

where,
S is the state space for M,
S, is the state space for M,
Y1 denotes the set of actions (event alphabet) for Mj,
Yo denotes the set of actions (event alphabet) for Mo,
01 € Sp x S; is the transition relation for M;,
09 C Sy X Sy is the transition relation for Ms,
p,p € 51, and q, ¢ € Ss.
A simulation preorder is the largest simulation relation, denoted by C. A

simulation equivalence ~ is defined as C N .

5.1.1 Using Simulation Checking to Compare Models

To check that an updated system S’ preserves the semantics of the original system
S, we basically need to test whether S’ can simulate S. Thus, to check whether an
updated program p’ preserves the semantics of an original program p, we compare
abstract models M, and M, for programs p and p' respectively. If M, [Z M,,, it follows
that the updated program p’ does not preserve all properties of the original program
p. If on the other hand, M,  does preserve the semantics of M,, i.e., M, T M,,, then
p/ may or may not preserve p. In this case, the updated program p’ would need to be
re-validated against test cases (or usage scenarios) to check for compliance.

Figure 5.1 shows a general scheme for detecting revised code for regression errors.
The process, as shown in the figure, starts by abstracting a set of models, M, for
a program p using abstraction criteria C. Once the program p is modified to fix a
reported bug B, the same criteria C' is used to abstract a corresponding set of revised
models M, for the revised program p’. The criteria C' would ideally consist of all
variables and data structures directly affected by the bug fix.

A simulation preorder is then used to check whether M, preserves M, through
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Abstract model M, from original
program p using criteria C

ole

Revise code to fix
reported bug B

NO |
Abstract updated model Af,- from
revised code using criteria C

Regression bug detected!
Obtain counter-example £
corresponding to this bug.

Check whether
M, E M2

st
] Obtain t' € ] DOES NOT CONFORM
GetRevisedUsageScenarios()

Test revised
code against '

CONFORMS

| Approve code changes |

Figure 5.1: Detecting regression errors in revised code

a simulation relation (i.e., if M, T M,). If M, Z M, it indicates the presence of
a regression bug that needs to be fixed. A trace or counter-example F is obtained
indicating an execution sequence in M, that is not present in M,. This counter-
example can then be used to detect exactly how the two models differ, thereby helping
to trace the regression bug in program p’. Once all such bugs are removed, and
M, T M, is successfully established, p’ is further tested by evaluating it against all
usage scenarios, 7 derived from the usage model.

If the original program p was tested against 7 prior to its release, the detection
of bug B would indicate that the existing scenarios 7 do not address all hazardous
conditions and new scenarios need to be generated to address the reported error.
Since the scenarios are derived from usage models, the model M, 44¢ itself may need
to be updated to incorporate the new safety conditions before new usage scenarios

are derived from it. Figure 5.2 depicts the procedure for obtaining a set of revised
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usage scenarios 7' from the updated model My qq¢-

To ensure that the updated usage model is consistent with the original model, it
is compared against the original using a simulation preorder. As shown in Figure 5.2,
the usage model M54 is updated to reflect the change in the software’s behavior.
Next, a preorder relation is used to check behavioral equivalence of the updated
model against the original (i.e., to check if Mysage C Mysager). If Miysager is found not
to simulate Mysqge, it indicates that the updated model does not satisfy properties
met by Mysqqe and needs to be revised again to correct this anomaly. If on the other
hand Mysqger does simulate Mysq4e, it is used to derive a new set of usage scenarios,

7/ using which the revised code can be validated.

| | GetRevisedUsageScenarios() | |
I
Revise usage model M, ... to
get updated model, M,z

Check whether
Mu.s‘age = Mmsage’?

YES

}

Derive new set of usage
scenarios T for M.

Figure 5.2: Checking consistency of updated usage models

In case the usage model (and correspondingly the set of usage scenarios) for the
software is not available, the code is tested solely against the manufacturer’s test
cases. If after this testing, no further errors are detected in the code, the change is

approved and the modified code released accordingly.
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5.1.2 Using CWB-NC for Semantic Checking

To compare behavior of different models, abstracted or usage, we use the Concur-
rency Workbench of the New Century (CWB-NC). The CWB-NC is an automated
behavioral relation based verification tool that supports a number of modeling lan-
guages including CCS, CSP and LOTOS. The models once defined (or translated)
in any of these languages can then be checked for semantic equivalence or preorder

using predefined commands in the workbench.
Simulation preorder of models is checked in CWB-NC by the 1le command. The

syntax for the le command is given as

le [-S semantic-typel model; modely

le computes whether model, and models are relatedby the behavioral preorder
indicated by semantic-type. The currently available semantic-type arguments are
may (may-preorder) and must (must-preorder).

When two models are not may equivalent (or not related by the may preorder),
the CWB-NC returns an action trace which one may perform but the other may not.
Correspondingly, when two models are not must equivalent (or not related by the
must preorder), the CWB-NC returns a trace sequence that one must pass and the
other may fail. The returned traces are simply space delimited sequence of actions.

The following example shows the use of traces as diagnostic information:

cwb-nc> eq -S may ‘‘a.b.nil + a.c.nil’’ ‘‘a.b.nil’’
FALSE. ..
a.b.nil + a.c.nil has trace:

ac

a.b.nil does not.

As shown by the example, the two CCS definitions a.b.nil + a.c.nil and
a.b.nil are not may equivalent since the trace a c is satisfied by the former, but

not the latter.



97

5.2 Simulation Checking for the GIP System

The scheme for detecting regression errors through simulation preorder checking,
given in the previous section is used to assess the effect of changes in the prototype
PCA implementation. The process is integrated as part of the forensic analysis and
testing of the prototype.

The PCA prototype, based on the GIP specifications, is implemented in the C
language, and implements the various situations and events defined in the GIP model.
Supplemental code relating to specific pump functionality is added to facilitate source
compilation and to ensure a more complete implementation. In all, the code comprises
of 23 files, consisting of approximately 20,000 lines of code. The prototype is tested
against the set of usage scenarios derived form the GIP mode, as explained in Chapter
3. In all, forty-one errors have been detected during this process.

The bugs in the code are subsequently fixed and models abstracted from revised
code are checked against models abstracted from the original code to evaluate whether

the semantics for the original are preserved by the new model. Figure 5.3 shows this
being checked in CWB-NC.

cwb-nc?> load test®dS.ccs

Exgcution time (user,system,gc,real):(0.931,0.000,0. 160,08.931)
cwb-nc

cwb-ncy

cwb-nc> le -5 may Impl Impl2

Building ?aaomaton...

&
States: 6393
ransitions: 8619
Done building automaton.
Building automaton...
1200

States: 5805

Transitions: 8039

one building automaton.

Transforming automaton...

TEUE transforming automaton.

Exgcution time (user,system,gc,reald):(1.062,0.000,0,230, 1. 362)
cwb-nc

Figure 5.3: Using CWB-NC to assess changes in modified software

As shown in Figure 5.3, The CCS process Impl describes the abstract model for the
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original program (M), while process Imp12 is the model abstracted from the program
after fixing the bug (M,/). The same abstraction criterion is used to generate both
Impl and Impl2. The two processes are checked using the may preorder. As shown in
the figure, Impl2 successfully simulates Impl. This does not prove that the revised
code is correct however; to ensure that, the code must be tested against the new usage
scenarios.

To obtain the updated set of usage scenarios however, the GIP usage model it-
self needs to be changed. Once modified, it is checked against the original model
to ensure that the semantics of the original are preserved (or in this case, that all
safety conditions met by the original are satisfied). Figure 5.4 shows this check being
performed in CWB-NC.

cwb-ncy load gip.ccs

Exgcution time (user,system,gc,real): (3.541,00,000,0.060,0.541)
cwb-nc

cwb-nc? le -S may Specl Spec?

Building automaton...

States: 292

Transitions: 3369

Done building automaton.
Building automaton...

States: 292
Transitions: 337G
Done building automaton.
Transforming automaton...
Done transforming automaton.
FALSE. ..
Specl has trace:

ON MALFUNCTION OFF VIALcorr
SpecZ does not.
Exgcution time (user,system,gc,real):(17.896,0.000,5.308,17.896)
cwb-nc
cwbh-nec?
cwb-nc? le -5 may Specl Spec3
Building automaton...

States: 292

Transitions: 3369

Done building automaton.
Building automaton...

States: 292

Transitions: 3370

Done building automaton.
Transforming automaton...
DEGE transforming automaton.

Execution time (user,system,gc,reall:(19,137,0.000,5.009,19.137)

Figure 5.4: Comparing an updated model to the original using Simulation checking
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The specification shown in Figure 5.4 consists of three processes. Specl represents
the original usage model for the GIP. Spec2 is an incorrectly modified version of
Specl. The process Spec3 represents a correctly revised model for GIP. A may preoder
between Specl and Spec?2 indicates that Spec2does not simulate Spec1, and produces
a trace that can be satisfied by Spec1, but not Spec2. A similar may preorder between
Specl and Spec3 shows that all paths in Specl can be traced by Spec3, and thus it
can be successfully simulated.

Once the updated model is ascertained to be consistent with the original, it is used
to derive the set of new usage scenarios. The PCA prototype is finally re-validated

using these new usage scenarios to ensure compliance with the updated GIP model.
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Chapter 6

Results and Observations

In this chapter, we list the results obtained from the three studies used through
this thesis. We use the results from the GIP, CARA, and XiO studies respectively
to illustrate the viability and usefulness of the premarket and postmarket review
strategies introduced.

The GIP example is one study among the three that spans the entire spectrum
of the concepts introduced in this thesis; i.e., it deals with defining usage models,
verification of these models, validation against usage scenarios, and post-mortem
analysis to fix errors detected. The CARA system is used only during the premarket
conformance review, while the XiO software is used for postmarket forensic analysis.

We thus list the results for both premarket and postmarket analyses of GIP in
Section 6.1. In Section 6.2 we discuss results of formal verification and testing for
the CARA system. In Section 6.3 we list the results from the forensic analysis of
the XiO radiation therapy planning system. An assessment of the observed results is

discussed in Section 6.4.
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6.1 Results from the Generic Infusion Pump Study

6.1.1 Verification of the GIP Usage Model

The GIP usage model, as explained in Chapter 3, was verified using the Reactis
and Uppaal tools. Safety properties were specified for the system and verified against
the model using LTL formulae, assertions and user-defined targets.

Five errors were uncovered during this verification. The errors dealt with either
anomalies in the system specifications or errors in the model itself. Importantly, we
were able to ensure that this list of errors was comprehensive, and that the model
was correct for all other cases (with respect to the safety conditions considered). The
errors detected were classified in the following three categories, with category 1 errors

being the most severe and category 3 errors the least severe:

1. Null probability. One error was detected due to a null probability assigned to
a valid transition. This meant that this event would never be executed, despite
there being an active transition between the respective source and destination

states.

2. Missing transitions. There was one error due to a missing transition for a
defined probability value. This could lead to a potential deadlock whenever the

event with the associated probability would be executed.

3. Missing self-transition probabilities. There were three errors due to miss-
ing self-transition probabilities. These errors were more subtle, since they did
not result in invalid transitions or unreachable states. They did, however, trans-
late to exaggerated probabilities for other transitions originating at the given
state, indicating an anomaly in the requirements. Such anomalies could lead
to incorrect system behavior in the case of internally generated events such as

timeouts at 1 hour and 4 hour intervals.
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6.1.2 Testing a GIP-based Implementation

The specifications for the GIP system were used to implement a prototype software
for a PCA infusion pump. The prototype, developed at CDRH, was based on the
requirement specifications provided for the GIP and extended to incorporate specific
features for a typical PCA pump. A test suite (or set of usage scenarios) for this
prototype was derived from the usage model for the GIP. The test suite consisted
of approximately 39,000 usage scenarios that were then used to validate the PCA
prototype. A total of forty-one errors were detected using the test suite for this
implementation.

The validation was performed in a black box manner, with expected responses for
usage scenarios compared against the corresponding observed responses for the proto-
type. The outputs from each were compared to detect if there were any discrepancies.
Figure 6.1 shows portion of a typical scenario for an error detected. The expected and
observed responses differ in the column highlighted, indicating that when the dose is

changed incorrectly (at t = 59), the alarm is not triggered as it is supposed to.

Sequence (t) . 54 55 56 57 58 59 &0 =38
Expected I006:R108 IO011: ROO1 TO005:RO01 TOOZ:R10Z IOO0G:R1ZZ|I00G:RI1I0%|I113:R203 TO00Z:R102Z
Observed I006:R108 TO011:RO01 T005:R001 I0O0Z:R102 TO00D8:RI1ZZ2|IC06:RI115|I113:R115 T002:R102

Figure 6.1: Detecting an error during testing for the GIP system

6.1.3 Forensic Analysis of the PCA Prototype

Thirty-one of the forty-one errors detected during testing of the prototype PCA
implementation were traced to source code using the abstraction-driven slicing ap-
proach. To assess the efficiency and impact of the approach, the forensic analysis
was carried out in three stages: in the first stage, errors were traced using only static
slicing; in the second stage, semi-automated abstraction-driven slicing was used to

trace the errors; finally the process was repeated using the CAdS forensic analysis
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tool.

The three approaches were compared with respect to the number of iterations
required to trace a failure to its source in the code. For the abstraction-driven ap-
proaches, this translates to the number of iterations required through Algorithm 2.
For static slicing, the abstraction step of the algorithm is skipped.

As shown in Figure 6.2, the number of iterations required to trace an error to
source code were significantly higher for static slicing when compared with those
required during abstraction-driven slicing (both in the semi-automated mode and
when using CAdS). The average number of iterations needed when using only static
slicing was 4.39 per error. When using semi-automated abstraction and slicing, it

reduced to 3.97. When using CAdS, this number dropped further to 3.77.
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Error Condition

|2 Static slicing m Abstraction + Slicing 0 CAdS |

Figure 6.2: Number of iterations for forensic analysis of the PCA prototype

The reduction in the iterations for abstraction-driven slicing was complemented
by a corresponding reduction in the size of the slice over each iteration. Figure 6.3

shows the comparison between the three approaches with respect to the average size
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of the slices considered. As can be seen from the figure, the average size of successive
slices kept reducing in each of the approaches, as the slicing criteria were refined.
Level 1 in the figure indicates a top-level slice, while successive levels correspond to
iteratively refined slices. As noted in the figure, the slices used in the abstraction-

driven approaches were consistently smaller over successive slices.
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Figure 6.3: Successive slice sizes during forensic analysis of the PCA prototype

The size of slices was generally slightly larger when using CAdS as opposed to
the semi-automated abstraction-driven slicing approach. This can be attributed to
the fact that slicing in CAdS was limited to backward static slicing only (forward
slices and chops are not yet supported by CAdS). However, CAdS used a hierarchical
structure to display the models generated, making its graphs easier to navigate and
understand, as opposed to LTSs generated by CWolf. Structuring blocks in levels
allowed for navigation through only those blocks that were pertinent to the problem
while ignoring blocks in other branches (or differing levels). Figure 6.4 illustrates
the distribution of CAdS blocks over various levels for models corresponding to the
PCA prototype. As shown in the figure, the bulk of the blocks were at levels 4 and
higher, indicating that the states in the models were well distributed across different

branches (and subbranches) in the graph.
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Figure 6.4: Distribution of blocks (states) per each level for CAdS

6.1.4 Assessing Change using Preorder Simulation

Once the programs for the prototype PCA implementation were modified to fix
the errors detected during forensic analysis, abstract models for these programs were
checked against models abstracted from the original code (using the same criteria for
both abstractions). The new models were checked using a may preorder to ascertain
whether they preserved properties of the original models. Only when the new models
were proven to be similar to the original, were the programs re-validated against
(updated) usage criteria for the GIP model.

To generate a new set of usage scenarios for re-validating the PCA prototype, the
GIP usage model was revised, with the errors detected during verification and testing
fixed accordingly. The revised model was then compared against the original usage
model to ensure that all safety properties were still satisfied by the new model. The
revised model was verified using Uppaal and Reactis to ensure this compliance, before
being used to derive the updated set of usage scenarios for the PCA prototype.

Simulation preorders were also used to evaluate whether the granularity of the
abstractions used in forensic analysis. The usefulness of an abstraction can be mea-

sured by its ability to produce distinguishable abstract models for subtle variations
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in the source (i.e., in the concrete domain). We evaluated the abstraction mappings
used during forensic analysis of the PCA implementation by comparing the models
used to detect bugs in the source code with similar models generated from rectified
code. The same abstraction mappings were used to generate both sets of models.
must preorders were used to perform the simulation checking.

The corrections made to the software to mitigate the errors either introduced new
events for existing structures, or modified existing properties for these structure. Us-
ing the notion of preorder checking provided by CWBNC, we were able to distinguish
the corrected models from the original models in 24 of the 31, or 77%, of the cor-
rections made. The changes that could not be traced to the new models involved
redundant transitions and states that were never executed or which lay outside the
scope of the abstract interpretation defined (e.g., modification of existing floating

point values).

6.1.5 Effort Expended

The effort expended during the analysis of the GIP system is shown in Figure 6.5.
The total effort expended during the premarket review phase, including effort spent
on deriving usage scenarios and testing of the PCA prototype implementation was

410 person hours. The distribution for this effort is depicted in Figure 6.5(A).

B Generating test CAdS (automated);
suite; 70 hrs; 17% = Model buitding: = g0 hre: 289

180 hrs; 43% Static Slicing only;

94 hrs; 43%

0 Writing Wrappers;_
40 hrs; 10%.

O Testing;
40 hrs; 10%

Abstraction+Slicing
W Verification; 64 hrs; 29%

u
80 hrs; 20%

[ Model building W Verification [ Testing . . . .
OWiting Wrappers W Generating test sulte ‘ |E|Stat|c Slicing only M Abstraction+Slicing [1CAdS (automated) ‘

(A) (B)

Figure 6.5: Effort distribution for (A): Premarket review and (B): Forensic analysis
for the GIP study
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As can be seen from the figure, the major effort was expended in defining the
system specifications and developing the model itself. A further 19% of the effort was
spent during verification of the model, contributing to 63% of the effort being spent
in one-time activities. Only 37% of the effort (about 150 person hrs) was spent on
implementation-specific activities of developing wrappers, extracting test suites, and
the actual testing itself (including writing the test harnesses). Although this effort
constitutes a little overhead for both regulators and the manufacturers, the extra
effort is fully justified in view of the additional safety assurance provided.

The effort spent during forensic analysis of the PCA prototype was 218 person
hours, shown in Figure 6.5(B). This included the effort required for analyses using
static slicing, semi-automated abstraction-driven slicing, and the CAdS forensic anal-
ysis assistant. The savings in effort over pure static slicing was about 32% when using

the semi-automated approach, and 36% when using CAdS.

6.2 Results from the Premarket Review for CARA

During the modeling and verification of the CARA system using Spin and Up-
paal, there a number of errors were detected in the system specifications. The errors
detected were settled by WRAIR on report, either by clarifying the ambiguity, or
making suitable changes to the requirement documents. The errors were broadly

classified into two categories:

1. Discrepancies found in the requirements. These correspond to conflicting re-

quirements found within the system specifications provided.

2. Missing requirements or specifications that were ambiguous or provided insuffi-

cient information.

Apart from these errors, six minor inconsistencies detected in the specifications across
the various documents provided. These inconsistencies were clarified by WRAIR upon

request, usually during the modeling phase itself.
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6.2.1 Discrepancies

There were three discrepancies detected in the system requirements. These are

as given below:

1. The first discrepancy detected was related to cuff pressure readings. According
to one specification, when cuff pressures are used, CARA should immediately
initiate five readings at an interval of 5 minutes. However, another requirement
gave a table for cuff pressure intervals ranging from 1 minutes to 10 minutes.
This was in contradiction to the earlier specification. On reporting this error,
a change was made to the requirements stating that the frequency table should
dictate the number of cuff readings done at all times. References to the five

specifically required initial cuff readings were removed.

2. The second discrepancy also involved cuff pressure readings. According to one
specification, cuff pressure readings could be at an interval of as much as 10
minutes. However, another requirement stated that CARA must return to
manual mode if no cuff pressure reading is detected in 3 minutes. When this
issue was raised, we were told that the second requirement pertained only to
cases where a primary blood pressure source (apart from cuff pressures) was
available. When cuff pressures were the only source, then CARA was to revert

to manual mode if two successive readings are missed.

3. The third discrepancy involved the set point value in the requirements doc-
ument. All the values specified in the requirements, including a few lookup
tables, assumed that the set point was always maintained at its default value
of 7T0mm Hg. However, if the medic modified the set point, these values would
need to be changed as well. This discrepancy was confirmed and rectified on

report.
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6.2.2 Missing Specifications

There were four instances during modeling where the specifications were found
to be incomplete. These omissions were detected while modeling the CARA specifi-
cations and capturing safety properties for the model. A list of these missing specifi-

cations is given below:

1. Insufficient information was provided by the requirements document regarding
the use of uncorroborated beat-to-beat sources. According to the requirements,
each uncorroborated blood pressure reading was to be corroborated with the
cuff pressure. However, it did not specify the action to be taken when the cuff
pressures were not available. Clarifications were provided by WRAIR, and it
was suggested that an arterial line could be used if the cuff pressures were not

available.

2. The requirements document contained an alarm table specifying various alarm
conditions, along with the priorities and silence times for each. However, the
alarm table was found to be incomplete, as a number of alarm conditions and
their respective priorities and silence times were not listed therein. A compre-

hensive alarm table was provided thereafter.

3. A similar error was noted in another requirement. The requirement stated that if
the beat-to-beat signal were lost for more than 3 minutes, CARA would revert
to using secondary blood pressure sources using appropriate quality control
procedures. It was not clear what steps would be taken if no secondary sources
were available. Also, the reference to the “appropriate quality procedures” was
ambiguous. On report, it was suggested that CARA would revert to Manual

mode in such cases.

4. One of the most important features of the CARA model was the feedback loop
that controlled the flow rate of the fluids to be infused. However, the relation
between the flow rate and back-EMF and the relation between back-EMF and

the control voltage were not clearly delineated in any of the specifications. When
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we reported this, we were told that this is a field that is still under study, and a
certain amount of abstraction could be used to model these dependencies. Later
on, a table was provided that gave a mapping between the control voltage and
the flow rate. The relation between average blood pressure readings and the

control voltage was assumed to be linear.

6.2.3 Testing the CARA Applet

As explained in Chapter 3, the CARA applet developed at SUNY, Stony Brook
was tested against the usage sequences in the Uppaal and Spin formal models. Traces
were obtained from the CARA applet, simulating the various events and inputs pos-
sible for the system. The traces were then used to simulate the exact same events
in the usage model. Responses from the two (CARA applet and models) were noted
and compared to detect errors, if any.

No new errors were detected during the testing of the CARA applet. The applet
had been exhaustively verified at SUNY before its release. However, complete state
and transition coverage for the traces was ensured, assuring that the CARA applet

met all safety conditions defined.

6.2.4 Effort Expended for Reviewing CARA

A major part of the effort expended during the premarket review of CARA was
spent in modeling and verification of the CARA usage model. The Uppaal and Spin
tools were employed for this purpose.

The effort required for modeling the CARA system in Uppaal and Spin was also
found to be comparable. Whereas the learning curve for Uppaal was less steep, it
was easier to debug the model in Spin, owing to its superior simulation environment.
Again, since the system was modeled in Uppaal before Spin, the basic structure of
the design for Spin was already available. This resulted in a lesser amount of time
required for modeling the system therein. Table 6.1 gives an account of the effort

spent for review of the CARA system.
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Table 6.1: Effort required for the CARA study

Activity Time Spent
Review of the requirement specifications 60 person hours
Modeling CARA in Uppaal 120 person hours
Modeling CARA in Spin 200 person hours
Verification in Uppaal 80 person hours
Verification in Spin 60 person hours
Total Effort 520 person hours

From Table 6.1, the total effort required for the modeling and verification of the
CARA system was calculated to be 520 person hours. This might seem to be a
considerable amount on the face of it; however, the effort noted above was calculated
taking into consideration the time taken to learn the two tools and getting familiarized
with the system domain. Once comfortable with the nuances of the tool, the effort

for such modeling and verification would be greatly reduced.

6.3 Results from the Forensic Analysis of XiO

The third study dealt with forensic analysis of the XiO radiation therapy planning
software, a commercial software package developed by CMS Inc. Failures encountered
during real-world operation of the software were recorded and traced to their sources

in the code using forensic analysis techniques.

6.3.1 Evaluating the Approach

To assess the impact of forensic analysis for the XiO radiation therapy planning
software, the analysis was carried in three phases, similar to the GIP study. In the
first phase, we used only static program slicing to detect errors in the software. In the
second phase, model abstraction was combined with slicing to perform the analysis
using the semi-automated abstraction-driven slicing approach. In the third phase,

the analysis was performed with the help of the CAdS forensic analysis assistant.
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In all, twenty-six failure reports were analyzed using the two approaches, of which
thirteen were traced successfully to their source.

The 50% success rate for the post-mortem analysis can to an extent be attributed
to the fact that only partial code was available for analysis. The analysis was based
on the port module of the XiO system, consisting of 40,000 lines of code. However,
this module was only part of a larger system, with several other modules. Code for
these modules was not available during forensic analysis. These modules could lead
to (or impact) failures in the port module, but could not be traced without analyzing
the source code for the same.

Forensic analysis for XiO was performed using an iterative approach. When using
slicing alone, the analysis started off by considering a large static slice for a selected
set of variables. This slice was evaluated and refined against a revised slicing criterion
to get a new, smaller slice. The process produced smaller slices in each successive
iteration, until the problem was detected, or the slice was found not to contain the
error; in which case, a new slicing criterion was defined and examined.

When using abstraction-driven slicing (semi-automated and CAdS), a high-level
model was generated for the entire program to get an overview of the program func-
tionality. Using this knowledge, a slicing criterion was selected to obtain the initial
slice. Subsequent iterations kept generating more specific models and refined slices
in accordance with Algorithm 2 described in Chapter 4.

To compare the two approaches, we considered the following parameters against

which the efficiency of the analysis was evaluated:
e the number of iterations required to trace each fault to source code,
e the average size of each slice per iteration, and
e the total effort expended to resolve each error.

Figure 6.6 shows the total number of iterations required to trace a fault in the
XiO system to its source in the software. The iterations are shown for each of the
failure conditions resolved with respect to the three analysis approaches. The average

number of iterations required when using static slicing alone was 10.31 per error. For
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the two abstraction-driven approaches, the number of iterations were lesser at 9.08

and 8.92 per error for the semi-automated approach and the CAdS tool respectively.
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Figure 6.6: Number of iterations for forensic analysis of the XiO system

Figure 6.7 compares the average size of a slice in the three approaches. As in the
GIP study, the slices obtained through static slicing were found to be consistently
larger than those for the abstraction-driven approaches. The size of slices obtained
using the semi-automated approach were slightly smaller than those for CAdS, par-

ticularly during the early stages of the anlaysis.

6.3.2 Effort Analysis

The effort required for each of the three approaches is compared in Table 6.2. Both
semi-automated abstraction-driven slicing and CAdS were found to be more efficient
than pure static slicing. When using Codesurfer and CWolf for abstraction-driven
slicing, the effort required was 21.4% lesser than that for static slicing. Similarly, when

using CAdS, the effort required was 19.4% lesser than that for static slicing. The slight
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Figure 6.7: Comparison of slice sizes for the XiO forensic analysis

discrepancy indicating higher effort for CAdS as compared to the semi-automated
approach can be attributed to the limitations of the CAdS slicer (as opposed to

various slicing options provided by Codesurfer).

Table 6.2: Effort required for forensic analysis of XiO

Static Slicing

Abstraction-driven slicing
(semi-automated)

CAdS

Total Effort Required
Effort per Error

221 person-hr
8.50 person-hr

174 person-hr
6.69 person-hr

178 person-hr
6.84 person-hr

6.4 Summary

Results for the GIP and CARA studies illustrated the advantages of using formal

methods based approaches to premarket review. A number of errors were detected in

the system specifications for both studies that would otherwise have been uncovered
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much later in the SDLC. These comprised of design errors that were overlooked
by conventional review strategies like Cleanroom engineering. Moreover, formally
verifying usage models (and test suites/usage scenarios derived from them) up front
ensures that the usage models conform to safety properties.

As evinced by validation of the PCA prototype, usage scenarios provided a fairly
exhaustive test suite to evaluate implementations against safety standards. Usage
model based premarket review could thus be a valuable tool for regulatory agencies
during certification and conformance reviews.

A less tangible advantage of (formal) usage models was that while modeling the
system itself, a much better understanding of the requirement specifications was ob-
tained, making it much easier to design and implement the system in the later stages
of the development cycle. A number of issues were raised while modeling the GIP and
CARA systems, with many ambiguous requirements being clarified, and the model
revised accordingly. The extra effort expended at this stage thus translates to sub-
stantial savings during implementation. This would be an important incentive for
manufacturers for using formal methods in their design (or for incorporating usage
models in therein).

With regard to forensic analysis, the GIP and XiO studies amply demonstrated
the efficacy of the abstraction-driven slicing approach. The method was shown to
be consistently better than pure static slicing at tracing failures to source code. The
bottom-up comprehension provided by abstraction complemented by the top-down
understanding from slicing, resulting in fewer iterations during post-mortem analysis
of the software.

Automating the process using CAdS further helped reduce the effort in medium-
sized programs (as in the PCA implementation). CAdS primarily addressed reduction
in effort for specifying abstraction criteria and the manual mapping of slices on to
abstract models. In the GIP study, this comprised a substantial percentage of the
analysis effort, and was significantly reduced through CAdS. However, for larger pro-
grams (as in the XiO study), majority of the effort was spent in navigating through
source code and abstract models. The effort spent in formulating abstraction criteria

was much lesser in comparison. As a result, the advantages offered by CAdS were
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somewhat marginalized. With an improved slicing algorithm and better visualization
algorithms, the efficiency of the CAdS tool could be further increased, resulting in

greater savings in effort during forensic analysis.
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Chapter 7

Conclusion and Future Work

In this thesis, we have given a strategy for premarket and postmarket reviews for
safety conformance of safety-critical software. We have demonstrated that a formal-
ized approach, based on construction of models from designs and implementations,
could lead to a faster review of medical device applications and provided experimen-
tal evidence to show the viability of our approach. Experimental evidence suggests
that the technical approach of using formal methods is effective for regulatory re-
views. Preliminary studies with medical device software have illustrated the utility
and efficacy of the approach from the regulator’s (in this case, the CDRH’s) perspec-
tive. CDRH is currently in the process of evaluating the premarket and postmarket
review strategies with a view to include these as part of their guidelines to software
verification and validation.

However, a general acceptance of the methodology by both regulators and software
manufacturers would depend upon a number of political considerations, and many
comprehensive studies that show the advantage of using formal-methods based tools.
Thus, we look upon this study as the first step in the process of developing an effi-
cient and universally acceptable methodology for design and review of safety-critical
software. Some of the issues that need to be further explored to make this possible in-

clude developing comprehensive usage models for various categories of safety-critical
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software and providing a scalable implementation of automated abstraction-driven

slicing.

7.1 Improving Premarket Review

Usage models for safety-critical software can vary from having a few states to
large-scale systems with tens of thousands states. Modeling these large systems is a
non-trivial task and requires significant effort, mainly in laying out the architecture
and structure of the various components in the system. In this thesis, we have de-
fined the layered and observer-based architecture patterns to facilitate the modeling
process (for the GIP and CARA studies respectively). This, however, is by no means
an exhaustive set. Several new architecture patterns would need to be identified to
accommodate the entire spectrum of safety-critical systems. Some architectures like
those for object-oriented software and distributed systems could be adapted from
existing standards like DoDAF and TADG [BMR196]. Other, more specific architec-
tures would only be identified while designing usage models for typical safety-critical
software systems. Finally, an architecture suite would be defined, consisting of tem-
plates for usage models, algorithms for deriving usage scenarios form the models, and
a set of formal methods tools best suited for modeling and verification of the specific
architecture.

An important component of the usage model is the interface used to provide map-
pings between the generalized formal model and specific software implementations.
The interfaces used in the GIP study were not relatively simple, owing to the fact that
the implementation (i.e., the PCA prototype) was based on the same specifications
as the model. However, for larger, more complex systems, the interfaces would be
much more complicated. A framework would thus need to be developed for defining
comprehensive interfaces for individual implementations. Each interface would be
used to derive exhaustive usage scenarios or test suites for that implementation.

These interface mappings would require a thorough understanding of specific soft-

ware implementations and, would thus need to be defined by individual manufacturers
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(or by regulators in accordance with manufacturers). To facilitate this, Application
Programming Interfaces (APIs) could be specified for the usage model using which
interfaces from various vendors could harness and manipulate the model. The APIs

would be standardized and included as part of the usage model architecture as well.

7.2 Enhancing Abstraction-driven Slicing

The integrated approach to post-mortem analysis presented by the abstraction-
driven slicing paradigm offers significant advantages as opposed to plain static slicing.
The most obvious advantage is the reduction in effort as a direct consequence of au-
tomating the bottom-up model abstraction process. Also, using partition abstractions
provides a good heuristic to assess the slice refinement criteria. This results in fewer,
more refined slices, and consequently, savings in effort.

Obtaining an abstracted model also provides the analyst the facility to use this
model for conventional model checking. This abstracted model could be used to verify
temporal constraints and assertions, thus providing a more exhaustive and complete
analysis than is possible through plain program slicing. This facility is of great help
especially when performing static analysis for real-time and distributed systems.

The methodology does have its limitations as well. One problem with the ap-
proach, that is a legacy of static slicing, is that it is can only be used to detect ‘errors
of commission’, but is not very good with ‘errors of omission’ (although it has been
argued that slicing can be used to aid the detection of such errors [HD97]). This
problem could be addressed to some extent by combining model checking with this
approach to verify the abstracted model. However, studies need to carried out to
determine how useful model checking on partial models would be and how seamlessly
such an integration could be achieved.

Another limitation of the CAdS tool is that it uses a rather rudimentary imple-
mentation of a backward static slicer. To fully exploit the utility of the integrated
approach though, a more sophisticated slicer needs to be provided. Specifically, the
analyst should have the ability to compute forward slices and chops over the CWI file
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as well. Alternatively, the CAdS tool could be integrated with a commercial slicing
engine, such as Codesurfer.

CAdS uses a simple user interface with a Tree layout algorithm to display ab-
stracted graphs. The Tree layout algorithm manages the hierarchical structure of
the graph quite well, but is not so efficient when dealing with nested blocks and col-
lapsed states. As a result, extra effort is sometimes needed to navigate through the
graph. The efficiency of the CAdS display can improved by using more sophisticated
layout algorithms, or by interfacing the front-end of the tool with a commercial graph
visualization package, such as JGraphPad.

The current implementation of CWMB, and as a result CAdS, deals with data
abstraction for integer values only. This limits the scope of abstraction to simple,
integer data types. Extending the scope of the abstraction to include array elements
and integer fields in user-defined data types would provide more precise abstraction
refinements and more relevant details in the generated models. This in turn would
lead to fewer iterations in the post-mortem analysis, and lead to a further reduction

in effort.

As software becomes more complex, taking over more and more competent human
diagnostic and intervention activities, the need for more rigorous conformance reviews
becomes paramount. To perform premarket reviews, regulators need a methodology
to adequately ensure conformance to safety standards. Similarly, failures encountered
once a device is on the market must be effectively traced to their source to ensure ap-
propriate remedial measures. The processes presented in this thesis provide a formal
methods based approach to address these concerns and improve regulatory review
processes. While the focus of the two research efforts presented are different, they
share common theories, and are complimentary. Applying these shared techniques
can strengthen the analysis process and the resulting rigor of the regulatory processes

discussed.
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