ABSTRACT

MCKINNEY, STEVEN J. Insider Threat: User Identification Via Process Profiling. (Under
the direction of Professor D. S. Reeves).

The issue of insider threat is one that organizations have dealt with for many
years. Insider threat research began in the early 80’s, but has yet to provide satisfactory
results despite the fact that insiders pose a greater threat to organizations than external
attackers. One of the key issues relating to this problem is that the amount of collectable
data is enormous and it is currently impossible to analyze all of it, for each insider, in a
timely manner. The purpose of this research is to analyze a portion of this collectable data,
process usage, and determine if this data is useful in identifying insiders. Identification of
the person controlling the workstation is useful in environments where workstations are left
unattended, even for a short amount of time. To do this, we developed an insider threat
detection system based on the Naive Bayes method which examines process usage data and
creates individual profiles for users. By comparing collected data to these profiles we are
able to determine who is controlling the workstation with high accuracy. We are able to

achieve true positive rates of 96% while maintaining fewer than 0.5% false positives.
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Chapter 1

Introduction

Insiders, those within or closely related to an organization, pose the greatest risk
to an organization’s information infrastructure. They are purposefully given access to and
knowledge of information systems, primarily computer systems and the organization’s net-
work. In the past, insiders have used their access privileges to cause harm to organizations
by stealing or corrupting data, impersonating other users, commiting fraud, and modifying

performance reports [53, 29].

1.1 Motive and Goals

Due to the authorized access that insiders are given, detecting threats posed by
them is much different than for those external to the organization. Common security ap-
plications such as firewalls and Intrusion Detection Systems (IDSs) are in place to prevent
external threat, but in most cases insiders are not restricted or monitored by these mecha-
nisms [3]. The purpose behind the majority of IDSs that have been developed is to detect
external threat, but comparatively little time has been spent researching insider threat de-
tection systems. Even mechanisms such as access controls and authentication measures,
which are widely deployed, can easily be circumvented when employees leave workstations
unattended.

According to the 2007 E-Crime Watch survey conducted jointly with the US Secret
Service and CERT, 34% of e-crime damage was due to insider threats. That is compared
to a close 37% due to external threats. [38]. Given this, and that a single malicious insider

can cause an organization significant financial damage (over 7 billion dollars in one case)



[3, 14, 10], it is imperative that the research community begin making progress toward the
development of insider threat detection systems.

In this work, we seek to mitigate this threat by creating an insider identification
system which uses supervised learning techniques to warn of changes in computer usage
and identify the user responsible for the anomaly. To do this, several things had to be
accomplished. We did not know of any existing repository of insider threat related data,
so we had to collect our own. After collecting the data, we needed to find ways to create
models which reflect user behavior, and that also have the ability to dynamically adapt to
user behavior as it changes. The models must be generated with as little data as possible
because the system cannot function until the models are created. We also wanted to improve
upon past work, though this distinction is made difficult due to the lack of public datasets
and that the type of data we analyzed has not been used before. In light of this, the obvious

goal is a high true positive rate along with a low false positive rate, preferably of less than

1%.

1.2 Contribution

To our knowledge, no previous work in insider threat, outside of masquerade de-
tection, has approached anomaly detection using only process-related data and no work in
user profiling has used process data for identification in multi-tasking environments. The
most closely related previous work [62, 61] utilizes a pre-defined set of processes, along-side
many other measures, to detect anomalous insider activity. Their work was able to detect
anomalous activity, but did not attempt to determine who was using the system.

Research in user profiling has been conducted, but generally stops with masquer-
ade detection not identification. In the cases where process data was used, it was limited
to command-line environments. While this is useful for systems which are used predomi-
nately via the command-line, it is not suitable for most organizations’ needs. Multi-tasking
operating systems have become ubiquitous in the workplace and must be considered when
developing detection systems. We have found data from multi-tasking operating systems
to be very useful in identifying insiders with true positive rates over 96% and false positive
rates of less than 0.5%. While these results are not directly comparable, they exceed the
results of previous work in the field.

Researchers have also attempted to use user input such as mouse movements and



keyboard typing rates for masquerade detection. This research has had varied success, and
it is limited by the type of data being analyzed. Namely, it can only detect deviations in
how the user physically interacts with the computer and not what the user does with those
interactions. For example, a person could type the commands to delete a portion of the
filesystem or launch their favorite text editor, both while maintaining their normal typing
rate. This type of detection is also limited to physical locality: remote connections cannot
be monitored without changes to the detection system.

Our work also goes beyond most previous insider threat research in that we analyze
application usage data from Microsoft Windows systems deployed in a real organization.
Our system runs on Microsoft Windows XP and Vista, thus it is directly applicable to the

vast majority of organizations.

1.3 Thesis Organization

The first chapter of this work has served as a brief introduction to the problem
of insider threat and provides the motivation for our direction in this research. Chapter
2 presents a brief overview of intrusion detection and how it differs from insider threat
detection, a categorized and extensive look at previous work in the field, and a concise
introduction to Naive Bayes which is the primary learning technique used in this work.
An overview of the approach used, as well as the technical approach comprises Chapter 3.
In Chapter 4 we discuss our implementation of the approach, outline our experiment, and
present our results. Chapter 5 draws some concluding remarks, poses open questions, and

suggests direction for future work.



Chapter 2

Background and Related Work

This chapter provides an overview of intrusion detection as it relates to this work,
addresses the difference between intrusion detection and insider threat detection, presents
related work in those fields, and gives a brief introduction to the types of knowledge discovery

algorithms used in this research.

2.1 Intrusion Detection Systems

The idea of intrusion detection systems for computer systems was primarily in-
troduced by Anderson’s Computer Security Threat Monitoring and Surveillance paper in
1980 [4]. Dorothy Denning published a seminal paper in the field in 1987 titled An In-
trusion Detection Model [22], and the first published systems we are aware of are IDES
and HayStack, both in 1988 [36, 63]. Interestingly, the meaning of intrusion detection has
shifted since its inception by Anderson. These early papers were the result of government
research efforts targeting host-based intrusions and attempted to detect malicious insider
activities. In the early 90’s, as computer networks became more accessible, the focus of the
term shifted to network intrusion detection and even at the present, the terms intrusion
detection and network intrusion detection are often used interchangeably.

There are two primary approaches to detecting intrusions, misuse detection and
anomaly detection. Misuse detection, also known as signature or rule-based detection,
attempts to define malicious behavior through a set of signatures generated from known
malicious attacks. Signatures are often used in real-time detection systems because they

are generally able to make quicker decisions. One disadvantage of this type of system is



they can only detect known attacks. Even small variations of known attacks are able to foil
signature based systems.

Anomaly detection systems use heuristic-based approaches and can be trained to
recognize normal or anomalous behaviors. These systems generally use statistical algorithms
to detect anomalies and rely on the idea that malicious activity is a subset of anomalous
activity. Granted, this is not always the case as is shown by the large numbers of false
positives generated by current systems. A regular 9-5 employee who cannot sleep and
comes into work at 5am one morning would be an example of such a case.

The reporting thresholds can be raised to reduce false positives, but this has the
effect of increasing the amount of false negatives, or undetected intrusions. Thus, a trade-off
is always in order.

As alluded to above, most systems, regardless of the detection type, produce large

numbers of false positives which can be burdensome to system and network administrators.

2.2 Insider Threat Detection

Although intrusion detection began with the purpose of protecting computer sys-
tems from insiders, the ubiquity of networks has shifted the focus of government and orga-
nizations to defending against external attacks. While network-based attacks have spawned
a large amount of research since the early 90’s, insider threat detection research papers have
been scarce.

There are several reasons for this trend: organizations trust their hires, insider
threat detection is difficult, insiders are undeterred by external defenses, the amount of
harvestable data is enormous, privacy is a large concern in the workplace, and data for
testing is difficult to obtain.

Organizations, including the government, generally like to think highly of their
recruitment process and their employees. This can lead to a cyber infrastructure that
is highly developed in regards to keeping those outside the organization out, but severely
crippled by the lack of checks and balances on internal usage. There are numerous examples
of this, including the infamous CIA and Robert Hanson case in which he sold secrets to
Russia for over 20 years and made over 1.4 million dollars [54]. In January of 2008, a French
bank, Societe Generale, reported losses of over 7 billion dollars due to fraudulent trades by

an employee [10].



As is evidenced by the low number of publications, the lack of a satisfactory
solution, and the growing financial burden to companies [14], insider threat is a difficult
research topic. It was first placed on the INFOSEC Research Council’s Hard Problem List
in 1999 and remains there as of the last version of the document in 2005. The council is
composed of members from many government agencies such as NSF, CIA, NSA and DHS
[19].

Many insider activities are not monitored or preventable using traditional external
defenses. These defenses are primarily concerned with network data, and while insiders
can and have utilized organizational networks, the focus of these tools is on prevention
of incoming traffic, not internal or egress traffic. Network perimeter monitors may filter
incoming attacks to critical servers, but will not detect internal attacks on those resources
or exfiltration of sensitive data to which insiders already have access.

One of the key issues in attempting to detect insider threat is determining which
data to analyze. Analysis can be conducted on many types of data such as document
semantics, network traffic, network-based social networks, resource utilization, and physical
security devices such as access card reader logs. Collecting and analyzing all available data
is not computationally feasible, which leads the question: Which sets of data are most
important, or have the most value, in detecting threat? Helping answer this question is a
goal of this research. We do not have the ability to examine each type of data for its utility,
so we focus on one subset, the process usage of users. From this data we attempt to define
the types of tests that are useful for user identification.

The ability to indiscriminately monitor cyber-related attributes is a privacy con-
cern to many employees. Employees expect that their employer will respect and trust
them. They do not think they should be monitored, especially in cases where they have
done nothing worthy of suspicion. Most organizations require that employees sign a form
prior to employment that waives all expectations of privacy while at work.

Real data sets are extremely difficult to obtain, mainly due to privacy [27] and
security concerns. Organizational IT groups are hesitant to let outsiders install monitors
on their machines, and they should be. We encountered this in our research, several organi-
zations would not allow the monitors to be installed for security reasons and of those that
allowed the monitors, it took several weeks to convince them that we did not have malicious
intent.

Another issue regarding real data is that researchers have no control over the data



being collected or the people it is being collected from. Vacations, employee turnover,
and users switching computers all have an effect on the data and the length of time it
takes to collect it. Researchers also must have contacts inside the organization that have
time to help them understand the data. This work would not have been possible without
help from the company as computer security and architecture have little in common. The
architecture firm’s domain knowledge of the data provided tremendous insight and was
critical in understanding and forming the tests we used.

Of the insider threat related work mentioned below, approximately two thirds had
no data, and of those that have data, it is more commonly collected from Linux systems.
This is obviously a significant issue as an overwhelming majority of organizations utilize
Microsoft Windows workstations. The data used by user-profiling techniques has been
collected on live systems, but as mentioned previously, it focuses on “one task at a time”

usage or on mouse and keyboard input.

2.3 Classification of Existing Insider Threat Systems

This section is divided into subsections that identify the type of insider threat
research conducted. Much of the work below spans several categories, in those cases the

work is placed in the most relevant category or in the “Hybrid Systems” section.

2.3.1 Access Control

The Display-Only File Server (DOFS) was created by Yu and Chiueh in 2004 to
combat insider information theft [72]. Their system consists of central file servers which are
queried when users need a file. The system verifies that access is allowed and then sends
the user an image of the file instead of the file itself. This research imposes limitations on
what the user is able to do with the file and incurs significant per-user overhead on the
central servers.

Pramanik et al. proposed a security policy and framework [51] for insider threat
similar to Digital Rights Management (DRM). The approach focused on prevention instead
of detection which presented some undesirable effects such as preventing users from opening
files which they are normally allowed to access. It required applications to have knowledge

about the system and thus required modification to all applications for it to be effective.



Park, et al. extended the current Role-Based Access Control (RBAC) model to bet-
ter fit the insider threat scenario [48, 47] with Composite Role-Based Monitoring (CRBM).
In RBAC (and CRBM), user roles are used to determine access, not their identities. The
CRBM model allowed finer-grain roles to be created and compared authorized use against
the user’s currently assigned task. CRBM provided horizontal and vertical role mappings
and attempted to meet the complexity and scalability demands of large organizations. Three
role structures are used to define users’ access privileges: Organization, Application, and
Operating System roles. These translate to three sessions when a user is logged in and each
is monitored against expected and unexpected behaviors. An experiment was conducted
using coarse-grained synthetic data (the number of searches conducted) which may not be
realistic considering the data it is possible to collect. The results presented did not back
their claims of providing “stronger and more accurate anomaly-monitoring mechanisms than
those of existing approaches” and preventing insider threats.

Seo and Sycara created an “on-the-fly” content-based access control scheme based
on the binary classification problem [59]. Costs were associated with access decisions and are
relative to the importance of the information being requested. Linear Discriminant Analysis
(LDA), Logistic regression (LR), and Support Vector Machines (SVM) were used to classify
text. They found that using LR with their costing mechanism produced the lowest false-
positive and false-negative rates. They did not compare their approach to other document
management schemes such as Access Control Lists (ACLs), but planned to do so. They

consider their approach complementary to other schemes and not a replacement for them.

2.3.2 Semantic Analysis

In 2004, Symonenko et al. combined social context (insider contacts/relationships),
user roles, and semantics to detect insider threat [66, 70, 71]. The published work only dis-
cusses the semantic portion of the project. Natural Language Processing (NLP) is used
to determine Topics of Interest (TOI) and geo-political Areas of Interest (AOI) contained
in documents. This information is compared against insiders’ assigned TOI and AOI. The
research assumed that insiders are assigned to “relatively long-term” tasks and that they
spend most of their time working on the currently assigned task. Support Vector Machines
(SVMs) and ontologies are used assign terms within documents to categories in order to

reduce the dimensionality of the data. Clustering was used to group documents. The se-



mantic distance between, and size of, the clusters was used to analyze threat. Humans
reviewed threat indicators and determined whether an insider’s assigned task area should
be modified or precautionary action needed to be taken. The data set used in the paper
was surprisingly small, only five documents.

Cathey et al. attempted to detect misuse by clustering information from docu-
ment and user queries [15, 37]. They used four different clustering methods based on: the
documents, the query results, the relevance feedback, and a fusion of the three. In the doc-
ument method, they clustered an entire collection of documents (2GB) and compared the
accessed clusters to those in the user’s profile. The query method only clustered documents
that the user accesses. The relevance method clustered terms that the user searched for or
that were contained in the documents as opposed to the documents themselves. The level
of misuse was defined by calculations of dissimilarities in the accessed documents and user
profile. The relevance feedback method appeared most promising from their results with
“misuse detection” rates of 90-100 percent. Their later paper presented more research on
the relevancy feedback method, but the results were less impressive. The detection rate was
around 83% and false positive rates were between 12 and 15 percent.

Aleman-Meza, et al. have begun a project based on statistical, NLP, and machine
learning techniques to measure the relevance of accessed documents to insiders’ tasks [1].
Their research focuses on documents in the National Security and Terrorism domain. Doc-
uments are ranked by relevance and given a classification based on semantic associations
(one of: Highly Relevant, Closely Related, Ambiguous, Not Relevant, or Undeterminable).
Investigators can view the relations which led to a document’s ranking. Ranking of param-
eters and the context of the investigation can be customized via a GUIL. The approach was
tested with a set of 1000 documents and the results appear promising. This was a short

paper and future work included further evaluation of the approach.

2.3.3 System Calls

Liu et al. attempted to compare the features of system calls such as n-grams
of system call names from traces, frequency counts of system call names, and system call
parameters such as the return code [35]. They attempted to find anomalous behavior
by analyzing these features using k-nearest-neighbor outlier detection. They found that

although this analysis was useful for intrusion detection, it produced large numbers of false
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alarms for insider threat.

Battistoni et al. created a kernel driver for the Windows operating system which
restricted calls to “dangerous” system calls [7, 6]. They created an Access Control Database
(ACD) of permissible parameters for these system calls and intercepted the calls to ensure
the parameters were benign. Significant overhead was introduced (274%) when intercepting
the NtOpenProcess system call and opening files incurred about 40% overhead. The authors
only intercepted and created access rules for system calls and left others for future work. The
performance issues and the possibly infinite number of permissible parameters for system
calls that must be entered into the ACD seem to make this approach seem infeasible.

Nguyen, et al. designed an experimental system to detect insider misbehavior
by monitoring file system and process-related systems calls [46]. The authors chose these
types of calls because they are critical and unavoidable in carrying out any activity on
computer systems. They used two approaches: user-oriented and process-oriented. The
user-oriented approach was broken into normal users and system users (bin, nobody, xfs,
etc...). Normal, or human, users displayed a wide range of variability in directory and file
accesses over a period of 16 days and were not ideal for creating behavior profiles. System
users, on the other hand, displayed very predictable behavior and had relatively small lists
of accessed files. Building a profile for these accounts would be useful in detecting system
account compromises. The authors recommended creating system user profiles consisting
of: normally accessed files, frequency of access to those files, and changes in the correlation
of files. They found that the process-oriented model gave better results for modeling user
behavior. Of all the processes traced, 92% had a fixed list of files they access, many of
them accessed files in patterns, and 92% had a fixed list of possible child processes. The
authors used this to detect buffer overflow attacks, and were successful with all overflow
attacks except those that utilized processes which do not have a fixed list of child processes

(xterm).

2.3.4 Resource Usage

Shavlik et al. used data from Windows 2000 workstations to create user profiles
and were able to produce less than one false alarm per user per day [62, 61]. System
performance and utilization data, event logs, and user state information such as typing rates,

select running programs, and system API invocations were all monitored and collected.
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Application related data was also collected such as the number of file handles open in
Microsoft Excel and the amount of processor time consumed by cmd.exe. The Winnow
machine learning algorithm, a type of the weighted majority algorithm, was used (and was
found to produce better detection rates than Naive Bayes networks). They also found that
using probabilities relative to the general population produced better results than those

that only considered a single user, for example:

P(value | user X)
P(value | general public)

This allowed the system to find actions that were rare for the user in light of those that were
rare for other users. Data was collected on 16 users between 9am and 5pm on workdays.
Anomalous behavior was conducted by running the logged features of one user through the
profile of another user. Detection rates were as high as 97.4 percent when classifications
were made every 640 seconds, or 10.7 minutes. At 80 second classification intervals, the
true positive rate was 71.2% with less than 0.28% false positives. Note that this research

conducted masquerade detection, not user identification.

2.3.5 Hybrid Systems

The Detection of Threat Behavior (DTB) project is ongoing research being con-
ducted by George Mason University [17, 18, 30]. The research models user queries in a
controlled environment with strict access control policies against human behavior models.
Multi-Entity Bayesian Networks (MEBN) and data mining techniques are used to detect
anomalous behavior and ontologies are used to map organization-specific policies into the
system. Documents in the system are dynamically classified using document relevancy tech-
niques [16]. This allows the system to associate intention with each user and use it in the
comparisons to human behavior models.

Calandrino and McKinney approached the insider threat problem in 2006 using
a signature based system for real-time detection and data mining to detect longer range
anomalies in user behavior and previously unknown indicators of undesirable activity [13].
This research was severely hampered by lack of data and, as a result, its effectiveness could
not be properly tested.

Qiao et al. created an event driven architecture based on Subject-Verb-Object
(SVO) monitors to detect insider threat [23, 50, 52]. “Subject” monitors included user

and process monitors which captured information such as user name, privilege levels, login
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times, process ids, and process security levels. A “Verb” monitor logged access types such as
read, write, and execute, and the “Object” monitor recorded file attributes like owner, size,
path, and type. Each of these monitors independently analyzed threat by consulting a User
Metadata repository consisting of user profile data (work hours, processes, I/O activities).
Subject, verb, and object alarms are combined together and evaluated for threat based
on the STRIDE/DREAD threat model (Spoofing, Tampering, Repudiation, Information
Disclosure, Denial of Service, Escalation of Privilege; Damage Potential, Reproducibility,
Exploitability, Affected Users, Discoverability). They use a weighted sum algorithm to
update “normal” user behavior. The only result presented in the three papers pertains
to the alert fusion mechanism that groups common alerts into a single alert, which was
successful.

Bradford and Hu discuss the idea of proactive forensics and present a three-tiered
monitoring approach to insider threat detection [12]. The authors define “Proactive foren-
sics” as “the design, construction, and configuring of computer systems to make them most
amenable to digital forensics analyses in the future.” A black-box approach is used in that
they are only concerned with the inputs to and outputs from processes. They describe
their Proactive Process Monitor (PPM) as a three-layered detection and forensics mech-
anism. The top layer consists of a (growing) list of processes known to be malicious or
unauthorized. Once a violation occurs, process specific audit data is logged to a secure
site for later analysis. The middle layer contains rules which monitor user role and process
interaction. Genetic algorithms (GA) are used to add to the rule set as new instances of
misuse are reported. The bottom layer uses statistical analysis to detect “low and slow”
shifts in behavior. System calls, CPU/memory usage, and process running times are logged
at this level. The authors chose this structure to reflect the amount of system resources
taken by the monitoring mechanism and noted that the main goal of proactive forensics is
to adaptively increase logging given statistical justification. They use sequential hypothesis
testing to justify increases in logging in their 2004 paper [11]. A statistical process analysis

prototype was developed, but no results were presented.

2.3.6 Other Approaches

In 2003, Spitzner proposed the use of honeypots and honeytokens to detect insider

threat [65]. Honeypots are systems that derive value from unauthorized use. They are
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non-production systems that have little value and are not used by anyone. When activity
occurs on the honeypot, it is assumed to be malicious and is recorded. Honeytokens are
digital data, such as a record or file, which should not be accessed in normal operations.
For example, a hospital administrator may create a record for George W. Bush and watch
the record to determine if it is accessed by staff. The major disadvantage to this research
is that the honeypot or honeytoken must be used before it is of any value.

Anderson et al. proposed a document event based architecture for detecting insider
threat [5]. There were three primary components to the system: sensors, content-based
routing, and EventTrails. Sensors were primarily deployed in applications such as MS Word
and Internet Explorer, but were also placed within the OS. The sensors captured events such
as document opens, saves, closes, and keyboard input. The events were sent via a content-
based routing system (developed by the authors) to a dynamic set of analysis and control
programs. The control programs were able to interact with sensors to prevent malicious
actions from being taken. The communication system used SSL to encrypt communication
and per event signatures to ensure message integrity. EventTrails were created by querying
a database containing the events and used in forensic analysis. Trails could be user or
document-based.

Hsieh proposed the use of a combination of SELinux, Stenography, Watermarking,
and XML access control mechanisms to combat insider threat. They suggested SELinux for
its implementation of MAC, but admitted that the policy creation and maintenance could
be overwhelming (default policy of 250,000 rules). Stenography and watermarking were
mentioned as a way to tag documents with information about their content. Tags would be
examined by the OS and policies regarding access to information content would be enforced
by the OS. They suggested StegFS, a stenographic file system, may be beneficial as it is
able to hide the existence of protected files from users who do not have access key(s) for
the files. XML based access control mechanisms such as the eXtensible Access Control
Markup Language (XACML) were mentioned as a way to express the access control policy
and overcome the course-granularity of SELinux policy. This work is in the planning and
design phase.

Magklaras and Furnell presented a human-centric taxonomy for classifying insiders
and proposed the Insider Threat Prediction Tool (ITPT) [39]. Their taxonomy incorpo-
rated system role (similar to user roles), reason of misuse (intentional or accidental), and

system consequences (which categorize the source of misuse evidence like network data or
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hardware reconfiguration). They presented a high-level architecture for the ITPT which
consisted of multiple monitors that interacted with OS API’s based on monitoring criteria.
Collected data was analyzed by the ITPT Analyzer which reported to the ITPT Manager.
System administrators interacted with the manager to access individual profiles. The an-
alyzer used signature and statistical processing to identify threat, but the algorithms were
not mentioned. They emphasized that monitors should produce OS independent data so
that cross-platform issues would not affect the rest of the system. Several types of file-
monitoring were suggested, such as: looking for the presence of certain files/directories,
detecting suspicious strings/patterns in files, and file integrity checks. They also mentioned
that content may be compressed or encrypted which can result in a failure to detect threat
indicators.

They also presented the Insider Threat Prediction Model (ITPM) [40]. The model
“is a three-level hierarchy of mathematical functions.” Several insider and system attributes
were used in a weighted sum to derive Evaluated Potential Threat (EPT). These attributes
included: the user’s role, access to sensitive data, ability to alter hardware, level of knowl-
edge, information stored on their computer, network traffic, and records produced by other
intrusion detection systems. The three-level hierarchy was formed by combining and ab-
stracting these attributes. Future work included a more precise definition of the architec-
ture, development of algorithms, prototype development, and integration with the authors’
Intrusion Monitoring System.

Schultz presented a framework which built upon past insider threat models [57].
He mentioned that there is no single indicator that can generally provide conclusive in-
dication of insider attacks. Several “potential indicators” were given such as: deliberate
markers (markers left behind to make a statement), meaningful errors (analyzing error logs
to determine what insider may be trying to do), preparatory behavior (actions taken to
plan an attack like the use of finger, ping, etc...), correlated usage patterns (finding similar
patterns among multiple systems, such as using grep on several systems to find files that
contain certain information), verbal behavior (monitoring emails and recording requests for
elevated privileges), and personality traits (traits like introversion which would be recorded
by managers). He also suggested the use of multiple regression equations to combine these
(quantified) indicators. Future work included proving the framework, and validation testing

of the model.
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2.4 User Profiling and Identification

2.4.1 Process based

In 1997, Ryan, et al. used neural networks on command-line data [55]. They
looked at commands used over the period of each day of data. The data was generated
by 10 users for 12 days on Linux workstations. The profiles they generated were based on
which commands were used and how often the commands were used. The technique does
not offer real-time detection.

In 1998, Davison, et al. attempted to identify patterns in user behavior so that
user interfaces could adapt to their usage [21]. Their primary goal was predicting the next
command the user would issue. This research used UNIX commands and collected data from
77 users over a period of 2-6 months. They used their own algorithm based on the Markov
assumption that the next process depends only on the previous one. It is interesting that
even though their algorithm was the best of the ones they tested, that Bayesian Networks
were very close in terms of prediction performance.

Maxion, et al. published three papers, one in 2002, in 2003, and one in 2004
[41, 42, 43]. Their work pointed out some issues with previous research, notably [56], and
offered some insightful ways to improve reporting of results for this area of work. One of
the key suggestions was to show the “1v49” results. The name came from a previous paper
where the authors had a set of 50 users and only chose to show the results for a select few.
Maxion’s point was that to show the true usefulness of the approach, all of the results must
be shown. They also contributed to the field by proposing an approach based on Naive
Bayes which improved upon the results of previous work. In the 2003 paper they used
the commands as well as their arguments to improve upon the 2002 results. The authors
admitted their approach was not sufficient to deploy as it produced 60% true positives at
a 1% false positive rate (the false positive rate deemed by the authors to be acceptable).
Both papers also made use of the Updateable Naive Bayes algorithm which proved to be
effective in keeping up with “concept drift” or changes in user behavior over time. The 2004
paper added to their earlier work by defining the reasons behind the false positives found
in their system.

In 2004, Li, et al. used network data to identify users [33]. They used 35 “sessions”
of Windows data generated by eight users and used one and two class SVMs for detection.

Their results were comparable to past work analyzing the same type of data in a Unix
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environment.

There have been several other papers [68, 20, 28, 31, 58, 60] published based on the
Schlonau data set which was used by Maxion, but the improvements have been marginal.
Some of the work uses different experiments thus making it hard to make direct comparisons.
The best results seen so far have come from Sharma and Paliwal in 2007 who were able
to achieve 92.2% true positives with 14.5% false positives [60], and from Seo and Cha who
obtained 97.4% true positives with 23.77% false positives[58]. Sharma used a combination

of Naive Bayes and a weighted radial basis function and Seo used an SVM-based approach.

2.4.2 User Interaction based

The first research we are aware of that monitors user input to identify individual
users is the work of Bleha, et al. in 1990 [9]. They used Bayes classifiers to analyze the
keystroke data and obtained good results from their method. A variety of systems have
been proposed that monitor keystrokes, mouse activity, or a combination of the two. These
systems have been shown to be effective, but they do have limitations. Mainly, they can
only monitor how the user provides input to the machine and not what they do with that
input. This is not the approach of this thesis so we only include two of the most recent
papers from this research area.

In 2006, Garg, et al. created a GUI based profiling system for Microsoft Windows
[24]. They concentrated on mouse and keyboard activity generated during 86 sessions by
3 users. They used SVMs for analysis and the results were not sufficient for a deployable
System.

Bhukya, et al. developed a GUI user profiling system for the Linux operating
system in 2007 [8]. The data they collected is almost identical to that of [24] which used
Microsoft Windows. One-class SVMs were used and they focused on mouse and keyboard
activity. Their data came from 8 users each with 8 “sessions” of input. Their results were
less than desirable.

[49] provides a survey of techniques used in identifying users based on keyboard
typing rates. Results included in the survey were varied, but one paper was able to attain
a false alarm rate of 1.11% with a 0% false acceptance rate [34]. Much of the work relating
to profiles of typing rates focused on user authentication so the data consisted of short

sequences of input as opposed to hours of keyboard input.
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2.5 Supervised Learning Algorithms

This work uses data mining algorithms known as supervised learners to detect
anomalies in the data. Supervised learning algorithms use a set of labeled training data to
create models from which future predictions are based. In contrast, unsupervised learners
attempt to classify data without the help of a training data set [69]. We primarily focus on
Naive Bayes as our learner, but also use Updateable Naive Bayes. Both of these techniques

are supervised learners and are discussed in more depth in section 3.3.3.
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Chapter 3

Proposed Approach

3.1 Overview

The primary objective of this research is to create profiles of user-process activity
and, given a set of data, determine which user generated it. This approach goes beyond

that of previous work in the field of process-based masquerade detection by:

e Analyzing process data in Microsoft Windows as opposed to the Linux command line
e Detecting and identifying masqueraders

e Yielding high true positive rates while maintaining low false positive rates

The data included in these profiles is derived from data collected by two monitors
which were developed for computers running the Microsoft Windows operating system.
These monitors record user logon events and resource usage measurements for every running
process. All of the data was collected from an architecture firm over a three week period.

There were nine employees monitored, each of whom used Windows XP Professional.

3.2 Assumptions

We assume that all data collected is data from the user logged in to the work-
station at the time of collection and that each user is carrying out their normal duties.

This is a strong assumption and it is a common one in anomaly detection research. In a
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real environment, employees could be monitored more closely while training data is being
collected so that the integrity of the log data is better maintained.

It is also assumed that we can use data from a user’s co-workers to represent
masquerade activity on that user’s computer. We realize that this is a strong assumption
and masqueraders will act differently during attacks, but we have not been able to obtain
data from recorded attacks. This is also a common problem in this type of research [43]. We
have attempted to create system-independent tests to prevent skew in the results derived
from differences in the systems on which data was collected. This is covered in more detail
in section 4.1.1.

We also note that this is not meant to be an exhaustive solution to the insider
threat problem, but a portion of it. As was previously noted, there are large amounts of
data that can be analyzed to detect and identify insider threat and each has strengths and
weaknesses. A robust system may also have to monitor document semantics, network usage,
and possibly social networks to detect and attribute threat and provide sufficient evidence
for criminal prosecution. Even with these monitors, there will be attacks that cannot be
detected by computer systems; writing sensitive information down on paper or memorizing
it are two prime examples.

The current monitors are susceptible to attack by a moderately technical user.
Our primary focus in this research is to identify users and we assume that the users did not
tamper with the monitors or log data. We provide ideas for hardening the monitors and

data in our future work.

3.3 Technical Approach

3.3.1 Data Specification

As mentioned before, one of the key issues in detecting insider threat is deter-
mining which data to collect. The volume of collectable data makes it infeasible to collect
everything, so some subset must be chosen.

We decided to base our system on process resource usage and monitor usage for all
running processes. Several past efforts in masquerade detection have been based on process
data, but those systems targeted command line processes which are generally executed in

succession. Several user processes are often running in tandem on the average workstation
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and this type of usage has not been covered by previous work to our knowledge. A complete
list of the processes used in this research can be found in Appendix A.

We also had to be mindful of the performance impact of the monitors on the
systems. The collected data needed to be useful for detection, but also not interfere with
the user’s ability to complete their work. We have analyzed the impact on the end user in

terms of processing and storage in section 4.2.1.

3.3.2 Data Collection

To our knowledge, there is no existing repository of insider threat data so we
had to collect the data. We contacted the authors of some of the related work, but they
were unable to release data due to privacy concerns. The Schonlau dataset [56] is publicly
available, but it only contains command-line processes.

Utilities had to be developed to collect the data as we were not aware of existing
ones. We developed a logon monitor service in Cff which used the Microsoft System Event
Notification Service (SENS) to record when a user logged on, logged off, locked the screen,
unlocked the screen, started the screensaver, and stopped the screensaver. We also devel-
oped a process monitor service in Cf which collected data on all running processes. This
service used Microsoft’s .NET framework and collected data approximately every second.
In addition to the names of the processes, we also collected each process’ handle count,
working set, total amount of user processor time, total amount of privileged processor time,
and a timestamp for each record. This data was chosen for three reasons: it was easily
collectable using Microsoft’s libraries, we thought it would give insight into how processes
are used, and we needed to collect small amounts of data in order to increase the chances
of an organization agreeing to collect data for us.

To re-iterate the privacy problems mentioned previously, we encountered organi-
zational privacy concerns when submitting requests to install the monitors, throughout the
monitoring process, and when the data was taken outside the organization. The first at-
tempt at collecting data was so severely limited by communication and privacy issues that
the data was not able to be used in time for this thesis to be published. We do plan to
utilize this data in the future.

We also encountered several issues when collecting the second set of data which

is used in this work. The collection process was prolonged due to such factors as employee
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vacations, computers being re-assigned to different users, privacy issues, and security con-
cerns relating to installing the monitors. The company also asked to remain anonymous

and that we not release the data which was collected.

3.3.3 Algorithm Specification

We focused on the Naive Bayes algorithm and a variant of it, Updateable Naive
Bayes. We originally considered other algorithms such as Support Vector Machines (SVM)
and linear regression, but these algorithms were prohibitive in the amount of computation

time they required. We had several criteria which the algorithm needed to meet, it should:

e Generate models of user behavior quickly and efficiently

Create models of user behavior that consume little storage space

Derive useful models of behavior with little training data

Classify incoming data quickly and efficiently

Adapt dynamically as user behavior changes over time

These criteria are based on several perceived needs of organizations. They want a

system which:

Shows a quick return on investment

Requires little to no investment in more computing power and disk space to run the

System

Scales well with a growing work force

Maintains itself

Naive Bayes

The Naive Bayes algorithm is a supervised learner which is based on Bayes’ The-
orem. The difference between Nalve Bayes and Bayes is that Nalve Bayes assumes all
attributes being considered are conditionally independent. This is obviously not the case
in our situation, but quite often in the past, Naive Bayes has performed exceptionally well

even on data sets with dependencies [73].
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Another key reason for choosing Naive Bayes is that it generally requires little
training data to create a useful model. The purpose of this research is detection and
identification, which cannot be done while training data is being collected. Furthermore,
managers need to supervise employees more closely during the training phase to ensure they
are using their own computer. By keeping this phase as short as possible, the managers can
return to their normal duties sooner.

Naive Bayes is also extremely fast in comparison to many classification schemes
as learning time is linear in the size of the training set [69]. This is essential to insider
threat systems as they must scale to meet the demands of all organizational sizes. It is also
important because administrators need to be made aware of attacks as soon as possible.
Analyzing data collected several hours in the past may not allow administrators the ability
to stop an attack or apprehend the masquerader.

Intrusion detection research has found Naive Bayes to be effective against the pop-
ular KDD’99 intrusion data sets [2]. Maxion [41, 42] found Naive Bayes and its updateable
variant to be effective in detecting masquerade attacks compared to other methods over the
same data set. Our preliminary testing showed it to be effective with the insider data we
collected, so we chose it as our primary algorithm.

The Naive Bayes probability can be obtained by the following [45]:
p(C = cp) [ p(AlC = )

p(C = Ck|A17 '-'?A”) = Zp(cv — Cj) Hp(Ai|C = Cj)

This states that the probability of class ¢, occurring given the set of attributes Aq
through A, is equivalent to the prior probability of class ¢; occurring times the product of
the probabilities of each of the attributes occurring given class ¢, divided by the probability
of the attributes occurring. When used as a classifier, the denominator on the right hand
side of the equation can be omitted as it is not dependent on the class, ¢, and can be
considered a constant. In classification, Naive Bayes computes the probability of each class

occurring and selects the class with the largest probability:

classify(ai,...,an) = argmaz., p(C = cx) Hp(Ai|C' = )

In order to ensure that the prior probability of the classes did not bias the classifier
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towards users with more records, we used the same number of training examples for each
user. An example of computing probabilities with Naive Bayes can be found in Appendix

B.

Updateable Naive Bayes

Updateable Naive Bayes is essentially the same algorithm as Naive Bayes, but it
allows the model to change, even after the “training” phase has taken place. During the
testing phase this algorithm updates the model for a particular class when a test instance
is identified as belonging to that class. This allows the model to be dynamic, and in our
situation, allows the model to adapt to the user as they change behavior over time. This
initially seems to be an incredibly nice feature, but it does introduce some amount of risk
as there is the possibility of the user attempting to train the model.

This is generally more of a concern if the algorithm is being used to model “normal”
behavior and detect behavior that is “malicious.” In this case, a user can gradually modify
their behavior and ultimately carry out “malicious” actions which appear “normal”. In our
case, a user may try to adapt their behavior to mimic that of another user. This could
cause higher false positives and negatives between the two users’ and possibly cause an
administrator to ignore the alerts after an initial investigation. We discuss this attack and

the reasons why we believe it is not a feasible attack in section 4.4.

3.3.4 Analysis

We used the WEKA machine-learning software [69] to analyze the data. It provides
classifiers for both of the analysis algorithms we chose and is widely used in the knowledge
discovery community. The software is open-source and is maintained by the University
of Waikato in New Zealand. The open-source nature of the project has been extremely
beneficial to this research as we have been able to modify the program to allow more
statistics to be reported. This modification was posted to the WEKA mailing list and one
of the WEKA maintainers has added it to the source code for future releases [25].

Since every process was recorded along with the four attributes (working set, han-
dle count, privileged processor usage, and user processor usage), dimensionality reduction
was critical in forming a subset of data that is computationally feasible to analyze. For-

tunately, we were able to do most of the feature selection simply from a knowledge of the
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data. For instance, since we are not interested in system processes, we could remove them
and focus on user processes. The set of user processes used in the final results were chosen
by hand. Since we did not have a solid background in architecture-related programs, we
utilized on-line resources [64, 67], as well as the employees at the firm, to determine which
processes constituted user processes. This is different from the previous work of Shavlik
[62, 61], as they decided which processes to monitor before they began collecting data. It
is likely that not all user processes used during the collection period were monitored. This
should not be considered a flaw in their work as they had a different approach.

Research has been conducted in automating the feature selection process [32]. The
authors of that work used data mining techniques to extract patterns from the data, then
used those patterns to guide the feature selection process. The size of our data set allowed
us to conduct this process manually, but we believe that automating this process may be a
useful area to explore, especially with larger scale experiments.

We were also able to remove data generated when the user’s computer was on
but they were not logged in by use of the logon monitor. In some cases, this provided a
substantial reduction in data as some users left their computer on all the time. This also
allowed us to locate the data we were interested in as a masquerading attack is not effective
if the target user is not logged in.

After reducing the data set, we performed several types of tests using WEKA’s
classifiers. These tests are described in more detail in section 4.1.1. WEKA reported the
information needed to determine the accuracy of the classifiers. Once we obtained the
results, we used them to derive some generalizations for all of the users as well as explain

false positives among individual cases.
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Chapter 4

Experiment and Results

4.1 Experimental Setup

A group of employees at an architecture firm in Raleigh, North Carolina agreed
to be monitored for the experiment. There were originally twelve Windows XP users and
one Windows Vista user. The firm later decided not to release data for the three secretaries
due to security concerns. A Windows XP version of the monitor had been placed on the
Vista machine by accident so data was not collected from that machine. The nine remaining
users constituted three groups: two engineers, five documentation and plan architects (2-D
drawings), and two elevation architects (3-D rendering).

The monitors were installed on their machines and ran any time that Windows
was running, including times when users were logged off or had locked their screens. We
assumed that the users would not tamper with the monitors or logs as they were also
interested in the success of the project.

We asked the users to work as usual throughout the experiment, and all data was
stored locally on their computer. Although we began collecting data two months in advance,
due to the problems we encountered, we were only able to obtain three weeks of data per
user. This data set is admittedly small, but in comparison to other work in this field, it
is comparable. The Schonlau dataset, which is the most widely used, consists of 50 users,
but it only contains 15,000 commands per user. Their data was collected over varying time
periods from a few days for some users to a few months for others [43]. Our dataset has a
minimum of 300,000 records per user.

All tests were conducted on a system with an Intel Core Duo processor operating
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at 2.66GHz and 4GB of system memory. It should be noted that WEKA does not make

use of multiple cores for its calculations.

4.1.1 Data Preparation and Tests

The data was collected in CSV files which had to be merged before they could be
analyzed. We chose to import the data into a MySQL database so we would be able to
easily extract the data in which we were interested. The database also allowed us to modify
the data to run several different types of tests such as computing averages over various
intervals of time.

We only used user processes in the tests so the results would not be tainted by
system processes such as Windows services. Each of the user processes were identified and
verified as such by hand to ensure the data wasn’t biased to non-user activity as described
in section 3.3.4. We found 57 user processes and all 57 are used in each of the tests unless
otherwise noted.

After collecting the data, we found instances where the logon monitor was not able
to function correctly due to it being installed with insufficient permissions. Fortunately, by
studying the data generated by other users who had the logon monitor working properly,
we were able to determine periods during which a user was logged in without the logon
records. There were two processes that each system had installed, namely acrotray.exe
and logon.scr, that allowed us to make these distinctions. The Adobe Acrobat system tray
utility, acrotray.exe, only ran when the user was explicitly logged in. It continued to run
even if the system automatically locked their screen due to inactivity. The other process,
logon.scr, is the Windows logon screen that runs when the user’s screen has been locked.
By removing records where logon.scr was running and those where acrotray.exe was not
running, we were able to obtain the records from when the user was actually logged on.

In order to better simulate a real working environment, the records from each user
in the training and test data sets were merged with one another instead of having all of
one user’s records first, then all of another’s. This mimics an environment where records
are being received from multiple users each second. It is especially important when using
Updateable Naive Bayes because the model is updated as new records are classified. Placing
all of a user’s records together may skew the model, and thus the results.

Unless otherwise stated, all tests utilize 300,000 records per user; which was chosen
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based on the minimum amount of data collected by a user when that user was logged in.
Each record is equivalent to approximately 1.2 seconds of work completed by the employee.
300,000 records is approximately 33 hours of work per week, which seems reasonable con-
sidering this employee was an engineer and was often in meetings. We chose to use the
same number of records per user to prevent the results from being skewed to the user(s)
with more records.

We created several tests which we thought to be useful. Some of the tests were
derived from ideas in previous research, such as averaging the measurements over time [61].

The following tests were conducted:

e Unmodified - This test looked at the raw data produced by the monitors.

e Process Set - This test considered only the processes being used for each data point

and did not include any measures of how those processes were being used.

e Averages - This test looked at averages of data values over time. For example, the
average working set for each process over thirty second time periods. In this test, each

of the time periods were distinct and did not overlap.

e Relative - This test examined the usage of processes relative to one another. For
instance, how much did a user use Internet Explorer relative to the other processes

they use.

e Relative Averages - This test is a combination of the above Relative and Averages

tests. The averages were computed first and then were converted to relative data.

e Common Only - This test removed all processes that were not common to all users
being tested. We chose to use this test as we do not have data where users attempt

to masquerade as one another. This test attempts to create this situation.

In testing the data we wanted to be sure that the tests were not skewed by system-
dependent metrics. None of the users in the test shared a common computer and none of
the computers had same hardware configuration. These differences in computer hardware
had the potential to skew the data and the results.

For instance, using the same processes, in the same manner, on two identical

computers, the monitor logs produced by each should be highly similar. But if one of those
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systems has 256 MB of RAM and the other has 2GB of RAM, the monitor logs would not
be similar. There would be differences in the working set of the processes as the working
set is dependent on how much physical memory the system contains. Thus, the results of
tests based on the working set would show differences in process usage, when in reality it
was the system configuration that lead to the difference, not process usage.

We believe a similar dependency exists for the two processor metrics we have
collected. However, we do not think the handle count metric is system-dependent. The
handle count depicts the number of system objects or resources a process has open. While
this count could be limited by the hardware or operating system, we believe that this would
be a rare occasion. We checked the data we had collected and the largest handle count for
a user process was 6,784 for Internet Explorer. The largest handle count for most processes
was less than 400. Microsoft’s web site notes that the maximum handle count per process
in Windows XP is 10,000, and after that limit is reached programs may stop working [44].
Regardless, this limit is enforced for all Windows XP machines thus it is uniform for all
users in this study and not system-dependent. We were unable to find the limit for Windows
Vista.

To overcome this limitation for the other three attributes, we created the Process
Set, Relative, and Relative Averaging tests. By eliminating the measurements and only
considering the set of processes being used, the Process Set test removes the system de-
pendence of the data. Similarly, the Relative tests remove this dependence by examining
how processes are used in relation to one another. Due to a lack of data, we were not able
to prove that the dependencies are removed by these tests, but think that it is intuitively
reasonable and leave proof to future work.

The users were assigned to “groups” by the architecture firm according to the
type of work they do. We labeled the users according to these groups: the two engineering
employees as E1 and E2, the five documentation and plan employees as D1-D5, and the two

elevation architects as L1 and L2.
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4.2 Performance Results

4.2.1 Impact on Monitored Machines

The data collected by the monitors included information about the monitoring
processes themselves. We examined this data and found that the monitors required very
little processing time: around 150ms of user processor time and 50ms of privileged processor
time per minute of logging. The monitors consistently used about 12MB of system memory.
Needless to say, we did not receive any complaints from the users being monitored at any

point during the experiment.

4.2.2 Log Size

After examining all of the data, we found that the logs typically grew at a rate
of 27KB/s. Each time the user restarted their machine, the logs were compressed which
resulted in an average of 1.7KB/s. Given this, one employee, over a 40 hour period, would
generate about 3.7MB of compressed data per week, and 192MB per year. This does not
take into account: the possibility of removing some of the attributes collected which were
not found to be useful in identifying the user, removing records generated when the user
was logged off, or removal of non-user processes. These reductions would make the log sizes
considerably smaller.

There were a total of 317 distinct processes and of those, 57 were classified as user
processes. We found that each user had, on average, 105 different processes, 31 of which

were user processes.

4.2.3 Classifier Speed

Training the Naive Bayes classifier took 182 seconds for all nine users, each with
150,000 records. This translates to 7417 records per second or one record every .0081
seconds. The updateable variant took approximately the same amount of time to train
a model. Training the models can be done offline and thus is not as critical as the time
required for classifying new records.

The testing phase was also conducted with 150,000 records, each consisting of
57 attributes (processes), for each of nine users. On average, Naive Bayes required 601

seconds for testing, or 2,246 records per second. Surprisingly, Updateable Naive Bayes only
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took 608 seconds, or 2,220 records per second. Before running the test, we assumed the
updateable variant would require considerably more time as it had to update one user’s
model each time a classification was made. Given the results, we believe the time it takes
to classify a record far outweighs that required to update a model. Updating the model
consists of modifying the mean and standard deviation for n attributes, whereas testing a
record requires computing probabilities for kn attributes (where k is the number of users).

A more interesting measure is the number of users such a system will support.
Since Naive Bayes computes the probability that a record belongs to each user before
making a classification decision, the number of records classified per second is based on the
number of users. Note that it is also based on the number of attributes, but we will assume
this number stays constant. With 1,350,000 records among 9 users, our system computes
20,216 such probabilities per second. By taking the square root of this number, we found
that WEKA’s implementation of Naive Bayes can handle approximately 143 users and still
be able to classify one record per user per second on the machine used for the computations.
This is due to the fact that 143 records would be received each second and each of those
records must have probabilities computed for all 143 users. We believe a much larger
number of users would be supported given a highly efficient implementation of Naive Bayes.
WEKA is coded in Java, and by no means was written to optimize Naive Bayes calculations.
The system would also support more users if classifications are computed once for every 45

seconds of user data instead of every second as would be the case with the Averages test.

4.3 Correctness Results

There are various ways of computing true and false positive rates. In this paper,

we use the following method to compute these rates for each user:

TPR — Number of correct classifications for the user

Total number of test records for the user

FPR— Number of other users’' records misclassified as the user

Total number of test records for other users

For example, using the data from table 4.2, E1 is correctly classified 125,362 times.
There are 150,000 test records for each user, so E1’s TPR is 0.836. Other users are falsely
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classified as user E1 59,564 times. There are 1,200,000 test records for the other users, so
E1l’s FPR is 0.05.

4.3.1 Effects of Different Metrics

We chose to find the most useful metrics as a starting point for the tests. This
allowed us to quickly identify which metrics provided the most differentiating power be-
tween the users and helped us focus the other tests around these metrics. We only show
comparisons using the unmodified data, but we found similar results among tests using
different transformations on the data, such as averaging. Figure 4.1 clearly shows that the
handle count was the leading metric in terms of accuracy. For the purposes of this paper,

we define accuracy as the average true positive rate for all users.

Metric vs Accuracy - Unmodified data - All User Processes
1 T T T T T

0.95 - 4

0.9

0.85

0.8

Accuracy

0.75

0.7

HandleCount Privileged User WorkingSet Combined*
Metric

Figure 4.1: Metric versus Accuracy comparison

The privileged processor time provided the least amount of accuracy, around 70%,
and we think this reflects the fact that the user has very little direct control over the
privileged processor usage. While some user actions require the processor to operate in
privileged mode, it is the operating system that invokes this mode, not the user. We see
little improvement with the user processor usage, 72%, and believe both processor metrics
suffer from what they represent. Both are a measure of the total processor time spent on
an application since it was invoked. This means that for all shared processes, there is some

range of processor usage that is also common among those processes. As long as programs
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are running within these shared ranges, it will be hard to differentiate users with these
metrics.

The working set metric raises the bar to 80% accuracy, but is still far from the 88%
obtained by the handle count alone. We believe this is due to the fact that the working set
is not necessarily representative of the programs the user has open. Once physical memory
requirements begin to grow beyond the system’s capacity, the working set of processes are
paged out to the disk. Since the working set is the measure of physical memory used by
a process, this metric may not represent the actual amount of resources being used for all
processes. Recall that each of these metrics is per process, so if some or all of Internet
Explorer’s working set is paged out to disk, this metric will not be representative of the
amount of resources Internet Explorer is using.

We believe the combined metric does so well because of the differentiating power
given to it by the handle count. It should be noted that we had to lower the number of
records in the combined test to 200,000 per user due to memory limitations in the WEKA
software. We ran the same 200,000 records per user test using only the handle count and
received a score of 94% accuracy, so the combination of all metrics does not bring any
improvement. We also tried other combinations, but none performed as well as the handle
count alone.

The handle count metric stands out from the others and we believe we know why
this happens. With the exception of the 10,000 handle limit in Windows XP mentioned in
section 4.1.1, this metric is unhindered by the system and directly measures the number of
resources the user is requesting by the process. This metric is not reduced at the operating
system’s discretion as is the case with the working set. It also does not have the shared
range of usage that the processor metrics have, at least not to the same extent. While there
may be some common number of resources invoked by a process during startup, the handle
count quickly begins to reflect the number and rate at which users request resources from
the process. Thus, it tends not only to reflect the user’s interactions with a process, but
also maintain the result of those interactions even if they minimize the process and begin
using others.

Table 4.1 displays the true positive rates (TPR) and false positive rates (FPR)
for the handle count test used in figure 4.1. Overall, the true positive rate was almost
89% and the false positive rate, 1.4%. In looking at the individual user rates, they are

quite acceptable with the exception of two cases, namely, D4 and L1. To obtain a better
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understanding of what is happening, we also include the confusion matrix for this test in
table 4.2. The rows of the matrix correspond to the actual owner of the record and the
columns correspond to the classifier’s prediction. The matrix shows D4 being mis-classified
as user E1 over 30,000 times and user L1 being mis-classified for the same user almost as
often. This is interesting because users E1, D4, and L1 are each from different “groups,” so
they have different job descriptions. Upon inspecting the records that were mis-classified,
we found that L1 was classified as E1 when they only had Revit, or Internet Explorer and
Revit, running. Similarly, when D4 only had Revit, or Revit and Outlook, open, they
were classified as E1. These results suggest that when users only have one or two common

programs open, it may not be sufficient for differentiating between users.

Table 4.1: TPR / FPR for User Process Handle Count Test

E1l E2 D1 D2 D3 D4 D5 L1 L2 AVG
TPR || 0.836 | 0.958 | 0.853 | 0.945 | 0.999 | 0.672 | 0.985 | 0.739 | 0.998 || 0.887
FPR || 0.05 0 0.002 | 0.032 | 0.005 | 0.005 | 0.003 | 0.028 | 0.001 || 0.014
Table 4.2: Confusion Matrix for User Process Handle Count Test
E1* E2* D1* D2* D3* D4* D5* L1* L2*
E1 | 125362 244 0 9298 5211 0 9814 0
E2 0 143648 0 125 265 0 0 5819 143
D1 9 3 127947 8589 1384 339 333 11391 5
D2 115 1 0 141779 1898 42 0 6165 0
D3 0 0 0 6 149844 0 0 12 138
D4 | 30004 0 0 14559 714 100739 2758 931 295
D5 0 0 0 0 1176 0 147795 0 1029
L1 | 29435 263 2989 5923 200 395 0 110795 0
L2 1 0 0 0 185 0 53 0 149761

Fach of the following tests use the handle count metric exclusively as it was found

to offer the greatest degree of accuracy.
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4.3.2 Effects of Different Tests

Once we settled on the handle count as a suitable metric, we began running the

tests mentioned in section 4.1.1.

Process Set

We obtained data for the Process Set test by representing each user process with a
one when the handle count was greater than zero, and a zero otherwise. This test attempts
to classify a record based on the set of processes running without any information pertaining
to how those processes are being used. The average true positive rate was 80.3% and the
average false positive rate, 2.5%. Most users had much higher true positive rates, but three
were extremely low: L1 at 46.7%, E1 at 53.1%, and D4 at 68.8%. The highest false positive
rate was 5.6% and was for D4.

Use of common sets of processes led to mis-classifications for this test. The most

common sets we found in the data were:

e Acrobat Reader

Outlook

Outlook, Revit

Internet Explorer, Outlook

Internet Explorer, Outlook, Excel

Internet Explorer, Outlook, Revit, Word

Averages

The Averages tests performed better than any of the others and we believe this is
due to the fact that records in this test represent process usage over time. The first figure,
4.2, shows the change in accuracy as we modified the interval over which the averages were
computed. The five second average is similar to the unmodified result seen in section 4.3.1.
From there we see slight gains in accuracy continuing through the 15 and 30 second averages.
The accuracy increases dramatically between 30 and 45 second averages, then levels off. It

makes sense that the accuracy increases over time as more and more data is combined to
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form a record, and that at some point a ceiling on the accuracy is reached. We do not have
an explanation as to why there is a sharp difference between 30 and 45 seconds. We also
tested with a 40 second average and only saw a 0.3% difference in the accuracy from the 30

second test.

Effects of Average Interval on Accuracy - Handle Count - All User Processes

Accuracy

1 1 1 1 1 1
5 15 30 45 60 120
Interval

Figure 4.2: Average Interval versus Accuracy comparison

The true and false positive results from the 45 second test are shown in table
4.3. The test had an average true positive rate of 96.7% and a false positive rate of 0.4%.
While we cannot directly compare these results to the previous work in user profiling and
masquerade detection mentioned in section 2.4, our method seems to have a greater ability
to differentiate users. We tested longer intervals, up to five minutes, but only saw marginal
gains. At five minute intervals, the average true positive rate was 97% and the average false
positive rate was .39%.

Since our data is based on 33 hour work weeks, there are 6.6 hours in each “day.”
There are 528 45-second periods within 6.6 hours, so a false alarm rate of .4% results in 2.1
false positives per day per user. If we look at 60-second averages, of which there are 396 in
a 6.6 hour day, a .4% FPR results in 1.58 false positives per day per user.

It is important to note the trade-offs that take place when varying the averaging
interval. When shorter intervals are used, we decrease the amount of time between clas-
sifications so that administrators are notified more quickly, but there are increases in the:

amount of data which is stored, amount of computation required for the classifier, and in
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the number of false positives generated. Longer intervals tend to decrease the amount of
false positives, the storage requirements, and the computation time, but they increase the
amount of time an attacker can go unnoticed. As can be seen from the figure, the averaging
interval reaches a point of diminishing returns where it is unable to attain significantly fewer

false positives.

Table 4.3: TPR / FPR for User Process 45s Average Handle Count Test

El E2 D1 D2 D3 D4 D5 L1 L2 AVG
TPR || 0.929 | 0.998 | 0.939 | 0.94 | 0.992 | 0.965 | 0.99 | 0.997 | 0.95 || 0.967
FPR || 0.003 0 0 0.003 | 0.008 | 0.009 | 0.001 | 0.013 | 0.001 [| 0.004

Table 4.4: Confusion Matrix for User Process 45s Average Handle Count Test

E1*  E2* D1* D2* D3* D4* Db* L1* L2*

E1 | 3096 0 0 0 4 205 0 28 0
E2 0 3328 0 0 3 0 0 2 0
D1 5 0 3129 42 16 3 0 138 0
D2 0 0 0 3133 18 0 0 182 0
D3 0 0 0 25 3306 0 0 1 1
D4 | 83 0 0 6 21 3218 0 0 5
D5 0 0 0 0 21 0 3301 0 11
L1 0 4 0 0 3 3 0 3323 0
L2 3 0 0 0 126 19 17 2 3166

We see from the confusion matrix in table 4.4 that the Nalve Bayes mis-classified
E1 as D4, L2 as D3, and both D1 and D2 as L1. In the worst case, E1 was using only
Internet Explorer and was classified as D4. The two cases that led to L1’s false positive
rate of 1.3% involved two separate, but small, sets of processes in use by D1 and D2.

With the exception of the L2 and D3 case, the mis-classifications continued over
long periods (30 minutes or more) during which the same set of processes were in use. The
L2/D3 case has much smaller periods (less than 15 minutes) of consecutive mis-classification
and the set of processes used during each those periods varied. Among those sets of pro-

cesses, two continued to appear, although not always together, Photoshop and the Adobe
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Acrobat Distiller. On closer inspection of the training data, we found that Distiller occurred
more than twice as often, and Photoshop more than seven times as much in D3’s data when
compared to L2’s. Thus, when L2 used these processes during the test phase, they increased

L2’s chances of being labeled as D3.

Relative

The Relative test was an early idea in response to the need for system-independent
tests and was considered before finding that the handle count performed so well. The test
was similar to the Process Set test in terms of accuracy, but with a slightly different goal.
Instead of only considering the set of processes being used, the Relative tests consider how
those processes are being used relative to one another. We found it to yield an average of
79.1% true positives and 2.5% false positives across all users.

We saw low true positives for several users: D4, L2, L1, and D1; with rates of
43.6%, 69.9%, 73.1%, and 73.8%, respectively. We believe these rates can be attributed
to the fact that the handle count ratio for each process is dependent on the other running
processes. For example, if two processes are running: one with a handle count of 20 and
the other with a handle count of 80, their respective relative handle counts are 0.2 and 0.8.
If one of those processes is closed, it leaves the other with a relative handle count of 1.0.
This is a drastic change if the process with a handle count of 20 is the one left running. By
inspecting the predictions made by Naive Bayes, we were able to verify that the opening

and closing of processes was highly related to mis-classifications in the data.

Relative Averages

We had hoped that adding the element of time to the Relative test would improve
it’s effectiveness, but such was not the case. The accuracy of this test at 45 second averaging
intervals was lower than that of the Relative test. It averaged 78% true positives and 2.7%
false positives. We also attempted different averaging intervals of 30 and 60 seconds. The
30 second test gave 71.7% true positives, and the 60 second test gave an increase of 0.2%

over the 45 second case.
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Common

The Common test was an attempt to mimic a masquerading attack by only uti-
lizing processes which the users have in common. To our knowledge, we are the first to use
this type of test in user identification research. We conducted the tests between pairs of
users chosen from the groups established by the architecture firm. Since users in the same
groups have the most similar job roles, they seem to be good candidates for this type of
test.

Table 4.5 displays the results of those tests. The table shows slightly modified
confusion matrix where only false positives are displayed. The data being considered in this
test are averages of process handle count over 45 second intervals. There are 3,333 records

in the test data set for each user.

Table 4.5: Confusion Matrix for Groups - Common Test

E1* E2* | D1* D2* D3* D4* D5" | L1* L2*
El 142
E2| 3
D1 73 246 26 796
D2 1 44 0 0
D3 0 1066 127 0
D4 15 21 o7 0
D5 13 144 88 16
L1 14
L2 232

The most notable cells in the table correspond to the Documentation and Plans

group where D3 was falsely classified as user D2 1,066 times, and D1 classified as D5 796
times. We originally thought the number of shared processes between two users would have
an impact on the false positive rate, but this does not seem to be the case. The number of
shared processes in the Documentation and Plans group ranged from 23 to 31. The cases
with large numbers of false positives shared 28 and 24 processes, respectively.

There are two cases which lead to D3 being mis-labeled as D2: slight changes in

one process, and closing one process to leave an even smaller set of processes from which
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a classification decision must be made. It was interesting that a change in average handle
count for one process, from 77 to 115, was the only difference between a correctly and
incorrectly labeled record. We believe this happened as a result of the regular Naive Bayes
model not changing as the user changes behavior. This hypothesis was confirmed when we
used the updateable algorithm with the same set of data; the false positive rate dropped
from 0.32 to 0.037.

D5’s high false positive rate resulted from from the same problems. Running
updateable Naive Bayes lowered the false positive rate to 0.157 from 0.239. A more thorough

comparison of the two classifiers is given in the following section.
Algorithm Comparison

Table 4.6: Comparison of Naive Bayes and Updateable TPR / FPR
Naive Bayes | Updateable
TPR | FPR | TPR | FPR

Unmodifed 88.7 | 1.4 | 848 | 1.9
Process Set 80.3 | 248 | 77.9 | 2.76
Averages 96.7 | 042 | 94.5 | 0.7
Relative 79.1 | 2.62 | 81.1 | 2.34

Relative Averages | 78 2.73 | 88.3 | 147

We also used the updateable variant of Naive Bayes for each of the tests. The re-
sults from those tests are in table 4.6. Surprisingly, the updateable variant only out-performs
the standard algorithm in two of the five tests. We originally thought the updateable ver-
sion would have classification performance close to or exceeding that of Naive Bayes. We
think this may have something to do with how quickly the updateable variant adapts its
model to the user, but are not able to provide proof of this hypothesis. The most interesting
result is the performance difference in the Relative Averages test which sees a gain of 10.3
in its true positive rate. We were also unable to determine why this test did so much better
with the updateable algorithm. Omne of the key problems we had in investigating this was
that the model for the updateable algorithm is always changing. This made it incredibly
difficult to determine what the model looked like when a given record was being tested

without running a separate simulation that stopped just before classifying the record.
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We also looked at the per user true and false positive outcomes across all the tests
shown in table 4.6. We found that certain users were consistently identified better by the
updateable model and some better identified by the basic one. This leads us believe that it
may be useful to maintain and use both models for classification and combine the results.
Wang and Stolfo [68] also found this in their research.

We also provide the false positive table for the Common test using the updateable
algorithm in table 4.7. The updateable algorithm considerably outperforms the standard
one in the Common test. The average false positive rate over all users is 0.038 with Naive

Bayes and 0.021 with the updateable variant.

Table 4.7: Confusion Matrix for Groups - Updateable Common Test

E1* E2* | D1* D2* D3* D4* D5* | L1* L2*
El 130
E2 | 34
D1 69 211 27 522
D2 6 45 9 0
D3 0 124 120 0
D4 15 19 48 0
D5 14 148 39 12
L1 6
L2 94

One possible explanation for the limited success of the updateable variant is that
it is able to adapt quickly to small, incremental changes such as a change in the average
handle count of a commonly used process; but is not able to adapt to large changes such
as the use of a new program, at least not within the limited frame of data within which we

are testing.

Learning Time

One of the algorithm characteristics we were interested in was the amount of
training data required to generate user profiles. Figure 4.3 plots the false positive rate

against the true positive rate for the Nalve Bayes classifier over training periods of one day,
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three days, one week, one and one half weeks, and two weeks. This graph shows results for

all user processes in the 45 second Average handle count test.

TPR / FPR versus Training Time - 45 Second Average Handle Count
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Figure 4.3: TPR / FPR versus Training Time

Only one day of training data yields a rate of 75.8% which is impressive considering
that of the following 14 days of data, over 75% can be correctly identified. The three day
and one week training periods provide about 85% true positives and 1.8% false positives.
The longest periods of one and one half and two weeks provide the best results with greater

than 95% true positives and less than 1% false positives.

4.3.3 Causes of False Positives

We have mentioned the leading causes for large false positive rates for each of the
tests in their respective sections, but will briefly summarize those here. The largest source
of false positives throughout the tests were periods where a user had only a few commonly-
used programs open. We also found false positives when users dramatically shifted their
behavior. For instance, when a user began using a new program which was not in their
training data or more heavily used a program that was used very little in the training data.
In the Common test, we found that slight changes in the use of a program, coupled with a
small commonly-used set of processes, can lead to false positives.

Given this information, we can also postulate as to why some users rarely see a

large number of false positives. The use of uncommon processes, using large numbers of
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processes simultaneously, unique usage of common processes, and consistent usage of the
same programs are all characteristic of this type of user. Two of the users, D1 and E2, in
this experiment had consistently low false positive rates of 1% or less in all of the tests.
Both had processes that were unique to their profiles, E2 was rarely found to have less than
three processes open, and D1’s average handle count for Internet Explorer was almost twice

the average of any other user.

4.4 Limitations and Possible Attacks

Our work is limited by the amount of data we were able to collect. It is essential
that more data be collected to run more intensive tests to validate our results. It is also
important that the data be able to be made public. A major drawback in this work and
in other insider threat related research is that the data is not widely available to other
researchers. This prohibits peer validation of research efforts and prevents new research
from making direct comparisons with previous work.

The most obvious attack is for one user to masquerade as another. It is not the
intent of this thesis to provide a provable defense against this attack, but we show here why
we think this attack to be non-trivial given the type of data were are monitoring. For this
attack to be successful, the attacker would need access to the targeted user’s log data.

We believe that access to the log data can be prevented by implementing a secure
logging facility and see this as a future improvement. Even in the event that an attacker
were able to access the target’s log data, they would have to train themselves to use the
computer as the target does. This requires not only using the same applications as the
target, but also using those applications in a similar manner in regards to the number of
resources used by each process. Given the that usage reflects a user’s learned and instinctive
habits, that the usage reflects the work role of the user, and even that it reflects the way a
person works, we believe this to be a improbable attack from all but the most dedicated of
attackers.

Given access to the target’s log data, it is also possible that a computer program
be written to mimic the target’s usage. This type of attack would most likely not be
detected by our approach. However, to be successful, the program would have to use the
same applications the user uses, and in the same way the user uses them, to carry out some

malicious behavior.
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Processes which are not identified as user processes by an administrator will not be
monitored with our approach. Our system identifies processes by their name so we expect
that process names are uniform across every machine being monitored. For example, if
Internet Explorer is named iexplore.exe on one machine, we assume it has the same name

on the other machines.
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Chapter 5

Conclusions and Future Work

5.1 Summary of Results

We have shown that is possible to accurately identify users by the creation and
use of process profiles. The Naive Bayes algorithm and an updateable variant of it were
used to achieve a true positive rate of 96.7% with a false positive rate of 0.4% from data
collected over a three week period. Out of several tests that were run on the data, we found
the process handle count, averaged over 45 seconds intervals, to be the most effective in
distinguishing users from one another. We found that the main sources of false positives in
the data were instances where only a few commonly used processes were in use and when
there were dramatic differences in process usage during between the training and testing
periods. We also identified characteristics of users who maintained low false positive rates
across each of the tests we ran.

To our knowledge, this work is the first to consider profiling user processes in an
environment where it is common for many user processes to be running simultaneously.
Though we cannot directly compare to similar work in other environments, our work has
yielded higher true positives and lower false positives than any of the previous work. We also
considered analyzed a simulated masquerade attack where the processes used were limited
to those common among the users. This work goes beyond previous work in masquerade

detection as it not only detects masqueraders, but also identifies them.
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5.2 Future Work

Our main assumption that the test data is composed only of normal data is naive
and must be addressed. We plan to examine the use of profile comparisons between users
in similar roles to validate this data. For instance, by comparing several profiles of pro-
grammers and locating the unique anomalies, we can pin point activity which can then be
inspected by a human administrator.

Another issue that must be addressed is that this research assumes users will not
tamper with the data, attempt to circumvent the monitors, or view the data of other users.
A recent paper accepted to CCS ’07 may provide a solution to this problem [26]. The
research uses virtualization technology which would prevent users from tampering with the
monitors and data by moving them outside the operating system (OS) and into a virtual
machine monitor. This work is intended for detecting malware, but we believe it would be
useful in this domain as well. A unique feature of Jiang’s research is that they are able
to re-construct semantic views of the user’s actions; by defining the data structures and
functions of the guest OS in a semantic way, they are able to view the files and processes
which are being used. While it is simple to monitor this information within the OS itself,
they are able to do this outside the OS which adds an additional layer of protection in
preventing access to the log data.

We are still collecting data from the first organization mentioned in section 3.3.2
and plan to use this data in future insider threat research.

Each of the records collected were associated with a timestamp. We did not use this
information in our work, but it may be useful. For instance, we could create a simple profile
that tracks the times a user normally uses their computer. This may further substantiate
alerts from our system that arise from usage outside normal operating hours.

We have only made an intuitive case for being able to remove the system config-
uration dependencies from the logged data with by use of the handle count metric and the
Relative tests. As more data is available, we would like to prove this with evidence.

On a related note, we would also like to investigate the use of other metrics. We
chose the metrics used because we were trying to collect as little data as possible in order
in increase the chances of a company allowing us to collect data. The Microsoft .NET
framework allows for the collection of other process specific data such as: the thread count,

and the amount of disk activity related to read, write, and control operations. We would
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like to test this data as well.

We also would like to pursue a combination of the Naive and updateable schemes
to do classification. By combining classification results from the two, we may be able to
increase the classification performance of the system.

We found that falsely classified records often appeared in succession. In some
cases, several hundred consecutive records for one user were classified as another user.
By combining these cases into a single record, the false positive rate would be drastically
reduced. Shavlik [62, 61] required a certain number of consecutive records be identically

classified before issuing an alert which may be beneficial in this research as well.
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Appendix A

User Processes
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Windows CardSpace

iTunes

LaserTrack Pro

Microsoft Management Console
Windows Installer

Maxwell Lighting Renderer
Maxwell Material Editor
Maxwell Studio

Notepad

Windows 16-bit Virtual Machine
Outlook

PDF Save

Photoshop

PeerNet Image Printer
PowerPoint

Print Scout

QuickTime Player

Raysat VIZ2008

Remote Desktop Copy and Paste
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SQL Anywhere Database
Volume Control

Windows Task Manager
Toolbox (Engineer application)
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Appendix B

Nalve Bayes Example

o7

Table B.1 contains twelve records for two users. There are four processes represented:
Internet Explorer, Outlook, Word, and Acrobat. If a process has a value of 1, then the process was
running when the record was collected, and if it has the value 0, it was not running. Given this
data set, we would like to use Naive Bayes to find out who was using the computer when all four

processes were running simultaneously.

Table B.1: Naive Bayes Example Training Set.

Record # | IE | Outlook | Word | Acrobat | User
1 1 1 0 1 A
2 0 1 0 0 A
3 1 1 1 0 A
4 1 0 1 1 A
5 0 1 0 0 A
6 1 1 0 1 A
7 1 0 1 0 B
8 1 0 0 1 B
9 1 1 0 0 B

10 0 1 0 1 B
11 1 1 0 1 B
12 1 1 0 0 B

Recall the formula for using Naive Bayes in classifications:

classify(ai, ..., an) = argmaz., p(C = ci) Hp(Ai|C =cp)

We must first compute the probabilities that each process is running per user. These can
be obtained from the table and P(IF|A) should be interpreted as “the probability that Internet
Explorer is running given that A is using the computer.”



P(A) =1/2
P(IE|A) =1/2
P(Outlook|A) =2/3
P(Word|A) =5/6
P(Acrobat|A) =1/2

P(B)=1/2
P(IE|B)=5/6
P(Outlook|B) = 2/3
P(Word|B) =1/6

) =

P(Acrobat|B) =1/2

o8

We can now use the above formula to determine which user is more likely to be using the

computer:

P(A|IE, Outlook, Word, Acrobat)

P(BI|IE, Outlook, Word, Acrobat)

= P(A)P(IE|A)P(Outlook|A)P(Word|A)P(Acrobat|A)
= 0.046

= P(B)P(IE|B)P(Outlook|B)P(Word|B)P(Acrobat|B)
= 0.023

Since the probability for user A is greater than that of user B, we predict that user A is
using the computer when all four processes are running.
The steps are the same for Updateable Naive Bayes, but after the classification is made,
the newly classified record is added to the set of records in table B.1 and future predictions use the

record as if it were in the training set.



