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R esearch-and-Education Network (REN) providers have deployed bo th  connectionless IP -rou ted  and 
dynam ic circuit networks. The objective of th is project is to  determ ine how these two networks can be 
in tegrated  in a m anner th a t offers bo th  resource optim ization and user-perform ance im provem ents. This 
will allow an in tegrated  packet/c ircu it network to  scale b e tte r  to  m ulti-T erabits/sec capacities as will soon 
be required to  support the high-perform ance networking needs of DOE scientists.

The first solution investigated, H ybrid Network Traffic Engineering System  (HNTES 1.0), was an online 
m ethod for identifying long-duration flows arriving on the IP -routed  network, and then  setting  up a dynam ic 
circuit to  redirect these flows to  the  high-speed circuit network. We changed our focus to  size from duration  
after recognizing th a t long-duration flows m ay not be high in the ra te  dimension. Instead, high-rate flows 
are often generated by d a ta  transfer nodes dedicated to  moving large-sized datasets, and high-rate flows are 
the  ones th a t can have adverse effects on delay-sensitive flows. Furtherm ore, the need to  po rt m irror packets 
to  a server cluster in HNTES 1.0 for online detection of heavy-hitter flows could be cost-prohibitive.

O ur second solution, HNTES 2.0, is an offline solution in th a t it identifies address prefixes of com pleted 
high-rate, large-sized flows by analyzing NetFlow records (which are created  by IP  routers by sam pling 
packet headers), and then  configures firewall filters in ingress routers to  direct packets of these flows on to  
circuits th a t are traffic-engineered and QoS controlled specifically for these flows. This solution achieves 
dual goals of reducing the adverse effects of high-rate, large-sized (a)  flows on delay-sensitive flows while 
sim ultaneously ensuring th a t these flows enjoy high th roughput.

The results of our work have been adopted by ESnet. F irst, in response to  our finding th a t policing a  
flows is detrim ental to  their th roughput, ESnet created  a new service class for these flows in their rou ter 
configurations. Second, our a-flow identification algorithm  has been extended to  characterize a  flows, and 
is being in tegrated  into a graphical user interface for E S net’s usage. I t will allow network engineers and 
scientists interested in network perform ance to  visualize the size, dura tion  and average ra te  experienced by 
these flows. Third, we showed th a t the offline H N TES solution can be highly effective in directing a  flows 
to  separate queues based on a detailed traffic analysis of NetFlow records obtained from ESnet routers.

The project benefitted the public by developing m ethods for providers to  offer In ternet services in a 
cost-effective m anner. Also, the high-speed networking services supported  by th is research will enable new 
scientific discoveries in fields such as high-energy physics, clim ate studies, E a rth  sciences, genomics, etc. 
Two project Web sites, 13 publications, 3 technical reports, 12 presentations, and several software program s 
resulted from th is work. This report provides the  list of publications, presentations, and software program s. 
As for student education and tra in ing  (hum an resources), th is DOE project supported  one PhD , three 
M asters, and three undergraduate  students. Also, a new SBIR award was m ade recently to  commercialize 
HNTES.

C o m p a riso n  o f  th e  a c tu a l a cco m p lish m en ts  w ith  th e  o b je c t iv e s  o f  th e  p ro ject: The project objec­
tives sta ted  in the proposal were as follows. Given th a t dynam ic-circuit (DC) networks are being deployed as 
a com plem ent to  existing IP -rou ted  networks, design a networking solution in which DC networks are lever­
aged to  optim ize resource u tilization across the combined hybrid networks and improve user perform ance, 
and dem onstrate th is solution on research testbeds.
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O b jectiv es A cco m p lish m en ts
Traffic analysis O btained and analyzed NetFlow traffic from ESnet. O ur analysis showed 

th a t large-sized, high-rate flows are low in frequency, bu t when they  occur, 
they  can have adverse effects on real-tim e flows.

Hypothesis testing Proved the  hypothesis th a t alpha flows are repeatedly  generated between 
the same d a ta  transfer node pairs w ith sta tic  public IP  addresses; this 
allowed for the design of an offline HNTES in which address prefixes from 
com pleted a  flows can be used in firewall filters set in ingress routers to  
autom atically  redirect future a  flows to  traffic-engineered QoS-controlled 
paths.

Design and im plem ent 
HNTES

Software m odules consisting of flow m onitoring module, IDC interface m od­
ule, offline flow analysis tool, m onitored flow d a ta  base w ith interface, were 
p ro to typed  in HNTES1.0. This version of HNTES targeted  online flow 
identification and redirection. After recognizing the costs of such a solu­
tion, we designed and im plem ented HNTES2.0, an offline version. The code 
for a-flow characterization is being transitioned  to  ESnet.

Test the  effects of live 
p a th  switching

We designed and ran  experim ents to  determ ine the conditions under which 
out-of-sequence T C P  segments occur, and in tu rn , cause th roughput drops. 
This was im portan t for HNTES1.0 in which live flows could be switched to  
circuits configured along different pa ths from the  default IP -rou ted  paths.

Im plem ent and test soft­
ware to  use circuits

Router-configuration software was im plem ented and tested  on the  DOE 
LIMAN testbed . A fter a series of experim ents, we showed th a t policing 
a  flows could be detrim ental to  the ir throughput; instead a simple two- 
queue scheduling scheme in which a  flows are directed to  a separate queue 
is sufficient to  achieve the  dual goals of reducing adverse effects of a  flows 
on delay-sensitive flows, while ensuring high th roughpu t for a  flows. This 
work led to  the addition of a new QoS class in the deployed configuration 
used in ESnet routers.

Table 1: Objectives and accom plishm ents

P r o je c t  a c t iv it ie s  [Summarize project activities for the entire period of funding, including original hypothe­
ses, approaches used, problem s encountered and departu re  from planned methodology, and an assessment 
of their im pact on the project results. Include, if applicable, facts, figures, analyses, and assum ptions used 
during the life of the project to  support the conclusions.]

Y ear 1 (S e p t. 2009  - A u g . 2010):

O ur focus was on d y n a m ic  c ircu its , and hence on online how detection, live circuit setup, and live how 
redirection ( “live” implies th a t actions are taken after the how is detected). Also, the heavy-hitters were 
chosen to  be lo n g -d u ra tio n  flow s.

•  Nethow d a ta  analysis:

— Since OSCARS circuit setup delay was on the  order of 1 m inute, only long-duration flows could 
use circuits because of the focus on dynam ic circuits. Therefore, we developed algorithm s and 
im plem ented sta tistical d a ta  analysis program s to  analyze Netflow d a ta  to  And long-duration 
flows. In ternet2  Netflow d a ta  was analyzed because ESnet Netflow d a ta  was unavailable to  us.

•  H N TES 1.0 design:

— A high-level hybrid network architecture docum ent, and a detailed H ybrid Network Traffic En­
gineering Software (HNTES) design docum ent, describing the com ponents shown in Fig. 1, were 
com pleted and posted  on the project Web site as listed under Technical R eports in the Products 
section.
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Figure 1: HNTES 1.0 A rchitecture

e H N TES 1.0 software development: Different m odules of the HNTES architecture were prototyped. This 
design called for online flow detection, online circuit setup, and online flow redirection (see Fig. 2).

— Step 1: Identifiers of long-duration flows found through Netflow analysis, executed by the  Offline 
Flow Analysis Tool (OFAT) m odule of the  HNTES software (see Fig. 1), are stored in an SQL 
M onitored Flow Data. Base (M FDB), and IP  routers are configured by the R outer Control Interface 
M odule (RC-IM) to  po rt m irror packets from all of these flows to  the  Flow M onitoring Module 
(FM M ) (see Fig. 1).

— Step 2: W hen a packet from one of these m onitored flows arrives a t an IP  router, it is port 
m irrored by the rou ter to  the  H N TES server, and is thus received by the FM M  (this is “live” 
online detection). The FM M  then  sends a message to  the  IDC- Interface Module (IDC-IM) to  
in itia te  circuit setup (see Fig. 1). The la tte r com m unicates w ith an OSCARS IDC (this is “live” 
circuit setup).

— Step 3: After successful circuit setup, the  IDC configures a policy based rou te  (PB R ) a t the IP  
rou ter to  redirect packets for the live-detected flow to  the newly established circuit (this is “live” 
flow redirection).

e H N TES 1.0 testing  on DOE Advanced Networking Initiative (ANI) testbed:

— We executed experim ents on the  DOE ANI testbed  to  test m odules of the  H N TES 1.0 software.

— We dem onstrated  the code w ith video recordings (posted on the project web site) in an Oct. 2010 
review w ith the  DOE program  m anager. An interesting set of experim ents tested  the possibility 
of out-of-sequence packets when flows are redirected from IP -rou ted  path s to  circuits. W hen rate  
lim iting is applied to  the IP -rou ted  p a th  to  lower the link ra te  to  below th a t of circuit em ulated 
path , then  packets did arrive out of sequence, causing T C P  th roughpu t to  drop. Three duplicate 
acknowledgments will cause the  T C P sender to  flag th is event as a lost segment and hence half 
the  congestion window size. This points to  a need for careful selection of circuit ra tes before 
redirection of packets on live flows.

Y ear 2 (S e p t. 2010  - A u g . 2011):

We changed focus from long-duration flows to  la rg e-sized  (e lep h a n t) flow s, and from dynam ic circuits to  
s ta t ic  c ircu its , the reasons for which are explained below.

e Identified issues w ith the HNTES 1.0 solution and changed focus to  size dimension:

— Hea.vy-hitter science flows on ESnet and DOE laboratory  networks are prim arily  of the large-sized 
variety. Furtherm ore, sim ulation studies showed th a t long-duration flows w ith low-to-m oderate 
ra te  circuits (which are sufficient for low-la.tency applications such as rem ote visualization) have 
sm aller effects on general-purpose flows th an  large-sized flows.
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Figure 2: Tasks perform ed by HNTES

— Experim ents conducted between hosts located a t ESnet Points of Presence (PoPs) showed th a t 
100 MB transfers take only 2 seconds each, and 1 GB transfers com plete in 10 seconds each. W hile 
the  threshold for a file to  qualify as “large-sized” could be considerably bigger, nevertheless, the 
transfer delays could be smaller th an  circuit setup, which takes on the order of m inutes. Therefore, 
the  solution considers the use of sta tic  circuits, i.e., pre-provisioned circuits.

— The Year 1 focus was on creating one circuit per science flow (fine granularity) since the goal 
was to  provide science flows rate-guaran teed  circuits. In year 2, our focus is on isolating elephant 
flows from general-purpose flows by moving them  off IP -rou ted  networks to  circuits. For this 
goal, individual per-flow circuits are not required. Instead, all elephant flows between the same 
ingress-egress ESnet routers can be grouped together onto one Label Switched P a th  (LSP). This 
is a coarse grained approach for using circuits for science flows. Such an approach is feasible w ith 
s ta tic  circuits.

— Flow M onitoring M odule (FMM) in HNTES 1.0 is im practical because it needs to  process headers 
from all m irrored data, packets for heavy h itte r flows in real tim e, and as link speeds increase, this 
becomes infeasible w ithout a high-perform ance com puting platform . Requiring the deployment 
of such platform s to  serve one or more ESnet routers could be cost prohibitive. Therefore, online 
(live) flow detection solutions th a t require the exam ination of even ju s t the headers of da.ta-pla.ne 
packets are not desirable.

e Innovative approach to  use rate-unlim ited  sta tic  LSPs:

— If sta tic  circuits used between ingress-egress rou ter pairs of ESnet or any other network are m ade 
to  carry  aggregate flows for science flow isolation reasons, the question is w hether these circuits 
should be ra te  lim ited. For example, if each ESnet rou ter is to  be connected to  its o ther routers 
via. sta tic  circuits, in to d ay ’s structure , each 10 G bps link has to  be divided by some large num ber, 
such as 50 if there are 41 other sites and at least 9 border routers th a t peer w ith o ther providers, 
m aking each circuit ra te  quite low. The science flows will suffer from low th roughput if such as 
approach is adopted. On the o ther hand, if all LSPs could be allowed to  enjoy full link bandw idth  
(i.e., there is no ra te  lim iting), then  science flows would receive the  best th roughpu t possible
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m aking it counter-productive to  isolate each science flow in its own (necessarily lower-rate) LSP. 
This solution not only moves science flows off the IP -rou ted  links, which m eans they  no longer 
negatively im pact the  perform ance of general-purpose flows, it sim ultaneously allows science flows 
to  receive the  best th roughput possible w ithout m icro-m anagem ent of circuit network bandw idth. 
W hat is sacrificed is th roughpu t variance, especially if the  science-flow loads are m oderate to  high. 
This solution is feasible w ith the M PLS technology through the use of rate-unlim ited  sta tic  LSPs.

•  P relim inary H N TES 2.0 design: Combines size dimension w ith sta tic  LSPs

— The offline version of all three tasks shown in Fig. 2 will be executed, i.e., (i) offline flow analysis 
to  determ ine large-sized flows, (ii) a periodic (e.g., nightly) run  to  determ ine if any new static  
LSPs are required (if all elephant flows recorded on a day are already in the database then  no 
circuits will be required), and if a new circuit is required, the IDCIM  software would contact the 
IDC to  set up circuits, and (iii) a periodic (e.g., nightly) run  of the  RCIM  to  add policy based 
routes to  redirect any newly identified flows to  appropriate LSPs. Therefore, none of the three 
steps: flow identification, circuit setup, and P E R  configuration are “live.” Further details are 
provided in HNTES 2.0 Design docum ent, which is listed under P roducts in th is docum ent.

•  Design algorithm s for flow size estim ation

— Flow size estim ation from Netflow data: We ran  experim ents to  determ ine w hether the size of 
a flow can be estim ated  accurately from Netflow data , which consists of sam pled packet headers 
(e.g., ESnet routers execute 1-in-1000 packet sampling) in order to  identify large-sized flows.

•  S tudy of the  question “why move elephant flows off the IP -rou ted  network”

— E xperim ental studies across ESnet to  see the effect of elephant flows on link loads (passive SNMP 
m easurem ents): The next section describes our findings.

— Simulations: We executed sim ulation studies to  test the  hypothesis th a t under m oderate-to-high 
loads, elephant flows consume an unfair share of link bandw idth  thus effecting mice flows. This is 
because in T C P ’s congestion control algorithm , the sender window grows in size until it reaches 
the  bandw idth-delay product (BD P) size. In high-speed networks, especially over long-distance 
paths (high round-trip  tim e), only elephant flows are sufficiently large for the  sending window to  
grow to  the B D P size. Mice flows com plete before th is size is reached, which m eans the effective 
th roughout of mice flows is less th an  the  bottleneck link rate.

— PerfSONAR active m easurem ents analysis: We also analyzed PerfSONAR One-W ay Ping (OWAMP) 
d a ta  to  determ ine if there are delay surges th a t can be a ttrib u ted  to  router buffer buildups and 
found the presence of such surges.

Assessment of im pact: significant results

•  Flow size estim ation experim ents: We executed an experim ental s tudy  across ESnet to  test the condi­
tions under which the hypothesis th a t “a flow size from sam pled Netflow records can be m ultiplied by 
1000 (since the  ESnet Netflow sam pling ra te  is 1 in 1000 packets) to  estim ate actual flow size” holds. 
We ran  G ridF T P  transfers w ith files of known sizes, and collected Netflow d a ta  to  test the hypothesis. 
We expected the  hypothesis to  be tru e  for large files, and false for small files. The hosts anl-diskptl 
and Ibl-diskptl located a t ANL and LBL, respectively, were used to  run  the G ridF T P  server and client. 
There were eight ESnet IP  routers in between these hosts, w ith 10 G b /s  links between the  routers. A 
workflow script was created to  au tom ate the steps involved in th is experim ent. F irst a firewall counter 
was read a t an en rou te  IP  router. Next the G ridF T P  transfer was in itiated . W hen the transfer com­
pleted, the firewall counter was re-read to  verify the transferred  file size in bytes. From  the G ridF T P  
logs stored a t the  server, the d a ta  po rts  used for the T C P  connections were obtained. Netflow d a ta  was 
collected from two of the routers. All flow records corresponding to  the G ridF T P  transfer were filtered 
out of the  Netflow records using the five-tuple identifier, and the  size of the  transfer was estim ated 
using the 1000 factor m ultiplier on the to ta l size reported  by the flow records for the  d a ta  connection. 
The size-accuracy ra tio  is defined to  be the ra tio  of the Netflow estim ated  size and actual file size. For 
each file size (100MB, 1GB, and 10 GB), m ultiple runs were executed since the packet sam pling a t the
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Figure 3: SNM P link loads (solid: w ith G ridF T P  transfers; dashed: w ithout these transfers

rou ter makes the size-accuracy ratio  a random  variable. The results obtained are shown in Table 2. 
For all three file sizes, the  sam ple m ean shows a size-accuracy ra tio  close to  1, and more interestingly, 
the standard  deviation is smaller for larger files. As these experim ents were run  across ESnet, traffic 
loads could be quite different when each of the  runs was executed.

NetFlow records obtained from 
Chicago ESnet router

NetFlow records obtained from 
Sunnyvale ESnet router

Size Mean S tandard  deviation M ean S tandard  deviation
100 MB 0.949 0.2780 1.0812 0.3073
1 GB 0.996 0.1708 1.032 0.1653
10 GB 0.990 0.0368 0.999 0.0252

Table 2: Size-accuracy ratio  for files for different sizes (sample size: 50)

•  E xperim ental study  of the effect of elephant flow on link loads: To check w hether elephant flows have an 
effect on link loads, SNM P m easurem ents (which averages b its sent/received over 30 sec periods) were 
obtained for the  tim e interval in which five 10 GB G ridF T P  transfers were executed in the experim ents 
described above. Figure 3 shows the SNM P link load plots while the  G ridF T P  transfers were executed. 
The y-axis is the  link load from SNM P m easurem ents. The first m arked horizontal line is 2.5 Gbps. 
Link capacity  is 10 Gbps. The x-axis indicates tim e vertical lines separated  by 1 m inute. The solid 
lines show SNM P link loads on two rou ter interfaces (on the Chicago and Sunnyvale ESnet routers) 
including the five experim ental 10 GB G ridF T P  transfers, and the dashed lines represent the rest of 
the traffic load. The increases in link loads caused by the  five experim ental 10 GB transfers are clearly 
ev ident.

Y ear 3 u n til en d  (S e p t. 2011-F eb . 2013):

•  G ridF T P  log analysis: G ridF T P  servers collect usage sta tistics th a t record the size, tim e, dura tion  and 
other inform ation about each transfer served. These logs served as an invaluable resource to  determ ine



NCAR-NICS SLAC-BNL
setup delay 1 min 50 ms 1 min 50 ms

9 = 0
0.12%

(2.14%)
87.09%

(89.33%)
1.95%

(39.41%)
52.58%

(89.68%)

g =  1 min
56.87%

(90.54%)
92.89%

(98.04%)
12.54%

(78.38%)
93.56%

(99.73%)

g =  2 min
62.16%

(90.71%)
94.59%

(98.17%)
15.93%

(85.49%)
94.47%

(99.85%)

Table 3: Percentage of sessions suitable for using VCs (percentage of transfers)

w hether scientific file-transfer (high-rate) flows last long enough to  allow for the setup of online v irtual 
circuits (i.e., when circuit setup action is in itia ted  after identifying an a  flow a t an ingress router) 
given th a t current OSCARS IDC circuit setup delay is on the order of 1 min. In o ther words, if 
transfer tim es are only a small m ultiple of setup delay or even shorter th an  setup delay, then  the usage 
of circuits is an inefficient solution. W ith  perm ission from NERSC (due to  privacy considerations), 
Globus provided us NERSC G ridF T P  transfer logs for one m onth, Sep. 2010. Similarly, we collected 
logs from NCAR for a three-year period (2009-2011), and w ith login access on the NERSC and SLAG 
G ridF T P  servers, we were able to  download usage sta tistics logs directly  from these servers (with 
perm ission from NERSC and SLAG personnel). From  these logs, inform ation about transfers on four 
specific pa ths were isolated: NCAR-NICS (2009-2011), SLAC-BNL (Feb 10 - Apr 26, 2012), NERSC- 
ORNL (Sept 2010), and NERSC-ANL (M ar 4 - Apr 22, 2012). O ur analysis focused on characterizing 
the size, duration , and th roughpu t of G ridF T P  transfers in production environm ents, to  determ ine the 
su itab ility  of using dynam ic v irtual circuits (VCs) in an online HNTES. Shell scripts, awk scripts, and 
R program s were im plem ented to  ex trac t inform ation from the raw G ridF T P  transfer logs. The ou tpu t 
files from these program s were im ported  into a PostgreSQL database for easier filtering and analysis. 
As scientists often move large num bers of files w ithin “sessions” ra th e r th an  as single file transfers, 
we developed a heuristic and im plem ented an R program  to  group transfers into sessions from the 
log files, and focussed on size and duration  of sessions, not individual file transfers. For th roughput, 
we continued using the per-transfer m easure because session throughpu ts could be lower if some of 
the individual transfers w ithin a session had lower th roughput, and we are interested in finding the 
m axim um  th roughput achieved by these d a ta  transfers. W hile single file transfers are typically short, 
session sizes are much larger m aking the overhead of dynam ic VC setup negligible even under a high 
th roughput assum ption, e.g., the th ird-quartile  of observed transfer th roughpu t. Finally, we analyzed 
the SLAC-BNL G ridF T P  logs to  determ ine the split between the num ber of transfers th a t use m ultiple 
parallel T C P  flows vs. those th a t use a single T C P  flow.

O ur findings are as follows: (i) O ur G ridF T P  analysis showed th a t scientists do indeed move lots 
of files in sessions ra th e r th an  single large files. Of the two datase ts  analyzed, NCAR-NICS d a ta  
set consisted of 52,454 transfers, while SLAC-BNL datase t consisted of 1,021,999 transfers. If we set 
the threshold of m axim um  allowed gap g between transfers for inclusion w ithin the same session to  
be 1 min, then  there are only 211 sessions and 10,199 sessions for the two datasets, respectively. A 
session is considered “suitable” for dynam ic VCs if the duration  is a t least 10 tim es the setup delay 
even under high th roughpu t (the factor 10 is set som ewhat arbitrarily). Assuming the current VC 
setup delay of 1 min, 56.87% of NCAR-NICS sessions, and 12.54% of SLAC-BNL sessions, would be 
suitable for dynam ic VCs. It is interesting to  point out, th a t these two num bers correspond to  over 
90% and 78% of all transfers in their respective datasets. Table 3 shows the percentage of sessions 
suitable for VCs for the NCAR-NICS and SLAC-BNL transfers. Furtherm ore, if VC setup delay can 
be decreased to  50 ms (e.g., w ith hardw are im plem entations of signaling protocols), over 92.9% of 
NCAR-NICS sessions and over 93.5% of SLAC-BNL sessions would be suitable for dynam ic VCs. (ii) 
The highest observed G ridF T P  transfer th roughpu t is ^ 4 .3  Gbps. Furtherm ore, on all four pa ths for 
which d a ta  was analyzed, transfers occurred a t ra tes as high as 2.5 Gbps. Thus, these transfers do 
consume a significant portion  of link capacity, which is typically 10 Gbps on these paths, and hence 
these high-rate, large-sized flows have the poten tia l for adding delays to  packets of o ther flows. W hile 
it was previously known th a t scientific transfers can reach high rates, the value of th is analysis lies
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in providing the  actual observed rates, (iii) O ur analysis of the SLAC-BNL d a tase t determ ined the 
percentage of transfers th a t use single- vs. m ultiple T C P  flows. Of the  1,021,999 transfers, 864,762 
(84.615%) transfers consisted of m ultiple (more th an  one) parallel T C P  stream s (a vast m ajo rity  used 
8 stream s). A paper on th is work was published in the  Super C om puting (SC-2012) conference, and 
has been listed in the  P roducts section of th is docum ent.

e NetFlow records analysis: In order to  im plem ent an offline HNTES, we needed to  test the following 
hypothesis: M ost high-speed data, transfer nodes have sta tic  IP  addresses, and a  flows are created 
repeatedly  between the same source-destina.tion subnets. The basis for th is hypothesis is th a t scientists 
typically execute their sim ulations on the same supercom puting centers, and hence we expect them  
to  transfer data, between the same two clusters. If the hypothesis is true, the  offline prefix identifier 
based A FTES scheme will be effective in identifying and directing a  flows to  traffic-engineered, QoS- 
controlled paths. To test this hypothesis, we carried out traffic analysis of NetFlow records collected 
from ESnet.

We im plem ented an offline analysis tool (OFAT) and provided th is tool to  ESnet. Chris Tracy, ESnet, 
our collaborator, executed the  OFAT code against seven m onths’ Netflow data. (M ay - Nov. 2011) 
collected a t a. provider edge (PE) router. ESnet ran  scripts to  anonymize the IP  addresses before 
providing UVA the  data, for further analysis.

In th is analysis, the m ethodology used was to  aggregate a  NetFlow records corresponding to  a. given 
source-destina.tion pair (/32  or /24  IP  address prefixes) on a. per-day (aggregation interval was set to  1 
day) basis to  create a  prefix flows. The num ber of bytes in each a  prefix flow is referred to  as a  bytes. 
The to ta l tim e w ithin each aggregation interval in which a t least one of the  constituent a  flows of an 
a  prefix flow experienced an a-interva.l is referred to  as a  tim e of th a t prefix flow.

Total per-day alpha-bytes
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o  "  — —  '  '
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Total per-day alpha-time
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O  _      1-------------- - ""
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Total per-day number of unique 5-tuple IDs of alpha flows
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Figure 4: B inary quantized cum ulative data, plus a. sm oothing spline function w ith df=2 

F irst, we characterized the a  bytes and a  tim e of a  prefix flows as shown in Fig. 4. The increasing trend
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Aging param eter (days) /24 /  32
7 82% 67%
14 87% 73%
30 91% 82%
214 92% 86%

Table 4: Percentage of a-bytes th a t would have been redirected and isolated across whole 214-day period

w ithin the 7-m onth period is interesting to  observe. Next, we defined a te rm  called effectiveness as 
follows: Effectiveness is defined as the  percentage of a-by tes th a t would have been redirected to  traffic- 
engineered paths and isolated from the general traffic had  A FTES been deployed. Table 4 shows the 
aggregate percentage of a-bytes th a t would have been directed across the  whole observed tim e period 
of 214 days corresponding to  different values of the aging param eter, A . Usage of /24  prefix IDs was 
more effective th an  the  /3 2  prefix IDs. This is to  be expected since d a ta  transfer nodes are often cluster 
com puters w ith IP  addresses in the  same subnet. W ith  new installations of high-speed d a ta  transfer 
nodes, previously unseen /3 2  prefix identifiers would have been covered by /2 4  identifiers. If rules are 
never deleted from the  firewall filter, for the /24  case, 92% of a-by tes would have been isolated from 
j3 flows across the  7 m onths.

We also quantified the cost of th is offline H N TES solution. By using /2 4  or /3 2  address prefix ID 
based firewall filter rules, j3 flows whose addresses m atch these prefixes will get directed to  the traffic- 
engineered, QoS-controlled paths created for a  flows, and consequently face degraded perform ance. 
However, our d a ta  analysis shows th a t a m ajority  of such /3-flow packets are from file-transfer appli­
cations and not delay-sensitive interactive applications. This is likely because m ost scientific com put­
in g /d a ta  transfer nodes are located in separate subnets from those used to  connect general-purpose 
user hosts.

•  QoS configuration experim ental studies: A set of experim ents were executed on the LIMAN testbed. 
This testbed  offered us the  opportun ity  to  login to  the Jun iper routers and experim ent w ith various 
configurations. The goals of these experim ents were to  gain an understanding of the adverse effects 
of h igh-rate a-flows on general-purpose flows, and to  quantify  the effects of different QoS mechanisms 
supported  by the routers. The diskpt nodes on the  LIMAN testbed  were used for these experim ents. 
Figure 5 shows the experim ental setup. The IP  routers, nam ed newy-tb-rtl-1 and bnl-tb-rt-2,

-o/o/o.o

new y -tb -rt bnl-tl w t-2

bn l-app

Figure 5: DOE ANI LIMAN testbed  experim ental setup

were Juniper MX routers running JunO S 10.2. The diskpt nodes were high-perform ance Linux hosts. 
The link between the routers and the links to  the diskpts were 10 G b /s  E thernet (10 G bE), while the 
interfaces to  the app hosts were 1 GbE. The application used was nuttcp. Three flows were created 
all destined to  newy-diskpt-1: (i) a fixed-rate (3 Gbps) nuttcp U D P flow from bnl-diskpt-1, (ii) a 
nuttcp T C P  flow from bnl-diskpt2, and (iii) a stream  of repeated  pings from bnl-app.
The purpose of th is experim ental study  was to  evaluate the effects of different scheduling and policing 
m echanisms to  achieve two goals: (i) reduction in delay and ji t te r  of real-tim e sensitive flows th a t share
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Figure 6: The x-axis is tim e m easured in seconds; the top  graph shows th a t the U D P ra te  is 3 Gbps in bo th  
the  1-queue and 2-queues configurations; the middle graph shows the T C P  flow throughput; the  bo ttom  
graph shows the delays experienced in the ping application.

the same interfaces as a  flows, and (ii) support for h igh-throughput a-flow transfers.

O ur key findings are as follows: (i) W ith  the current widely deployed best-effort IP -rou ted  service, 
which uses first-come-first-serve (FC-FS) scheduling on egress interfaces of routers, the presence of an a  
flow can increase the delay and jit te r  experienced by audio/video flows (see the 1-queue configuration 
graphs of Fig. 6). (ii) This influence can be elim inated by configuring two virtual queues a t the 
contending interface and redirecting identified a  flows to  one queue (an a  queue), while all o ther flows 
are directed to  a second queue (a j3 queue), as seen in the  2-queue configuration graphs of Fig. 6. (iii) If 
a  flows use the  dynam ic circuit service offered by providers such as ESnet and Internet2, the  currently  
configured policing m echanism  will direct in-profile packets to  a higher priority  science-da.ta. queue, 
and out-of-profile packets to  a lower priority  sca.venger-service (SS) queue, which in tu rn , m ay have 
adverse effects on th roughput. The reason of th is degraded a-flow th roughpu t is th a t the separation of 
in-profile and out-of-profile packets to  different queues can cause out-of-sequence arrivals a t the  T C P  
receiver, which triggers T C P ’s fast re tran sm it/fa s t recovery congestion algorithm . Fig. 7 shows th a t 
in all the  3-queue configurations, where out-of-profile packets are sent to  the  sca.venger-service queue, 
TCP-flow th roughpu t drops significantly when the  U D P flow ra te  is 1 Gbps or higher. The percentages 
shown for the  a , /?, and ss queues represent the  allocated service rates. Since some of the plots overlap, 
we have sum m arized the m ean TC-P-flow th roughpu t in Table 5.

In summary, a simple 2-queue solution, which separates out a-flow packets to  a separate queue, is 
sufficient to  m eet the  dual goals of low-dela.y im pact on real-tim e flows, and high th roughpu t for a  
flows. Policing a  flows leads to  a reduction in th roughput, and is hence undesirable.

This work led to  the addition of a new QoS class in the configuration of ESnet routers.
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Figure 7: The x-axis is tim e m easured in seconds; the top  graph shows the on-off mode in which the UD P 
ra te  was varied; the  lower graph shows the T C P  flow th roughput under the  four configurations.

U DP
rate
(Gbps

a-flow th roughput (Gbps)

) Percentages for 2-queues (a , j3) and 
3-queues (a , /3, SS) configurations

(50,50) (49,50,1) (30,50,20) (10,30,60)
0 9.12 9.09 9.07 9.12
0.5 8.92 6.62 6.06 6.83
1 8.43 5.22 5 2.12
1.5 7.94 3.78 3.67 2.82
2 7.44 2.7 1.93 0.92
2.5 6.95 0.33 1.38 0.69
3 6.46 0.34 0.38 0.61

Table 5: a-flow th roughpu t under different background loads (UDP flow rate) and QoS configurations
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