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int tab[10];

for (int i = 0; i < 10; i++) {
tab[i] = i * i;

}
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! W,@@&)’O/&)@6.A5
! X,66’B.$0*&)5
! ?$/$5$.0’S7’Y&).
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! (55&)*$.0’Z)./&)
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! '<I71’D+&’$05*),F*$.0’$5’@6*B74#I677#*I#6E48-.7#766*6,

! J66*61’D+&’$05*),F*$.0’<=K<>,#@6*;E+7, "’ 6E48-.7#766*6

! L<64-4M1
! D+&’$05*),F*$.0’+<4#@6*;E+7#<4#766*6 -&B&0-$0;’.0’*+&’$0B,*
! D+&’$05*),F*$.0’$5’,<I7 S,*’ENO<’F.,6-’4*8#@6*B7#-8#U"65.’F"66&-’I<=,7#

@*,-8-B7V



! GC7#<4<=>,-,#;-,+*B76,#@6*M6<.#@6*@768-7,N#I’^’ i ^’K

int tab[10];

for (int i = 0; i < 10; i++) {
tab[i] = i * i;

}
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! GC7#B76-I-+<8-*4#E,7,#8C7#@6*@768-7,#;-,+*B767;N

! ())"7 JS.,0-’F.%B6$"0F&
! 4+&FR’*+"*’"))"7’8<D +"5’"*’6&"5*’_I’&6&%&0*5

int tab[10];

for (int i = 0; i < 10; i++) {
tab[i] = i * i;

}
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P*.<-4 4.05*)"$0*5 4.%B6&#$*7
E0*&)/"6 #’! a"‘’Sb 0
4.0;),&0F& #’! "YQS 0
\",;& #’! a"c$Q’ScR’Q’d‘’"ec$Q’SecR’Q’db Nc0
?$@@&)&0F&’W.,0-’!"*)$F&5 #’J7’! a"‘’Sb 0f
(Z8OX’OF*";.0 #’g 7’! a"‘’Sb 0f
(Z8OX’Z.6R"’Z.67+&-)" "c#’Q’Sc7’Q’d’Q’F’hi’I :#B.0&0*$"6
(Z8OX’ZZT’Z.67+&-)" "c#’Q’Sc7’Q’d’Q’F’hi’I :#B.0&0*$"6
2")$"S6&’Z"FR$0;.@’d d 0
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! <,BB.)*&-’B6"*@.)%51
! !"F’O<
! T$0,#
! >$0-.A5’U,5$0;’!"#$%V

! P7@74;74+-7, F"0’S&’$05*"66&-’A$*+’"’@<+Q<M7#.<4<M76#Ubrew‘’apt-get‘’yum‘’[[V
! $4,8<==<8-*4#-4,86E+8-*4,#@.)’&"F+’B6"*@.)%’"/"$6"S6&’$01’doc/install/

! R**8,86<@#,+6-@8#@.)’4*4A<;.-4 $05*"66"*$.051’-.A06."-5’"0-’F.%B$6&5’"66’%$55$0;’
-&B&0-&0F$&5’U&'()V
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! (0"67P&’"’5$0;6&’@$6&1’ikos file.c

! 8,05’*+&’"0"675$5
! Z)$0*5’*+&’)&5,6*5
! \&0&)"*&5’"0’.,*B,*’-"*"S"5&’F.0*"$0$0;’*+&’"0"675$5’)&5,6*51’output.db

! (0"67P&’"’A+.6&’B).j&F*1
! ikos-scan make
! ikos program.bc

! \&0&)"*&’"’)&B.)*’@).%’"0’.,*B,*’-"*"S"5&1’ikos-report output.db
! :#"%$0&’*+&’)&5,6*5’$0’"’;)"B+$F"6’$0*&)@"F&1’ikos-view output.db
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! (0"67P&’"’A+.6&’B).j&F*’A$*+1’ikos-scan <command>

! E*’F.%B$6&5’"66’&#&F,*"S6&5’*.’TT2!’S$*F.-&1’program.bc

! E*’),05’ENO<’.0’*+&’TT2!’S$*F.-&1’ikos program.bc

! >.)R5’A$*+’%.5*’S,$6-’575*&%51’!"R& ‘’4!"R& ‘’(,*.F.0@‘’&*F[[[

! >.)R5’S7’./&))$-$0;’&0/$).0%&0*’/")$"S6&51’CC‘’CXX‘’LD
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! D+&’"0"675$5’0&&-5’"0’7486>#@*-48#U$[&‘’mainV

! L*6Q<6*E4;1’F)&"*&’"’5%"66’B).;)"%’*+"*’,5&5’*+&’6$S)")7

! :#*)"F*’*+&’TT2!’S$*F.-&@).%’"0’.Sj&F*’@$6&1’ikos-scan-extract file.o

! (0"67P&’"’B).;)"%’A$*+’"’5B&F$@$F’&0*)7’B.$0*1’ikos file.bc –e=MyMain
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! 36<@C-+<=#-4876I<+7#*.’&#"%$0&’*+&’"0"675$5’)&5,6*5

! <*")*5’"’K7D#,76B76 $0’*+&’*&)%$0"6‘’.B&05’*+&’-&@",6*’D6*K,76

! ikos-view output.db
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! <*")*’A$*+’I<,8 S,*’-.@67+-,7 -.%"$0
! \.’*.A")-5’ ,=*K S,*’@67+-,7 -.%"$0
! <*.B’A+&0’*+&’"0"675$5’$5’*..’56.A’@.)’7.,)’,5&’F"5&
! 8&F.%%&0-&-’.)-&)1

! E0*&)/"61’-d=interval

! \",;&’Q’E0*&)/"6’Q’4.0;),&0F&1’-d=gauge-interval-congruence
! 2")$"S6&’Z"FR$0;’?W!1’-d=var-pack-dbm

! 2")$"S6&’Z"FR$0;’Z.67+&-)"1’-d=var-pack-apron-ppl-polyhedra
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! D+&’5.,)F&’F.-&’$5’F.%B$6&-’A$*+’46"0;’@.)’*+&’C*,8#<6+C-87+8E67
! 46"0;’-&@$0&51

! D+&’-"*"’%.-&6’U5$P&’.@’*7B&5V
! D+&’%&%.)7’6"7.,*’U"6$;0%&0*5V
! D+&’&0-$"00&55
! D+&’5&%"0*$F’.@’@6."*$0;’B.$0*5
! :*F[[[
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! D+&’B).;)"%’$5’,-4M=7A8C67<;7;
! D+&’B).;)"%’-.&5’4*8 )&F&$/&’,-M4<=, .)’ -48766E@8,
! S4Q4*K4#7T8764#IE4+8-*4,1

! ?.’0.*’,B-"*&’;6.S"6’/")$"S6&5
! 4"0’A)$*&’.0’*+&$)’B.$0*&)’");,%&0*5
! ?.’0.*’F"66’,5&)J-&@$0&-’@,0F*$.05’U0.’F"66S"FR5V

! 1,,7.D=>#+*;7#$5’*)&"*&-’"5’"’F"66’*.’"0’,0R0.A0’&#*&)0’@,0F*$.0
! 27+E6,-B7#IE4+8-*4,#F"0’,B-"*&’"07’/"6,&’$0’%&%.)7
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! 5<=,7#@*,-8-B71’$0/"6$-’A")0$0;

! OSj&F*$/&1’=*K#6<87 .@’I<=,7#@*,-8-B7,

! 4.%%.0’5.,)F&’.@’@"65&’B.5$*$/&51
! C0R0.A0’6$S)")7’@,0F*$.05
! kW"-l’F.-&’B"**&)05
! E%B)&F$5$.0’.@’*+&’"0"675$5
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! D+&’"0"67P&)’-.&5’4*8 )&9,$)&’*+&’=-D6<6-7, ,5&-’S7’7.,)’B).;)"%

! C0R0.A0’6$S)")7’@,0F*$.05’A$66’*)$;;&)’"’A")0$0;’Um$;0.)&-’F"66’5$-&’&@@&F*l’$0’
ikos-viewV

! !.-&6$0;’6$S)")7’@,0F*$.05’F"0’67;E+7#8C7#4E.D76#*I#K<64-4M,

! >)$*&’k5*,S5l1’@"R&’$%B6&%&0*"*$.05’.@’6$S)")7’@,0F*$.05



!.-&6$0;’6$S)")7’@,0F*$.05

#include <ikos/analyzer/intrinsic.h>

char* fgets(char* restrict str,
int size,
FILE* restrict stream) {

__ikos_assert(size >= 0);
__ikos_forget_mem(stream, sizeof(FILE));
__ikos_abstract_mem(str, size);
errno = __ikos_nondet_int();
return __ikos_nondet_int() ? str : NULL;

}
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! (00.*"*$0;’7.,)’5.,)F&’F.-&’F"0’ 67;E+7#8C7#4E.D76#*I#K<64-4M,
! T$5*’.@’$0*)$05$F’@,0F*$.051’analyzer/include/ikos/analyzer/intrinsic.h

! __ikos_assert(condition)
! __ikos_assume(condition)
! __ikos_nondet_int()
! __ikos_check_mem_access(ptr, size)
! __ikos_assume_mem_size(ptr, size)
! __ikos_forget_mem(ptr, size)
! __ikos_abstract_mem(ptr, size)
! __ikos_print_values(description, var)
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ret = talg->parse_algoid_params(buf, param_len, param);
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int (*fun)(const u8*, u16, alg_param*) =
talg->parse_algoid_params;

__ikos_assume(fun == parse_algoid_params_generic ||
fun == parse_algoid_params_ecdsa_with ||
fun == parse_algoid_params_ecPublicKey ||
fun == parse_algoid_params_rsa);

ret = fun(buf, param_len, param);

ret = talg->parse_algoid_params(buf, param_len, param);
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CommandResult = XXX();
if (CommandResult == TRUE) {

FilenameState = YYY();
if (FilenameState == FM_NAME_IS_INVALID) {

CommandResult = FALSE;
}

}
if (CommandResult == TRUE) {

CommandResult = ZZZ();
}
if (CommandResult == TRUE) {

// ...
}
return CommandResult;
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! W"-’)&"-"S$6$*7

! Z).0&’*.’&)).)5

! n")-’@.)’5*"*$F’"0"67P&)5

! Z6&"5&’,5&’k&")67’)&*,)0’.0’&)).)5l
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CommandResult = XXX();
if (!CommandResult) {

return FALSE;
}
CommandResult = YYY();
if (CommandResult == FM_NAME_IS_INVALID) {

return FALSE;
}
CommandResult = ZZZ();
if (!CommandResult) {

return FALSE;
}
// ...
return TRUE;
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! <$0;6&’;6.S"6’/")$"S6&’F.0*"$0$0;’&/&)7*+$0;

AppData_t g;

typedef struct {
PipeId_t CmdPipeId;
uint16 usCmdPipeDepth;
char cCmdPipeName[OS_MAX_API_NAME];
int32 ulfd;
uint32 uiRunStatus;
// ...
uint8 lastCmdBchErrorStatus;

} AppData_t;



W"-'F.-&'B"**&)0'UoV
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! :"F+'"BB6$F"*$.0'A"5'"0"67P&-'A$*+'ENO<

! D+&'4]:'@)"%&A.)R'A"5'%.-&6&-'*.'$%B)./&'*+&'"0"675$5'UG'_oII TO4V

! T.A')"*&'.@'A")0$0;51'_[p_L'$0'"/&)";&
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Application Abstract Domain Time Errors Warnings Warnings% Checks

adio var-pack-dbm 1 min 6.92 sec 0 1 0.07% 1334

brdio var-pack-dbm 8.02 sec 0 8 0.97% 818

ci var-pack-dbm 19.98 sec 0 6 0.65% 923

comio var-pack-dbm 1 min 4.83 sec 0 4 0.26% 1494

epsio var-pack-dbm 30.64 sec 0 5 0.42% 1181

letio var-pack-dbm 24.33 sec 0 18 1.64% 1095

ms interval 0.16 sec 0 0 0% 444

saio var-pack-dbm 22.35 sec 0 8 0.64% 1246

sensio var-pack-dbm 4.67 sec 0 79 9.56% 826

spe interval 0.16 sec 0 0 0% 445

thrio var-pack-dbm 19.33 sec 0 4 0.38% 1043

to var-pack-dbm 2 min 18.32 sec 0 33 1.98% 1666

xactio var-pack-dbm 22.18 sec 0 6 0.51% 1165
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ssize_t numbytes = read ( fd , & FrameBufferRaw [ 0], 4096 );

if ( numbytes < 0) {
return ERROR;

}

// ...

numbytes - = 9; // Integer overflow

memcpy( /* dst */ FrameBuffer , /* src */ FrameBufferRaw , /*size*/ numbytes );
^~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~

warning: Possible buffer overflow, pointer '& FrameBuffer [ 0]' with offset 0 
bytes points to global variable ' FrameBuffer ' of size 4096 bytes
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warning: Possible buffer overflow, pointer '&cmd[n + 2]' accesses 1 bytes at 
offset between 8 and 16 bytes of local variable 'cmd' of size 16 bytes

uint8_t  cmd[16];
uint8_t  n;
// ...
switch(cmd_request) {

case CMD_OPEN:
n = CMD_OUT + CMD_OPEN; // 6 + 8 = 14
break;

// ...
}
// ...
cmd[n + 2] = 0; // 14 + 2 = 16
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! C5&'"'6$;+*A&$;+*'5*"*$F'"0"67P&)'@$)5*1'FBBF+&FR`'F6"0;J*$-7̀'B/5J5*,-$. `'&*F[
! C5&'$R.5J5F"0*.';&0&)"*&'*+&'66/%S$*F.-&U*+,-./ikos - scan make
! C5&'$R.5.0'*+&'66/%S$*F.-&U[SFV1'ikos program.bc
! D)7'-$@@&)&0*'"S5*)"F*'-.%"$051'ikos Ðd=var - pack - dbm

program.bc
! C5&'$R.5J/$&A*.'&#"%$0&'*+&')&5,6*51'ikos - view output.db
! UOB*$.0"6V'!.-&6'R&7'6$S)")7'@,0F*$.05
! UOB*$.0"6V'(00.*"*&'*+&'F.-&
! UOB*$.0"6V'(/.$-'kS"-l'B"**&)05
! UOB*$.0"6V'(--'$R.5$0'7.,)'F.0*$0,.,5'S,$6-'575*&%u



4.%B")$5.01'Z.67<B"F&

)<87M*6> $%&' U*=>'@<+7

Z)$F& 5677 :#B&05$/&

4.%%&)F$"6'<,BB.)* X. V7,

8"*&'.@'@"65&'B.5$*$/&5 uuu

:#&F,*$.0'*$%& uuu

>")0$0;'%&55";&5 '-.-=<6

(0"675$5'@&"*,)&5 ]&A 0<4>

\)"B+$F"6'E0*&)@"F& \..- W76>#M**;

(0"67P&'"'A+.6&'B).j&F* :"57 uuu
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Category IKOS Astrée
Z)$F& Free :#B&05$/&

4.%%&)F$"6’<,BB.)* X. Yes
8"*&’.@’@"65&’B.5$*$/&5 uuu

:#&F,*$.0’*$%& uuu
>")0$0;’%&55";&5 uuu

(0"675$5’@&"*,)&5 ]&A uuu
\)"B+$F"6’E0*&)@"F& \..- uuu

(0"67P&’"’A+.6&’B).j&F* :"57 uuu
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! ENO<'$5'"',8<8-+#<4<=>?76#@.)')9)::# *");&*$0;',<I78>#+6-8-+<=#5.@*A")&

! ENO<'$5'*@74#,*E6+71'+**B51==;$*+,S[F.%=X(<(J<> J202=$R.5

! 4.0*"F*1'$R.5w6$5*5[0"5"[;./


















