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Improving protection and health monitoring capabilities onboard the electrical power 
system (EPS) for spacecraft is essential for ensuring safe and reliable conditions for deep space 
human exploration.  Electrical protection and control technologies on the National 
�$�H�U�R�Q�D�X�W�L�F�V���D�Q�G�� �6�S�D�F�H�� �$�G�P�L�Q�L�V�W�U�D�W�L�R�Q�¶�V�����1�$�6�$�¶�V) current human space platform relies 
heavily on ground support to monitor and diagnose power systems and failures.  As 
communication bandwidth diminishes for deep space applications, a transformation in system 
monitoring and control becomes necessary to maintain high reliability of electric power 
service.  This paper presents a novel approach for on-line power system security monitoring 
of autonomous deep space spacecraft. 

Nomenclature 
EPS = Electrical Power System 
DST  = Deep Space Transport 
APC = Autonomous Power Controller 

FDI = Fault Detection and Isolation 
FDIR = Fault Detection, Isolation, and Recovery 
AI = Artificial Intelligence 
SPRT = Sequential Probability Ratio Test 
MMAE = Multiple Model Adaptive Estimation 
DERs = Distributed Energy Resources 

PMAD = Power Management and Distribution  
TPR = True Positive Rate 
TNR = True Negative Rate 
FPR = False Positive Rate 
FNR = False Negative Rate 

I.  Introduction  
ASA is investing heavily in autonomy for deep space vehicles and aeronautics applications.  These autonomous 

power systems have the ability to control and reconfigure a power system for changing conditions such as faults. 
The ability to detect and diagnose faults in complex processes is one of the most important functions of an autonomous 
system.  An example of this type of application is the electrical power system (EPS) of a deep space vehicle, such as 
the deep space transport (DST) which is destined to travel to Mars by the 2030s.  The early observation of incipient 
faults may prevent power system failures, and widespread blackouts that could result in catastrophic damage to other 
subsystems and even risk human lives.  Currently, human rated spacecraft power systems rely on human operators to 

diagnose faults by carefully examining acquired telemetry.  As NASA moves towards deep space exploration, the 
distance from earth at which these spacecraft operate increases greatly.  This distance increases the time it takes to 
receive telemetry from the spacecraft, resulting in longer times to recover and reconfigure after a fault.  Without the 
constant monitoring and analysis from the ground, the EPS is at risk of faults going undetected by circuit breakers or 
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We can expand on this framework to include current for each switch in the network, output voltages for solar array 

and battery busses, as well as input and output voltages for Bus 3, 4, 7, and 8 switches.  In addition, we can remove 

row 6 above because it represents the net current injected into Bus3, which is always equal to zero because it is a 

distribution bus.  Using these equations we can create a model for the observed currents and voltages in the normal 

operating power system of Figure 2. 

In order to model a short circuit on one of the lines we can manipulate the connectivity matrix to account for 

current leakage on one of the lines.  Using this methodology we are able to model a short circuit of any resistance 

regardless of the power output level.  Sensor faults are also able to be isolated using the standardized innovation 

sequence of the Kalman filter.  Sensor fault isolation will be discussed in greater detail below. 

A. Simulation Results 
To demonstrate the effectiveness of the fault management design, we will run the simulation over several 

hundreds of test cases with varying fault parameters.  We will run 100 cases for each fault type as well as well as 100 

cases with no faults.  Our fault types will include faults that require diagnosis at the central level, which include high 

impedance faults on all of the distribution lines and sensor biases on all of the network sensors (Vout, Vin, I).  For each 

fault case we vary the load level, eclipse state, and fault parameter.  Fault parameters are sensor offset value, and short 

to ground impedance.  An example of the controller running in the normal mode is displayed below in Figure 3.   

During the normal mode operation we can see that our Kalman filter gives us an optimal estimate (red) for the 

observed noisy sensor data (black), thus giving us a more trustworthy representation of the data to analyze.  For 
spacecraft that may be in flight for several decades, the signal to noise ratio is liable to increase, therefore making 
optimal state estimation an important part of power system health monitoring.  Our residuals are calculated by the 
innovation sequence of our normal mode filter, which consists of the difference between the observed data and the 
estimated data.  The fault diagnostic algorithm runs the tests for whiteness, mean, and covariance to diagnose faults 
in the system. 

 

 

Figure 3. Voltage in, out, and current for a single RBI switch under normal operating conditions. 
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When a fault in the system occurs, the residual sequence of the normal model fails one or more of the statistical 
tests, and the fault models are launched in parallel.  If one of the fault model filters is able to pass the tests for whiteness, 
mean, and covariance, then the controller is able to successfully isolate the type of fault.  The example in Figure  4 
shows a high impedance fault on the line in between Bus 2 and Bus 3.  The current leakage to ground breaks the 

normal model filter, and the fault models are subsequently launched.  The controller is able to correctly identify the 
fault as a high impedance short on the correct line, by matching the model with the particular fault to the incoming 
residual window.  Using all of the state estimates of the power system, we are able to confidently isolate the fault, and 
prevent false alarms by minimizing noise and relying on multiple system variables to make the diagnosis.   

 

Another test we will demonstrate is a sensor offset.  In this scenario, a sensor may deviate from its true value, 

which may cause problems in the analysis of other power system algorithms.  Therefore it is critical to isolate a sensor 

fault from a fault in the hardware.  Figure 5 shows the normal model estimates for a biased sensor on an input voltage 

to Bus5 (RBI2-1_Vout).  Again the residual sequence of the controller in the normal mode fails the statistical tests 

described above.  Then the code determines the sensor with the largest residual and autonomously generates a filter 

model with the suspected sensor removed.  Finally, the controller is able to isolate the sensor fault by matching the 

data to the new sensor fault filter.  This general process is common for performing power system state estimation and 

sensor validation on terrestrial power systems.  One advantage of the Kalman filter approach is that the controller 

analyses the residuals over a window of time and determines the result based on the mean of the innovation sequence.  

This means that this method will be more robust in the face of transients and occasional out-of-sync data.  More basic 

techniques only rely on instantaneous data, which can lead to problems in the event of data mismatches, disturbances, 

and transients.       

The main challenge in isolating a large number of fault types with limited data observability is differentiating 

between indistinguishable fault types.  In this case the output data for some of the high impedance  short circuits looks 

 

Figure 4. High impedance short to ground fault between Bus2 and Bus3 

 

 

Figure 5. Sensor offset on a Bus7 voltage sensor. 
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identical to a current sensor offset.  One potential solution to this may be the addition of power system testing.  In 

such a situation, a set of certain allowable actions may be taken (such as opening a switch or turning off a device) in 

order to collect additional data and isolate the fault type.  This is an area for future work in this field known as active 

fault diagnosis. 

To summarize the results thus far, a confusion matrix has been developed to determine at what rate the controller 

was able to correctly diagnose the inserted fault.  2,800 fault and non-fault scenarios were generated in total for this 

study.  The classification results for all of the faults inserted on one string of the power system can be seen in Table II 

of Appendix A.  When a fault was inserted in the simulation, the condition is considered positive.  If the controller 

was able to correctly diagnose the fault, then the predicted condition is also found to be positive.  For a non-faulted 

simulation, the condition is negative; likewise when no fault is found by the controller the predicted condition is 

negative.  The confusion matrix consists of four elements, True Positive Rate (TPR), True Negative Rate (TNR), False 

Positive Rate (FPR), and False Negative Rate (FNR).  They are calculated by the following equations with results 

presented in Table I. 
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VI.  Conclusion 
Autonomous power systems must have the ability to detect, isolate, and recover from power system failures.  This 

paper proposed using a Kalman filter approach to perform fault management to detect short circuits and sensors failure 

within a space DC microgrid.  By analyzing a sequence of time series residuals we are able to isolate faults (such as a 

stuck sensor) that less robust model-free methods cannot.  In addition, residual sequence analysis gives our FDI 

method improved robustness in the face of transients and other disturbances, unlike simpler methods.  The  challenge 

of isolating high impedance short circuits as well as various sensor failures was identified for space power applications, 

and therefore was a suitable first candidate for our FDI technique.  Lastly, we show the simulation results for a small 

DC system with simulated PMAD components.  Overall the method was shown to be successful in detecting and 

isolating high and low impedance short circuits and sensor failures.  

Table I. Confusion Matrix for DC Power System Faults 

 Predicted Condition 

True Condition TPR: 87%  FPR: 1%  

FNR: 1.89% TNR: 99% 
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