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Architecture Challenges

�� How do we certify a software defined radio
�– Do we use hardware filters to eliminate possibility to out of band 

transmissions?
�� Comes at the cost of reduced flexibility

�– Do we apply the same software assurance practices used to certify 
other avionics systems?

�� Comes at the cost of increased design complexity

�� �6�\�V�W�H�P���V�F�D�O�D�E�L�O�L�W�\���K�D�V�Q�¶�W���E�H�H�Q���S�X�V�K�H�G���W�R���L�W�¶�V���O�L�P�L�W�V
�– �/�D�E���W�H�V�W�L�Q�J���Z�D�V�Q�¶�W���D�E�O�H���W�R���I�L�Q�G���D���O�L�P�L�W���W�R���W�K�H���Q�X�P�E�H�U���R�I���Z�L�U�H�O�H�V�V���G�H�Y�L�F�H�V��

�W�K�D�W���F�D�Q���E�H���X�V�H�G���D�W���R�Q�H���W�L�P�H�����E�X�W���,�¶�P���V�X�U�H���L�W�¶�V���W�K�H�U�H���V�R�P�H�Z�K�H�U�H
�� System adoption requires buy in from both avionics developers and 

wireless system developers
�– �:�R�Q�¶�W���E�H�Q�H�I�L�W���D�L�U�F�U�D�I�W���G�H�V�L�J�Q�H�U�V���L�I���Z�L�U�H�O�H�V�V���G�H�Y�H�O�R�S�H�U�V���R�Q�O�\���S�U�R�Y�L�G�H���D��

custom interface solution
�– �:�L�U�H�O�H�V�V���G�H�Y�H�O�R�S�V���F�D�Q�¶�W���S�X�W���W�K�H�L�U���S�U�R�G�X�F�W���L�Q���W�K�H���I�L�H�O�G���L�I���Q�R���R�Q�H���L�V���X�V�L�Q�J��

this interface
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Software Defined Radio Usage Scenario
Scenario Without SDR

1. Start with hypothetical wireless flight sensor 
system that communicates via WiFi

2. A new-cutting edge wireless sensor 
technology comes out that uses BlueTooth

3. Modify pre-existing Wi-Fi system to 
incorporate Wi-Fi and BlueTooth

�– Increase hardware complexity
�– Significant non-recurring engineering 

costs
�– Requires engineering resources for 

both hardware and software 
development

WiFi WiFi

BT WiFi

WiFi WiFi

BT BT
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Software Defined Radio Usage Scenario
Scenario With SDR

1. Start with hypothetical wireless flight 
sensor system that communicates via WiFi 
and utilizes SDR technology

2. A new-cutting edge wireless sensor 
technology comes out that uses BlueTooth

3. BlueTooth communication protocols are 
uploaded to the SDR, and the new sensor 
nodes are easily integrated into the vehicle

�– No Hardware Modification
�– Negligible Non-Recurrent Engineering 

Cost
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WiFi BT
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Architecture Overview

�� Utilizes a SDR access 
�S�R�L�Q�W���D�V���D���‡�E�U�R�N�H�U�·���L�Q���D��
�‡�S�X�E�O�L�V�K���V�X�E�V�F�U�L�E�H�·��
architecture

�� Avionics systems request 
(or subscribe) to specific 
pieces of information 
provided by the SDR 
access point 

�� Wireless devices 
transmit (or publish) data 
that is acquired by the 
SDR access point












