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Figure 7.  Comparison between Commercial and Radiation-Hardened CMOS Technologies [6]. 

While state-of-the-art COTS parts can increase system performance and capabilities, they also 
can dramatically increase system complexity to the point where characterization of the part, let 
alone the system, for all logical and operating states become practically impossible. The system 
state space complexity increases exponentially with the part complexity, and access to 
information about individual part performance and margins to failure decreases. This makes full 
characterization for board- or box-level testing with complex parts a daunting problem.  

Limited understanding of COTS technology and how they perform in the mission environment 
over the design lifetime may lead to incomplete verification processes. NASA has successfully 
used COTS parts in mission critical applications thro�X�J�K�R�X�W���W�K�H���$�J�H�Q�F�\�¶�V���K�L�V�W�R�U�\�������7�K�L�V���K�D�V���E�H�H�Q��
�D�F�K�L�H�Y�H�G���E�\���F�D�U�H�I�X�O���V�H�O�H�F�W�L�R�Q�����T�X�D�O�L�I�L�F�D�W�L�R�Q�����D�Q�G���V�F�U�H�H�Q�L�Q�J���R�I���W�K�H���S�D�U�W�V���W�R���P�H�H�W���W�K�H���P�L�V�V�L�R�Q�V�¶��
requirements as well as careful system design to capitalize on the strengths of the COTS part 
while mitigating its weaknesses.  The level at which part performance must be verified to ensure 
it will work successfully is highly dependent on MEAL, the avionics architecture, and the part 
technology [8]. 

4.3 Application #3: MEAL -based Verification for Radiation Effects  

Threats that the space radiation environment poses to semiconductor devices in space missions 
can be divided into two broad categories: dose effects and single event effects (SEE). Dose 
effects, i.e., TID and displacement damage dose (DDD), result from cumulative exposure to the 
space radiation environment. As such, they behave like wear-out effects with failure rate 
increasing as the dose increases. In contrast, single-�H�Y�H�Q�W���H�I�I�H�F�W�V�����6�(�(�����D�U�H���W�K�H���S�D�U�W�V�¶���S�U�R�P�S�W��
responses to the passage of a single ionizing particle through a volume in the part sensitive to 
that SEE mode. 

4.3.1 TID, DDD, and SEE 

Radiation tests for TID, DDD, and SEE are all at least potentially destructive.  Therefore, such 
testing is done during qualification testing on a sample of parts representative of the flight parts.  
For TID and DDD, this usually means the test parts must belong to the same wafer diffusion lot 
as the flight parts.  For SEE, lot-to-lot differences in performance are not usually as significant as 
those for TID or DDD.  As long as the test parts are fabricated in the same process and with the 
same mask set as the flight parts, the test is likely to be valid.  Note that in some cases, lot-to-lot 
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and even part-to-part variation is significant for SEE and these situations require greater fidelity 
between test and flight parts. 

Radiation testing for SEE has different goals than that for TID or DDD.  TID and DDD are 
cumulative effects, and failures are usually preceded by gradual parametric and functional 
degradation.  Thus, the goals of TID and DDD testing are to determine which parameters/ 
functions degrade and the part-to-part variation in that degradation at each dose step.  If parts are 
tested to failure (either parametric or functional), then the part-to-part variation in the failure 
dose is also of interest.  Mitigation of TID and DDD involves adding shielding or taking other 
steps (e.g., selecting operating conditions) to ensure that the dose on the part remains low enough 
that the probability of failure or degradation aff�H�F�W�L�Q�J���W�K�H���S�D�U�W�¶�V���D�E�L�O�L�W�\���P�H�H�W���U�H�T�X�L�U�H�P�H�Q�W�V���L�V��
negligible.   

In contrast, SEE can occur at any time in the device with equal probability (per ion).  As such, 
the primary goal of SEE testing is to identify all the SEE modes to which the part may be 
susceptible.  Thus, independent of whether the radiation environment is severe or benign, the test 
will irradiate the part to ion fluences much higher than will be seen during the mission.  SEE test 
methods are specifically tailored to include conditions where a given SEE mode is likely to occur 
if the device under test is susceptible.   For example, if the device under test includes CMOS 
(which can be susceptible to single event latch-up �†  SEL), some test runs will be performed 
with high fluences (i.e., greater than 107 ions per cm2) of highly ionizing (i.e., high-linear energy 
transfer (LET)) ions. These runs would be performed with the worst-case conditions for causing 
SEL in the DUT. Once this susceptibility is detected, then it is measured for a variety of ion 
species, energies, LETs, and angles of incidence.  These data are used to estimate the probability 
of each SEE mode occurring in the mission radiation environment application and lifetime.   

4.3.2 Radiation Testing at Different Configuration Levels 

Whether parts are tested at the part-, board-, or box-level affects the extent to which the goals 
outlined in the previous section can be met by testing.  First, board- and box-level studies are 
often performed with a single sample of the board or box.  This makes it impossible to assess 
how part-to-part variation would affect flight board/box performance unless there is high 
confidence part-to-part variation is negligible for all parts on the board.  Even if multiple test 
units are irradiated, the interactions between parts with different variability on the boards makes 
it difficult to interpret the results and bound flight unit performance. 

Radiation of higher-level assemblies also precludes optimizing the test to detect particular 
susceptibilities in any given technology. Moreover, parts on a board may only be susceptible to 
�V�R�P�H���I�D�L�O�X�U�H�V���I�R�U���D���I�U�D�F�W�L�R�Q���R�I���W�K�H���E�R�D�U�G�V�¶���R�S�H�U�D�W�L�Q�J���F�R�Q�G�L�W�L�R�Q�V�����)�R�U���H�[�D�P�S�O�H�����L�I���D�Q�\���S�D�U�W���R�Q���D���W�H�V�W��
board is bipolar, it is potentially susceptible to enhanced low dose rate sensitivity, in which parts 
degrade more severely at low dose rates (e.g., in space) than at high dose rates (e.g., in an 
accelerated TID test).  This means that the entire test must be conducted at a low dose rate.  
Similarly, increasing board temperature and voltage may not be possible, and SEL testing would 
likely have to be done for realistic missions rather than bounding conditions. Test conditions and 
levels will be driven by the weakest parts in the test unit rather than by the level of hardness 
designers desire for the system.  

Nondestructive SEE modes and parametric degradation may also remain hidden in tests at the 
board- and box-level.  While it can be argued that such modes are not significant at the system 
level, they could have consequences if the hardware is in another logical or operating state when 
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they occur.  In general, the more complicated the test unit, the less likely it is that the tester will 
be able to cover the full state space of operations in an accelerated test.   

Not every radiation test can be performed at all integration levels. TID tests with gamma rays 
could be performed even for complex boxes as long as the beam is large enough to expose the 
entire test unit.  X-rays have less penetrating power than gamma rays, but are similarly suitable 
for part-, board- and box-level testing as long as the penetrating range of the radiation is much 
longer than the system size. A concern for multi-board systems is that a gamma ray or X-ray 
beam can be degraded as it passes through the forward boards, resulting in higher doses for the 
rear boards than the forward boards. Proton TID, DDD, and SEE tests can also be performed on 
integrated systems although the range of the protons must be considered (the range of a 200-
MeV is about 13.7 cm in Si).   

Heavy-ion SEE testing at levels of integration higher than the part level is problematic. Preparing 
parts on the board to ensure ions from conventional accelerators reach device sensitive volumes 
can compromise their structural integrity, making them unreliable and vulnerable to mechanical 
failures. In principle, a sufficiently broad, high-energy heavy-ion beam (e.g., like that at the 
NASA Space Radiation Laboratory (NSRL)) could effectively test parts at the board-level 
without modification, albeit with significant amounts of analysis required to account for beam 
degradation as it traverses various parts.  However, heavy-ion SEE testing at the multi-board or 
box-level is generally not feasible due to limited penetration ranges of the ions and the difficulty 
of modeling transport of the ions through complicated structures in the test unit.   

Board- and box-level tests must be designed around the limitations of the weakest part(s) in the 
system, which creates challenges for radiation testing.  This is especially true for board-level 
SEE tests, which are usually performed with high-energy protons due to their greater penetrating 
range, eliminating the difficulties with part/board preparation for heavy ion tests. Such a proton 
test cannot detect SEE modes caused only by moderately to highly ionizing particles (Z>14).  
However, even for modes that occur at low LET, only 1 of ~289000 protons creates a recoil ion 
(i.e., the secondary particle capable of causing the SEE) while every proton contributes to TID. 
To avoid board- or box-level failures due to TID-susceptible parts, the test will often need to be 
restricted to a low proton fluence (e.g., 1010 to 1011 cm-2).  Such low-fluence tests usually fail to 
reveal all, or even a representative sample, of the SEE susceptibilities in the system under test 
and on-orbit experience can differ dramatically from the test results, as seen in Figure 8.  

   
Figure 8. Simulated strikes of ions (red dots) overlaid on a photomicrograph 60 x 70 µm2 section of an Elpida 512 

Mbit SDRAM. Left: Recoil Ions due to 1010 Protons/cm2. Right: 107 ions/cm2 typical of heavy ion SEE test. 

Often, the softest parts to TID in the test unit that drive the low fluence requirements are linear 
bipolar components fabricated in large-dimension, older technologies.  These simple parts do not 
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usually require high ion fluences to characterize their SEE response.  In contrast, complex parts 
that require high fluences for SEE characterization are fabricated in more advanced 
microelectronic technologies that are usually much more tolerant to TID and remain functional at 
the high proton fluences required to provide adequate coverage of SEE modes.   

In general, the fluence required to adequately test a device scales with its complexity and the 
transistor count is often a good guide to device complexity. Transistor count scales roughly as 
the inverse square of the minimum feature size of the technology. 

However, there are other factors to consider (e.g., number of functions or operating modes).  A 
quad core processor with a given transistor count is likely less complicated than a single 
processor with the same transistor count.  Similarly, a static random access memory (SRAM) 
may be fabricated in an advanced CMOS process with high transistor density, but its architecture 
will be highly repetitive and, as such, it will not require as high a fluence to characterize its SEE 
response as would a less repetitive part with similar transistor count.  In contrast, although the 
memory array of a synchronous dynamic random-access memory (SDRAM) is highly repetitive, 
the part exhibits complex SEE behavior due to upsets in its control logic. 

Even if the testing is performed with ultra-high-energy heavy ions rather than protons, 
differential performance in the parts on the board (box-level testing is not possible with heavy 
ions currently available at any accelerator) can still complicate the task of thoroughly 
characterizing the board.  If one or more of the components on the board is susceptible to 
destructive or highly disruptive SEE modes, it may prevent the test from accumulating sufficient 
fluence or probing all of the full state space of the test unit.   

5.0 Summary 

This paper presents a verification approach based on MEAL and risk posture for space systems, 
provides the awareness of the different levels of risks associated with verification when 
performed at part-, board- and box-level, and discusses the applications on flight heritage 
verification, commercial off the shelf (COTS) verification and radiation effect verification. 

The MEAL and risk posture based verification process applies to any avionics technology 
system verification, including COTS technology and previously flown technology. There is no 
�‡�R�Q�H���V�L�]�H���I�L�W�V���D�O�O�·���V�R�O�X�W�L�R�Q���I�R�U���W�K�H���V�H�O�H�F�W�L�R�Q���D�Q�G���Y�H�U�L�I�L�F�D�W�L�R�Q���R�I���W�K�H��avionics system and 
technology to ensure safety and mission success.  

The MEAL suggests appropriate strategies for mission design, development, implementation, 
and defines end-of-mission conditions. It also informs/bounds the verification approach and 
processes through all stages. The selected verification processes must ensure the adequacy of the 
design is commensurate with the risk that is acceptable to the project. 

The understanding of the MEAL requires a complete synchronous picture of how avionics 
technologies are to be used effectively. Emphasizing one of the MEAL elements without 
understanding the others can compromise the integrity and performance of the system and the 
mission success.  
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Example (b): although heritage is often taken to apply to any previous successful flight 
experience, in reality the environment, application, and lifetime of the heritage mission must be 
equivalent or exceed the mission severity under consideration.   

Example (c): in the event that the application and lifetime are bounding, but the new mission is 
in a more severe environment, the assumed TRL is 4 because the technology has been 
established at the prototype or breadboard/experimental level.   

Example (d): if the new application is more severe than that for the heritage mission, then the 
assumed TRL is 3 because while the mission represents proof of concept, the technology 
requires validation for the intended application.   

Example (e): if the environment, application, and mission life of the new mission exceed those of 
the heritage mission, then the assumed TRL is 1.  

There are some scenarios not shown in Table 3. For example, if the environment and application 
are bounding, but the mission life is longer for the new mission, then the assumed TRL is 4 
because while the technology is validated in principle, the success of the technology for the new 
cumulative stresses and failure probabilities have not been.  

In summary, MEAL-based verification provides the steps required to qualify any design and 
could help assess whether �W�K�H���³�K�H�U�L�W�D�J�H���G�H�V�L�J�Q�´���L�V���R�U���L�V���Q�R�W���V�X�L�W�D�Ele for the given mission. To 
�F�O�D�L�P���³�K�H�U�L�W�D�J�H�´�����W�K�H���S�U�H�Y�L�R�X�V���P�L�V�V�L�R�Q�¶�V���F�K�D�U�D�F�W�H�U�L�V�W�L�F�V���P�X�V�W���E�R�X�Q�G���W�K�R�V�H���R�I���W�K�H���Q�H�Z���P�L�V�V�L�R�Q���L�Q��
terms of environment, application, and lifetime. If these bounds are not realized, then the new 
system would regress to the appropriate TRL and be certified/verified to the predicted conditions 
of new mission. 

Table 2.  MEAL-based Verification Step-by-Step Process to Assess Flight Heritage Technology. 

( a ) ( b ) ( c ) ( d ) ( e )

New 
Technology

Proposed New Mission MEAL (mission 
environment, application and expected 
lifetime) is equal or a subset  of the 
previously flown mission MEAL, 
including identical concept, form fit, 
design,  interfaces, etc.

Proposed New Mission application and 
expected lifetime is equal or a subset 
of the previously flown mission, 
including identical concept, form fit, 
design,  interfaces, etc., but with an 
environment outside  the previously 
flown mission.

Proposed New Mission MEAL  is equal 
or a subset of the previously flown 
mission MEAL, but with different 
application implementation  (i.e. 
different design outside the previously 
flown like mechanical, thermal &/or 
electrical)

Design previously flown but different 
application, environment and lifetime 
(where the original application does 
not envelope the new application)

TRL # Description as stated  on  7120.5C

1 Basic principles observed and reported V&V Previous Data Available Previous Data Available Previous Data Available Previous Data Available

2 Technology concept and/or application 
formulated V&V Previous Data Available Previous Data Available Previous Data Available V&V

3 Analytical and experimental critical function 
and/or characteristic proof-of-concept V&V Previous Data Available Previous Data Available Previous Data Available V&V

4 Component and/or breadboard validation in 
laboratory environment V&V Previous Data Available Previous Data Available V&V V&V

5 Component and/or breadboard validation in 
relevant environment V&V Previous Data Available V&V V&V V&V

6 System/subsystem model or prototype 
demonstration in a relevant environment V&V Previous Data Available V&V V&V V&V

7 System prototype demonstration in the real 
environment V&V V&V V&V V&V V&V

8 Actual system completed and "flight 
qualified" through test and demonstration V&V V&V V&V V&V V&V

9 Actual system "flight proven" through 
successful mission operations V&V V&V V&V V&V V&V

Comments:

Must undergo 
through the 
entire TRL 
process

Must verify system/subsystem under 
relevant environment (acceptance 
verification test)

Must validate component &/or 
Breadboard under relevant 
environment.

Must validate component &/or 
Breadboard under laboratory 
environment.

Must be treated as the new technology

Notes:
V&V

Previous Data Available 

Mission Examples

 Description

Must be validated and verified as per TRL Definitions and descriptions.
Validation data available from previously flown/validated system.  Requires Verification at all levels of implementation.

G
ro

un
d

S
pa

ce
C

on
ce

pt
Im

pl
em

en
ta

tio
n

Environment Application Lifetime Environment Application Lifetime Environment Application LifetimeEnvironment Application Lifetime

 
 

4.2 Application #2: MEAL -based Verification for COTS Use in Spaceflight Projects 

Spaceflight projects are driven to use COTS avionics technologies to reduce design, 
development, test, and evaluation (DDT&E) costs, to meet programmatic schedules, and increase 


