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mechanisms, two sub-goals for the system emerge - one, that the individual parts of the system can withstand the 
radiation stresses for the life of the missions, and two, that the system is tolerant to radiation faults and failure. Figure 
11 presents this top-level case. 

Goal 2 is expanded further in Figure 12, which presents a section of the part-level radiation tolerance assurance 
case. One way to show that the parts are tolerant to radiation is to perform radiation tests and present the results which 
is seen in Strategy 3, Goal 5, Goal 9 and Solution 2. If the part cannot be shown to be radiation tolerant, then a system-
level mitigation scheme is implemented as seen in Strategy 5 and Goal 7. Figure 13 makes the argument for the system-
level mitigation scheme of single-event effects . This includes detection (Goal 8), isolation (Goal 6), and recovery 
(Goal 10). The solution nodes can contain references to artifacts that serve as evidence such as test reports. 

Figure 14 shows a functional decomposition model of the system. The lowest level functions are linked to 
components (references from architectural model) that provide the functionality. The GSN assurance case model can 
be linked to elements in other SysML models. The goals and strategy nodes in the GSN model can contain references 
(or links) to specific nodes in the functional model, architectural models and fault models. This allows for GSN models 
to interact with other models in an MBSE paradigm. Linking nodes in the GSN models to elements in other models 
helps establish the system-level context for the specific portions of the assurance argument. This context could be 
useful to track the functions, faults, components, and subsystems that are covered as part of the assurance and 
reliability argument and identify any gaps or inconsistencies particularly when system models evolve. By organizing 
the assurance case into goals and child-goals, the logic of the argument for radiation reliability is made explicit in 
the graphical model. In addition, the model allows for the mission assurance objectives to fit into the larger MBSE 
paradigm for system design which provides the ability to manage greater complexity. Assumptions, which would 
tend to be hidden within purely textual arguments, surface through the explicit assumption nodes, leading to rapid 
upfront consideration of reliability and safety. These arguments are eventually evaluated through the system tests 
summarized in solution nodes. 

If there is limited time or budget for radiation testing, a Bayesian net model of the radiation-induced fault effects 
on the system can be used to prioritize testing. The result of the BN sensitivity analysis is a solution in the GSN 
argument and influences the construction of the GSN assurance case that prescribes the necessary radiation part 
characterization tests. The discrete Bayesian Network model was constructed and executed with GeNIe tool set36. The 
structure of the net was derived from fault models of the parts in the SysML block diagram model of the system. 
Figure 15 shows a Bayesian Network model where the top two nodes, MissionTimeElapsed and 
SingleEventEnvironment, are deterministic nodes that allow the user to set the conditions for evaluating the 
probabilities for the rest of the nodes. The MissionTimeElapased may be set to any one of the three time frames of the 
mission, less than a year, between 1 and 2 years, and anything beyond 2 years. The SingleEventEnvironment may be 
set to either a low radiation region or a high radiation region such as the South-Atlantic Anomaly. The TID, SEL and 
SEU nodes capture the probability of faults and anomalies from these radiation effects that the system is exposed to 
based on the settings for MissionTimeElapsed and SingleEventEnvironment. The diagram shows the states in each 
node and a bar graph shows the probability of the node being in the specific state.  

The Current node captures the probability of the current on the board being nominal (in-spec) or high (out-of-
spec) based on radiation-induced faults (TID or SEL) in any of the interconnected components in the board. The nodes, 
VUC_Bus, WDT, LoadSwitchOperation, LinearRegulator, capture the health of the component functionalities related 
to power from the bus, Watch-dog timer, Load switch and the Linear Regulator respectively. The uController node 
captures the correctness and availability of the microcontroller operation given the state of its parent nodes. The SRAM 
node captures both the correctness and the availability of the SRAM operation. Since the microcontroller is responsible 
for instructing the SRAM as well as controlling the mitigation operation related to SRAM SEL, the SRAM node is 
influenced by the health of the microcontroller. 

Figure 16 shows the posterior probabilities of the nodes (as bar graphs) when the MissionTimeElapsed node was 
set to less than one year and the SingleEventEnvironment node was set to a Low rate region. As expected during the 
early part of the mission, the components are functioning correctly, with limited downtime for the SRAM related to 
periodic restarts to scrub record single event upsets. Figure 17 shows the posterior probability when the 
MissionTimeElapsed is set to greater than 2 years (beyond the expected life of the mission) and the 
SingleEventEnvironment is set to a High rate region (such as South Atlantic Anomaly). The higher rate of single event 
effects (SEL, SEU), leads to a greater probability for higher currents (which is reflected in the posterior probability of 
Current being in the out-of-spec state). This decreases the availability of the SRAM due to repeated restarts as part of 
the SEL mitigation procedure. In addition the increased probability of SEUs and SEFIs in the microcontroller leads to 
a greater chance for system malfunction. Moreover, in the components involved in the mitigation, the WDT and 
LoadSwitch, the posterior probabilities reveal an increase in chances of degraded performance, thereby increasing the 
chances of malfunction in the microcontroller, reducing both availability and correctness in the SRAM. Figure 18 
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Figure 12. Section of part-level radiation tolerance assurance case. 
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Figure 13. Section of system-level radiation tolerance assurance case. 
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Figure 14. Function decomposition with references to system model. 





USE THIS FIGURE FOR THE BLACK AND WHITE VERSION OF THE PAPER; SEE 
PREVIOUS PAGE FOR THE EQUIVALENT FOR THE COLOR VERSION 
  

 
Figure 15. Bayesian Network model for CubeSat experiment board. 
 



USE THIS FIGURE FOR THE COLOR VERSION OF THE PAPER; SEE NEXT PAGE FOR 
THE EQUIVALENT FOR THE BLACK AND WHITE VERSION 
 

  

 
Figure 16. Bayesian Network inference for MissionTimeElapsed is less than 1 year and the 
SingleEventEnvironment is in the Low rate region. 
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Figure 17. Bayesian Network inference for MissionTimeElapsed greater than 2 years and the 
SingleEventEnvironment is in the High rate region (such as South Atlantic Anomaly). 
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Figure 7: Probability Attributes Populated from the SysML Model in the MSBNx Tool 
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Figure 8: Changing Probability Values in MSBNx Tool 
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Figure 9. A notional diagram for SysML driven analyses. BNs will take on a greater role 
enabled by SysML constructs and compatible analytical environments for simulation. 
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Figure 10. Simplified Block Diagram of CubeSat Experiment Board modified from35. 
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Figure 11. Top-level Radiation Assurance Case 
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