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Abstract. In the context of Body Area Network (BAN), e-medical service is gradually in high
demand due to the increasing focus on health care recent years. However, there are still great
challenges badly endangering medical information security. Designing for e-medical system,
we propose a suit of well-integrated security scheme gathering functions of collecting,
processing, diagnosing and querying medical data. Apart from resisting common attacks and
eavesdropping from enemies, our proposed scheme borrows idea of dual signature in order to
hide partial sensitive information from doctor, server and some other nice identities for privacy
protection. In addition, we analyse the security performance of this e-medical system scheme
and find it behaves well in resisting privacy disclosure, impersonation attack, replay attack and
data falsification.

1. Introduction

Since the rapid development of Internet of Things (IoT) and the expansion of correlative health-care
business scope, as a branch of Wireless Sensor Network (WSN) in medical field, Body Area Network
(BAN) is gradually coming into view. Generally speaking, a typical BAN system consists of several
implantable or wearable sensor nodes used for collecting physiological data and back-end data
processing system. Physiological signals such as body temperature, blood pressure, oxygen levels and
electrocardiogram (ECG) from the patient is gathered via the wireless sensors and transmitted to a
cluster head or a gateway device, which is then possibly relayed to one or more local servers[1-4]. The
growth of large-scale information systems is a topical issue in the health-care sector[5]. In addition to
ensuring the good device experience, the safe transmission of medical information and privacy
protection are also big points in the research of BAN.

In order to solve problems in e-medical system mentioned above, various works have been coming
out recent years. Gritzalis and Lambrinoudakis proposed a security architecture which was mainly
designed for providing authentication and authorization services in web-based distributed systems[6].
Hsu et al. proposed an integrated Institutional Review Board (IRB) system to connect hospitals, clinics,
manufacturers and customers in order to share information, reducing administrative costs, and further
improving the quality of intelligent medical devices design[7]. Hu et al. designed a scheme to secure
the data communications between implanted/wearable sensors and the data sink/data consumers
(doctors or nurse) by employing Ciphertext-Policy Attribute Based Encryption (CP-ABE)[8-10].

However, existing studies mostly focus on resisting the attack of enemies such as eavesdropping
and tampering , scarcely considering of covering partial patients' sensitive information under doctors,
service supporters and some other legal objects, which can hardly achieve privacy protection in
domestic e-medical system. Departed from the issue mentioned above, we proposed an advanced
secure scheme of domestic e-medical system (DEMS). DEMS perfectly integrates data collection,
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diagnosing and some other medical functions as a whole, ensuring transmission security and privacy
protection using encryption, digital signature, Hash, etc, which supports a well-integrated suit of
e-medical secure scheme.

The rest of paper is organized as follows: Section 2 introduces the system model and related
technologies of DEMS and lists all symbols used later. Section 3 specifically illustrates the process of
executing DEMS with collecting, encrypting, signing and authenticating included. Section 4 presents
the security analysis and section 5 concludes the paper.

2. Preliminaries
DEMS applies to domestic health-care system and it can support more than one person, which
distinguishes and serves different users by identifying the flashing ID card on the device.
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Figure 1. System model.

Table 1. Declaration of Symbols Used Later

Symbols Explanation
R A periodically updated random number generated at server-end
K Symmetric key used for encrypting physiological data by gateway node
PK , SK Public key and secret key of gateway
K, Symmetric key used for encrypting diagnosis data by doctor

PK ,,SK Public key and secret key of doctor

PK 5, 5K, Public key and secret key of user

Ei (M) Ciphertext of message M encrypted using key Ki
H(M) Digest of message M through Hash function

As showed in Figure 1, this e-medical system consists of several sensor nodes, the gateway, the
user-end, the server-end and the doctor-end. All physiological data such as body temperature and
blood pressure will gather at the gateway after being collected. The gateway will process the received
data and send it with its own signature to server through internet. Having received those ciphertext,
server will perform identity authentication and relay them to the selected doctor. The doctor will do
authentication first as well and return diagnosis in the form of ciphertext with his own signature.
Having ensured the data received from doctor believable, server stores all of them in database and
waits for request from user.

On the basis of fundamental security measures such as encryption, signature, hash function and so
on in this work, note that we bring in the idea of dual signature, a key technology in Secure Electronic
Transaction (SET) protocol[11]. Considering of the speciality of dual signature, we develop dual
signature in our e-medical system so that doctor and server could only respectively see partial
necessary information. To be more specifically, in DEMS, the server-end won't obtain the original
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physiological information and the doctor can never get users' personal identity information, which
achieves the purpose of privacy protection.
To simplify the following illustration, we list all symbols used later in Table 1.

3. Proposed Secure Scheme
This section specifically illustrates the process of performing DEMS including six phases.

3.1. User Registration and Initialization Phase
In this phase, a user registers his own ID of the medical system in interface layer of WEB and submits
his identity information as asked by system. Note that this phase only faces new users who never
registered before and old users could begin from phase B. The description of this phase is given
below:

Step 1: User signs up to obtain his own ID of this medical system and submits his true identity
information(marked as /) as told by what web page shows. Then, choose the doctor he want.

Step 2: User-end sends server the information of user ID, H(M,) and the chosen doctor ID.

3.2. Physiological Data Collection Phase
This phase is designed for data collection and data uploading. Medical devices here accept identity
information of user and undertake duties of collecting, encrypting and sending out the physiological

data(marked as M, ). The details are as follows:

Step 1: User turns on the medical devices and actives the system to collect M, by flashing his ID

card.
Step 2: Server-end sends gateway an random number encrypted with PK , which is marked as
Epx (R) and gateway will decrypt it with SK . Note that the random number is effective only in

one-whole-process, which means that the random number is effective in an integrated set of phase
B-C-D-E-F and it will update when the next Physiological data collection phase come.
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Figure 2. Data processing in Physiological data collection phase.
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Step 3: After sensors finish collecting physiological data M, , M, and M, will gather at gateway.

Later as showed in Figure 2, gateway will send server the linked result of encrypted physiological
information

Ex (M) (1)
the encrypted symmetric key
Epg, (K) (2)
and the signed information
Ew{H[Ex(M))//R]/I H(M,)} 3)
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3.3. Authentication and Relay Phase
In this phase, server authenticates its received information in order to ensure the reliability of
information source and make sure the current user is eligible. Then, server will relay all of received
information to the doctor user chose before. The exact steps are developed below:

Step 1: server should authenticate the received signature first. As showed in Figure 3, Server
decrypts (3) using PK in order to get

H[Eg(M,)// R] “4)
and
H(M,) (5).
Then, calculate
HIE(M,)//R] (6)
R
l Ex(M1) %
Epk,, (K) compare
Egi ((HIE (M)//RU/HM)Y—{ D H[T‘;(ﬁim —

@ server

PK

Figure 3. Authentication in authentication and replay phase.
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Figure 4. Data processing in diagnosing phase.
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Figure 5. Authentication in authentication and storing phase.

using (1) and R which was generated in physiological data collection phase. If (4) is equal to (6),
which means the information were not modified while being transmitted, we can say that (4) and (5)
are both trustworthy.

Step 2: server should check whether (5) is existing in database so as to make sure the current user is
registered. If yes, server will relay (1), (2), (3) and Ep (R) to the doctor user chose before. Else, server

will send alarm to device-end to alert current user to sign up first.
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3.4. Diagnosing Phase
This phase is performed by doctor. Doctor should authenticate the signature on the information he
received to make sure it is believable before diagnosing and send out encrypted diagnosis to server.
Details of this phase are given below:

Step 1: As with what has been down in Stepl of phase C, doctor will authenticate the digital
signature to ensure (4) and (5) are both trustworthy.

Step 2: Using SK, , doctor decrypts (2) and Epy (R) to obtain the random number R and the

symmetric key K used for decrypting (1) so as to get the plaintext of original physiological data M .
Step 3: Doctor diagnoses with the physiological data M, and comes out the diagnosis (marked as

M3). Later as showed in Figure 4, doctor will link

the encrypted physiological data

Eg, (M) (7

, the encrypted diagnosis data
Eg, (M3) ®)

the encrypted symmetric key
Epk, (Ko)
€))

and the signed information

Egx AHIEg, (M, /I R/ H[Ey (M /] R)/ H(M,){ (10)

and send the linked result to server.

3.5. Authentication and Storing Phase
The information that server received from doctor will be authenticated and stored in this phase,
waiting to be requested by user from web page later. The details state below:

Step 1: After receiving (7), (8), (9) and (10), as showed in Figure 5, server decrypts (10) with
PK ,in order to get

H[Ex (M, /| R)] (11)
H[E (M, //R)] (12)

and
H(M,) (13)

Then, using (7) or (8), server calculates
H[Eg, (M, /I R)] (14)
or

H[Eg, (M5 //R)] (15)

and compare it with (11) or (12). If (11) is equal to (14)(or if (12) is equal to (15)), which means the
information were not modified while being transmitted, we can say (7), (8), (9) and (10) are all
trustworthy.

Step 2: After finishing authentication, server will match information with its user in accordance to
H(M,) and store (7), (8), (9) and (10) in database, waiting to be selected.
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3.6. User Query Phase
In this phase, user will login and ask for his medical information. Some measures ensuring for security
such as decryption and authentication will be took here as well:

Step 1: User login the system from web-page-end and request for checking his physiological
information A/, and the diagnosis M ;..

Step 2: Receiving user's request, server will select what user need from database where user ID is
matched Then, send the selected result (7), (8), (9), (10) and the encrypted random number £ (R) to

user.
Step 3: As what has been down in Stepl of authentication and storing phase, user should
authenticate the signature of (10) to ensure the information he received is believable. If yes, using SK,

user decrypt (9) to get symmetric key K, used for decrypting ciphertext (7) and (8) to get the plaintext
of original physiological data M, and diagnosis data M .
The above is the whole process of DEMS.

4. Security Analysis

Involved of two symmetric keys and three pairs of asymmetric keys, our secure scheme needs to
execute symmetric encryption two times, asymmetric encryption two times, digital signatures two
times and identity authentication four times. We analyse the security performance in this section.

4.1. Privacy Protection

DEMS brings in the idea of dual signature in physiological data collection phase and diagnosing phase.
Taking the former for example, we illustrate as follow: The gateway, using secret key SK , signs on the
linked result of digest H[E, (M,)//R] and H(M,) to get Eq {H[E(M,)// R/ H(M,)} and send it to

server together with Ey (M), Epg (K) . After receiving data mentioned above, server can just achieve

authentication through calculating digest of £, (M,)// R and comparing the result with H[E (M,)//R],
the decryption result of (3) in order to ensure H(M,) it received is believable.

In that case, server can not get physiological data M, because it can never obtain key K from
Epy  (K) for lack of doctor's secret key SK, but doctor who holds SK , has the right, which protect
patient's privacy.

On the basis of what have been discussed above, physiological data M hides from server and user's
identity information M, is covered throughout the whole process, which achieve private protection.

4.2. Impersonation Attack
Digital signature and the random number are used several times in DEMS. Enemy can not get the
random number R from no matter £y (R) or Epy (R) without SK or SK , . Taking the diagnosing phase

for example, doctor sends server which has been signed by

E

5, (H[E K, (M, 1/ R/ HIE K, (M /| ROV H(M )}

doctor with private key SK 4 and server will authenticate the signature. Enemy can not fabricate the
correct HIEk (Mq//R)] OF H[Eg  (M3//R)], neither can he pretend as the doctor to sign for lack of the private

key. By the same reason, enemy can not pretend to be the gateway to send false information.

4.3. Replay Attack

Owing to the specialty of medical data, if enemy launch a replay attack, the latest information won't be
delivered in time, which will delay patient's cure and might even endanger life. DEMS bring in the
random number R which is effective only in one-whole-process and the number will be update when
the next new process comes. For instance, after receiving

Egg , {H[EKO (M 1/ RV HLE (M3 R)] //H(Mz)} and Eg, (M) , server has to authenticate the signature
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with R in order to guarantee it is the latest information. By the same logic, server would check the
signed information received from doctor with R . Thanks to the random number, a replay attack will
be detected when enemy attempt to confuse the receiver-end with old data.

4.4. Data Falsification

Due to the high sensibility of objective text, the digest through Hash will change a lot even if the
objective text has a tiny modify. DEMS adopts Hash several times and puts signature on digest instead
of signing on plaintext directly, dramatically lowering the risk of data falsification.

5. Conclusion

Aiming at existing challenges in e-medical system, we proposed an advanced secure scheme
integrating completed functions of data collection, processing, diagnosing and querying. Compared to
most existing e-medical health-care secure system, other than dealing with common attacks and
eavesdropping from enemies, our proposed scheme brings idea of dual signature so as to hide partial
sensitive information from doctor and server for privacy protection. Finally, the paper analyses the
security performance of DEMS in regard to impersonation attack, replay attack,etc.
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