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Abstract. The purpose of this study was to show the development of the education related
multimedia whitelist filter using cache proxy log analysis. Regulation of bandwidth utilization
should be used according to needs and main goals or process business of the organization. For
Higher Education Institutions, access to education and science-related contents must be
prioritized. Large size content access needs a right regulation, especially for multimedia contents.
This research focuses on the development of whitelist filter based on an analysis of internet files
access logs taken from squid proxy logs from April to November 2017. This technique can
recognize 1,98% of the logs are direct links related to education and 0 % are indirect links to the
education-related multimedia files and 98,02 % are links to non-education related multimedia
files.

1. Introduction

Universitas Komputer Indonesia (UNIKOM) as a private higher education based on Information
Technology, the higher education provides a network for ease of searching information to support of
teaching and learning process and research of the Students, Lecturers, Employees, or the academic
community in higher education environment. However, the ease and freedom of using internet network
facilities in higher education environment presents a new problem such as freedom in the use of large-
scale bandwidth to access and download applications and sites other than applications and educational
sites such as applications or entertainment sites (movies, YouTube videos, music, social media, etc.) so
that, the quality of the Internet network speed performance is reduced. Efforts are needed to resolve and
minimize the problems by applying the bandwidth management model. Bandwidth management is the
easiest way for universities to improve the Quality and Quantity of their bandwidth for educational
purposes [1].

Umeh Innocent Ikechukwu discusses that to manage bandwidth in order to meet the needs of the
organization and users of internet network then a rule is required to be able to regulate internet usage.
The rules should be able to control the bandwidth usage to manage the use of application access or
critical content such as applications or content that are related to business processes. In higher education
network environment, applications and content are allowed if related to education or research and non-
critical applications or content not related to education and research when bandwidth availability is
possible. This rule can reduce the use of applications or content that is not appropriate on the network
[2]. In research was conducted by Devajitet et al., Ronget et al. and Cao et al, wherein their research
stated that the bandwidth management will be more efficient if conducted monitoring, reporting,

Content from this work may be used under the terms of the Creative Commons Attribution 3.0 licence. Any further distribution
BY of this work must maintain attribution to the author(s) and the title of the work, journal citation and DOI.

Published under licence by IOP Publishing Ltd 1



INCITEST IOP Publishing
IOP Conlf. Series: Materials Science and Engineering 407 (2018) 012125 doi:10.1088/1757-899X/407/1/012125

filtering access to the internet and see the use of traffic has been in accordance with business processes
run by the Organization or not, by doing the process of monitoring, reporting and checking the use of
traffic bandwidth can increase the productivity of bandwidth usage in accordance with the organization's
business processes and reduce unsuitable traffic bandwidth usage [3].

Another research conducted by Kartik Bommepally and friends: An administrator has to ensure that
all the users get a fair share of the bandwidth. An administrator in a campus may wish to ensure controls
on Internet usage. In general, most campuses end up restricting usage over specific periods of the day.
This has the disadvantage that a genuine user who needs access to information is also denied. To solve
the problem, an analysis of Internet traffic data from proxy log is required to study “user access patterns”,
where the analysis can help the network management system in traffic shaping and monitoring [4]. To
know the user access patterns, then the data collection process about user’s actions should be done, and
for collect data we can use the approach of an HTTP proxy which is inserted between the client and
server. It intercepts all traffic and outputs log data with details about any requests sent to servers as well
as the replies that a server sends back to the client [5].

In order to make traffic bandwidth usage not to be used to access content or applications that are not
accordance with the business processes run by the Organization, then the development of whitelist needs
to be done. Wherein the research conducted by Emyana Ruth Eritha Sirait said that whitelist can filter
the content or applications that are in accordance with an organization's business processes and
overcome the bandwidth usage to access content that is not related to business processes [6]. An
application whitelist is a list of applications and application components that are authorized for use in
an organization [7]. Whitelist can also be used to prevent unlicensed or undesired programs from being
installed, such as gaming or file sharing programs that would reduce worker productivity or
inappropriately use network bandwidth in a workplace environment [8]. Whitelisting is recommended
to be used for environments which are relatively static and perform same functions routinely i.e. fewer
changes on the system are expected to be made on daily basis [9].

Based on the research above, the authors will try to manage bandwidth usage to be more effective
using the Education Related Multimedia Whitelist Filtering technique based on the analysis of Internet
Access Log data contained in the Squid Proxy server logs to learn the habits user access patterns. The
filters that will be developed in this research is based on Internet Access Log data from Squid Proxy
server log of higher education from April to November 2017. So by using Education Related Multimedia
Whitelist Filtering technique, authors can recognize, know and can ensure the content or multimedia
applications accessed by the user has been in accordance with business processes in higher education
and the development of the whitelist can manage the use of bandwidth to make it more efficient.

The purpose of this study was to show the development of the education related multimedia whitelist
filter using cache proxy log analysis.

2. Research methods

The research method used to analyze data in this research is a method of Network Development Life
Cycle (NDLC). The NDLC method used is cyclical to support continuous development [10]. The NDLC
method consists of six stages of the mechanism required to design, build and develop a system, the six
stages of the NDLC method i.e. analysis, design, simulation prototyping, implementation, monitoring
and management. However, the method to be used in this research only focuses on network analysis and
design analysis.

2.1. Network analysis

Analysis proxy logs can help network administrators in understanding the browsing behavior of
computer users and in providing them with an overview of Internet usage in an organization.
Furthermore, it can assist them in gathering evidence (data) left behind. Such evidence may involve
excessive Internet usage for non-work purposes or access to websites that are incompatible with business
processes and other illegal activities [11]. Processing log entries can produce useful summary statistics
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about workload volume, document types and sizes, popularity of documents and proxy cache
performance [12].

In this research, data analytics on the network or network analysis is done by collecting and analyzing
data from Squid Proxy server logs of higher education where from the log data authors can view data
reports of Bandwidth usage and Network Traffic for eight months starting from April to November
2017. (See Figure 1).
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Figure 1. Display data log server squid proxy of higher education.

However, the result of data from Squid Proxy server logs is still difficult to read, so to facilitate the
process of data analysis, the author uses Sawmill as a tool for analytics solution. Sawmill is universal
log file analysis and reporting. From the data analysis, the author can get statistical data in the form of
bandwidth usage which can be viewed based on time, URL and file type that has been used by the user.
Here is the result of data analysis by using the Sawmill [13]: (See Figure 2)
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Figure 2. Display data squid proxy server logs by using Sawmill.

From the results of Squid Proxy server logs, authors can create a list of bandwidth traffic usage that
has been used by the academic community such as officers, lecturers, employees, and students in the
higher education environment. Here is the list of bandwidth usage of an academic community of higher
education from April to November 2017: (See Figure 3).
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Figure 3. Traffic bandwidth usage by academic community from April to November 2017.

To make the traffic bandwidth usage data in figure 3 easy to read, the authors make the graph of
traffic bandwidth usage shown in figure 4.

Traffic{GB)

Data Traffic

1000
200
500 —
400 v\.._"-—— _—
- v \\
a—
A A A A o) A A A A A A
’l@ ’@\, x 9\ qf"\ QY «Q\’ S "9\ A}.’\ & "9\’
& & & R o & 3¢ & & &
& & @ W & N W & & & &
,}\ o b (2 ~C @'
N . L o o
o =
Per Bulan
—e | OCTUre  e=ge= employees Top Officers =g Student

Figure 4. The graphic of traffic bandwidth usage.

After doing network analysis by collecting data of traffic bandwidth usage from Squid Proxy server
logs, then the authors try to analysis learning patterns of user habit based on the research of Devajitet
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al., Ronget al. and Cao et al using the result of graphic analysis on figure 4. Learn the patterns of user
habits is important to do in order to maximize the traffic bandwidth usage and ensure the traffic
bandwidth usage has been in accordance with business processes run by the organization, wherein this
research the business processes must be in accordance with the rules run by higher education to access
content or applications related to education or content that can support the research. To find out and
learn the patterns of habits of traffic bandwidth usage, the authors make data details of traffic bandwidth
usage that has been used by the academic community based on the content or applications that have
been accessed. Here are the details of the pattern of traffic bandwidth usage: (See Figure 5,6)
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Figure 5. Traffic bandwidth usage: content, applications, and multimedia.
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Figure 6. Traffic bandwidth usage: multimedia content related to education.

From the results of figure 5 and figure 6, the authors make an analysis and percentage of the results
of traffic bandwidth usage. Where from the stage of analysis, the authors find the results that only about
1.98% of the total of traffic bandwidth usage is used to access links content, applications and multimedia
files that are related to educational and research and 0% links that do not directly lead to content,
applications and multimedia files which is related to education and 98.02% is used to access content,
application and multimedia files unrelated to education or research. Here is the Percentage of Traffic
Bandwidth Usage: (See Figure 7)

All Traffic

s Traffic ; Education (MB) = Traffic : Non-Education (MB)

1,98%
|

98,02%

Figure 7. Percentage of traffic bandwidth usage.
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2.2. Design analysis

The next stage is to make the process of design analysis where the design before applying the whitelist
shown in this block diagram: (See Figure 8).

USER
@ :> SQUID/PROXY :> Q

INTERNET

Figure 8. Schema design before applying whitelist.

Before applying the whitelist filters any user who will be accessing the Internet then the data will
only be recorded in the Squid Proxy server logs and then the user can use the internet facility to access
all content or applications. With such conditions, the bandwidth usage in higher education environment
is not in accordance with the business processes, this can be seen in figure 7 where traffic usage for non-
educational content reaches up to 98.02%.

Based on the results of data analysis and design analysis above then the Whitelist filter needs to be
develop, so that the use of traffic bandwidth to access content or applications, especially multimedia
files that require large-scale of traffic bandwidth can be controlled and maintained, so the traffic
bandwidth usage can be maximized in accordance with business processes run by the organization.

3. Results and discussion
By using whitelist filter, it is expected that the traffic bandwidth usage to access educational content is
higher than non-educational content, especially for educational content related to multimedia.

To develop a whitelist filter, authors make the design of network topology system or internet network

scheme using whitelist filter. Here is the design scheme of network topology system that will be used in
the development stage of whitelist. (See Figure 9).
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Client

Client O
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i

Internet

i

Client

Figure 9. Design of network topology system.

After making the design of Network topology system that will be used, then the next stage is to make
schema design using whitelist filter. Here is the scheme design using whitelist filter: (See Figure 10).
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Figure 10. Schema design after using whitelist filter.

With the scheme design shown in Figure 10, every link that will be accessed by the user will be
checked by the whitelist filter to view the content or applications has been in accordance with business
processes in higher education or not, if the user has access the appropriate content then the user
connected to the internet or link destination.

Based on the block diagram of the scheme design using whitelist filter, then the author makes
engineering development of whitelist. This whitelist filter will be applied to the internet network at the
higher education to maximize the use of traffic bandwidth especially for the content or multimedia
application according to the business process run by the higher education, and here is a flowchart of
whitelist that will be developed in this research: (See Figure 11).
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Figure 11. Flowchart of whitelist development.
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Based on the flowchart of whitelist development in figure 11, the system will record and check the
log file data and then check the domain to ensure that the domain has been accessed in accordance with
business processes or related to education, if the domain is related to education then the system will do
further checking to check if that domain has a multimedia file related to education, if the domain has a
multimedia file then the domain will be added to the whitelist, but if the domain only contains video
content link related to education then the link will also be added to the whitelist.

So, with the development of whitelist then any user can only access the domain that contains the file
or multimedia link in accordance with the business process run by the higher education i.e. the domain
that contains the file or a multimedia link related to education and research.

4. Conclusion

With the whitelist filter is expected to increase the number of access URL related to education and
research and can detect the URL of multimedia related to education and research, so the percentage of
the traffic bandwidth usage to access content, applications, and multimedia related to education and
research that originally only 1, 98% is expected increase up to 99,9%. So, by using a whitelist filter can
maximize the use of traffic bandwidth in accordance with business processes run by the higher
education.
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