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Abstract. Mobile Ad-hoc NETwork (MANET) is a restless self-forming, infrastructure-less
network of mobile nodes in a wireless connection. As there is a high hike in the use of mobile
devices and wireless networks over past years, MANET has become one of the vital networks
used for communication. A routing protocol is used for distributing information that allows
selecting routes between two nodes in a network. Ad- hoc on- demand distance vector (AODV)
protocol is widely used protocol for routing in mobile ad- hoc network. Packet loss is one of
the significant problems that happen in the mobile ad- hoc networks while routing. A packet
consists of the unit of data which is routed between source and destination in a network. Packet
loss happens when one or more packets across devices in a network drop before reaching the
destination node. A node density method is proposed in this study to alleviate the packet loss
problem to an extent. Due to network infrastructure of MANET dynamically changes, mobile
ad- hoc network is very vulnerable to attacks. As for the security purpose, we also propose
a bloom filter method, which can be used to register the mobile nodes that are participating
in a network in- order to restrict attacker nodes or foreign nodes to participate in the packet
transmission.

Keywords- Bloom-filter, mobile ad-hoc network, routing protocol, neighbor node.

1. Introduction

Usage of mobile nodes these days has increased and the communication enhancement in its
network becomes crucial. Ad hoc networks are generally used by military, rescue teams, personal
electronic device networking, maritime communications etc. These users cannot rely on the
centralized network [10]. The main factors affected in ad-hoc networks are routing and the
characteristic of wireless communication. In ad hoc, a node can communicate only with nodes
in its area and to communicate with other nodes uses a routing algorithm. [10]. Mobile Ad-hoc
network (MANET) is a collection of mobile nodes that constitute a network with no central
admin [1]. A MANET can change location and is a kind of ad-hoc network. MANET has its
property that it can configure itself. The advantage of a decentralized network is that they are
more robust than centralized networks due to its multi-hop pattern.

Packet loss in transmission is one of the major limitations in the mobile ad-hoc network.
As one node moves away from the network, the connection gets lost and the packet drop may
happen and also because of congestion packet loss happens. Congestion happens when many
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demand request gathers and when there is a shared medium [11]. To send packets to the Internet,
a MANET node acquires information about an Internet Gateway and establishes appropriate
routes to this gateway [2]. There are generally three kinds of protocols used like proactive,
reactive and hybrid and is shown in fig 1.
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Figure 1. Ad- hoc routing protocols.

Considering AODV and DSDV routing protocols, AODV is better [11]. AODV routing
protocol is a distance vector routing protocol and uses destination sequence numbers to
determine the freshness of routes. AODV mostly maintain only active routes. Due to openness,
dynamic, infrastructure-less nature, MANET is vulnerable to various attacks. One of these
possible attacks is a Black Hole Attack.

A proposed node density method in this survey can be added along with the AODV protocol
to send packets from node to destination with less packet loss. This survey paper adopts bloom
filter technique, to reduce the attacks from foreign nodes by making member nodes to register
into the bloom filter.

2. Background and Related Works
2.1. Type of Attack and Node Registration Method
2.1.1. Attack in AODV

Black Hole Attack In AODV Protocol [13]: AODV Routing Protocol is used to find a path
from source to the destination in an ad hoc network. All mobile nodes are needed to use routing
control messages to find the path to the destination. There are three types of routing control
messages in AODV protocol and they are Route Requests (RREQs), Route Reply (RREP),
Route Error (RERR) which are used to find a path to the destination [14]. The AODV uses a
destination sequence number for each route entry. The destination sequence number is gener-
ated by the destination when a connection is requested to it. The principle of this protocol is
higher the destination sequence number; fresher is the route [14]. When the source node S wants
to communicate with destination D as shown in the figure2, it broadcasts RREQs messages to
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the neighbor nodes. These neighbors check their routing table whether there is a path to the
destination or not. If not then they also forward RREQs of the source node until the message is
received by the intermediate node having a path to the destination or to destination node itself.
If the node having a path to destination receives RREQ), it sends route reply message to the
source node. In this way, source node selects the shortest path to the destination node with the
greater sequence number of route reply message. If any link break occurs then RERR message
send to the source node. In Black Hole Attack in MANET, assume malicious node M as Source
S broadcasts its RREQs to connect with destination D, all intermediate node check their routing
table whether there is a path to the destination D. Here Node M as malicious does not check
its routing table and send false route reply packet to the source S with greater forged sequence
number [15] than expected that it is having a path to destination D. As malicious node M does
not check its route table, this reply reaches the source node faster than the normal nodes [16]
source node select this path and send all of its data to the node M. The node M receives this
data packets and deprive of the destination node. As this packets never reach the destination
node D the attack is called as a black hole attack [17]. .

Figure 2. Black hole attack.

Spoofing Attack [12]: In spoofing attack, the attacker assumes the identity of another node in
the network; hence it receives the messages that are meant for that node.

Man- in- the- middle attack: A malicious node sites between the source and destination and
then sniffs any information being sent between two nodes.

Denial of service [12]: Attacker tries to block the specific network service or network opera-
tion.

Jamming Attack [12]: In this attack, the malicious node determines the frequency at which
destination node is receiving signal. And then it transmits signal on that the same frequency.

2.1.2. Node Registration

For node registration security, the survey is done with three methods which are proposed in
[8], [12] and [4]. Node registration method described in [8] is, admin of the network tries to
configure the nodes to give access. When other nodes request access, a token is generated and
this will be valid only for some constant time. The token is then generated and is distributed
to the requested node. As we know MANET does not have any central admin that is fixed, this
approach will not be much feasible.
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MANETS security attacks and proposed nodes registration based technique explained in [12]
by using cryptography functions. The registered nodes will only have the provision to assign
tokens to validated nodes and are confirmed by the registered node from the node id and home
address in a request packet. Token exchange can lead to delay in packet transmission. Steps in
this method proposed is as follows:

(i) Node is registered(RN) and generates registration token
(ii) Request RN for nodes communication
(iii) Checks node id and address.
(iv) After confirmation, token is generated
)

(v) After tokens are received, communication is initiated.

The bloom filter algorithm for node registration purpose explained in [4], only need is to
register the node while joining the network and the foreign nodes will not be allowed to register
into the bloom filter. When you insert a new node in a simple array or list, the index, where
this data would be inserted, is not determined from the value to be inserted. That means there
is no direct relationship between the key(index) and the value(node). As a result, if you need to
search for a value in the array you have to search in all of the indexes. Now, in hash tables, you
determine the key or index by hashing the value. Then you put this value in that index in the
list. That means the key is determined from the value and every time you need to check if the
value exists in the list you just hash the value and search on that key.[19]

2.2. Protocols

There are different routing protocols in MANET and is categorized into flat routing, hybrid
routing and geographic routing shown in fig 1.

In the flat routing protocol, Routing table represented each network Identity individually.Flat
routing protocols are two types, Proactive Routing (Table Driven) Protocol and Reactive Rout-
ing (On demand) Protocols. Proactive Routing is divided among DSDV, WAR, and OLSR [18].
Hybrid Routing- As the size of the wireless network increases, flat routing protocols will pro-
duce much more overhead for the MANET so hierarchical Routing can be used instead.Protocols
are ZRP and CGSR [18]. The geographical position of a moving node is used in Geographical
position Assisted Routing algorithms. The study mainly focuses on reactive routing protocols.
Rather than AODYV protocol, there is DSR protocol that comes under reactive protocols topol-
ogy. In table 1 in section 3, it is clearly shown why AODYV is efficient than DSR protocol.

Packet Loss Comparison for AODV and DSDV: The comparison of different packet losses for
AODV and DSDV is as follows [11].

e Total packet loss: The total packet loss for DSDV will be 10percent to 20percent higher
than that of AODV regardless of pause time or a number of connections.

e Congestion-related packet loss: DSDV loses more packets compared to AODV due to
congestion. Fig 3 from [11] shows packet loss variation graph between AODV and DSDV.

So we can choose AODV over DSDV

2.3. Packet loss reduction method

In [9] when source node receives Warning Message from any node in the route then it will stop
sending packets on that route. Here extra parameters are needed to be defined rather than
finding the route. But in the proposed study, a method to find the route is the only factor
needed to be considered. The steps for this method[9] is as follows
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Figure 3. Packet Loss Comparison Graph.

(i) Transmit packets from source to destination.

(ii) For every node on the ongoing route do If the energy level is critical, then Node N will
generate a Warning Message to the source. Here Node N is any node on the ongoing route.

) If a Warning Message from any routing host is received, THEN
) Source will not send a single packet in this current route.

(v) It will discard the current route from its cache.
)

If any messages need to be transmitted to the destination then the source will use another
route from its cache. Else Source will forward packets on the current route.

3. AODYV with Node Density Method and Node Registration method

3.1. Packet Loss Factors in Ad- hoc Network

Packet loss can occur in ad hoc networks where compromised nodes are not present. This packet
loss happens mainly because of the following factors [7]:

3.1.1. Congestion in Network In mobile ad hoc networks, congestion is the main factor for
packet loss. As the traffic increases packets may not reach the destination and packet loss
happens.

3.1.2. Path Change and Noise In mobile ad-hoc networking, the path condition cannot be made
unseen since it changes its path frequently. Presence of noise and fading of the transmitted signals
are among the channel conditions that can lead to packet loss or bit errors in the transmitted
signal. Because of these factors, packets can get dropped.

3.1.8. Energy Constraints Nodes in mobile ad hoc networks have limited energy resource. As
the power of nodes decreases, the low energy nodes can get disconnected which may lead to
packet loss.

3.2. Route Discovery by Neighbour Node Density Method

The mobile ad-hoc network is dynamic in nature the routing protocol will be preferred on
the basis of administrative distance value allotted to each path in the network [3]. As an
enhancement to AODV protocol, the node density feature can be embedded. When a node is
about to get disconnected, the packets must be transferred to the neighbor node which has a
maximum number of neighbors.



RAEREST IOP Publishing
IOP Conf. Series: Materials Science and Engineering 396 (2018) 012032 doi:10.1088/1757-899X/396/1/012032

3.83. MANET Protocols

About MANET protocols, in section 2 it is explained in detail. MANET has mobile nodes and
wireless links. As in MANET, the nodes move frequently which tends to change its topology
frequently. These nodes have power constraints and are pervasive devices.

In MANET, dynamic routing is considered because, in dynamic routing, frequent topological
changes are possible and also provides potential network partitions. There are proactive and
reactive protocols based on topological routing. Proactive protocols like DSDV have high
overhead independent of data traffic. But in reactive, on-demand routing enables overhead
to scale with data traffic. Some reactive protocols are Dynamic Source Routing (DSR) and
Ad-hoc On-demand Distance Vector (AODV). AODV can be used over DSR. Table 1 describes
the difference between AODV and DSR.

Table 1. AODV and DSR difference.

Properties AODV DSR
Path Information Limited Detailed
Route Discovery times Many Few
Traffic when RREQ Low High
Route path life time New Unknown

Delete path when RERR  Delete all Delete some nodes

The RREQ is the Route Request message and RERR is the Route Error message. By comparing
both protocols, AODV is efficient that DSR.

The Ad hoc On-Demand Distance Vector (AODV) routing protocol offers fast conversion to
dynamic link conditions, low processing and memory overhead, low network utilization, and
determines unicast routes to destinations within the ad hoc network [6]. The routing table of
AODV protocol is shown in table 2.

Table 2. AODV routing table.
Routing Table

destination
sequence number
hopcount

nextpop
expirationgimeout

So in this study, it is evident that AODV is better considering flat type routing protocols.
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3.4. Bloom Filter

Bloom filter is an efficient method for registering nodes that help to know if any attacker node is
trying to be the part of the network. The bloom filter is used for various network security areas
[4]. In [4] a proposed method, an efficient identity-based key management (IBKM) scheme,
which exploits the bloom filter to authenticate the communication sensor node with storage
efficiency. Example of a bloom filter is shown in figure 1. The basic bloom filter supports two
operations[19]: test and add. The test is used to check whether a given element is in the set or
not. Add simply adds an element to the set. Add function can be used to add member nodes to
the network. Test function can be used to check whether there are any attacker nodes present.

3 h2

/

1 1 (1(1 1

Figure 4. Example of Bloom Filter.

4. Conclusion

In this paper done a detailed study on packet loss reduction methods and node registration
methods in AODV for MANET. Mobile ad-hoc network is a self-configuring, dynamic network
of the mobile node in a wireless connection. AODV routing protocol is a distance vector routing
protocol and uses destination sequence numbers to determine the freshness of routes. Bloom
filter is the method adopted in this study and it will register all the member nodes in a network
which transfer common packets and if any attacker node tries to join the network then the hash
of group nodes will be different from the attacker node. Thus the attacker node will not be
able to join the network. For routing, AODV protocol can be used which is already widely used
a routing protocol. In order to reduce the packet loss in a network due to disconnectivity of
nodes, the node density feature can be considered. In future, more on security and packet loss
reduction methods will be concentrated.
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