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Abstract. Nowadays information technology requires stronger cryptographic algorithms.
Camellia algorithm is also known for its suitability in terms of the implementation of both
software and hardware as well as a high level of safety. The digital image is an image f (x, y)
which having the spatial coordinates, and brightness levels are discrete. Unlike text messages,
the image data has special features such as high redundancy and a high correlation between
pixels. This research conducted a cryptographic process of the digital image using the Camellia
algorithm. Comparisons were made on three digital image format .bmp, .jpg, .png with 128 bits
key block Camellia algorithm. Results shows that Camellia cryptographic algorithms in digital
image can successfully produce encrypted images. In addition, the same algorithm can also
reproduce the image when decryption process.

1. Introduction

Cryptography is the study of science and art to keep a message or data information to be safe.
Nowadays information technology requires stronger cryptographic algorithms [1]. One of important
criterion for a good algorithm is that it should be practically efficient for legitimate users [2].

Camellia algorithm was developed by NTT (Nippon Telegraph and Telephone Corporation) and
Mitsubishi Electric Corporation in 2000. Camellia algorithm support 128 bits block key which is same
with AES (Advanced Encryption Standard) algorithm [3]. AES and Camellia algorithm can be
concluded that the length of character input and key length is proportional to the process time of
encryption and decryption [4]. Also Camellia algorithm is also known for its suitability in terms of the
implementation of both software and hardware as well as a high level of safety [5].

The digital image is an image f (x, y) which having the spatial coordinates, and brightness levels
are discrete [6]. Unlike text messages, the image data has special features such as high redundancy and
a high correlation between pixels [7]. Digital image can be quickly moved and copied without any loss
of information or image quality [8].

This paper proposes implementation of Camelia Algorithm to understand the performance of the
algorithm.
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2. Methods
Research method in this study can be explained as follows:

2.1. Camellia Algorithm
Camellia algorithm is a symmetric key cryptography algorithm that works on a block size of 128 bits
with a key length of 128 bits, 192 bits or 256 bits [5]. Phases of Camellia Algorithm in this research
are described as follows:

2.1.1. Encryption Process.

a) Separating the original image into 3 layers (Red, Green, Blue).

b) Insert 128 bits key (16 characters) and do the key scheduling process until produce
subkeys which will be used in encryption process.

c) Initializes long rows & columns from original image every 128 bits (16 pixels, 4x4
size).

d) Change the shape of block data becoming array.

e) Encrypting block data from original image every 128 bits (16 pixels) until maximum
size from the original image with the 128 bits key from the key scheduling process.

f) Change the shape of array from encryption process becoming block data again.

g) Repeat step 3 until 6 at each of image layer (Red, Green, Blue).

h) Merge 3 layers (Red, Green, Blue) which will be knwon as encrypted image.

2.1.2. Decryption Process.

a) Separating the encrypted image into 3 layers (Red, Green, Blue).

b) Insert 128 bits key (16 characters) and do the key scheduling process until produce
subkeys which is opposite in encryption process.

c) Initializes long rows & columns from encrypted image every 128 bits (16 pixels, 4x4
size).

d) Change the shape of block data becoming array.

e) Decrypting block data from encrypted image every 128 bits (16 pixels) until
maximum size from the encrypted image with the 128 bits key from the key
scheduling process.

f) Change the shape of array from encryption process becoming block data again.

g) Repeat step 3 until 6 at each of image layer (Red, Green, Blue).

h) Merge 3 layers (Red, Green, Blue) which will be known as decrypted image (it
should be look like original image).

2.2. Key used
The key which was used in this research have 16 characters or 128 bits long. The key selected was
‘123456789abcdefg’.

2.3. Data used
Digital image which is intended in this research was 3 images with a still image formats. bmp, png
and. jpg. The size of the image used is square which mean that is the length and width of the image
should be the same. The maximum size used in this research was 512 x 512 pixels.

The imagery used is high-frequency image such as the image of Barbara (a) [9], image that
contain high-quality and low-cost as image of Bridge (b) [10], and complex image such as the image
of Mandrill (¢) [11]. Figure 1 show three digital images which was used in this research.
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(b)

Figure 1. Images used for testing

2.4. System Design

General overview of the encryption or decryption process used in this research as in Figure 2 and
Figure 3. Figure 2 explained that Camellia algorithm encrypted the original image simultaneously with
the help of 128 bits encryption key which was mentioned before. When finished, the image of the
encryption process called the encrypted image. While Figure 3 explained that the encrypted image can
be decrypted with 128 bits key which was exactly the same when the encryption process. After the
decryption process completed the encrypted image turned back to original image.

Encryption

Encryption

Criginal Image Encrypted Image ]

Decryption

l Encrypted Image

1 Original Image

Figure 3. Decryption Process

2.5. Image similarity measurement

To show how much exactly the same original image was, this research used euclidean distance
measurement method. This method was chosen because image similarity measurement can be done
partly by using euclidean distance calculation [12].

3. Results and Discussion

3.1. Shape of encrypted image

The image results are shown in the encryption process when testing was similar in every format
(a,b,c). In Figure 4 shows the results from the encryption process of Camellia algorithm against the
format. bmp,. jpg,. png. While in Figure 5 shows the results from the decryption process of Camellia
algorithm with exactly the same 128 bits key at encryption process against the format .bmp, .jpg, .png.

(a) (b) (©)

Figure 4. Encryption process results for .bmp , jpg and png format
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Figure 5. Decryption process results for .bmp , jpg and png format

Figure 5 shows that .bmp, .jpg and .png format which have been encrypted was turned back exactly
the same with original images without any loss or faulty condition. Based on Table 1 all images were
calculated using the euclidean distance method and the results reveal that every single image has
distance close to 0. This means that getting close to 0 implies the more similar the images are.

Table 1. Results of euclidean distance calculation

No Image Name Format

BMP JPG PNG
1 Barbara 0,534 0,921 0,620
2 Bridge 0,511 0,901 0,609
3 Mandrill 0,523 0,914 0,632

4. Conclusion

Based on the research and discussion that has been done, it is concluded that:

a) Camellia cryptographic algorithms in digital image can successfully produce encrypted images.

b) Every encrypted image was back to original image when decryption process.

¢) BMP format was more getting close to 0 than PNG and JPG which mean more similar than others.
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