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Abstract. The rapid development of Internet due to increasing data rates through both
broadband cable networks and 4G wireless mobile, make everyone easily connected to the
internet. Storages as Services (StaaS) is more popular and many users want to store their data
in one place so that whenever they need they can easily access anywhere, any place and
anytime in the cloud. The use of the service makes it vulnerable to use by someone to commit a
crime or can do Denial of Service (DoS) on cloud storage services. The criminals can use the
cloud storage services to store, upload and download illegal file or document to the cloud
storage. In this study, we try to implement a private cloud storage using Seafile on Raspberry
Pi and perform simulations in Local Area Network and Wi-Fi environment to analyze
forensically to discover or open a criminal act can be traced and proved forensically. Also, we
can identify, collect and analyze the artifact of server and client, such as a registry of the
desktop client, the file system, the log of seafile, the cache of the browser, and database
forensic.

1. Introduction

Cloud computing is an emerging storage service in IT because with cloud computing we can increase
storage capacity without the cost of buying new infrastructure, training new personnel, or licensing
new software[1]. Service providers usually provide free services up to a certain capacity before
required to pay[2].Although with all the convenience provided, there are still many companies are
hesitant and cautious storing their data to public cloud storage services[3].

Based on Gartner [4] there are seven security issues for cloud computing. Due to the above
considerations, we chose to use personal cloud storage seafile. Seafile is hosting file system software.
Files are stored on a central server and can be synchronized with a personal computer and a mobile
device through a client seafile. Files can also be accessed with server web interface.

Seafile function is similar to other popular services like ownCloud, Dropbox and Google Drive, but
seafile is a free and open source, so users can host their own servers without limits imposed on the
storage space or client connections, it only depends on the size of the storages[5]. In order for these
technological advances, we chose the Raspberry Pi[6], [7] as a model of a private cloud storage
infrastructure based on Seafile.

There are 5 (five) component of Seafile [16]. They consist of Seahub (django) as the web frontend,
seafile server (seaf-server) as data service daemon, handles raw file upload, download and
synchronization, ccnet server (ccnet-server) as RPC service daemon to enable communication
among the other components, FileServer: handles raw file upload/download functions for Seahub,
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and Controller: monitors ccnet and Seafile daemons.The architecture of Seafile application can be

seen as the following figure 1.

Desktop/Mobile Client

Figure 1. The Architecture of Seafile Application.

The framework of computer forensics used in this paper consists of identification and preservation,
collection, examination and analysis, reporting and presentation[1], [8—10]. The diagram of framework

forensics can be seen in figure 2.
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Figure 2. The Framework of Computer
Forensics.

The digital artifact reference as the term is widely used in computer forensics. Content types of
digital artifact include text, audio, video, image, animation or a combination. The digital artifact result
from hardware malfunction, software malfunction, compression, aliasing, rolling shutter and error

diffusion.[17]

Denial of Service is one type of attack on Server or Computer that makes the target crash or hangs
so that the resources of the server cannot be accessed by the end user. The Distributed Denial of
Services (DDoS) is a coordinated attack on the availability of services of a given target system that is
launched indirectly through many compromised computing systems.

The goal of the DoS/DDoS attack : bandwidth depletion, cut off the connection between servers,
prevent the victim using the services of system or resources depletion and devastate the system[11],
[12]. From the security approach, the internal user can do DoS attack from internal local area network
or Wi-Fi Environment. The schema of DDoS as following figure 3.
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Figure 3. The Schema of DDoS Attack.

2. Related Works
Ben Martini, et. al focus on upon client and server artifacts on ownCloud cloud storage[1]. Darren
Quick, et. al, discuss data remnant on end user devices using Dropbox in Windows 7 and Apple

iPhone[9] and Google Drive Analysis[8].

Chen Long and Zhang Qing proposes a method to

investigate and analyze the artifacts for reconstructing the event of user's activities on 360 Cloud
service and Baidu Cloud service[13]. Kayvan Atefi, et. al, try to find a number of artifacts and make
some measurements of CPU load on Seafile cloud storage[5]. Rizal BroerBahaweres, et. al, focus on
denial of service on ownCloud personal storage[12]. Our research focuses on client and server artifact
and DoS analysis on Seafile cloud storage.

Table 1. Matrix Related Research.

. Server Client Cloud
No Journal Title Author Artifact Artifact Storage DoS
1 Forensic Analysis to China’s Chen Long, et.al
Cloud Storage Services
2 Cloud storage forensics: ownCloud  Ben Martini, \ \ V
as a case study et.al
3 Dropbox analysis: Data remnants Darren Quick, y \
on user machines et.al
4 Google Drive: Forensic Analysis Darren Quick, V \/
of Cloud Storage Data Remnants et.al
5 Building a Private Cloud R.B. Bahaweres, \ v J
Computing and the analysis against et.al
DoS (Denial of Service) attacks: a
Case study at SMKN 6 Jakarta
6 Cloud Based Drive Forensic & N. B. Santoso, v N v N
DOS Analysis on Seafile as a Case  et.al

Study
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3. Methodology

This study tries to install and implement a personal cloud-based storage based on Seafile. Installation
and configuration Seafile on Raspberry Pi[14]. After the system is built, we install Seafile client on a
computer running windows 7 and Android mobile phone.[15] The framework of research
methodology as seen the following picture:
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Figure 4. The Framework of Research
Methodology.

The identification, preservation, and collection were performed as follow:

e o o o

The artifact in a browser at windows client.

The artifact in seafile windows client apps and seafile android client’s apps.

Collectlog on Seafile Personal Cloud Storage such as access log, Syslog, etc.

Collect database and registry artifact at Seafile and Windows 7 desktop client.

Throughput with DDoS and without DDoS simulation on seafile cloud storage with SPC
sending packets simultaneously.

The cloud storage specification:

Raspberry Pi 2, 900MHz quad-core ARM Cortex-A7 CPU
Memory 1GB

External SanDisk 64GB

Network 10/100 Mbps

Operating System : Raspbian

The cloud storage system consists of 1 (one) Seafile app and 1 (one) external disk attach to
Raspberry Pi. And the simulation of DoS and client artifact analysis, we use 2 (two) notebook, 2 (two)
server and 2 Android Smartphone. The architecture of Seafile cloud storage can be seen at following
figure 5:
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Figure 5. The Architecture of Private Seafile
Cloud Storage.

4. Result and analysis

We try to present the overview of Seafile filesystem and configuration. To know depth forensic of

Seafile, we must know all about Seafile architecture, from the filesystem, log file, database and

configuration file. Here the overview about file system of seafile application [16]:

a. File system of Seafile server: /home/pi, seafile-server-6.0.3, seafile-data (seafile configuration
and data), seahub-data (seahub data), ccnet (ccnet configuration and data), seahub.db
(sqlite3 database used by seahub), seahub_settings.py (optional config file for seahub).

b. Configuration file of seafile server: ccnet.conf, seafile.conf, seafdav.conf, seahub_settings.py, and
seafevents.conf (professional edition only).

c. Log files of seafile server: seafile.log (logs of Seafile server), controller.log (logs of Controller),
seahub_django request.log (logs of Seahub), seahub.log (logs from Django framework and
emails sending), and ccnet log: logs/ccnet.log (logs for internal RPC, not useful).

d. Firewall setting:

By default, open 2 ports, 8000 and 8082, in the firewall settings.
If run Seafile behind Nginx/Apache with HTTPS, only need to open ports 443.

e. Security of seafile server:

Seafile provides a feature called the encrypted library to protect the privacy. The file
encryption/decryption is performed on client-side when using the desktop client for file
synchronization. The password of an encrypted library is not stored on the server. Even the
system admin of the server can't view the file contents, however they can view the
metadata which is currently not encrypted. The metadata includes the complete list of
directory and file names, every files size, the history of editors, when, and what byte ranges
were altered.

After we know filesystem and architecture of Seafile, we can separate forensic into some of
forensic methods, as follow:

f.  File system and Registry Forensic
In Seafile desktop client, we can find the file system and registry artifact in a certain folder. We
can see the following figure.
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Figure 6. The Artifact of Seafile Desktop Client.
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Figure 7. The Artifact of Seafile
Android Client.

g. Database Forensic
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Figure 8.

Registry Artifact of

Seafile Desktop Client.

With DB Browser for SQLite, we can view and display artifact of user data, like a platform that
used by the user, device name, last accessed, the last login, created by, etc

Datsbase SUwtae Orowse Data £t Fragmas. Execute HX

Tabsle: PO T [=]pEA Hews Rcord | |Domberte Bimcord
| user platform device_id device_name  alatform_versior  client_version  last_sccessed  last login_ip  created

1 benisd®. . ondroid 22ecbd18616... SM-GT102 442 215 2006-10-25 1. 10.102.101.1  2016-09-1€

2 beni M. windows bSdledfs0lbe.. BeniSantoso-HE 6.0.0 2016-10-27 1... 10.102.101.146 2016-10-25

3 h!n'.-. android 22echd1B616... SM-G7102 442 2.1.6 2016-10-25 1...  10.102.101.1 2016-10-2%

Figure 9. DB Browser for SQLite.

h. Browser Forensics

With Chrome Forensic tools, we can capture and analyze data that store the following SQLite

Files in google chrome browser:
e History
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e Cookies
e Web Logins
e Archived History (Web History and search terms)
e Bookmarks
e File locations : C:\Users\USERNAME\AppData\Local\Google\Chrome\User
Data\Default
& ChromeForensics - FILTERED P S ey S— = [ =T e
File Tools Help
= | e m
Visits | Keyword Search Tems | Downloads | Autofill | Cooles | Fav Icons | Thumbriais | History Index|
| URL Tile Na. Visits Hidden Last Visit
L2 http=//10.102.107.110:8000/sys/useradmin/sdmins/ 03/11/2016 3:03
‘hﬂp'/ﬂﬂ 102.101.110:8000/sys/useradmin/ Private Seafile 17 False ;93/11/2916 303
http://10.102.101.110:8000/sysadmin/#libs/11b011fa-eI6e-418a-3a9. | [ False 03/11/2016 3:13
Fitp://10.102.101.110.8000/sysadmin/system b/ 4 False |oam/a01s 319
Fitp://10,102.101.110.8000/sysadmin/ Hgroups.’ | Private Seafie 4 False |oam2018 319
Fitp://10.102.101.110:8000/sysadmin/Hgroups./ Tpage=1 4 | False | 031172018 3.1
Fitp://10.102.101.110.8000/sys/netficationadmin/ | Private Seafie 7 False |oan2018 319
| Ftp://10.102.101.110.8000/sys/publinkadmin’ Prvate Seafie 4 False 0172016 313
I itp://10.102.101.110.8000/sys/settings.’ | Private Seafie 1 False |o3n/2018 320

Figure 10. Chrome Forensics Tools.

i.  Throughput calculation with or without DDoS attack Simulation

The researchers use Wireshark tool to see throughput when uploading files to Seafile Cloud
Storage. The researchers used three scenarios to analyze throughput. The uploaded size file has
60.9MB, we make 3 scenarios of DDoS simulation, the first scenario, the file is uploaded without
DDoS attack and throughput is captured with Wireshark tool. The second scenario, the file is
uploaded simultaneously with DDoS attack by 5 computers with 30000 bytes, the third scenario,
the file is uploaded simultaneously with DDoS attackby 5 computers with 50000 bytes.The result
of throughput rate as seen by the following table 2.

Tabel 2. Throughput Calculation without DDoS and
with DDoS Simulation.

Throughput Throughput

. Throughput

No Trial W];tl')‘(‘)’;t 30(:())5‘;;&5 DDoS goqpoo

(MBit/s) (Mbitsy  PYtes(Mbits)
1 NI 9.784 7472 4615
2 N2 5.486 4344 2.634
30N3 10.842 8.425 8.084
4 N4 6.355 8.249 9.166
5 N5 8455 9.024 9.188
6 N6 8.487 6.602 6.225
7 N7 11.202 8.618 8.013
8 N8 7.486 6.137 5.967
9 N9 11.174 6.014 6.027
10 NIO 8.972 7.151 7.229
Average 8.8243 7.2036 6.7148
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With DoS attacks influence the reduction in throughput rate, though the cloud services still able to
running well, but this should be a concern so it does not become an obstacle later.The throughput rate
has reduced to 81.63% with DDoS (30000 bytes), and 76.09% with DDoS (50000 bytes).

5. Conclusion and Future Works
This research demonstrated that private cloud Seafile provides a significant number of useful artifacts
for forensic investigators. And provides a discussion on private cloud forensics from both client and
server artifact, database forensics, and simulation of DDoS attack against private cloud services itself.
The Seafile has a default security feature such as the encrypted library.

For future works, we need to protecting and securing the Seafile cloud storage from DDoS with
making clustering Seafile applications, both in the application, database, Memcached enabled and
storage clustering. And protect the cloud storage with firewall and bandwidth management.
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