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Abstract. In this work, a new approach will be introduced as a development for the attack-
tolerant scheme in the Networked Control System (NCS). The objective is to be able to detect
an attack such as the Stuxnet case where the controller is reprogrammed and hijacked. Besides
the ability to detect the stealthy controller hijacking attack, the advantage of this approach is
that there is no need for a priori mathematical model of the controller. In order to implement
the proposed scheme, a specific detector for the controller hijacking attack is designed. The
performance of this scheme is evaluated be connected the detector to NCS with basic security
elements such as Data Encryption Standard (DES), Message Digest (MD5), and timestamp.
The detector is tested along with networked Pl controller under stealthy hijacking attack. The
test results of the proposed method show that the hijacked controller can be significantly
detected and recovered.

1. Introduction

Any network medium is susceptible to be easily intercepted. Research in NCS were initialized as
regards the safety and convenience in hazardous environments such as power plants, nuclear reactor
space projects, military applications, etc. In all these applications, security is of utmost concern [1].
The cyber-attacks can have heavy consequences on the plant, but can also have wide-ranging effects
on environment and the individuals. The cyber-attacks include the data modification, deceptive sender
identity, and data replay [2]. Security mechanisms of NCS related to the cyber-attacks have been
addressed in several directions.

Some works on network security algorithms: In [3], DES (Data Encryption Standard), 3DES (Triple
Data Encryption Standard), and AES (Advanced Encryption Standard) are integrated with the
application to secure the sensor as well as control data flow on the network, then 1-D gain scheduler
was designed and implemented to alleviate the adverse effect due to security. The encryption of the
data transmitted on the network is also realized by DES in [4], and they add message digest 5 (MD5)
to detect the data integrity. In [5], the DES was also adopted as security solutions for the DC motor
networked control system in TrueTime platform algorithm. In [6], to prevent most of the attacks in
which the IP systems are vulnerable, the authors proposed a Network management of Named Data.
Others interest on communication and control with real times constraints: The trade-off between NCS
security and its real-time performance was demonstrated in [7]. In [8], a detection module based on
implementation of DES algorithm is given, furthermore, to protect NCSs from getting out of control,
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the authors design also a response module. In [9], the authors described a quick detection approach
against data-injection attack in the smart grid.

However, all the methods [3]- [9] are handled only with the attack cases, which are stated in [2].

From The British Columbia Institute of Technology Industrial Security Incident Database [1] we can
note other attacks on process control and industrial networked systems (e.g. Stuxnet case) which are
not mentioned in [2].

This paper deals with the effects of special attack scenario such as Stuxnet case [10] where a controller
was reprogrammed and hijacked.

The Stuxnet case needs to the implementation of special attack detectors along with backup controller.
Until now, a typical approach to implement such attack detectors is based on system models e.g. [11],
[12] and it is inspired by fault diagnosis detectors [13], [14]. The Stuxnet attack detector, which not
based on controller model was proposed in [15]. However, the restriction of [15] was represented by
assuming the value of set point (operator's desired value) is always equal to zero.

The attack-tolerant scheme for NCS was introduced in [16]; this scheme considered three types of
attacks in NCS, these types are represented by injection, modification, and replication of the sent and
received data in the networked control loop. A modification for the scheme in [16] was adopted in [17]
to handle the Stuxnet case. However, the approach of [17] is still need to develop the sensitivity of
detection. In this paper, we specially focus on the controller hijacking attack with the injection of a
destructive control signal into the networked control loop. The stealthy hijacking attack will be
considering rather than the rough attack. The architecture of the attack-tolerant system developed will
be detailed in the next sections.

2. The proposed secure NCS

Fig.1 illustrates the general block diagrams of the proposed secure NCS. Due to the real time nature
of the NCS, UDRP is preferred for use in NCS over IP network. The Data Encryption Standard (DES),
Message Digest (MDS5), and timestamp will be used along with the controller and plant sides’ security
mechanisms; the details of these mechanisms were described in [16]

In this paper, the controller hijacking attack detector will be introduced as a new enhancement to the
attack tolerant scheme of [16].
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Figure 1. The block diagram of the proposed NCS
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3. Detection of the controller hijacking attack

The block diagram of the NCS is illustrated in Fig. 1. For detecting the attacks on the controller,
a new approach is proposed. The advantage of this proposed approach is that there is no need for a
priori mathematical model of the controller. The detector is connected separately from the controller
and plant sides to the NCS with basic security elements such as Data Encryption Standard (DES),
Message Digest (MD5), and timestamp, which are used for the secure communication over NCS.
Assume we have a controller (see Fig. 2) and that one wants to monitor the controller behaviour by
mean of the controller input and output. The controller with a single input variable e and a single
output variable u is selected.

————{ Controllers ——m

Figure 2. SISO Controller

The attack on the plant was expressed in [18] as follows
Ury =Uc(Q-w) 1)

where, vy, 0 <y <1, is the loss of the response efficiency of the plant due to control signal which is
sent from the attacker. Ur, , is the true control variable.

Rewrite (1) for the attack on the controller (e.g. controller hijacking attack) or,
ery =€ex(1-¢) )

where, €r) is the true error variable which is measured at the controller input during all cases

including the presence of an attack on controller side, € is the nominal error value and ¢, 0 <¢ </, is

the controller performance index.
Rewrite (1),

er

p=1-—* 3)

€k
In this paper, the controller performance index will be used to detect the controller hijacking attack.
Now, the objective is to estimate the nominal error as well as the true error. Recall the ultra-local
model which is given in [19] and introduced for the controller in [17]

uV=F +ae (4)

where,

e «a €Ris anon-physical constant parameter. It is chosen by the designer such that o€ and (V)
are of the same magnitude. It should be therefore clear that its numerical value, which is
obtained by trials and errors during attack free condition, is not a priori precisely defined.

o F represents all the unusual input-output behavior of the controller;
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e The order v is also a design parameter of the numerical model of (4) that can be arbitrarily
chosen by the designer. In this paper, first order derivative U will be chosen.
e e = yd—Y,Yd.is the operator’s desired set point and y is the plant response.

For the attack free controller, the values of U and ae are equal in magnitude [17] or,

()
=T ©)

(O

\\C
where, <<U>>T () is continuous-time estimation of the first derivative of the controller output.

Due to the network effects e.g. noise [20], packet drop, and the out of sequence [16], the estimated
values for the first derivative of the controller output and the true error will be used in this paper.

By applying the derivative estimation method which introduced in [21], the first derivative of the
controller output can be estimated as follows:

Let um be a measured value of the controller output u, and um is the image of u and we consider that u
is distorted by some of added noise Q, therefore we have: um = u + Q.

The objective is to estimate the derivatives of the controller output u, up to a finite order of derivation,
from its measurement um observed on a given time interval.

The Taylor expansion of the controller output around 0 is given by

0 n
T
u(z)= >u(™(0)— 6)
N0 n!
By the polynomial we can approximate u(t) for the interval [0,T], T>0.

N 2_n
un(r)= Zul™(0)T ™

n!

n=0

For N degree, @N is the operational analogue of uN and can be written as

uo), i), , u™io)
2 N+1

Dy (S)= (8)

S S S

By applying a convenient operator to @N(s), we can separate each coefficient y(n)(o)appearing in
previous expression. Thus,

vi=0,...,N
ubo) (-1 1 di1
82N+17N!(N—i)!.SN+1.dSi'3 9)
dN_i N-+i
NS )
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The expression of y(i)(0) in the time domain can be written as

.
ul’(0)= [P(5;T)UN(5)ds (10)
0

where P(s5;T)is polynomial in 6 and T. Notice that (11) gives the calculation of y(i)(0)from an

integral on the time interval [0; T] for a given small T > 0.

As dlu(t-5) ) it is possible to express u(i)(t) as an integral, which includes values of
ds' ls_g

UN on the time interval [t - T, t]:

i .
-1

T
uM(t)=(-1)D [P(5;T)UN(t-5)ds (11)
0

By using the noisy signal um, a simple estimator of the derivative y(i)(t) can be expressed as
follows:

<<u(i)>>:(t)=(—1)(”EP(5;T)um(t—a)da (12)

(13) is realized from (12) by changing uN by um. Noting that the integral operation acting the rule of
low-pass filter and reduced the noise that distorts um. The choice of T results in a trade-off: small
value of T leads to the effect of the noise; the large value of T is leads to better integrals low pass
filtering but there is error due to truncation.
In practice, the integral expressed in (13) is obtained by a numerical integration method; therefore, the
estimator <<u(i)>>c(t) will be performed at each sample of k.

T

Let Ts is the sampling period, then the discretization of any continuous time function f will be denoted
by f[k] i.e.

f[k]=f(k,Ts), keZ

With these notations, the discrete-time approximation of the first derivative estimation of the
controller output is simply a discrete sum that can be written as:

Ns
() k1= w(j)P(jTs;nsTs)umlk - j] (13)
s,ns J — 0
Where ns is the number of samples used in the time window T = nsTs and the w(j) is the weight
related to the used numerical integration method.
To eliminate the effects of network which are mentioned above, the true error function values will be
integrated as a tabular data. These values are taken at certain discrete points during the same time
window of the derivative output estimation.
First is to fit a curve through the true error data, and then integrate the resulting curve. It is possible to
use any integration methods, but the most common approach is to use a piecewise polynomial such as
a spline as follows:
e Suppose we are given as set of true error samples point (t, er(t))
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e Fit a spline E(t), through this samples, keep in mind that E(t) is a piecewise polynomial on
several intervals in particular.

erpl(t) th<t <ty
erpz(t) t1St <t,

Er(t)=
: (14)
erppg (1) ths 1St Sty
Then
c t t ns ti
<<el’>>_|_(t): Ie(t) dt ~ IE(t) dt:Z‘O Ierpj(t) dt (15)
t—nsT t—nsT 1=

tj_1

It is possible to use a cubic spline interpolant. In this case, each erpj (t)is a cubic polynomial, which
can be written as

3 2
erpj(t)zaj,l(t—tj_l) +aj,2(t_tj—l) +aj,3(t_tj—l) +aj,4 (16)

Solving for ajll,ajlz,ajyg,and aja using Gauss elimination [22], then we can easily integrate
€rp; (1)

t
aj aj aj
jel’pj(t) dt=le(tj_tj_1)4+?’2(tj_tj_1)3+?'3(tj_tj_1)2+aj’4(tj_tj_1) (17)

t 1

Let, T =t; "t then,

t
a; a; a;
_“ilra 123 13+2 _
jerpj(t)dt 2 T+ 3 T+ 5 T +a T (18)
tj_1
Thus, the estimated true error is given by
d B (a; a; a;
k1= Gilr4, 9223, 9082, 19
<<er>>TsynS[ 1 JZ_(; ( , T TS TS v ay, s (19)

Note that a direct implantation of this summation would require 7ns multiplications, 3ns additions, and
3ns exponentiations. An algebraic rearrangement results in a nested approach of this computation [22],
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d 0S aj1 dj2 djs
<<er>>Ts'ns[k]=jon5 TS TS TTS‘F? +7 +aj,4 (20)

(20) requires only 7ns multiplications, 3ns additions, and no exponentiations.
Assuming nominal and true error are in the same sign (i.e. stealthy controller hijacking attack) then,
rewrite (3) in term of estimated values

afer))? K]

¢k=1— Ts,ns

\d (21)
(), 1K1 |
Or,
ns aj aj aj
o 5> Ts|Ts|Ts| 2lg 812 | 813 +aj4
iZo 4 3 ) 2 ’
Pk=1- (22)

ns
>W(J)P(jTs;nsTs)um[k—j]
j=0

If $=0 means that there is no controller hijacking attack.
0<¢<1 means that there is stealthy controller hijacking attack.
If ¢ =1 implies that the controller is completely hijacked.

4. Controller recovering

On referring to Fig.1, at each sample time k, the controller hijacking attack detector receives yd, y, and
u over NCS and calculates ¢ according to the (22). If ¢ increased, a recovering signal will be sent over
NCS to the interface circuit. The interface circuit converts the recovering signal to hardware interrupt,
which restores the controller software to its design parameters.

5. Simulation results

The proposed method is developed as per the scheme mentioned with a simulation of the local
downstream controller at the Partiteur cross-regulator in the Gignac canal which located 40 km north-
west of Montpellier, in the south of France.

The Integrator Delay (ID) model is an approximate representation of the dynamics of canal pool for
low frequencies, this model and its parameters were given in [23] as follows,

1

S,
AdS(e u-p) (23)

y:

where,

e yisthe downstream water elevation.

e 1disthe delay of the canal pool.

e p the downstream perturbation.
When the control input u is a discharge, Ad represents the backwater area, and when u is the upstream
gate opening, Ad is the inverse integrator gain.
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For the Partiteur Left Bank cross regulator, the Ad = 25.2113 and 7d =30 seconds. The PI controller
will be used in this paper as the downstream controller with Kp=0.60 and Ti=96 seconds [23].

Initially, the system was tested without any attack; the test result is illustrated in Fig.3. After that, the
simulation is carried out by randomly reprogramming the PI controller, in this case the original
settings of the controller will be lost and its behaviour will be unknown (i.e. hijacked by the attacker).
The detection of the controller hijacking attack and the controller recovering method which described
in sections 2, 3 and 4 are applied to the NCS.

In order to evaluate the proposed detector, the controller reprogramed for three times (attack A, attack
B, and attack C), this is made by change the parameters (kp and Ki) of PI controller in stealthy way.
The test results are shown in Fig 4., Fig.5., Fig.6 and Fig.7. The attack is successfully detected and the
controller recovered to its normal operation.
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Figure 3. The NCS response without any attack
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Figure 4. (a) The response of the plant when the attack is (or has been) detected and the controller is
recovered. (b) The effect of the controller hijacking attack on the value of ¢ (c) controller recovering

signal

From Fig.5.b, Fig.6.b, and Fig.7.b, one can note the effect of controller hijacking attack on the value of
¢ The abnormal change of ¢ will be used to generate controller recovering signal as illustrate in

Fig.4.c.
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(b) The effect of the controller

hijacking attack on the value of ¢ (with zoom) hijacking attack on the value of ¢ (with zoom)

6. Conclusion and perspectives

In this paper, an attack-tolerant networked control system in presence of the controller hijacking attack

is introduced.

The facility of this method is that no a priori controller mathematical model is required to detect this

type of attacks.

The proposed detector is connected to the NCS separately from the controller and plant sides. The
secure mechanism is used for the secure communication of the proposed detector over NCS.

Even though only one type of controllers is used in this paper, the proposed attack detector is suitable
enough to be considered as basis for the future development with other types of the controllers.

The investigation reveals that the proposed attack tolerant scheme can be used successfully for NCS in
presence of the controller hijacking attack such as Stuxnet case.
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