IOP Conference Series: Earth and Environmental Science

PAPER « OPEN ACCESS

A Lightweight Secure and Efficient Authentication and Key Agreement
Protocol for VANET

To cite this article: Yuxia Zhang and Fengtong Wen 2019 |IOP Conf. Ser.: Earth Environ. Sci. 234 012069

View the article online for updates and enhancements.

Bringing you innovative digital publishing with leading voices

to create your essential collection of books in STEM research.

This content was downloaded from IP address 222.93.105.7 on 20/09/2019 at 11:09


https://doi.org/10.1088/1755-1315/234/1/012069
https://oasc-eu1.247realmedia.com/5c/iopscience.iop.org/836545101/Middle/IOPP/IOPs-Mid-EES-pdf/IOPs-Mid-EES-pdf.jpg/1?

GSKI 2018 IOP Publishing
IOP Conf. Series: Earth and Environmental Science 234 (2019) 012069  doi:10.1088/1755-1315/234/1/012069

A Lightweight Secure and Efficient Authentication and
Key Agreement Protocol for VANET

Yuxia Zhang and Fengtong Wen*

School of Mathematical Sciences, University of Jinan, Jinan Shandong, China
zhangyuxia90626@163.com, witwq@163.com

Abstract. The vehicular ad hoc network (VANET), as an important part of the intelligent
transportation system, has a crucial impact on traffic safety and efficiency. And its security
issues have attracted many researchers. The secure communication among entities is
particularly important due to the openness of the VANET environment. In this paper, we
propose a lightweight secure and efficient authentication and key agreement protocol for
VANET in order to implement secure communication. The scheme only uses lightweight
computation to achieve anonymity, integrity and mutual authentication among entities.

1. Introduction

With the number of road vehicles has increased rapidly, and the role of vehicles in people’s daily lives
has become more and more important. Security issues are becoming more and more serious, while
bringing convenience to people’s lives. In order to reduce traffic accidents, researchers have proposed
the concept of VANET [1]. It realizes the interactive communication between Vehicle to Vehicle
(V2V) and Vehicle to infrastructure (V21) through wireless communication improves driving. So far,
VANET has no fixed architecture [2]. However, most vehicle authentication protocols in VANET are
based on the common strategy of the Dedicated Short Range Communications (DSRC) protocol [3—4].
It provides the potential to effectively support VANET secure communications.

In recent years, many authentication and key agreement schemes have been proposed [5-10]. In
2005, Raya et al. [11] proposed an anonymous authentication scheme for VANET by using an
anonymous certificate. But, vehicles need to have large storage space to store keys and certificates. In
2008, Zhang et al. [12] proposed an identity-based identity authentication scheme by using
identity-based public key cryptosystem. However, their solutions do not provide non-repudiation
capabilities and are vulnerable to relay attacks and impersonation attacks. In 2011, Chim et al. [13]
proposed an identity-based authentication scheme with two shared secrets. Their approach provides
anonymity to users and has lower communication costs.

The rest of the paper was organized as fallow. We describe the system model and security
requirements in Section 2. In Section 3, we describe our new proposed authentication scheme. Section
4, We describe the performance analysis of this scheme. Finally, we give the conclusion of the paper
in section 5.

2. System Model and Security Requirements

2.1. System Model
In our scheme, the system model consists of four parts: trust authority (TA), road side unit(RSU), on
board unit(OBU) and tamper-proof device(TPD).
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TA: TA is completely trusted by other entities. TA is charge of the registration of all entities and
responsible for generating the session key and verifies the identity. It is responsible for publishing
system parameters and data writes.

RSU: The RSU is a semi-trusted entity. It assists TA in completing various tasks. Each RSU is
embedded with a TPD that records the necessary information.

OBU: The OBU is embedded in the vehicle and is responsible for collecting collecting traffic
information.

TPD: The TPD is used to store cryptographic material and handle cryptographic operations. In any
case, all data stored in it cannot be extracted by the adversary. It only allows the TA to write
information when our program is registered.

2.2. Security Requirements
(1) Message authentication and integrity: In VANET, the sender sends out every message that should
be authenticated by the recipient to ensure that the message has not been modified or forged by an
unauthorized adversary.

(2) Conditional privacy preserving: In VANET, the real identity of each vehicle should not be
exposed to any other entity. TA should have the authority to get the real identity of the initiator
through valid information.

(3) Resist malicious attacks: To ensure security, an authentication scheme is resistant to a variety of
malicious attacks, such as forgery attack, replay attacks and so on.

3. Our Proposed Scheme

In this section, we propose a lightweight secure and efficient authentication and key agreement
protocol for VANET. Our scheme consists of four phases: initial phase, registration phase, login and
authentication phase and password-change phase. In this protocol, addition of new node also needs to
register. The details are as follows:

3.1. Initial Phase
In this phase, TAchooses a sez;as its own private key. Then, it selects a hash functionh(.), an

encryption function g, (-) and publishes them.

3.2. Registration Phase
Vehicle registration phase Step 1. For each vehicle nodeV, selects a unique identity

ID,and a secure password PW, . It chooses a nonce number n, ez, and send {ID,,n} tothe TA via

a secure channel.
Step 2. Upon receiving the message {ID,,n} from v, , the TA uses its own private key to

calculate A =h(ID, ||s) and B, =h(n, ||s) . Then, g (n)is handled by encrypting n, with the private
key s of TA. After that, TAembedded the information{AE (n),

B,}into an OBU,and sends the OBU, to V, viaa secure channel.
Step3. Upon receiving the OBU, fromTA, OBU, computesVP, =h(ID, || A).VQ, =

h(PW, ||A), C,=h(VP|VQ)and F =B ®C;and stores the message {A,C, ,F, E (n)} instead of
the previous message. After that, the owner of V, is attaching OBU, to thev,.

RSU registration phase Step 1. The node RSU, chooses his identity RID, and a random
numbery, ¢ z:. Then itsends {RID,,r}to TA through a secure channel.
Step2. When TAreceives the message {RID, 1} from RSU;, the TA uses its own private keysto
calculate RA, =h(r; ||s) and RB, =RA, ®h(RID, ||r;) . After that, TA stores the message {RB,r} in
TPD and deliversittoRSU ;.
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Step3. Upon receiving theTPD, RSU; stores it.

3.3. Login and Authentication Phase
In this phase, we describe the login and authentication process as follows.
Stepl. The owner ofy, entersID,and Pw, into theOBU,. Then, OBU,computesvR =h(ID, || A).

VQ =h(PW, || A)andC, =h(vP ||VQ,), and verifies whether c,is the same as C,stored in it. IfC, =C,,
then theOBU, will ask the owner of v, to enter the correct identity and password again. Otherwise,
OBU, computes B =F@®cC, . After that, OBU, chooses a current timestamp T, ,
computesy, =h(B, || T)@®ID,, Y,=h(Y,||B||1D,[IT,) and sends {T,Y,Y, E (n)}to the RSU,through a

public channel.
Step2. Upon receiving the message, RSU;, checks the freshness of T,. If it is invalid, RSU,

terminates this phase and sends a rejection message to oOBU, .Otherwise, it
computes RA, =RB, @h(RID, |I1,) in which RB; is stored in RSU, STPD . Again, it chooses a current
timestamp 1, and computes AID, =RID, ®h(RA,[|T,): Y, =h(RB,||T,) .Y, =h(RID, ||Y,||T,) and then
sends {1 Y, Y, Eo(n), T, Y5, Y, 1, AID} to the TAthrough a public channel.

Step3. When TA receives message, it first verify the validity ofT,. If it is valid, TA
computes RA, =h(r, ||s)» RID, = AID, ®h(RA, |IT,); RB;=RA @h(RID,|lr,) and Y,=h(RB,||T,). After
that, it calculates v, =h(RID, ||Y, || T,)whether is equal to the v, received. If it is equal, RSU;is
authenticated. TA also uses master key s to decrypt E (n) ., then computes B =h(n|s) .
ID, =Y, ®h(B/||T,), A =h(ID;]s) and Y, =h(Y,||B|ID;||T,) - Ify,=Y,, only then the TA can verify
the identity of OBU, . Otherwise, it terminates the session. So far, OBU,and RSU;, have been certified
byTA. Then, it chooses a current timestamp T, and a session key(SK ), then it masks sk for OBU,
by computing Y,=Sk@h(A||B| T, ., as well as masks sk for RSU, by computing
Y, =SK @h(RA [IT,)- Finally, it continues to computey, =h(Y,|| A ||T,) . Y, =h(Y, I T, || RA) and sends
{T,.Ys, Y. Y;, Y} t0 RSU, viaa public channel.

Step4. When receiving the response message, RSUjfirst verifies whether the timestampT, is
valid. RSUjComputes SK'=Y, ®h(RA, [IT,) andvg:hm IT, IIRA,)- RSU; checks whether v, equals
to v, or not. If it is valid, TA is authentic. After that, it computes v, =h(SK'||Y, | T,)Where T,
ISRSU, ’s current time. Finally, RSU,; sends{T,,T,.Y,,Y,,Y,} toOBU;.

Step5. Upon receiving message, OBU, verifies the validity T, . If it is permitted,
RSU, calculates v, =h(Y, || A ||T,)and verify that v, and v, are equal. If it is hold, TAis authentic
and  OBU, gets SK' =Y,®h(A|B|T,) . Subsequently,  OBU, checks  whether
Y, =h(SK'||Y, || Y, || T,) equals to the received Y,to decide whether accept the session key. If it is equal,
OBU,; will believe that there is a session key between OBU, andRsU;. In summary, the login and
authentication phases are completed.

3.4. Password Change Phase
Stepl. Vv, enters his identity ID, and password Pw into a terminal device of OBU,. Then,

OBU; calculates B =F @C; VR =h(ID||A), VQ =h(PW,[|A) and c =hpvQ) and checks if the
calculated c; is equal to the value C stored in.
Step2. If they are not equal, this request is rejected; otherwise, OBU, asks V, to enter the new
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password  pw™ . After getting pw™ , OBU, computes VQ™ =h(PW,™"
|A),B =F®C,C™ =h(VP |[VQ™) and F"™ =B &C™".
Step3. OBU,replace c,and F with c™ and F™ separately in its memory.

4. Property Analysis
Mutual authentication. In our scheme, TAgets the vehicle |D, by computing ID =Y, ®h(B||T,)

and B, =h(n,||s), then gain A’ =h(ID; || s), Which is equal to the storage in theOBU,’s secret value A .
Simultaneously, TAcompares Y,toy,to authenticateyv,. Vv, can also authenticate TAby computing
they,, which has the secret A only known by TAandy,. The mutual authentication between RSU ; and
TAis similar to the authentication between V. andTA.

Anonymity. The vehicle’s D, is hidden in A andy,. There are two unknown values in A that

are difficult to guess at the same time for an attacker. So, it is difficult to
getiD,.Y,=h(B,||T,)® ID, = h(h(n, ||s) || T,) @ ID,where the s is only known by TA. So, it’s also hard to

obtain D, .

Replay attack. The replay attack is caused when a malicious vehicle intercepts the message of the
previous session and replays it in the current session to imitate the legitimate vehicle. In our proposed
scheme, the information we transmit on the channel already contains the timestamp of the protection
replay attack. The timestamp T is used to maintain the freshness of the message transmitted on the

channel. Entities in the system can then verify these timestamps to detect replay attacks. In summary,
our proposed scheme provides resistance to replay attacks.

Traceability. From the previous analysis, we can find that only the TA can be done to reveal the
true identity of the vehicle node V; and the node Rsu, . Therefore, when a malicious event occursTA

can track them based on malicious information.

5. Conclusion

In this paper, we present a lightweight secure and efficient authentication and key agreement scheme
for VANET. In this scenario, our generated session key has its own unique advantages. And, we do
not use complex operations and calculations, only simple calculations such as XOR operations or hash
functions that make calculations more efficient and feasible. Therefore, it reduces costs and delays.
We also enable authentication of RSU and high-speed mobile vehicles. In addition, the vehicle node
and RSU do not need to occupy storage space to store the shared key and identity at the TA.
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