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Abstract
In today's information age,
communications play an important role
which is becoming widespread as well.
The same aspects of cryptography that
make it useful for security and privacy
make it particularly troublesome for law
enforcement. The use of cryptography by
criminals can prevent law enforcement
from obtaining information needed for the
prevention and prosecution of crime. The
international organizations have acted to
regulate cryptography and protect the
legitimate interests of law enforcement,
while attempting to balance the needs of
legitimate  users  of  cryptography.
Cryptography can be classifies into
Symmetric and asymmetric encryption
algorithms as shown in Figure. A
symmetric encryption algorithm consists
of a pair of functions, encrypt and decrypt.
If plaintext is encrypted with key K and the
resulting cipher text is decrypted with key
K then the original plaintext is contributed
to the growth of technologies. Electronic
security is increasingly involved in making
communications more prevalent.
Therefore, a mechanism is needed to
assure the security and privacy of
information that is sent over the electronic
communications media is in  need.
Whether the communications media is
wired or wireless, both can be not
protected from unauthorized reception or
interception of transmission. The, method
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of transforming the original information
into the unreadable format is called
encryption and decryption of information.
The study of encryption and decryption is
known as Cryptography. This paper
focuses on the analysis of the two types of
key cryptography exists, based on the
availability of the key publicly: Private key

Cryptography, and Public Key
Cryptography.

Index Terms: Cryptography, Encryption,
Decryption.

1. Introduction

Cryptography, in G reek, literally m eans hidden
writing, or the art of c hanging plain text message
[11[4][5]. Cryptography isu sed increasingly by
businesses, i ndividuals a nd t he go vernment f or
ensuring t he s ecurity a nd pr ivacy of information
and communications. The most popular s ynmetric
encryption algorithm ist he D ata E ncryption
Standard (DES). It was developed by IBM in 1976
in response to the challenge to produce an
encryption [6][7][81. Algorithm that could be made
public and still is secure.

Even though repeated attempts have been made to
replace it, remains s ecure w hen pr operly us ed.
Asymmetric encryption algorithm, also known as a
public key cryptosystem (PKS), the keys used for
the encrypt and decrypt functions are different, and
it is co mputationally infeasiblet o obtaint he
decryption key from the encryption key. This
allows the encryption key to be made public while
the decryption key is kept private. The ke ys are
known as the public key and the private key. The
corresponding terminology fora ke y in a
symmetric cr yptosystem iss ecretke y. T hus
anyone ca nenc rypt m essages,b ut onlyt he
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holder o f the pr ivate ke yca nr ead them. T he
most p opular public key c ryptosystem is R SA,
named afteri tsinventors Rivest, S hamir, a nd
Adleman [9][101[11]. It was produced in 1978 in
response to a challenge in 1976 to find PKS.

2. Cryptography Objectives

Cryptography is the science of writing in s ecret
code w ithin t he co ntext of any app lication-to-
application co mmunication, therear es ome
specific security requirements, including:

- Authentication: The process of proving one’s
identity.

- Privacy/confidentiality: Ensuring thatno one
canr ead the message exceptt he intended
receiver.

- Integrity: Assuring ther eceivert hatt he
received message hasn otb een a ltered ina ny
way from the original.

- Non-repudiation: A mechanismto prove that
the sender really sent this message.
Cryptography, then, not only protects data from
theft or alteration, but can also be used for user
authentication. There are, in general, three types
of cr yptographic s chemest ypicallyu sed to
accomplisht hesego als:s ecretke y( or
symmetric) ¢ ryptography, pu blic-key (  or
asymmetric) cr yptography, an d hash functions,
each o f w hich is de scribed below. Inall cases,
the initial u nencrypted dataisr eferred to as
daintext. Itis encrypted into cipher text, which
will in turn (usually) be e ncrypted -into us able
plaintext

3. Cryptographic Algorithms
Cryptography has s everal d ifferences from pure
mathematics. While a mathematician may use A
and B to explain an algorithm, a c ryptographer
may u set he fictiousn ames A Iphaa nd Beta
Suppose A Ipha w ants to send a message to his
bank to transfer money. H e w ould liket he
messaget ob epr ivate,s ince it includes
informations ucha shi sa ccount nu mber a nd
transfera mount. O nes olution ist ous ea
cryptographic algorithm, a technique that would
transform his message into an e ncrypted form,
unreadable e xcept by t hose f orw hom it is
intended. When encrypted, the message can only
be interpretedt hrough theus eo ft he
corresponding secret ke y. Wi thout the ke y t he
message isu seless: goo dC ryptographic
algorithms make it s o di fficult for intrudersto
decode the original text that it isn't worth their
effort [8][9][1 I]. Some of Encryption Algorithm
is shown in Table.1. There are two categories of
cryptographic a lgorithms: ¢ onventionala nd
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public ke y C onventional ¢ ryptography. Also
known as symmetric cr yptography r equires t hat
the s ender an d receiver s hareake y:as ecret
piece o f information t hat isused to encrypt or
decrypt a message. I ft hiske y is s ecret t hen
nobody other than the sender or receiver can read
the message. If Alpha and the bank each have a
Secretke y,t hent hey mays end eachot her
private messages. The task of privately choosing
ake yb eforec ommunicating P ublicke y
cryptography,a Isokn own as asymmetric
cryptography s olves t he ke y e xchange pr oblem
by de fining an a lgorithm w hich u ses t wo ke ys,
each of which can be used to encrypt a message.
If one key is used to encrypt a message, then the
other must be used to decrypt it. T his makes it
possible t o receive s ecure messages by s imply
publishing one key (the public key) and keeping
the other s ecret (the private ke y). A nyone may
encrypt a message using the public key, but only
the owner of the private key is able to read it. In
this w ay, Alpha may send pr ivate m essages t o
the owner of a ke y-pair (the bank) by encrypting
it us ing t heir p ublic ke y. O nly t he ba nk can
decrypt it.

Sender A Sender B

T |

Plain text |y

r_v[ - Cipher Text ;he:.--:'% Cipher Text i:;",:""n Plain text |

Fiz.c SYMMETRIC KEY CRYFTOGRAPHY

Plain text

’m‘:{’;n-\):. Cipher Text  petword Cipher Text \rj
M .

En with Decrvpe with

B's public Kev B's privare Kev

Fig.c ASYADMETRIC KEY CRYTTOGRAPHY

4. Data Encryption Standard (DES)

Goal of DES is to completely scramble the data
and key so that every bit of cipher text depends
onevery bitofdataand ever bitofkey.Itisa
block Cipher Algorithm, encodes plaintext in 64
bit chunks, One parity bit for each ofthe 8 bytes
thus it reducesto 56 bi ts. [tisthe mostused
algorithm. D ES de veloped by IBM in the early
1970s. S tandard a pprovedby U S N ational
Bureau of S tandards for C ommercial a nd no
classified US government use in 1993. DES is an
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iterated block cipher, iterated m eans multiple
repetitionso fa s imple e ncryptiona Igorithm.
DES has 16 rounds. Wh ere B lock cipher
encrypts in fixed-size blocks, D ES us es 64 -bit
(&byte) bl ocks. Atitssimplest le vel, DES isa

combinationo ft he two basict echniques o f
cryptography: ¢ onfusiona nd d iffusion. D ES
follows strict avalanche criteria. Every bit of the
key and every bit o fthe plaintext affects every
bit o fthe c ipher text. It has d ifferent keys for
encryption and decryption. E avesdropper s ees
the cipher text and one ofthe keys. Allo fthe
security is ino neke y;t herei sno ne int he
algorithm or in the second key.

5. Discussions and Conclusions
Cryptography is a particularly i nteresting field
because o ft he amount of w ork thati s, by
necessity, done in secret. The irony is that today,
secrecyis not theke yt o the goo dnesso fa
cryptographic a Igorithm. Regardlesso ft he
mathematical t heory behind an a lgorithm, t he
best al gorithms ar e t hose t hat ar e w ell-known
and well documented because they are also well-
tested and well-studied! In fact, time is the only
Vuet est ofgoo dc ryptography;a ny
cryptographic scheme that stays in use year after
year is most likely a goo d one. T he strength of
cryptographyl iesi n the choice( and
management) of the keys; longer keys will resist
attack b etter thans horterke ys. The basic
concepts, ch aracteristics, an d goals o f various
cryptographic have been discussed. The essential
parts of C ryptography inc ommunications
systemsa res hown. H ow this makest hem
especially at tractive as a pot ential p latformt o
implement cryptographic algorithms.
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