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Abstract. A new method is described to create secrete-codes in the security holograms
for enhancing their anti-counterfeiting characteristics. To imitate these codes is difficult
as pure phase objects having complex phase distribution function are used to modulate
the object beam that is recorded in conjunction with an encoded interferometric reference
beam derived from a key hologram. Lloyd’s folding mirror interferometer is used to convert
phase variations of the reconstructed wave-front into an intensity pattern for hologram
authenticity verification. Creating the secrete-codes through an interferometric reference
beam from the key hologram facilitates a multi-stage authenticity verification as well as
easy repositioning of the security hologram through a specific Moiré pattern generated
during the verification process.
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1. Introduction

Recently, there is a high level of interest in the application of optical techniques
in the field of security and product authenticity verification owing to continuous
increase in fraudulent cases worldwide. Optical methods offer parallel and real-time
processing and provide various dimensions for optical information encryption such
as phase, wavelength, polarization etc. in order to deter unauthorized access, copy-
ing, or falsification of the valuable products and documents. These parameters of
optical waves have been exploited to realize various optical security systems. Rep-
resentative examples of these systems include image encryption using random phase
encoding, optical pattern recognition, fractional Fourier transform, joint transform
correlation, phase only encryption etc. [1–4]. The above described systems are
excellent in their own right but many of them require accurately fabricated com-
plex masks and fine control of the optical axis alignment and also need specific and
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costly equipment to decrypt the encrypted information. Apart from these, several
simple encoding schemes such as use of encoded reference beam [5–7], Moiré pat-
tern encoding [8–11], speckle pattern encoding [12] etc. have also been reported for
authenticity verification and anti-counterfeit purposes in the embossed holograms.

The present paper reports a simple method for enhancing the anti-counterfeiting
ability of security holograms by embedding secrete-codes. Unlike visible holographic
security codes [6–8] the secrete-codes, which are in the form of pure phase variations,
cannot be detected by an intensity sensitive instrument, thus are extremely difficult
for counterfeiting. The desired secrete-codes are created by interfering phase mod-
ulated object wave with an interferometric reference wave derived from a specially
produced key hologram. During the hologram verification process illumination of
security hologram with original reference wave generates a specific Moiré pattern
in the observation plane. One of the main characteristics of this Moiré pattern is
that it disappears on perfect repositioning of the genuine security hologram only.
The chief security feature of these holograms (in addition to Moiré pattern and
reconstruction of sharp focused spots at predetermined positions [11]) is that the
secrete-codes remain concealed even for a perfectly repositioned security hologram
until a decoding process is performed on the reconstructed wave-front to convert
their phase variations into intensity variations. The paper reports the use of the
simplest known interferometric scheme ‘the Lloyd’s mirror interferometer’ to con-
vert the invisible phase variations of the reconstructed wave-front into detectable
intensity pattern for hologram authenticity verification.

2. Principle of the method

The method reported in this paper is based on the formation of a key hologram KH
[11] having some unique characteristics and the security hologram in two recording
steps. In the first recording step, the key hologram is formed by two holographic
exposures on the same recording plate. In the first exposure a convergent beam
O1 is combined with a collimated reference beam R, while in the second exposure
another convergent beam O2, slightly different from O1 is combined with the same
reference beam R. Upon illumination of the processed KH with R, the reconstructed
field R1, which is a combination of O1 and O2, serves as an encoded interferometric
reference wave to create the secrete-codes on the security hologram SH in the second
recording step. Reading of SH through KH generates a specific Moiré pattern at
the observation plane OP. Proper repositioning of SH results in the disappearance
of these Moiré fringes. The secrete-code information is still invisible and a demod-
ulating process is required to convert the invisible phase information into a visible
intensity pattern. This could be accomplished by placing a Lloyd’s mirror in prox-
imity with one of the reconstructed focus spots and this is a quite simpler process
than the earlier described methods of phase contrast [2] and Mach–Zehnder inter-
ferometer [3] to convert phase variations into intensity pattern in the phase-only
encryption systems.

Let complex amplitude distributions of the beams O1, O2 and R are:

O1 = (A0/r1) exp(−jφ1),

O2 = (A0/r2) exp(−jφ2),
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and

R = Ar exp(jφr), (1)

where φ1 = kn1 · r1, φ2 = kn2 · r2, φr = kn · r; and n1, n2, n are unit vectors
along the directions of propagation of beams O1, O2 and R respectively; k = 2π/λ,
λ is the wavelength of the light used and j =

√− 1. Ar and A0 are the amplitude
distributions of the corresponding beams. The processed KH upon illumination
with R provides an encoded interferometric reference wave R1 subsequently to be
used for the formation of SH, given by [11]

R1 ∼ O1 + O2. (2)

Equation (2) represents a sinusoidal grating pattern with transmittance function

g(x, y) = |R1|2 ∼ 1 + cos ∆φ, (3)

where

∆φ = φ2 − φ1 = 2πx/d,

and d = λ/[2 sin(δα/2) cos{(2α + δα)/2}] represents its spatial period (for z = 0
position) and α and α + δα are the angles made by the directions of beams O1 and
O2 respectively with the z-axis, i.e. with the direction of the reference beam R. The
grating elements/lines run parallel to the y-axis. This encoded reference wave R1

is used in conjunction with object wave O = (Ao/ro) exp[−j{φo +ψ(x, y)}] (where
ψ(x, y) is the phase distribution function of the pure phase object S = exp{jψ(x, y)}
to be concealed and φo = kno · ro; no is the unit vector along O) propagating
at an angle β with the z-axis for making the concealed coded security hologram
SH. Keeping the term of interest, the transmitted field from processed SH upon
illumination by interferometric reference wave R1 is

t(x, y) ∼ |R1|2 ·O. (4)

In the final reading process, if SH is slightly mis-positioned (say tilted by an angle
θ with respect to the y-axis, and displaced longitudinally by a distance ∆z from
the original position) the transmittance function will be

t′(x, y) ∼ O[1 + cos 2π(x cos θ − y sin θ)/d′]. (5)

The intensity distribution in the observation plane due to illumination of mis-
positioned SH with R1 is given by the product of transmittance functions g(x, y)
and t′(x, y) [13,14]

I(x, y) = g(x, y) · t′(x, y)
= O[1 + cos(2πx/d) + cos[2π(x cos θ − y sin θ)/d′]

+ cos(2πx/d) cos[2π(x cos θ − y sin θ)/d′], (6)

where d′ is the effective period of grating pattern recorded on the mis-positioned
SH. The first term in eq. (6) is a DC term, second and third terms are proportional
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to the superimposing periods and the last term represents the Moiré pattern (figure
1) between these sinusoidal gratings. The last term is of our interest and can be
rewritten with standard trigonometric relations as

∼ (O/2) cos[2π{x[(1/d) + cos θ/d′]− y sin θ/d′}]
+(O/2) cos[2π{x[(1/d)− cos θ/d′] + y sin θ/d′}]. (7)

In eq. (7) the first term generates a sum Moiré pattern, which has fine period,
while the second term generates the difference Moiré pattern. The spatial period
of this Moiré pattern is

dm = dd′/(d2 + d′2 − 2dd′ cos θ). (8)

It is obvious from eq. (8) that the period of Moiré pattern becomes infinite when
d = d′ and θ = 0, i.e. when SH is perfectly repositioned. At this position the
amplitude distribution of the reconstructed wave-front is given by eq. (4), which
makes it clear that in the intensity recording of a pure phase modulated wave-
front all information about phase distribution function ψ(x, y) is lost completely,
i.e. information of a pure phase object used as a secrete-code remains concealed.
A Lloyd’s mirror positioned in proximity with one of the reconstructed focused
spots (other spots are filtered out) of the converging beams converts the phase

Figure 1. Geometry depicting Moiré fringe formation due to superposition
of interferometric encoded reference beam R1 and grating pattern recorded on
security hologram for slightly misaligned positions.
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information of secrete-codes into an intensity pattern by generating a two-beam
interference fringes:

I2(x, y) = I0(x, y)[1 + V (x, y) cos ψ(x, y)], (9)

where I0(x, y) is the average intensity and V (x, y) is the fringe contrast. This
interference pattern provides information about the phase distribution function
ψ(x, y) in the form of intensity variations which could be used for visual inspection
to verify the authenticity of the security hologram.

3. Experiment and results

The experimental set-up for the formation of KH, SH and their reconstruction is
schematically shown in figure 2. He–Ne laser at 632.8 nm wavelength was used
as the light source. The thin laser beam was split into three parts as beams 1, 2
and 3 using variable beam splitters BS1 and BS2. Beam 1 was used as a plane
reference beam R while beam 2 was used to generate convergent beams O1 and O2

to make the KH. Beam 3 was used as the object beam in conjunction with encoded
interferometric reference beam R1, reconstructed from KH, to make the security
hologram SH. Lens L1 (f/4) in conjunction with beam expander BE1 generates a
collimated beam of 50 mm diameter. Lens L2 (f/4, 50 mm diameter) in conjunction
with beam expander BE2 was used for the generation of convergent beams O1

and O2. Lens L3 (f/4) in conjunction with beam expander BE3 generates a 100
mm diameter collimated beam and lens L4 (f/4, 100 mm diameter) converges this
collimated beam. Here f/4 denotes the f-number of the lenses. S1–S3 are shutters
in the beams 1–3 respectively. During the formation of KH, shutters S1 and S2

were opened while S3 was kept closed. Before making second exposure for KH on
the same recording plate, the converging lens L2 was given a minute movement
(∼400 µm) in the transverse direction to generate another convergent beam O2.
For the formation of SH, processed KH was placed back in its original position
and a pure phase object S was introduced into a portion of the one half width
of collimated beam O, between lenses L3 and L4 to create the secrete-codes on
SH. During the exposure for the formation of SH, shutters S1 and S3 were opened
while S2 was kept closed. In the final reading process, processed KH and SH were
repositioned at their original positions and only shutter S1 was open. A precise
manual translation stage was used in our experimental set-up to reposition the
processed SH for verification. A spatial filtering process was used to enhance the
contrast of the Moiré pattern. A front coated plane mirror M (20 mm × 40 mm ×
2 mm, SiO2 protected, front surface silver coated, reflectivity ∼94%) was kept in
proximity of one of the reconstructed focused spots of the object beam O to convert
the invisible phase information of the secrete codes into verifiable intensity pattern.
Exposure time of 600 ms was used for the first two exposures for the formation of
KH while an exposure time of 350 ms was used for the formation of SH to supply the
optimum energy of 130 µJ to the recording medium. Slavich PFG-01 holographic
recording plates of sizes 63 mm × 62 mm for KH and 25 mm × 31 mm for SH were
processed in standard Kodak D-19 developer and R-9 bleach bath solutions. As
is well-known, vibration isolation is an essential requirement to record a hologram
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Figure 2. Schematic configuration of the experimental set-up.

Figure 3. Photograph of a typical finite mode Moiré pattern.

and vibrations with amplitude greater than λ/2 could disturb the recording. Thus
a mechanical stability of the order of λ/2 is needed during the recording process of
the hologram. For this reason, floating vibration isolation table and an enclosure
to reduce air currents was used. The results presented have been recorded using
S-50 Power-Shot Cannon digital camera in white balance settings.

Figure 3 shows a specific Moiré pattern formed in the observation plane OP due
to slight misalignment of SH in its repositioning. This Moiré pattern disappears
on proper repositioning of SH and a typical null mode Moiré pattern is obtained as
shown in figure 4. It may be noted that this finite Moiré to null Moiré transition
takes place only for genuine SH. The information of secrete-codes is still hidden
and a Lloyd’s mirror interferometer is used to convert this phase information into
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Figure 4. Photograph of a typical null mode Moiré pattern.

Figure 5. Reconstructed image of a phase object (a glass plate with a small
broken portion) from the security hologram using Lloyd’s mirror interferome-
ter for hologram authenticity verification.

an intensity pattern. Typical test results of the reconstructed secrete-codes (phase
object) are shown in figure 5, which verifies the hologram authenticity.

4. Conclusions and discussions

A simple method is described for generating security holograms with secrete-codes.
A specially created key is used for the recording and reconstruction of the security
hologram. In the reading process, a slight misalignment in repositioning of secu-
rity hologram generates Moiré fringes that would vanish on proper repositioning,
only for genuine security hologram. It may be noted that key hologram plays dual
role – in repositioning security hologram as well as in its authenticity verification.
The reconstruction of sharp focused spots at pre-determined fixed positions (angu-
larly and azimuthally) serves as an additional anti-counterfeiting feature and may
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also be used for machine inspection. The final verification of security hologram
requires an interferometric process on the reconstructed wave-front to convert the
phase information of secrete-codes into verifiable intensity pattern. This has been
accomplished using Lloyd’s mirror interferometer, which is quite elegant compared
to the earlier used set-ups for phase-only encryption methods. Counterfeiters may
find it more difficult if we use strong (highly refracting) phase objects for creating
secrete-codes. A further step is needed for retrieving complete information for such
an object, where a grating is used at a specific distance from the focused spots to
generate the null mode information [14]. Alternatively, a knife-edge [15] or mirror-
edge [16] could also be used for easy verification, but it will reduce the contrast of
the resulting pattern.
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