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ABSTRACT

A Mobile Ad hoc Network (MANET) is a collection afireless mobile nodes that dynamically forms a
temporary network without any fixed infrastructuksach node participates in the ad hoc routing palto
that helps it to discover multi-hop paths throulgé hetwork to any node. Security challenges hacerbe

a primary concern for these networks due to thedrracteristics such as open medium, dynamic togplog
distributed collaboration and other various cornstsa like battery power and low bandwidth. An
Authentication mechanism is certainly needed tovgme the various possible attacks by any malicious
node. In this study, we propose an efficient autication protocol, named CAODV for a MANET with
the aid of cryptographic certificates. We implenszhthis CAODV protocol using the network simulator
NS-2 and the simulation results reveal that thishmeism is highly effective even in the presenckaafe
number of malicious nodes. Despite a consideraidecase in the routing overhead, it is minimal and
outweighed by the increased security services geal’by our proposed CAODV protocol for MANET.

Keywords: Mobile Ad hoc Network (MANET), Authenticated Rouirior Ad hoc Networks (ARAN), Top
Hash (TH), Packet Delivery Fraction (PDF)

1. INTRODUCTION protocols because of their self-configuration ardf-s
maintenance capabilities. The applications of MANET
A Mobile Ad hoc Network (MANET) is a collection ~ fange from the defense sector to commercial ardanih
of wireless mobile nodes that dynamically forms a be more helpful during disaster recovery. .
temporary network without any fixed infrastructure. ~ But, MANET is particularly vulnerable due to its
Each mobile node acts not only as a host but asa a fundamental characteristics such as insecure opeaat
router (Russellet al., 2011) to determine the optimal €nvironment, dynamic topology, distributed coopierat
path to forward the information for the other nodlest  limited resource availability and physical vulnetigp
may not be within the direct transmission rangeadh  (Murthy and Manoj, 2004). Since MANET has the
other in the network. Each node participates inatle  capability to form a temporary network quickly, sety
hoc routing protocol that helps it to discover riwult challenges have become a primary concern. There are
hop paths through the network to any other node Th several active/passive attacks possible in MANEKKE li
major requirements of a routing protocol in MANET spoofing, denial of  service, masquerading,
(Perkins and Bhagwat, 1994) include minimum route eavesdropping, resource consumption and host
acquisition delay, loop-free routing, minimum catr  impersonation. External attackers can inject emase
overhead and scalability in establishing the rdogtsveen  routing information, replay old routing informatioor
the communicating nodes before the transmissiotatd distort routing information, thus partition a netkoor
packets. MANET is one of the recent vibrant fie&sd introduce excessive traffic load into the network b
many researches are going on in the study of mutin causing retransmission and inefficient routing. #eo
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severe attack can be launched from the compromiseadategories such as message modification, message
nodes, which might advertise incorrect routing fabrication and node impersonation.
information to the other nodes in the network. e

There are quite a number of ad hoc routing protocol 1.2. Message Modification
(Johnsoret al., 2007) available, but none of them are secure  |n AODV protocol, the fresh enough route will be
enough to prevent all types of attacks. These pottcare  selected based on the destination sequence number a
insecure because the attackers can gain the networfe optimal route is selected on the basis of thaller
topology information easier as the routing messaes o count metric during the route discovery. Sitiese
transmitted in clear text. Thus the attacker caavare of fields in the routing message are not protectee, th
the network structure by analyzing the receivedingu malicious node may announce better routes thaﬁ the
messages and may tamper the information in it4.pt existing valid route by modifying the destination

the network. Hence, a complete security solution is ,
needed to thwart such attacks in the network. dhbérrg sequence number and the hop count fields. In gknera

protocol should also be secure enough while estainl the ma_Iicious node would set the value zero inhbp
the route for the source node. Such secure routing?eunt field to ensure the smallest hop count so te
protocols should encapsulate an essential setcofige  route through this malicious node will always besgn.
mechanisms such as confidentiality, integrity, 1.3. Message Fabrication
authentication, availability and non-repudiation to =
prevent, detect and respond to the attacks frontimas The AODV protocol allows the mobile nodes to react
nodes and guarantee the correct route discovery. to the link breakages by sending the route errssages
to intimate the neighbor nodes so that they are &bl
invalidate the routes using the lost link. The wialis
There exists several proactive and reactive ad homode may cause a denial of service attack by spgofi
routing protocols but reactive protocols like AORe the identity of any node and send error messagéiseto
preferred over the proactive routing protocols like gther nodes. This attack can isolate any node é th
DSDV due to the resource |imitati0ns Of mObi|e n&')de network' The ma”cious node may a|so |aunch the

in an ad hoc environment. The existing routing youting table overflow attack by sending routing
protocols for MANET cope well with the dynamic meggages to the non-existent nodes in the network.
topology but are not designed to provide security

mechanisms against the malicious attackers andehencl.4. Node Impersonation
they are highly vulnerable to routing attacks. 8inc

AODV is one of the standard reactive protocols for Spoofing in which lici q he addok
MANET and its vulnerabilities are similar with the SP°°fiNg In which a malicious node uses the a SS

other familiar routing protocols, we are considgrits 2N another node as there is no authentication esages
vulnerabilities that lead to the possible attacks. in the existing protocols and can launch many kstae
The Ad hoc On-demand Distance Vector (AODV) the network by masquerading as another node. This
protocol is an on-demand routing protocol thatwafo ~ attack allows the malicious node to alter the netwo
mobile nodes to find routes quickly for new topology as per its desire.
destinations and does not require nodes to maintain In this study, it is proposed to implement the
routes to destinations that are not in active authentication protocol, CAODV using the digital
communication (Perkinet al., 2002). The advantage of certificates which provides secured routing with
this protocol is low connection setup delay and the authentication and non-repudiation security sesrice
disadvantage is more number of control overheadgalu
many route reply messages for single route request.l'5' Related Works
AODV performs better in case of packet deliveryiaat Due to the significance attached to the appliceatio
when it is compared with the other standard routing of MANET, security in MANET is an active research
protocols (Manickanet al., 2011). In this protocol, the area and considerable research is already donhisn t
attacker may launch several attacks by advertising field. Zhou and Haas (1999) proposed several sdcure
false route with some modifications in the routing routing protocols with the help of cryptographic
message and invalidate all the routing updates frommechanisms and reliable certification authorityaim ad
other nodes. Such attacks can be classified intmrma hoc network. A good overview on the secure routing

1.1. Security Issues

The node impersonation attack is also called as
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protocols such as SAODV, ARAN and SEAD with their ultimately increase the memory requirements.
limitations was presented by Abusakilal. (2008). Burmester and Medeiros (2009) presented the various

Hu et al. (2002a) proposed a ARIADNE, an on- flaws of ARIADNE and endairA which is a variant of
demand secure ad hoc routing protocol based on DSRARIADNE and several secure route discovery chatieng
that provides security by using symmetric cryptpgsa  were presented. Saxeetzal. (2009) proposed a secure and
The routing message is authenticated with the Mgssa fully non-interactive admission protocol which is
Authentication Code (MAC) by having the shared key constructed by using secret sharing techniquesdbase
between the two nodes. This protocol makes use of @ivariate polynomials for temporary MANETS.
broadcast authentication protocol called TESLA \uhic Sanzgiri et al. (2005) proposed the Authenticated
requires low synchronization time and high key petu Routing for Ad hoc Networks (ARAN) protocol, which
overhead of using pair-wise shared secret keyss Thiis an on-demand routing protocol that detects and
protocol has a higher complexity in assuming clock protects against malicious actions by employing
synchronization between the nodes in the network. cryptographic certificates. The entire routing naggsis

Hu et al. (2002b) presented a protocol, SEAD which protected with the help of the digital signatures o
extends the proactive protocol DSDV by providing originating and intermediate nodes and providesh bot
security that prevents the modification of routing end-to-end authentication and node-to-node
message with the help of one-way hash chains. Tiee 0 authentication of the routing messages. The lifoiabf
way nature of hash chains prevents any node fromthe ARAN protocol is the exclusion of the hop count
advertising a route with the higher sequence nuriizer  field in the routing message and hence, the betteie
the original sequence number of the source nod& Th with the shortest hop count cannot be selected.
protocol protects only against the modification thé
routing messages and does not allow any node to 2. MATERIALSAND METHODS
authenticate the source.

Zapata (2006) proposed a SAODV protocol, an  The proposed protocol CAODV (AODV with
extension of the AODV routing protocol which uses cCertificates) extends AODV with authentication tsing
digital signature to authenticate the non-mutal@&$  digital certificates to prevent many attacks frohe t
of the control packets and uses hash chains toresecu malicious nodes. The preliminary phase of CAODV
the only mutable information, the hop count durthg  begins with certificate distribution followed by ute
route discovery process with security features like establishment phase. It guarantees both node-te-and
integrity and authentication. It also provides al-o- end-to-end authentication during route establisttmen
end authentication and node-to-node verificatiorthef  phase. The third phase is route maintenance phase
routing messages. SAODV uses hash chain mechanisrwhich is also secured with authentication. Sincergv
to authenticate the hop count in the routing messag node possesses its own certificate, its identity is
which allows every intermediate and destinationentml  verified by its neighbors whenever that node is
verify the number of hops so that they know that libp involved in any process at any time. Only authdatize
count has not been decremented by any attacking.nod nodes are allowed to participate in the route disgpand
The main vulnerability of the SAODV protocol is tha route maintenance phases. The notations used $n thi
does not prevent a malicious node from spoofing thestudy are summarized in ti@ble 1.
identity of another nolde.-Moreover, it d(?es notvﬂe 21 Certificate Distribution
node-to-node authentication for the routing message
which the intermediate nodes just forward the rati In CAODV protocol, a certificate is absolutely
message after verifying the originating node’s atgre. necessary for a node to participate in MANET. A @od

Kush and Hwang (2009) proposed hash key chainneeds to acquire its certificate from the Certifica
mechanism that uses symmetric cryptography and haslkserver (CS) before joining into the network. Hence,
functions to secure the on-demand routing protocolsCAODV requires a trusted server to distribute the
with the inclusion of security parameter in the tiog certificate to the requesting node after getting th
message. As hash key chain is configured as agigeur credentials of a node such as the IP address 4t its
chain, these keys are noted in the routing tablegtw  generated public key (Kfy).

////4 Science Publications 441 JCS



Guru Baskar, T. and D. Manimegalai / Journal of Com@pS8cience 9 (4): 439-448, 2013

Table 1. List of notations used

Table 2. Fields in RREQ message

Notation Description Field Description
1P, IP address of the node A REQq Route Request id
SEQNQ, Sequence number of the node A =% IP address of the source node
Ts timestamp when the message was created SEQNQ Sequence no. of the source node
E Expiration time of the certificate 1Py IP address of the destination node
KA pub Public key of the node A SEQNQ Sequence no. of the destination node

Apii Private key of the node A HC Hop count
Ses Signature of the Certificate Server TH Top hash
Sa Signature of the node A h(HC) Hash value of the hop count
Cert, Certificate of the node A ts Time stam
REQ Route Request id e P

d Cert Certificate of the source node
h() Hash value for the value x S Signature of the source node
S, Hop signature

Before getting the certificate from the CS, eveoga
must generate its own key pair (private key, pukég)
itself. Then, the node passes its credentials ttoG@Btain
the certificate. The server will sign the nodesdentials
with its private key and put its signature.Svithin the
certificate before sending it to the requestingendevery
node must know the public key of CS to verify the
certificate of any node since the certificate gged by the
private key of CS. One of the major challengeshif t
protocol is the distribution of the certificates die
participating nodes in the network. In this profpdbe
nodes distribute their certificates to their respec
neighbors through the Hello messages at fixedvatemof
time. After receiving the Hello messages, the nagekate
the details of their neighbors with their certifies which
are utilized during the route computation process.

2.2. Route Establishment

Before transmitting any data packet, the sourceenod Step 3:

must find the route to reach the destination thhotlge
routing protocol. The intermediate nodes also im&ah
establishing the route between

the source and

It also contains the timestamp) (b represent the time at
which the RREQ message is generated. The sourae nod
includes its certificate (Certin the RREQ message to
prove its identity. Finally, the entre RREQ messag
signed by the private key (K$ of the node S and the
RREQ message is broadcasted with the signatur@eof t
source node (B S, is the hop signature signed by every
intermediate  node  which  provides node-to-node
authentication and it will be the same as that o&fger
generating the RREQ message in the source node.

After receiving the RREQ message, the intermediate
node verifies RREQ message as shown in the Algorith

Algorithm 1: RREQ Verification by a node:

Step 1:  If RREQ is already received, then drolRREQ
Step 2: If IR in RREQ <> IR in Cert then drop the
RREQ and exit

If Cedis invalid, then drop the RREQ and exit

If h(HC) is invalid, then drop the RREQ amnd

If Sin RREQ is invalid, then drop the RREQ
and exit

Step 4:
Step 5:

destination. The Source node (S) broadcasts theeRou Step 6:
Request (RREQ) message to its neighbors to begin th
route discovery process to find the route to the

If $in RREQ is invalid, then drop the RREQ
and exit

- i o Step 7: Set up the reverse route to the source &iode
Destination node . (D)'. The fields within the RREQ Step 8: If the intermediate node is the destinatiben
message are specified |n_fﬁablg2. . o S send RREP to the source and exit

Every route request is uniquely identified with its Step 9 Increase the hop count (HC) in RREQ

REQy which is generated by the corresponding source ) .
node. The RREQ also contains the IP addresses angftep 10: Calculate the hash value (h (HC)) and tepda

Sequence numbers of both the source and destination in RREQ ) ) .

nodes for which the route is required. The Sequence>t€P 11: Replace the® RREQ by its own signature
number is maintained by each node and it is used tootep 12: Forward the RREQ

determine the freshness of the information origidat Step 13: Exit

from a node. HC is the hop count field, which is

incremented whenever the RREQ message traverses At first, the intermediate node verifies whethee th
along the intermediate nodes. Hash chain mechaisism received RREQ message is already processed anti@satc

employed in the CAODV protocol to protect this hemunt
field with the computation of Top Hash (TH) and ttash
value (h (HC)) for the hop count using the hasletion.
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hash of the hop count is verified with the top haalue Table 3. Fields in RERR message

to check whether the hop count is falsely advettise Field Description

not. Then, the signatures ®f the source node in the DestCount No. of the destination nodes
RREQ is verified with the public key of the sourede IPy IP address of the destination node

S which can be extracted from the certificate Céaithe SEQNQ Sequence no. of the destination node
final verification is done on Hop signature,8sing the  Cert Certificate of the node A

public key of the respective neighbor which is kmow S, Signature of the node A

through the Hello messages.

After all these verifications are performed, the  All the intermediate nodes which contain the routes
intermediate node sets up the reverse route batheto for the enlisted destinations in the RERR message
node S by adding an entry in the routing table i deactivate them after verifying the certificate aihe
neighbor (the node that transmits RREQ) as the nexisignature within the RERR message. Then the
hop. This route will be helpful for the intermediat intermediate nodes forward the RERR message without
node to forward the Route Reply message to the 8ode any modification and it reaches the source node Th
from the destination D. If the receiVing node i® th source node initiates a new route discovery proﬁmss
destination itself, then it generates the Route l\Rep the same destination upon receiving such RERR
message (RREP) and unicasts it towards the sood® N yessages. Though it is difficult to detect whetties
S. The processing of RREP message is exactly sitoila 4 16 is actually broken or lost, the Signaturg {& the

thai Ofl F;LOCZSSTQ t.Of RIREQ messao?i.] Ingé,;(;DV RERR message prevents both the impersonation attatk
protocol, the destination alone can send the the modification of error messages.

source in order to prevent the attacks of a maigicode
sending the invalid route reply.

The CAODV protocol ensures secured routing within
the network fulfilling several security requiremgrstuch )
as authentication and integrity. A mobile node stiou 3.1. Experimental Results
have the ability to detect forged routing messaged
should recognize if the message is originated or
forwarded from a malicious node. To accomplish ¢hes

3. RESULTS AND DISCUSSION

We have simulated our CAODV protocol in the
widely used NS-2 simulator (version 2.34) (Fall and

security mechanisms, this protocol uses mechan&fms Varadha}, 2010) by '“C'“d'”g the cryp.tographlc
both asymmetric cryptography and hash algorithms.meChan'sms from the openssl library of version&.9.
Digital signatures ensure the authenticity and the The performance of CAODV is evaluated and compared
integrity of the routing messages while the hashirch ~ With the verified version of AODV in NS-2.

mechanism protects the Hop Count of those messages. 3.2 Simulation Model and Parameters

2.3. Route Maintenance The simulation scenario used is 30 nodes distribute

All the participating nodes monitor the operatidn o over 670x670 m area and the node mobility was
the active routes and inform the respective sonomes  simulated as per the Random waypoint mobility model
by sending the Route Error messages (RERR) wheneveThe simulation was performed by varying the spessis
their routes are lost due to link failure. If thede A 0, 1, 5, 10 and 15 m séawith the fixed pause time of 30
within an active route detects the link failure fitre  sec and the total duration of simulation was 126. se
destination node (i, then it broadcasts the RERR pyring each simulation, five CBR sessions were
message to the affected neighbor nodes which ang us established with the packet size of 512 bytes auh e

this route and its content is as showi able 3. : :
The Destcount field in the RERR message indicates>- 0" generated a maximum of 400 data packee at

the number of the destination nodes for which theeas r:?\te Of_ 4 packets ber second. The average of ten
are lost. IR and SEQNQ represent the IP address and simulation runs is considered for each configuratio
Sequence number of the affected destinations. The3 3 performance Metricsand Simulation Analysis
certificate of the node A (Cgytis stored in RERR

message so that any malicious node cannot masguerad The performance of our proposed protocol,
as another node and its signaturg {Salso placed init CAODV is compared with the AODV protocol with
after the entire message is signed by its privaje k the following metrics.
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Fig. 1. Packet delivery fraction
3.6. Average Route Acquisition Delay

3.4. Packet Delivery Fraction (PDF) It is the average time taken by the source node to
It is the ratio of the number of packets receiatd establish a route to the destinatibigure 3 shows that the
the destination node and the number of packetsroute acquisition delays for the CAODV protocol arere
transmitted by the source node (Issariyakul andthan AODV due to the involved process of signingl an
Hossain, 2012). It measures the loss rate as sgen bverification of digital signatures with the comptida of
transport protocols and as such, it characteripéis the ~ hash values for the hop count during the routeotlety.
correctness and efficiency of ad hoc routing protec
A higher packet delivery ratio is desired in any 3.7. Average End-to-End Delay
network.Figure 1 depicts the PDF values obtained for It is the average time that a packet takes tolhréae
both the AODV and CAODV protocols. As the node destination. This is the time from the generatidrihe
movement speed increases, the PDF of CAODVpacket in the sender up to its reception at the
decreases and the PDF of CAODV is 88% even whendestination’s application layer and it is measuied
the nodes are moving at the speed of 15 ni'sec seconds. It therefore includes all the delays ie th
Hence, CAODV is more effective in establishing the network such as buffer queues, transmission timeter

authenticated route even with high node mobility. acquisition delays and MAC control exchanges.
3.5. Routing L oad The average end-to-end delay results for both the
~- Routing L oa AODV and CAODV protocols are presented in the

It is the number of the overhead bytes transmipied ~ Figure 4. This illustrates that the end-to-end delays of
delivered data bytes at the destination. The cbntro CAODV are almost identical with AODV though the
messages such as RREQ, RREP and RERR transmittei@ute acquisition delays of CAODV are considerably
at each hop are considered as overhead bytes.ngouti more. This shows that the effect of route acquisiti
load in terms of bytes is represented for the AC&Nd  delay is less and the processing of data packets ar
CAODV protocols in Fig. 2. The routing load for almost same for these two protocols.

CAODYV is three times bigger than AODV at all thedeo 3.8. Performance Evaluation with M alicious Nodes
movement speeds due to the inclusion of certificate

signatures and hash values within the routing ngessa The above simulation results are obtained when all
But, the number of control packets sent is almosiaé  the nodes in the network perform in good spirit hoth
for these two protocols. the AODV and CAODV protocols.
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It is important to analyze how these protocols
behave when there are malicious nodes operatirfgrwit Fig. 6. Routing load (bytes)
the network. Hence, we introduced the maliciousesod
(3, 6 and 9 malicious nodes to represent 10, 2038846 Figure 5-8 demonstrate the simulation results of packet
of total number of nodes) in the simulation scemari delivery fraction, routing load, average route asitjon
which always reset the hop count in the routing delay and average end-to-end delay of AODV and
message to zero before forwarding it to the neighbo CAODV protocols respectively in the presence of
nodes to observe the effect of malicious nodes. malicious nodes.
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. . . Fig. 10. Average path length
Packet delivery fractions and Routing Loads of

CAODV are almost same even in the presence of 30%rhe route acquisition delay of CAODV with 30% migics
malicious nodes in the network. The average erehtb- nodes is slightly higher due to the presence oemoamber
delay and the route acquisition delays of the CAODV of malicious nodes. The end-to-end delays of bafiDX
protocol vary slightly because it has to find thalios and CAODV protocols are almost equal at the nodedp
routes avoiding the routes with malicious nodes. 15 even in the presence of malicious nodes.
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3.9. Fraction of Data Packets through minimal and outweighed by the increased security
Malicious Nodes services provided by this protocol.

It is the ratio of the number of data packets passe
through malicious nodes to the total number of ikexxk
packets at the destination. This metric reveals the o
quantity of data packets that can be tamperedapprd ~ APusalah, L., A. Khokhar and M. Guizani, 2008. A
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