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Abstract: This paper presents a detailed study of the impact of SEUs in the
configuration RAM (CRAM) of SRAM based FPGAs. Since modern SRAM
based FPGAs support scrubbing of the CRAM, a new, intermittent CRAM
SEU fault model is presented. This fault model is implemented both in
simulation and on an emulation platform for an embedded processor design.
The criticality of CRAM bits is studied based on their logic function, the
duration of the SEU, and the workload running on the processor. These
results provide new insight into the overall effectiveness of CRAM scrub-
bing mechanisms.
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1 Introduction

SRAM-based FPGA devices are widely used in industry and academic research in
various environments. With technology scaling, there is an increasing interest in
using SRAM-based FPGAs in safety-critical, high-reliability and space applica-
tions, where the impact of radiation-induced upsets is a concern. It is important to
make the distinction between upsets that affect elements in the data-path (flip-flops
and block RAMs) and upsets that affect the Configuration RAM (CRAM), which
defines the actual logic function of the FPGA. The latter are of greater concern due
to the enormous number of CRAM bits.

Vendors are well aware of this problem and modern FPGA families have
support for background scrubbing mechanisms which traverse the CRAM and
identify single (or even double, adjacent) bit errors [1]. However, there is still a
window of time between when the error occurs and when it is detected, during
which the logic function may not be correct. Even though the scrubbing process can
detect and correct the error, the implemented logic function was incorrect during
this window of time, which may result in corrupted system state and incorrect
results.

There is limited research on the relationship between the duration of a CRAM
fault and its impact on the overall system. In this paper, we present an in-depth
study of the impact of CRAM bit upsets. The main contribution is that we evaluate
the impact of the duration that the fault is present and perform a fine-grained
analysis of the sensitivity of different types of CRAM bits. Results are generated
and analyzed with simulation techniques and emulated hardware fault injection.
These results are important for establishing acceptable scrubbing intervals and for
understanding the most effective techniques for protecting the CRAM.

The remainder of the paper is organized as follows. In section 2, we review
existing work on the analysis of SEUs in SRAM based FPGAs. In section 3 we
describe the FDP FPGA, classify the types of CRAM bits and show how faults in
different types of CRAM bits can be modeled in a simulator and can be injected to a
design running on the FPGA. In section 4 we present the experimental results of a
fault injection campaign performed on an 8051 micro-controller. This includes an
analysis of the critical configuration bits, a study of the dependence of the fault
duration on the probability of error and an analysis of the influence of the


http://dx.doi.org/10.1109/TNS.2010.2043855
http://dx.doi.org/10.1109/TNS.2010.2043855
http://dx.doi.org/10.1109/TNS.2010.2043855
http://dx.doi.org/10.1109/TNS.2010.2043855
http://dx.doi.org/10.1109/TNS.2004.839516
http://dx.doi.org/10.1109/TNS.2004.839516
http://dx.doi.org/10.1109/TNS.2004.839516
http://dx.doi.org/10.1109/TNS.2004.839516
http://dx.doi.org/10.1109/TNS.2004.839516
http://dx.doi.org/10.1109/TNS.2006.880937
http://dx.doi.org/10.1109/TNS.2006.880937
http://dx.doi.org/10.1109/TNS.2006.880937
http://dx.doi.org/10.1109/TNS.2006.880937
http://dx.doi.org/10.1109/FPL.2005.1515755
http://dx.doi.org/10.1109/FPL.2005.1515755
http://dx.doi.org/10.1109/FPL.2005.1515755
http://dx.doi.org/10.1109/FPL.2005.1515755
http://www.eecs.umich.edu/mibench/
http://www.eecs.umich.edu/mibench/
http://www.eecs.umich.edu/mibench/
http://www.eecs.umich.edu/mibench/

E Lectronics
E X press

© [EICE 2015

DOI: 10.1587/elex.12.20150110
Received January 28, 2015
Accepted February 23, 2015
Publicized March 11, 2015
Copyedited March 25, 2015

IEICE Electronics Express, Vol.12, No.6, 1-12

workloads running on the processor. Conclusions and plans for future work are
presented in section 5.

2 State of the art

Numerous platforms exist for performing simulation and emulation-based fault
injection. One must differentiate those that inject faults on the data-path (flip-flops,
gates) [2, 3] versus those that target upsets in the CRAM of FPGAs [1, 4, 5, 6].

Modern FPGAs have sophisticated mechanisms for detecting SEUs in the
CRAM, including background scrubbing. The detection time for faults can exceed
50 msec even with the fastest clock frequency [1]. During this interval, the device
may not operate correctly. Even though the fault is eventually corrected, the
circuit’s state may be corrupted and the circuit may produce incorrect results. In
natural radiation environments, including space environments [7], the scrub interval
is sufficiently short, to ensure that the probability that multiple upsets will
accumulate is virtually zero. Despite this, we note that much research is focused
on the accumulation of faults [8, 9], which is not realistic for devices which support
scrubbing. Under accelerated radiation testing, where particles fluxes are hundreds
of thousands of times higher than real radiative environments, multiple events
may occur during the scrubbing interval. Thus the results of such testing do not
accurately reflect the actual behavior in a natural environment, when the CRAM
bits are scrubbed. This underscores the importance of simulation and emulation
based fault-injection techniques when analyzing the circuit or system level impact
of SEUs in the CRAM of SRAM-based FPGAs.

In [5], partial reconfiguration is used to evaluate the effect of CRAM faults on a
processor. The emphasis is on fault accumulation and a single workload is studied.
Fault injection speed is limited by the cable setup time, which is over one second.

In [10] the Flipper system for Virtex-2 devices is described, arithmetic and
signal processing circuits are studied and the results compared with radiation
testing, however, scrubbing is not addressed. In [2], the authors consider selective
TMR in FPGAs but the faults they consider are only on the data-path and not in the
CRAM.

In [11] and [12], the authors analyze the effect of different types of CRAM bits,
however, these studies are limited to combinatorial circuits and there is no analysis
of the duration of the fault. In [13], the authors derive a mathematical model for
determining the fraction of critical bits. They apply this model to the configuration
bitstream for several complex designs in order to estimate the probability of
failures. But the results are not validated with actual fault-injection tests, the
mitigating effect of scrubbing is not considered and with a theoretical model it is
not possible to evaluate the effect of the workloads running on the processor.

3 FPGA and slice

In this section, a fault emulation and simulation method for faults on the CRAM
bits of SRAM-based FPGA is introduced.
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Fig. 1. Basic logic slice

3.1 CRAM bits in SRAM-based FPGAs

The FDP FPGA, used in this study, is an academic FPGA being designed for
research purposes. It has 32 x 48 CLBs with each CLB having two identical logic
slices. Each slice has two 4-inputs LUTs and two flip-flops. The circuit diagram for
the basic logic slice is shown in Fig. 1.

The FDP has a total of 1,670,864 CRAM bits. The focus of this study is on the
impact of SEUs on the CRAM bits, specifically on those CRAM bits that control
the logic function, thus those bits controlling the PLL and IOBs are not considered.
For a typical design implemented on the FDP, only a fraction of the total CRAM
bits are used. Those CRAM bits associated with the resources are not essential to
the design. Table I shows the number of CRAM bits that are actually used by
several application circuits on the FDP.

Table I. Essential bits

Circuit Occupied Slices  Essential Bits Total CRAM Bits  Percentage
8051 3025 410710 1670864 24.6%
32-bit multiplier 544 66529 1670864 3.98%
32-bit adder 16 3994 1670864 0.24%

3.2 SEUs and fault emulation

During the scrubbing window, logic faults caused by a SEU may cause bad state to
be propagated in the circuit. This transitory upset can be modeled and emulated by
injecting a fault on a specific CRAM bit, at a specific time with a certain duration.
Thus, each fault is modeled as a tuple consisting of: (location, tguu, taurasion)- The
location specifies which CRAM bit is upset (inverted). The value of #z,,, specifies
at what point in time the fault is injected. The value of #4410, specifies the duration
of time before the fault is removed. It is important to note that in the experiments of
this work, faults are only injected on those CRAM bits that are actually used by the
design (essential bits), specified in a MarkFile that is generated by custom tools.
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The FDP FPGA supports frame-based Dynamic Partial Reconfiguration (DPR),
with a basic frame unit of 20-words. With the mechanism of frame-based PR, a
given fault can be dynamically injected to a specific CRAM bit anytime without
any interruption to the application circuits on the FDP.

3.3 Fault generation

Before faults are injected in a design, custom tools are used to generate the faults
and insert them to the downloadable bitstreams. The tool flow for the methodology
is shown in Fig. 2. After synthesis, custom tools are used to generate the FPGA
netlist, which contains physical design information. The netlist conversion tool
(NetConvert) converts the netlist to its Verilog-HDL version for gate-level simu-
lation. The bitstream generation tool (BitGen) receives the netlist and generates the
fault-free bitstream.

RTL design
. g

| Synthesis tool from Synopsys|

v
| Map & Pack & Place & Route|

FPGA Neﬂlst
v v

MarkG i
NetConvert Fa uItGen [FauTt profie] BitGen
FauItInJector

" Y
- faulty fault-free
Verilog HDL Faultlist L‘j‘“ﬁ"& bitstream
\_/—\ \—/—\/

[
Fault Simulation Fault Emulation
with software with hardware

Fig. 2. Tool flow for fault injection

FaultGen is a tool developed to generate the FaultList and corresponding faulty
bitstreams. FaultGen has two components, MarkGen and FaultInjector. MarkGen
generates the MarkFile which keeps the location information of all essential bits
used by the application design. The fault profile specifies the number of faults to
be injected to each type of programmable logic resources (i.e. CRAM bit for
DYMUX). Using the information from the MarkFile and fault profile, FaultInjector
generates a set of faulty bitstreams. Therefore, a fault can be injected on any
position of the design on demand.

In Fig. 2, the Verilog-HDL netlist is used to simulate the faults, while the faulty
and fault-free bitstreams are used for fault emulation. Using scripts, the fault
injection campaigns can be run automatically.

3.4 Simulation-based analysis of CRAM SEU effects

Correctly modeling the effect of a fransitory upset to the CRAM is non-trivial as
the original and modified circuit must co-exist and the transition between them
must occur in a realistic fashion. In our methodology, additional logic is automati-
cally inserted into the netlist to model the fault. To the authors’ knowledge, this is
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the first work which describes how transitory faults in CRAM bits can be correctly
modeled in simulation which is different from the other systems that model
permanent CRAM faults and accumulated CRAM faults.

Consider the example shown in Fig. 3, where a fault is injected to a CRAM bit
controlling a LUT. The logic for the faulty LUT configuration and an additional
MUX are inserted into the circuit. The new input, Fault_sel, is used to select
between the two versions of the logic. The process of reading the original design
and inserting MUXes and faulty components to inject a specified set of faults has
been fully automated using Perl scripts. In the cases where the fault affects a
sequential element (for example, a CRAM flip which changes a flip flop into a
latch), both versions of the sequential element are simulated. This ensures that the
faulty version has the correct state at the time when the fault is injected. All
simulations in this work are performed using ModelSim.

Digital simulators cannot accurately model designs with undriven inputs.
However, as the result of a CRAM bit flip, an output may be disconnected, creating
a floating net, thus making the design non-deterministic. In a real circuit, the
undriven net may float high or low depending on the parasitic capacitances specific
to the given die. In the simulation platform, both the cases of the floating wire being
at 0 and 1 are evaluated and the more pessimistic of the two outcomes is selected.

Fault_sel
ARDO

ARDO— ARDL

ARD2
ARD1— OUTPUT

(a) ArRD2— — (b) ARD3
ARD3 —

Output_org

Fig. 3. (a) Original, (b) Modified circuit
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Fig. 4. Unintended combinatorial loop

Another interesting type of fault occurs when the upset of a CRAM bit causes a
combinatorial loop, unintentionally creating a ring-oscillator. Consider the original
logic function shown in Fig. 4. The original circuit is shown with solid dark lines.
LUTF’s output “OUTX” drives one of LUTG’s inputs through FXMUX and




E Lectronics
E X press

© [EICE 2015

DOI: 10.1587/elex.12.20150110
Received January 28, 2015
Accepted February 23, 2015
Publicized March 11, 2015
Copyedited March 25, 2015

IEICE Electronics Express, Vol.12, No.6, 1-12

interconnection wires. If an upset causes the FXMUX to select “F5” rather than
“F”, as shown with the dashed line, a combinatorial loop through LUTG is
produced. In hardware, this case results in increased power consumption. In the
event based simulator, it causes a timeout when the iteration limit is reached.

3.5 Hardware emulation platform

Fig. 5 shows the block diagram of the hardware platform for performing CRAM
fault emulation and injection. The hardware platform consists of four parts: the FDP
device where the application circuit (CUT, circuit under test) is, a controlling card
(an Altera DE4 card) acting as the testbench, a network interface (W7200), and a
host computer (PC). The FIC (Fault Injection Controller) is a software program on
the PC. It combines the faulty bitstreams, inserts command and sync segments, and
generates a downloadable bitstream for the FDP device. The FIA (Fault Injection
Agent) is a circuit on the DE4. Synchronized by the FIC, the FIA feeds stimuli to
the CUT and records the collected response in DP_RAM memory. The exper-
imental data are read and forwarded to the PC by the W7200. Software on the PC
saves the data for analysis. The FIC synchronizes the overall process.

- — PC W7200
config FIC Golden
bitstream |Compare copy =
Downloader | | bitstreams Result [ fin]
JTAG Start Addr |Data
tart |
= SYNC l
(8
Reset,Clk
ese Addr_RAM
Addr_RAM RAM_ Ctrl DP_RAM
Data RAM Data_RAM
CuT
Addr ROM Addr_ROM
Data ROM ROM_Ctrl —
ata Data_ROM SP_ROM
FDP HA DE4

Fig. 5. Hardware platform for fault injection

In this work, an 8051 micro-controller (processor) is used as the CUT mapped
to the FDP FPGA and requiring 410,710 CRAM bits. The processor, clocked at a
frequency of 0.5' MHz, has the SP_ROM (single port ROM) on the DE4 as its
external ROM and has the DP_RAM (dual-port RAM) on the DE4 as its external
RAM. Three programs (ISQRT, LONG2BIN, SORT) from the MiBench suite [14],
stored in the SP_ROM, served as the processor’s workloads. The programs were
modified to signal their completion and results checking was performed by reading
back the RAM contents and comparing it with known good data.

The result of each fault injection test was classified into one of four categories,
based on a subset of the categories in [6]. If the results are correct at the normal
completion time of the program, the fault injection is labeled as ‘On Time Correct’.
If the program indicates it has finished, but the results are wrong, the fault is labeled

IThe frequency was limited by the experimental FDP; whereas this frequency does not invalidate the results. The
finding about the scrubbing interval can be scaled to designs at higher frequencies.
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as ‘Wrong Result’. 1f the program fails to finish (after >1.2x the normal execution
time), it is labeled as ‘Did not Complete’. 1f the program finishes late (<= 1.2x
normal time) but the results are correct, it is labeled as ‘Late but Correct’. If it
finishes late (> 1.2Xx normal time) with wrong results, the fault injection is also
labeled as ‘Wrong Result’. Unlike the LEON3 processor used in [6], fault detection
through traps or exceptions do not exist in the 8051 micro-controller, thus the
corresponding category in [6] is not considered in this work.

3.6 Hardware-based CRAM SEU effect analysis

Using the 8051 micro-controller as the CUT, Fig. 6 shows the process flow diagram
for the SEU effect analysis. At the FIC side, the config file contains the full
configuration bitstream of the 8051 and the bitstream for N (1 to 8000) iterations of
fault injection. The config file is continuously downloaded to the FDP until the
entire test has finished. At the CUT and the FIA side, the FIA, synchronizes to the
FIC with the SYNC signal, controls the CUT and the W7200 to finish the emulation
process.

CUT & FIA
START
T
: Step 0
ep
.......................................................... Yes...............
Step 1 8051 reset
Step 2 Run for #p,
Loop | - Step 3 Stop 8051's CLK
for N |\ . T T . g
times | : :
- Step 4
Step 5 Stop 8051’ s CLK
| Run the program to end |
Step 6 i 2 :
| Stop 8051’ s CLK and send resultl :
| Run extra time | :
Step 7 :
| Stop 8051’ s CLK and send resultl :

Fig. 6. Flow diagram for hardware fault injection

First, the full configuration of the 8051 is downloaded to the FDP. Then, the
FIC sends the SYNC signal to the FIA (step 0). The processor on FDP is reset
(step 1). The processor advances for a time equal to 7z, to reach the point when
the fault should be injected (step 2). Then, the clock is stopped, and the config-
uration with the inverted CRAM bit is downloaded using the DPR (step 3). The
clock is then resumed and the processor is allowed to run for #;,,4z0n, in order to
model the time during which the fault is present (step 4). The clock is again
stopped and the original configuration is downloaded again to the FPGA (step 5).
The processor’s clock is again resumed until the instant in time corresponding to
the normal completion time. At this point, the contents of the memory (recorded
results) are read back and sent to the PC to be verified (step 6). The clock is then
resumed and the processor is allowed to run for some additional time, after which
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the recorded results are again dumped (step 7). After step 7, the FIA goes back to
step 0 waiting for another SYNC signal from the FIC. The recorded results are
dumped twice in order to determine whether the program will produce current
results, given extra time.

3.7 Validation of fault emulation and simulation

A combination of the hardware fault emulation platform and the software simu-
lation platform are used in the experiments for fault injection and analysis. The
hardware emulation platform is used to quickly evaluate the impact of SEUs, while
the simulation platform is used to perform fine-grained analysis, which is effective
for both fault coverage and in-depth investigation.

For the purpose of validating the emulation platform, 2100 CRAM bits were
selected randomly from the 410,710 CRAM bits. For each of these faults
(location, g, tauraiion), 1t Was ensured that the error produced in simulation was
identical to that produced on the emulation platform. Note that non-deterministic
faults, such as “undriven inputs” were excluded from this comparison.

4 Experimental results

We present the experimental results of a fault injection campaign performed on an
8051 micro-controller and in-depth study of the impact of CRAM faults. The
results were obtained using both the hardware fault emulation platform and the
software simulation platform introduced in section 3.

4.1 Criticality of CRAM bits
For a CRAM bit, if an upset results in a functional fault to the circuit, the bit is
classified as “critical”. CRAM bits can be divided into three broad groups accord-
ing to their usage: LUTs, interconnect (PIP) and MUXes. The MUXes can be
further sub divided into 23 types (eg. DXMUX, DYMUX, CYINIT, FFX, etc.).
To obtain the criticality of each CRAM group, a total of 6,022 CRAM bits
(location) were randomly selected. The LONG2BIN program was used as the
workload. In this experiment, f7,;; was selected randomly, while 7,40, had a fixed
value of 50 msec. The result of the criticality in percentage is given in Fig. 7.
From Fig. 7, it is observed that the upsets in the MUXes are more likely to
result in incorrect results, thus the CRAM bits for MUXes are more critical than
those for PIPs and LUTs. In [12], the CRAM bits for MUXes were also found to be
more critical than those for LUTs but the CRAM bits for PIP were the most critical.
Fig. 8 shows a more detailed analysis of the criticality of different CRAM bits
by function. Overall, the DYMUX, which controls the feed-in of the flip flop, as
shown in Fig. 1, is the most critical CRAM bit. We note that the DYMUX appears
more sensitive than the DXMUX, despite the fact they perform essentially the same
function. As a result of the tool’s packing strategy, on average, each FFY drives 4.9
ports whereas each FFX drives only 3.0 ports. The higher fanout of the DYMUX
explains its increased sensitivity compared to the DXMUX. The CYINIT and
CYSELF, which control the carry-in (CIN) and carry-out (COUT) were also found
to be very sensitive.
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4.2 Impact of fault duration

Understanding the relationship between fault duration and the probability of error is
important for establishing optimal scrubbing intervals. Higher scrubbing rates
require additional hardware resources and result in increased power consumption.
In this experiment, three programs (ISQRT, LONG2BIN, SORT) were used as the
workloads. 6,000 CRAM bits (location) from all the essential bits were randomly
selected. Five different values of Zg,uhon (20 usec, 200 psec, 2 msec, 20 msec,
50msec) were used. Thus, 90000 fault injections were performed on the 6000
CRAM bits for three different workloads, where #;,,, was selected randomly.

15% 2
++#:+ SORT s
= -ISQRT el

10% s

~#- |LONG2BIN ‘_,n:'/ ’

100

Percentage Faults Producing Error

Duration of Fault [ms]

Fig. 9. Error rate versus fault duration

In Fig. 9, the error rate is graphed as a function of the fault duration. As
expected, as the duration of the fault increases, the rate of errors also increases.

From Fig. 9, it is clear that the impact of the fault increases quickly with its
duration. After approximately 2msec (1000 clock cycles), the probability that a
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CRAM upset causes an error starts to increase significantly. For a processor running
at a more typical frequency of 100 MHz, 1000 clock cycles corresponds to 10 psec,
which is shorter than typical scrubbing intervals. This suggests that a scrubbing
with an interval of 50msec on commercial FPGAs may not be effective at
preventing incorrect results.

4.3 Impact of workload

In Fig. 9 it can be seen that the sensitivity of the SORT program is always the
highest regardless of the fault duration. Thus, the relative sensitivity of the
applications appears independent of the fault duration.

Hardware designers often have limited knowledge of the application software,
thus, it is important to understand whether the CRAM bits that are critical for
one application are also critical for others. Using the three programs (ISQRT,
LONG2BIN, SORT), experiments were performed where a total of 30,000 faults
were injected on 1,000 randomly selected CRAM bits, with 10 faults (random value
of #7u;) being injected to each CRAM bit and 744i0n fixed at 20 msec. The bits
were then classified based on whether an error occurred in one, two or all three
applications. The results are shown, as a Venn diagram, in Fig. 10.

From Fig. 10, we see that in total of 193 CRAM bits are found to be critical. Of
these only about half were critical in any one application (from 103 to 107). So it is
not sufficient to use a single application to identify all the critical bits. By using two
programs, unique critical bits (147 to 164) were identified (76% to 85%). Thus, a
minimum of two different applications are required to identify a reasonable set of
critical CRAM bits.

Fig. 10. Venn diagram of critical CRAM bits

Workload Total Errors
SORT 107
LONG2BIN 106
ISQRT 103

4.4 Performance evaluation of fault injection

With the hardware platform, using DPR, the effect of intermittent faults in the
CRAM can be evaluated quickly. Since we allow the program to run 20% longer
than normal to assess whether it will eventually produce the correct result, there is
an intrinsic run time penalty. Table II summarizes the run time penalty when
injecting faults for all three programs. The mean time per fault (MTPF), around
0.6 msec, in this work is significantly faster than [5]. The penalty on the MTPF is
under 24% of the normal run time, including the fixed 20% overhead.
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Table II. Run time profiling

Test case run Extra-run time MTPF Time Overhead
Workloads .

time (msec) (msec) (msec) for FI
ISQRT 450.3 90.1 556.7 23.6%
LONG2BIN 530.2 106.0 652.5 23.1%
SORT 432.0 86.4 534.7 23.8%

5 Conclusions and plans for future work

In this paper, we present a new platform that can perform fixed duration CRAM
fault injections. To our knowledge, this is the only platform that models intermittent
CRAM faults. This fault model is more realistic, since modern FPGAs contain a
scrubbing engine which restores CRAM errors.

The hardware platform is validated through a fine-grained comparison with
simulation. The latter was invaluable as it enabled special cases, such as the
combinatorial loop situation illustrated in Fig. 4, to be understood. Developing a
platform for evaluating intermittent CRAM faults is significantly more complex
than modeling permanent faults. The simulation platform must switch between the
correct and incorrect design while preserving the state between the two designs.

The focus of this paper is the analysis of the criticality of faults and the results
are helpful when designing lower cost error mitigation techniques. Knowledge of
which CRAM bits are most critical makes it possible to selectively harden a subset
of the bits using circuit techniques. The benefit of hardening a DYMUX CRAM bit
is much greater than that of hardening the INITX or INITY bits. Future work will
present the results showing the benefit of selective hardening of CRAM bits.

An understanding of the relationship between fault duration and the probability
of error is extremely important. Our results suggest that for commercial designs
working in the range of 100 MHz, a scrub interval on the order of 10 pusec is
required to significant reduce the effect of faults. Using the sensitivity of different
types of CRAM bits opens the possibility of implementing strategies, where the
scrubbing rates are adapted based on the criticality of the CRAM resource.

To enhance the reliability of micro-controllers running on FPGAs, it is
important to find the critical CRAM bits. An analysis of the impact of the workload
to find critical CRAM bits was presented. A minimum of two different applications
are required to identify a reasonable set of critical CRAM bits.

The mean time per fault (MTPF) in this work is about 0.6 msec, thus signifi-
cantly faster than [5] (=2 seconds). The run time penalty is only about 24%
including a fixed 20% overhead, making it possible to evaluate a large number of
faults.

Future work will be based both on larger, commercial FPGAs as well as on a
next generation of the FDP. The benefit of selective CRAM protection will also be
investigated.
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