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Abstract: S-box is a core component of many block cipher

algorithms. A reconfigurable S-box based on look-up table (LUT)

with memory-sharing is proposed in this paper. It uses a sharing

memory to support different S-box operation modes (4 × 4, 6 × 4,

and 8 × 8) for most of the block cipher algorithms as well as reduce

memory size. It also supports high-speed pipeline structure of DES

and Serpent. This new type of S-box is applied in a reconfigurable

cryptographic coprocessor under 0.18μm CMOS process. It is also

used in a DES circuit with 16 pipeline stages. Synthesis results show

that it works at 100MHz frequency with flexibility of different modes

and a reduced area compared to non-memory-sharing LUT method

with equivalent sizes of different S-boxes.
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1 Introduction

Cryptographic algorithms are the foundation of information security

systems. Currently, many cryptographic chips are widely developed [1, 2, 3,

4, 5]. However, most of them are dedicated to one or a few fixed

cryptographic algorithms, not flexible for different applications. On the
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other hand, reconfigurable cryptographic coprocessors [1, 2] greatly

improve the flexibility and expandability by reconfiguring the hardware

interconnections to realize different algorithms. Among all operations, S-
box is the only non-linear module to complete the confusion function, thus

it plays an important role in many typical block cipher algorithms, such as

DES, AES, Serpent, MARS and so on.

　 S-box is usually built in two ways: logic and Lookup table (LUT):
　 (1) Logic-based implementation uses hardware logic circuits to achieve

composite fields calculations [3, 4, 5, 6], i.e., multi-stage Positive Polarity

Reed-Muller (PPRM) form architecture for AES S-box [5]. Logic-based
approach consumes fewer resources, however, it needs complex calculations

while does not support parallel work. Besides, for different types of S-box
operation, it has no reusability.

　 (2) In LUT-based implementation the S-box substitution table is stored

in a memory (such as MEM or ROM or registers). Its input is the memory

address input and its output is the data stored in the corresponding address

space. This way, the operation is fast and can be configured to apply a

variety of S-box operation for different block ciphers. Besides, when the

processor is not running, algorithm memory does not contain any

information before configuration; therefore, it is a more secure way for

the processor. However, this method takes up much more hardware

resources than logic-based method, because of the used memory cells,

especially when several different S-boxes are needed.

　 In this paper, a memory-sharing reconfigurable S-box is proposed, which

uses a sharing memory to reduce hardware resources in cryptographic

circuits, as well as support different operation modes for flexibility. It is

especially applicable for reconfigurable cryptographic processors. This

novel S-box is applied in a reconfigurable cryptographic circuit and a

pipelined DES circuit under 0.18μm CMOS process. Experimental and

simulation results show that it is able to support three kinds of different S-
box operation modes (4 × 4, 6 × 4, and 8 × 8). Compared with logic

based method, it uses twice gates in pipelined DES/Serpent, but with

advantages in convenient reusability and realization. Compared to non-
memory-sharing method, our memory-sharing method uses only 1/4

resources.

2 Design of memory sharing reconfigurable S-box

2.1 Basic structure of reconfigurable S-box
Commonly used S-box substitutions include the following modes: 4×4,

6×4, 8×8, and 8×32, among which the 8×8 substitution mode for AES is

most widely used, where sixteen 8×8 S-boxes are needed for a 128 bit to

128 bit substitution. And for DES algorithm a 48bit-to-32 bit S-box
substitution is needed in each round, which is realized by eight 6×4 S-
boxes. Here 6×4 S-box means 6-bit → 4-bit substitution. In order to design

one S-box to support three different substitution modes with different

inputs, outputs and memory sizes are shown in Table I, we choose the

minimum memory size of 512×4 bits to build a reconfigurable S-box, which
suits one 8×8 substitution and eight 4×4 or 6×4 substitutions.

　 The basic structure of reconfigurable S-box unit is shown in Fig. 1. It

consists of a substitution element and a sharing common memory of eight
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64×4 bit MEM blocks of MEM0, MEM1 to MEM7, standing for eight 6×4

S-boxes, realized by register arrays here.

2.2 S-box configuration
The input configuration signals control the status of the reconfigurable S-
box unit to adapt to different block ciphers. There are two kinds of

configurations, first one is the CONFIG_IN signal to determine whether S-
box is in configuration or work state. The second configuration is about the

substitution element mode, controlled by the MODE_IN signal with 2’b00

for 4×4 substitution, 2’b01 for 6×4 substitution and 2’b10 for 8×8

substitution.

2.3 Substitution element design
Substitution element is composed of input control and output control as

shown in Fig. 1. First, for 4×4 and 6×4 modes, the width of store unit and

output signal is 4 bit. The 4×4 mode is treated as a special 6×4 mode by

setting the high two bits of the input signals DATA_IN0～ DATA_IN7 to

2’b00 through input control. And then the transformed input data

Ain0 [5:0]～Ain7 [5:0] become the input address of sharing MEM to read

the corresponding MEM unit, whose outputs are used as S-box outputs of

Aout0 [3:0]～Aout7 [3:0] directly.

Table I. S-box type and design details

Fig. 1. Basic structure of reconfigurable memory-sharing
S-box circuit
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　 Second, for the 8×8 mode, we need to make input signals to be

DATA_IN0 = DATA_IN1 =……=DATA_IN7 by input-control. The input
addresses of sharing MEM are: Ain0 [5:0], Ain1 [5:0]… and Ain7 [5:0]. The
output control unit divides the eight groups of output data of sharing MEM

to four groups with 8-bit width: (MEM0, MEM1), (MEM2, MEM3),

(MEM4, MEM5), and (MEM6, MEM7). Then DATA_IN0 [7:6] decides
which group to be chosen as the output from the four groups through a

multiplexor.

　 Finally, In order to realize the 8×32 S-box operation, based on 8×8 S-
box work mode, we need to add three more sharing MEM. In this way, the

input is the same but the output is expanded to 32 bit for 8×32 S-box.

2.4 Multiple access memory design
The above S-box with one substitution and one sharing MEM can fulfill one

8×8 substitution or eight 6×4 (or 4×4) substitution, however, that is still

not enough for a whole AES operation where sixteen 8×8 substitutions are

needed. Conventional LUT method uses sixteen duplicated 8×8 S-boxes,
making the memory size quite large. MEM-sharing method can reduce the

memory size by multiple accesses to the memory realized by registers, as

shown in Fig. 2.

　 The reading of the sharing MEM is actually realized by the multiplexors

of the registers, where 16 MUXes are responsible for 16 S-boxes output

chosen by the 6-bit Ain0_0 [5:0] to Ain0_16 [5:0]. The access of other MEM

blocks is the same as MEM0. By this way we could achieve multiple

outputs corresponding to multiple addresses at the same time, with the

same one set of MEM, which made it possible for sixteen 8×8 S-boxes.

2.5 Pipeline design using memory-sharing method
The memory size of our reconfigurable S-box is much larger for one DES or

Serpent algorithm; therefore, it can be used to configure the pipeline

operation with N substitution elements and N multiplexors in sharing

memory. Here N is the pipeline length, as shown in Fig. 3, where N is 16 for

Fig. 2. The inner structure of sharing memory
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example to make full use of the memory. Therefore, the pipelined S-box is

capable of be configured to be 16 same sized 8×8 S-boxes, and also could be

configured to fulfill 16 DES S-boxes (16 groups of eight 6×4 bit S-boxes) or
16 Serpent S-boxes (16 groups of eight 4×4 bit S-boxes).

3 System application and simulation results

First, the proposed S-box is applied in a reconfigurable cryptographic

coprocessor, which supports multiple block cipher algorithms. Besides,

three other kinds of VLSI circuits application of S-boxes are designed in this

paper for performance comparison, those are: (1) original DES circuit with

eight 6×4 logic-based S-box [6], (2) original AES circuit with one 8×8

logic-based S-box [6]; and (3) pipelined DES circuit with our proposed

memory-sharing S-box. They are all designed under 0.18μm CMOS process

with a working frequency of 100MHz.

　 For a 16-stage pipelined DES, usually, 16 parallel 48bit-to-32 bit S-box
units are required for ordinary LUT based S-boxes, using 16 times of larger

memory size. In order to reduce the memory size, for our proposed MEM-
sharing method, only one 512×4 bit MEM is needed to complete the 16 S-
box units, as shown in Fig. 3, with some additional substitution elements

and MEM multiplexors.

　 The synthesis results by Synopsys Design Compiler are shown in

Table II. It can be seen that logic based S-boxes use very few logic gates,

however, it has no reusability. In total, our pipeline S-box supporting one

AES or 16 pipelined DES (or Serpent) uses 66,982 logic gates, about 4.4

times of non-pipeline method, instead of the 16 times of duplicated non-
MEM sharing LUT pipeline method. The area of logic based pipeline

method based on OpenCores AES and DES is estimated by 16 times of the

area of S-boxes from the single Opencores cryptographic algorithm, without

counting other connection parts needed in pipeline construction. By

comparison, our method greatly reduces the memory size during pipeline

operation, but with extra circuit area. When compared based on the same

functions, our MEM-sharing S-box uses about twice gates of the logic-based

Fig. 3. Pipeline design of reconfigurable memory-sharing
S-box structure
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method, but uses only about 1/4 gates of the non-MEM-sharing LUT

method.

4 Conclusions

A reconfigurable S-box using MEM-sharing method is proposed with three

typical work modes: 4×4, 6×4, and 8×8. It can also support pipeline

structure circuits. It is applicable for a large number of block cipher

algorithms with configurable parameters, resulting in convenience and

security. What’s more, the proposed S-box can save a lot of memory area

compared to non-MEM-sharing LUT method. Therefore, it is very useful

for the reconfigurable cryptographic circuits.
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