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ABSTRACT

A Denial-of-Service (DoS) attack, a menace to wlability of resources and service to the intehdser, is
usually by augmenting the traffic in the communi@atmedium. These attacks originate in either ways,
internal or external to a network with the aim ts@end the legitimate user from getting his/heviser The
DoS attacks have been countered through variounagimes, yet this problem remains stable in fi€ke
traceback mechanisms of the attacker necessititey@ amount of valuable information which is ugual
hidden by the attacker or not documented in thevart Moreover the network has strict constraintsrahe
usage of memory resources by the nodes and roatgrzalent to an empty memory nature. The amotint o
data reasonably required for computation wouldease the processing delay which is usually uneggect
The counter measures proposed tried to detectdtweork under attack or to track the attacker witms
degree of information available. Nowadays thesackst have evolved to break out from all those detec
approaches with greater immunity to not revealrtigéntity. This study works with the physical zone
addresses to detect and traceback the identityecdittacker. The packet sent from the attackeiesamerely
the part of its identity. Yet the Provincial Assaest Attributes (PAA) possesses the geographicallity
aspects in terms of Continent Code, Country Cotige £odes and the Area Codes along with its 1iPeadd
Accepting the factor that IP is spoofed in mosesathe routers in the path are still able to kessgk of these
PAA prospects irrespective of the faked IP. Herfis mmechanism could be implemented with minimal
computation, leading to the attacker with considierand fruitful results in identifying the sameeditles, this
method takes deep care to authenticate and nifet the traffic of legitimate users.

Keywords. Network Security, Dos Attack, Traceback, Secutgqvincial Attributes

1. INTRODUCTION the amenities of internet service. Internet sessiege
greatly affected by the Denial-of-Service attackbe
The internet services have been the only source ofattacker performs many functions to alter the ausiy
fast and accurate references for every uncertaihthpe request and response between the user and theeinter
mankind. Repository of the internet comprises the The security of the internet services is questiohgd
detailed information of almost every field on eaathd these attacks and despite the remedial options; the
beyond. The absolute open framework of the internetattacks remain stable. Preventive approaches have
service provides easy access to the requesterdemih  been proposed by diagnosing the entry points of
nook and corner of the world. Apart from the regula attacks in the architecture. Yet the attackers wpdva
users, there exists a category of users workindjsiurb tend to find a new way for their objective.
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Fig. 1. IP header diagram
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Fig. 2. Regions marked with individual colors for differeatton

Address of left ] Address of waits for infinite time still hoping for its turnThe
segment Value part right segment attacker succeeds by making the intended user to
suspend the transmission activity.

The IP Header is depicted above Rig. 1 for the
Fig. 3. Traceback mechanism traceback process and the possibilities with patarsén
it. The Fig. 2 describes the differentiation of the
countries by their individual colours. Similarlysing the

Lo . ) fact of individuality, the locations of the coumsican be
network communication channel by sending meanisgles df " With th ilabl .
packets to cause congestion (Ghazali and Hassaf).20 used lor a security reason. Wi € available spac
The intended users would sense the medium to ke frethe IP header, the notations of provincial valuas be
before they start to transmit their packets. Orsisgnthe ~ incorporated into the segments of the packet aivitg
busy state, the node waits till the network charigel the original valuesFigure 3 indicates the information to
freed. Unaware that the medium is under attackntue  be stored in the packet during transmission.

The prominent way of perturb the service is by a
Denial-of-Service attack. The attacker would acttiom
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Fig. 4. Traceback mechanism

The countermeasures can be designed to prevent th

network from attacks, to detect the network undtack

or to identify the attacker. There are approactes t
traceback the attacker with the available inforomatin

the routers and the packet itself. In most caseslfh
address of the attacker is spoofed (altered) opthsent
information is not vital enough for tracing back ttee
attacker. Every packet is updated with the inforamabf

the routers it crossed. Each packet contains separa
spaces for holding the information of the sourcdrass,
destination address, the space for the data aner oth
spaces including the information of the routerkas to
bypass for reaching the destination. Every routetuin
indicates that the packet has reached its checkpoin
(decrements the value by one) and adds the next ho
information. But conditions for a long path (32 kpplo

not facilitate the updating of the flow. Moreovdret
space provided in the header field is limited aadnot

be depended on for proper identification. Tradion
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approaches of the traceback mechanism check the
upstream routers for the origin, or packet marking

techniques authenticate the originality of the pmask

differentiating them from attack packets. Every
countermeasure introduced a new way of DoS attack
since the mechanism is quite easy to predict.

A factor that needs immediate attention is that the
more time spent to detect the attack results inemor
serious consequences over the resources of themketw

The countermeasure should be fast enough to natigat
the attacks as soon the attack is detected. Taekattis

capable of evading the detection mechanisms for a
considerable large time to take control over the
resources. The changes or effects are irreversibitest
cases of the attacks.

1.1. The Strategy of Using Provincial Assessment
Attributes

The proposed approach handles the concept of
tracing back the attacker with the physical zorethis
(Chenet al., 2007; Gao and Ansari, 2005). Every node in
the network possesses a location either statiooery
dynamic. The locality metrics are not subjected to
change even in case of a mobile user. A mobile sesielr
to change his locality every one hour or so, stitjuires
the function of the routers to establish a commation
link over the destination node. Even if the routare
dynamic, they should always be a part of a boundary
which is assigned with a Provincial Assessment
Attribute (PAA). The paths of the packets from egrer
node are routed through the intermediate nodes in
between the source and destination. Hence instéad o
gsing the [P address of the particular node for
traceback process, the physical location of theenisd
considered which cannot be altered.

The identities of the places over the world are
denoted by individual names. The provinces of tieldv
on the whole are represented by the names of Gamtin
Countries, States, Districts, Areas and finallylages.
The conceptual model of the Provincial Assessment
Attributes (PAA) introduces the same methodologye T
provinces are identified by a two digit value. Tateove
shownFig. 4 comprises of the values of Asia, leading to
India and China with the next corresponding valUds
fourt digit in the sequence denotes India and thteree
?equence will definitely identify the specific regiin
ndis. Further allocations of the values are mai¢he
states and districts. To eliminate the difficultiés
naming almost every user in the locality, this tetgg
limits the concept to provide the value to the most
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prominent physical locations. When a packet is

transmitted from node A to a destination node, thethe

provincial attribute values of the routers are upda
into separate sub-spaces of the 16 bit informafiieid
of the IP header.

The areas of the continents are:

Asia-17,139,445 square miles (44,391,162 square km)
*  Africa-11,677,239 square miles (30,244,049 squarke k

square km)

square km)

Antarctica-About 5,500,000
(14,245,000 square km)

»  Europe-3,997,929 square miles (10,354,636 square km
* Australia-2,967,909 square miles (7,686,884 sckrale

square miles

Largest Continents in Population:

Asia-4,055,000,000 (Over 4 billion)
Africa-1,108,500,000 (Over 1 billion)
Europe-729,871,042 (including all of Russia)
North America-522,807,432

South America-379,919,602
Australia-20,434,176

North America-9,361,791 square miles (24,247,039

South America-6,880,706 square miles (17,821,029Provincial

such that there are no collisions or repetitionsvben
different regions of the same locality.
Differentiations are marked by the boundaries afhea
area and the entry and exit routers residing on the
boundary. Obviously there are no possibilities of
possessing a network in regions of no human
existence. Hence the impractical conditions for
humans would be considered to limit the allocatién
PAA metrics to those regions.

Considering the limitless extendibility and theiite
routes of the internet services as a prime fadioe,
Locality Attributes (PAA) is assigned.
Packets from Asian continent irrespective of thenbar
of thousands are marked by the Asian PAA. Similtoly
every continent is differentiated by the PAA. The
country codes are unique and thus the area codes.
Ultimately the routers through which the packetsrfran
organization enter and exit would be marked with th
PAA. Once found to exceed the threshold value, the
routers are ordered to block the function of traittimgy
the packets in and out of the network. Preventimg t
entry of the attack packets is achieved at theeroafter
detection of the attack.

This proposed strategy introduced the conceptual
model of assigning a unique attribute of identifyithe
attacker, beyond the existing marking terminologies
Location attributes are stable and consistent beyba

Antarctica-No permanent residents but up to 4000political changes on the boundaries of each nation.

researchers and personnel in the summer and 100@ in
winter.

The information of these physical locations cannot
be altered by the attacker in real time. These giieed
values to the routers needs to be assigned baséukeon
province it resides in. Each province in a courdgfya
particular continent carries the values of the aoéa
origin of the attack.

The further sub-net of the particular locality abile
derived with the available router information. Whike
routers are traced back, the first information wobke
the value of the previous router from a certainvjree.
Leading back to all the routers in the path woelad to
the location of the attacker. Even if the IP addresthe
node is spoofed, the location could be identifiedhe
packets from the specific locality could be blocked
mitigate the DoS attack (Chest al., 2007). When the

Evaluation of the strategy includes the assignnwnt
different and non overlapping values to the avé#lab
areas enabling the user to differentiate and lotiage
router or the source from which every packet odtgd.
Initializing the values to the widespread netwaoskthe
most challenging factor now. Mechanism to traceback
the attacker has to be discussed indeed.

1.2. Traceback Mechanism

The messages sent from a source to a destination
node needs to be segregated into smaller packets fo
easier and faster transmission process (Ghazali and
Hassan, 2011). Each packet is assigned to a roytatio
from the source via a humber of nodes and routetsah
most of 32 hops in case of an internet service. The
routers are themselves nodes which act as the
intermediate to forward a packet to the destination

packets are found to be dispatched from the sameegistered in every individual packet of the broken

locality and if the number exceeds a normal letlen

message. The packet is entered with the informaiion

the network considers the packets as an attack anthe type of packet, the message type, the sizehef t

alarms the detection algorithm.
Every region of the different countries
distinguished by different colors. Each color rejers a

is

packet, source and destination information, the IP
addresses of the source and destination along tivh
path information. Beyond the stated level of hapshe

unique PAA. These assignments are made accordinglynedium, the quality of the small sized packet is
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considerably weak and would be discarded. Everkegtac
needs to be acknowledged by the receiver node thgon
reception of the right packet in terms of qualityda
content. This is the benign process of transmissibn
packets in a wireless communication.

binary digits is the first step (Keromytg al., 2002;
Snoereret al., 2001; Xianget al., 2008). Tracing back is
needed only if the node initiating the packets seaede
identified. Hence the computation is not a primary
process which is mandatory along with all other

At the receivers end, all the segregated packetts (A operation. The continents, only limited to severg a
Duwairi and Govindarasu, 2006; Burch and Cheswick, determined without the need for any computation.
2000) are acknowledged to receive the correspondingsecondly, the continent code is taken as the ralotev
packets and collected sequentially or in any random The sample algorithm for tracing the source ofcitta

order. If a packet has failed to be received, ieguested
to b retransmitted again. This proves that withthe

can be as follows:

whole set of divided packets cannot constitute the/* Number of elements in the “FixedValue” arraytte

meaningful message. After collecting, the packets a
grouped together. Understanding that the subsetkeof
segregated packets may be transmitted and recaived
any order for a security reason, the receiver sidés
until all the packets are transmitted and reported.
Along with the standard information, the Provincial

number of subspace of Globe"G” */
begin
Continents_val=allocated_memory1l
If(Continents_val==001) begin
Continent_set=1;
Subspace(continent_set,remaining_bit)

Assessment Attributes (PAA), values which representend

the locality of the nodes are added. This PAA wdugd

Else If(Continents_val==010)

marked by the protocols and standards of the layersbegin

responsible for transport of the packet to theidason.
This conditions that the node itself cannot altke t

Continent_set=2;
Subspace(continent_set,remaining_bit)

mechanism of appending the PAA with the messageend
packet. After appending, the message packets arelse If(Continents_val==100)

allowed to be transmitted and follow the procedafe

begin

hopping the medium. With every hop it crosses, theContinent_set=3;

information of the PAA is updated without disturpithe
initial or the source address
At the receiver's end, the verification of PAA

Subspace(continent_set,remaining_bit)
end
else If(Continents_val==110) begin

attributes commences with ensuring the unalteredContinent_set=4;

representations and further additions. Validatibthese
PAA metrics is carried out in a renowned methodglog
and theoretical model of a binary search tree. Matyi
search tree categorizes the input values in itsepédter
comparing with its disparity from that of its rambde. If
the input is found to be greater than the valueooft
node, it is then placed on the descending armsonght

Subspace(continent_set,remaining_bit)
end

If(Continents_val==101)

begin

Continent_set=5;
Subspace(continent_set,remaining_bit)
end

side. Otherwise the new value occupies a left armlf(Continents_val==111) begin

position. Similarly the input value is evaluatedthwi
every other node with the same criteria. Considgetire
same case in tracing back the initiator in thisdgfu
implementing a binary digit for representing the
continents, countries and to specific regional spac
facilitates the correctness with very minimal effor
Evaluation by this strategy becomes even simplaresi
the attributes are mere Os and 1s.

The process can be understood easier with thedfielp
the following example. Assigning the PAA metric of
Asia as 010 and in bound countries with their redpe
PAA metrics following the first three continent dximg
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Continent_set=6;
Subspace(continent_set,remaining_bit)
end

Else

Continent_set=7;
Subspace(continent_set,remaining_bit)
end

End

Subspace(int location, int bit[22])

Begin

*ptr=hit[3];

1=3;

JCS
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Recursiveofsub(ptr) directing the attacker to a great percentage asatieeof
begin false negatives are in urge to be reduced by digesft
if(bit[i]==0) methodology. This study reflect the new techniqoe f
begin limiting the amenities of a jammer to masqueradsrth
ptr=ptr->left; identity and impose a threat to the confidentidivoeks.
recursiveofsub(ptr); Constant and proficient metrics of location basetlies
end would enhance the security level of the wirelessvaek.
else

ptr=ptr->right 3. REFERENCES
recursiveofsub(ptr);
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