LETTER IEICE Electronics Express, Vol.10, No.20, 1-6

An efficient parallel systolic
array for AB? over GF(2™)

Kee-Won Kim'® and Won-Jin Lee?")

L College of Engineering, Dankook University, Cheonan, Korea
2 Institute of Media Content, Dankook University, Yongin, Korea
a) nirkim@ gmail.com

b) god7300@dankook.ac.kr (corresponding author)

Abstract: This paper presents an efficient parallel-in parallel-out
systolic array for AB? over GF(2™) using the polynomial basis. As
compared to existing related systolic arrays, the proposed array gains
a significant reduction in hardware complexity. The proposed archi-
tecture includes the features of regularity, modularity and local inter-
connection. Accordingly, it is well suited for VLSI implementation and
can be easily applied as a basic architecture for computing an inver-
sion/division operation.

Keywords: cryptography, finite fields, multiplication, systolic array,
exponentiation

Classification: Integrated circuits

References

[1] R. E. Blahut: Theory and Practice of Error Control Codes (Addison-
Wesley, Reading, 1983).

[2] A. J. Menezes, P. C. van Oorschot and S. A. Vanstone: Handbook of
Applied Cryptography (CRC Press, Boca Raton, 1996).

[3] S. W. Wei: IEEE Trans. Comput. 43 (1994) 226.

[4] C. L. Wang and J. H. Guo: IEEE Trans. Comput. 49 (2000) 1120.

[5] C.Y.Lee, E. H. Lu and L. F. Sun: IEEE Trans. Circuits Syst. II, Analog
Digit. Signal Process. 48 (2001) 519.

6] K. W. Kim and W. J. Lee: IETE Technical Review 30 (2013) 134.

[7] S. Y. Kung: VLSI Array Processors (Prentice Hall, 1988).

[8] N. Weste and K. Eshraghian: Principles of CMOS VLSI Design: a System
Perspective (Addison-Wesley, Reading, 1985).

[9] STMicroelectronics: STMicroelectronics datasheet (2013)
http://www.st.com

1 Introduction

Finite fields GF'(2") have received a lot of attention in many applications,
such as error-correcting codes and cryptography [1, 2]. The important arith-
metic operations involved in these applications are multiplication, inver-
sion/division, and exponentiation. These operations can be carried out using
a modular AB multiplier or a modular AB? multiplier. For example, the
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division is performed using multiplication and multiplicative inverse, that is
A/B = AB™!, while the inverse can be regarded as a special case of exponen-
tiation, because B~! = B?"~2 = (B(B(B--- B(B(B)?)?--)%)?)2. In order
to compute B~!, the AB? can be used recursively. However, as an inverse
operation is quite time-consuming, a high-speed circuit is preferable for such
operations.

For this purpose, parallel-in parallel-out systolic arrays for AB? using the
polynomial basis representation in GF'(2") have been proposed by Wei [3]
and Wang and Guo [4]. Note that the systolic design in [3] has the bi-
directional data flow, while the circuit in [4] has the unidirectional data flow.
Lee et al. [5] proposed a systolic array for computing AB? + C over GF(2™)
using the irreducible all-one polynomial. Unfortunately, such irreducible all-
one polynomials are very rare. Recently, Kim and Lee [6] proposed a low
complexity parallel and serial systolic architectures for AB? multiplication
in GF(2™). These circuits still have certain shortcomings as regards various
applications due to their high circuit complexity and long cell delay. Thus,
further research for an efficient power-sum circuit is needed.

In this paper, we propose an efficient parallel-in parallel-out systolic array
with unidirectional data flow for AB? over GF(2™) using the polynomial
basis representation. As compared to the related circuits in [3, 4, 6], the
proposed one gains advantages in terms of chip area and latency.

2 AB? Algorithm in GF(2™)

Let A and B be two elements in GF'(2™) with a primitive polynomial G of de-
gree m, where A = Z;n:_ol ajal, B = Z;.n:_ol bjad, G = a™ + Z;-n:_ol g;ad F =
a™m = Zm:_ol g;a’. The coefficients a;, b;, and g; are in {0,1}. Each element
in GF(2™) is a residue mod G and all arithmetic operations are performed
by taking the results modulo 2.

It is easy to check that
m—1 ) m—1 )
"= " (gmo1gi + 9510 +gmage = F =) giad. (1)
i=1 i=0

It is well known that the power 2 operation of element B in GF(2™) can
be represented as

B? = bm_1a2(m—1) + bm_2a2(m—2) +--+ b1a2 + bo. (2)

The R = AB? mod G can be expressed as

R = Abja*




IEICE Electronics Express, Vol.10, No.20, 1-6

where R = ZJ o ol
Further expanding the last summations over j in (3), we obtain the fol-
lowing recursion for R :

7O =0 (4)
T = [T(i_l)a2 + Abp,—i] mod G, for i =1,2,---,m (5)
R=T"), (6)

where T = S 1D qd.
Assume that T can be represented as the sum of C9, DO and F®,
such as
70 = ¢ 4 pl) 4 gO) (7)
where C(9) = Z;”:_Ol cg-i)aj , DU = Z;-”:_Ol dg.i)aj ,and B0 = POV o ;l)oﬂ
With F, F', and (7), we can re-express the ith loop operation as follows:
7O = [T Va2 +b,, ;A mod G
= [[¢FV+ DD+ EGD]a?4b,, ;4] mod G
= [c"D 4 DD 4 B0 mod o™
ey +dS Y + el D) 4 (e D ) el ) am b A
= [c"Ya? mod a™+b,, ;A]+[DVa? mod o™ +u; F']
HE a2 mod o™ +v; 1 F]
= 0Dy piy g0 (8)

(i— 1) (i—1)+e(i:1)

(i— 1)+d(z 1) (i—l).

where u;_1 = ¢c,, and v;_1 = ¢,,

With (8), we obtaln the following recursion for R :

9 =0,D0 =0,and E® =0 9)
C® = c=Dqa? mod o™ + by A (10)
DW = DE=Da2 mod o™ + u;_1 F' (11)
E® = E-Da2 mod o™ + v;_1 F (12)
R— Cm | pm) 4 pm). (13)

The coefficients of C), D and E® can be rewritten in terms of recur-
rence equations:

cg.i) = (Z 1) + bm—ia;, (14)
dg.i) = d§z 2) + ui_lg;-, (15)
eg.z) = (l_ ) 195, (16)

(i—=1) _

(i—1) :cgzl) d(z 1) d(z 1) (z 1) =\

where 0 < j <m—1and c,
0, for 1 <i<m.

Equations (14), (15), and (16) can be computed independently and have
a similar computation form. Therefore, we can sequentially compute three
euqations using one processing element. If we design a systolic architecture
using above equations, the required latency is 4m + 3 clock cycles. If 2-bit
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Algorithm 1. The proposed AB? algorithm
Input : A, B, F,F’
Output : R = AB? mod G

Step 1: C;O) :d;o) :e§0) =0,for0<j<m-—1

Step 2: cgl_l) = d(_il_l) = e(_il_l) = cﬁg” = d(_igl) = e(_igl) =0,for1<i<m
Step 3:  for i =1 to m do begin

Step 4: Ui = cgfl__lf + di;__ll) + 65:1__11), Vi1 = cﬁfl__é) + ds:l__? + 6’5:;__12)
Step 5: for k =m/2 —1 to 0 do begin

Step 6: 052+1 = cé’,?‘_lf + bm—iG2p 41, ngk) = Cy,;_lg) + bin—iazy

Step T: dgk)-s-l = dé_ll'cill) + Ui195k 415 délk) = d(zzlcilz) + w195

Step 8: eé’,c’H =S b visigonir, by = eSr ) +vio1g2k

Step 9: end for

Step 10:  end for
Step 11:  for k =m/2 — 1 to 0 do begin

Step 12 raes = L S e = ) ) )

Step 13:  end for
Step 14:  return R
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Fig. 2. The detailed circuits.

parallel systolic architecture such as Wang and Guo [4] is adopted, we can
reduce the latency. By above equations, we can derive the Algorithm 1.

In Algorithm 1, cg,z 41 and cg,g in Step 6 can be computed in parallel
because there is no data dependency. Similarly, dg,g +1(eg,2 4+1) and dél,z (egl,z) of
Step 7(Step 8) can be processed independently. Moreover, since Steps 6, 7,
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Fig. 3. The proposed systolic array for AB? in GF(2%).

and 8 have an identical computation structure, we can sequentially compute
these steps using one processing element.

3 The proposed systolic array for computing AB?

Fig. 1 shows a two-dimensional signal flow graph (SFG) array to implement
Algorithm 1 for AB? in GF(2™). It consists of m x m/2 P cells, m Q cells,
and m/2 S cells, where these basic cells are illustrated in Fig. 2. The ith row
of array realizes the ith iteration from Step 3 to Step 10 of Algorithm 1. As
shown in Fig. 1, A, F’, and F enter the array from the top in sequence, and
B from the left. When input data pass through the array, the coefficients of
R emerge from the bottom row.

Each P, j, cell (Fig. 2(a)), for 1 <i<mand 0 <k <m/2—1, consists of
two 2-input AND gates(AN D3) and two 2-input XOR gates(XOR3) and se-
quentially performs Steps 6, 7, and 8 in Algorithm 1. Each Q; cell (Fig. 2 (b)),
for 1 < i < m, is composed of four XORy, one 3 x 1 switch (SW), and four
1-bit latches(LATCH) (denoted by ‘W in figures). It performs Step 4 in
Algorithm 1. In other words, it computes u;—1 and v;_; using data from
P 1my2-1 cells, for 2 < i < m. In addition, it propagates by,—i, u;—1, and
vi—1 to ith row P; j, cells, for 1 <i <mand 0 < k <m/2—1. The SW device
is used for selecting one of three signals, i.e. by,—;(for the (3] —1)th clock cy-
cle), u;—1(for the (31)th clock cycle), and v;_1(for the (31 + 1)th clock cycle),
where | > 1. Each Sy, cell (Fig. 2(c)), for 0 < k < m/2 — 1, consists of four
XORy and four 1-bit latches and performs Step 12 in Algorithm 1. In other
words, it computes 79541 and 79, using data from P, , for 0 <k <m/2—1.
After execution of S cells, the result R will emerge from the bottom of §
cells.

By applying the cut-set systolization techniques [7] to the SFG array
in Fig. 1, we can derive a parallel-in parallel-out systolic array for AB? in
GF(2™) as shown in Fig. 3. It employs m x m/2 P cells, m Q cells, m/2 S
cells, and O(m?) latches. Since the architecture is regular, its chip area can
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Table I. Comparison of systolic arrays for AB? in GF(2™).

Multiplier [ Wei [3] | Wang-Guo [4] | Kim-Lee [6] | Fig. 3

Cell No. m? m?/2 (m? —m)/2 P:m?/2,Q :m,S:m/2

Cell

complexity P Q S

AND2 3 6 6 2 0 0

XORa 1 0 6 2 4 4

XORs3 1 0 0 0 0 0

XOR4 0 2 0 0 0 0

Latch 13 17 19 7 6 6

3x1SW 0 0 0 0 1 0

Area 146m? 110m? 118m? — 118m 42m? + 136m

Cell TanD2 TaAND2 2Tx0oR2 TxoR2

Dealy +Tx0R3 +Tx0Ra +T3x15W

Latency 4m 2m 4+ m/2 2m+m/2—1 2m+m/2+4

Time 124m 77.5m 60m — 24 90m + 144

AT product | 18104m3 8525m3 7080m3 3780m3
—9912m? + 2832m +18288m?2 + 19584m

be estimated based on the cells and latches.

4 Conclusions

In CMOS VLSI technology, each gate is composed of several transistors [8].
We assume that ANDs;, XORy, LATCH, and 3x1 SW consist of 6, 8,
8, and 16 transistors, respectively. Also, for a further comparison of time
complexity, we adopt the practical integrated circuits in [9] and the following
assumptions are made: Tanp, =7, Txor,=12, Trarcn=13, and T3x1 5w =24
where ToarE, denotes the propagation delay of an n-input gate. Also, we
assume that one XOR3 and one XOR, are constructed using two XORs
and three XOR;.

In this paper, we have presented an efficient parallel-in parallel-out sys-
tolic array for AB? in GF(2™). Table I lists some important parameters of
the proposed array and the related arrays in [3, 4, 6]. Accordingly, the pro-
posed array saves about 78%, 53%, and 43% (for m > 100) area-time product
as compared to Wei’s [3], Wang-Guo’s [4], and Kim-Lee’s [6], respectively. As
compared to the related circuit in [3, 4, 6], the proposed array gains a sig-
nificant reduction in hardware complexity. Also, the simplicity, regularity
and modularity of our proposed architecture allow for easy extension and
make this design for implementation using VLSI technologies, particularly
for cryptographic applications.
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