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Abstract: A Physical Unclonable Function (PUF) can be used to provide

authentication of devices by producing die-unique responses. In PUFs based

on ring oscillators (ROs) the responses are derived from the oscillation

frequencies of the ROs. However, RO PUFs can be vulnerable to attack due

to the frequency distribution characteristics of the RO arrays. In this letter, in

order to improve the design of RO PUFs for FPGA devices, the frequencies

of RO arrays implemented on a large number of FPGA chips are statistically

analyzed. Three RO frequency distribution (ROFD) characteristics, which

can be used to improve the design of RO PUFs are observed and discussed.
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1 Introduction

A PUF as proposed by Pappu et al. in 2001 [1] has the ability to generate unique

responses and as such can be utilized as a security primitive to provide authenti-

cation. In a PUF solution, a set of challenges are issued to a device, which returns a

set of unique responses for that device. The relationship between the challenges and

responses is determined by random variations in the physical material of the device.

Silicon PUFs exploit the manufacturing variations inside integrated circuits (ICs),

which cannot be manipulated by the manufacturer. As such, silicon PUFs can

generate chip-unique challenge/response pairs which have promising applications

in security for device authentication, secret key generation [2], RFID anti-counter-

feiting [3] and so on.

The RO PUF is a delay-based silicon PUF, and was proposed by Suh and

Devadas in 2007 [2]. A RO PUF exploits the propagation delay deviation of signals

caused by manufacturing process variations. Most previous research into RO PUF

focuses on the improvement of the RO construction [6] and evaluating its perform-

ance using PUF metrics such as uniqueness and reliability [5]. However, the

security of RO PUF designs has not been fully considered.

A regular RO PUF is comprised of four different parts that include a RO array,

two n-to-1 MUXes, two counters and a comparator, as shown in Fig. 1. A RO array

is constructed by a number of identically laid-out ROs, where every RO is a form of

closed-loop chain of n inverters, and n must be odd (usually 3 or 5). A challenge

signal selects two ROs via two MUXes to feed the two counters, which are used to

count the number of oscillations of the ROs and start/stop simultaneously. Due to

manufacturing variations, the frequencies of the ROs are different, and therefore,

the counter output values will be different. Unlike other PUF constructions, RO

PUFs are very suitable for implementation on FPGA devices as they do not require

strictly symmetrical routing [4].

In previous research, Maiti et al. [5, 9] implemented and evaluated RO PUF

arrays comprising 512 ROs in each array on 193 Spartan3E S500 FPGA devices.

The ROs are placed in a 32 � 16 array in the middle of a FPGA chip and their

placement was controlled. Each RO is constructed using five logic gates, namely

Fig. 1. A RO PUF circuit [7]
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four inverters and a 2-input NAND gate with one of the inputs used as an enable

signal for the RO oscillation. A complete RO loop is implemented in a configurable

logic block (CLB) and in order to keep all ROs identically configured, they are

created as hard macros.

In this letter the design of RO PUFs is evaluated by statistically analysing the

RO frequency distribution (ROFD) characteristics in RO arrays. The frequency data

provided by Maiti et al. is used to perform the statistical analysis [9]. This

evaluation leads to the discovery of three significant ROFD characteristics, which

are closely associated with the security of RO PUFs.

2 ROFD characteristics

In order to obtain the relationship between the location of ROs and their frequen-

cies, an intuitive way is to present both in a two dimensional figure, as shown in

Fig. 2. There are 32 � 16 cells that represent 512 hard macro ROs implemented on

a Spartan3E FPGA. The layout of the 512 hard macros in this figure is the same as

their layout in the implementation on the Spartan 3E FPGA by Maiti et al. [9]. The

darker colours are used to represent ROs with lower frequencies.

In Fig. 2, it is clear that the frequencies of ROs located in the centre are

generally higher than those placed along the border. This is also observed by Maiti

[6]. However, this ROFD is for just one RO array of a FPGA chip. A more

extensive analysis is required in order to evaluate this effect on the design of RO

PUFs in general.

By calculating the average frequencies of ROs in the RO arrays that were

implemented in the 193 FPGA chips by Maiti et al. [9], it reveals that RO

frequencies and their locations are closely related. The average frequency of ROs

is a defined as follows:

Fig. 2. Real frequencies of ROs from a FPGA chip (HF: high
frequency)
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Favgðx; yÞ ¼
XL

l¼1
flðx; yÞ=L; ðx � X; y � YÞ ð1Þ

where, flðx; yÞ is the frequency of a RO that is located at the xth CLB row and yth

CLB column in the RO array of the lth FPGA; L is the number of FPGA chips, and

L is 193; X is the number of CLB rows and Y is the number of columns in the RO

array. Therefore, Favgðx; yÞ is the average frequency of RO ðx; yÞ. A CLB row/

column will be written as row/column in the rest of the letter.

The results of the ROFD evaluation are shown in Fig. 3. Equi-frequency curves

are used to distinguish regions of ROs with similar frequencies as indicated in

Fig. 3(b). Lighter coloured curves represent ROs with higher frequencies. Based on

Fig. 3, three ROFD characteristics can be observed as follows:

1. The RO arrays can be divided into four different zones, namely, P1, P2, P3

and P4, which are shown using a dotted line in Fig. 3. ROs located in the

centre of each zone oscillate faster than those located along the border. In

Fig. 3(b), equi-frequency curves are nearly elliptical, which implies that RO

frequencies are elliptically distributed in each zone.

2. Adjacent grid cells tend to have similar colours as shown in Fig. 3(a). That is

to say, adjacently placed ROs have close frequencies.

3. In Fig. 3(a), ROs that are symmetrically placed to the 17th row have similar

frequencies. The 17th row is located along the border of zone P2 and zone P3.

In order to further explore these distribution characteristics, the average RO

frequency in each row, FrowðxÞ, is calculated as follows and depicted in Fig. 4:

FrowðxÞ ¼
XY

y¼1
Favgðx; yÞ=Y; ðx � XÞ ð2Þ

Fig. 3. Average frequencies of ROs from 193 FPGA chips: (a) Average
frequencies of ROs denoted by cells; (b) Average frequencies of
ROs denoted by equi-frequency curves
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Obviously, the four zones (P1–P4) into which the RO layout has been divided

in Fig. 3 are clearly evident in Fig. 4. P1 is from the 1st row to the 9th row. P2 is

from the 9th to 17th row. P3 is from the 17th to 25th row and P4 is from the 25th to

32nd row. The middle rows have relatively higher average RO frequencies in each

zone, as highlighted by ellipses E1, E2, E3 and E4.

Generally, rows which are adjacently located have close average RO frequen-

cies. For example, the average frequency of the 2nd row (row � 2) is closer with

that of the 3rd row (row � 3) than that of the 4th row (row � 4) as shown in Fig. 4.

This illustrates that adjacent ROs have similar frequencies.

In Fig. 4, E1, E2, E3 and E4 are used to represent the rows with close

frequencies. It can be found that E1 and E4 (E2 and E3) are symmetrically placed

to the 17th row, and the frequencies in E2 (E1) are similar to the frequencies in E3

(E4). This demonstrates that the ROFD of RO arrays is symmetrical.

In [9], five FPGA chips were evaluated for varying core supply voltages (0:98v,

1:08v, 1:20v, 1:32v and 1:44v) and temperatures (35°C, 45°C, 55°C and 65°C).

The resulting data was analysed in relation to ROFD and it was found that the

characteristics identified above also hold for environmental variations.

3 Results analysis

The ROFD characteristics discussed above could be used to attack RO PUF or

improve RO PUF design. On the one hand, an adversary could use these character-

istics to perform attacks on RO PUFs by analysing the relationship of RO locations

and their frequencies. For example, if there are two ROs (RO1 and RO2) that are

separately chosen by two MUXes to feed two counters as illustrated in Fig. 1,

assuming the condition that RO1 is located at the end of the 1st row and RO2 is

located in the middle of the 20th row of a RO array, then according to the ROFD

characteristics, RO2 has a very high probability of oscillating faster than RO1. As a

result, the response bit that is generated by comparing the counter output values of

RO1 and RO2 has a high probability of being successfully predicted by an

Fig. 4. Average frequency of ROs of each row
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adversary. On the other hand, for PUF designers, the characteristics can be used to

guide the design of RO PUF. For example, from the second ROFD characteristic it

can be seen that if the two selected ROs are adjacently located, it is hard to tell

which RO will oscillate faster and as such, the response bit will be difficult to

predict.

Therefore, it is clear that these ROFD characteristics are very important for

improving the design of RO PUFs, especially with respect to RO PUF coding

methods as studied in [8].

4 Conclusion

In this letter, three ROFD characteristics of RO arrays are observed by statistically

analyzing the RO frequency distributions of RO arrays implemented on FPGAs.

These characteristics are closely related to the security of RO PUF and can be used

to improve the design of RO PUFs. Future work will focus on applying the

observed ROFD characteristics into RO PUF designs.
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