Securing Cloud Computations with
Oblivious Primitives from Intel SGX

by

Sajin Sasy

A thesis
presented to the University of Waterloo
in fulfillment of the
thesis requirement for the degree of
Master of Mathematics
in
Computer Science

Waterloo, Ontario, Canada, 2017

(© Sajin Sasy 2017



I hereby declare that I am the sole author of this thesis. This is a true copy of the thesis,
including any required final revisions, as accepted by my examiners.

I understand that my thesis may be made electronically available to the public.

11



Abstract

We are witnessing a confluence between applied cryptography and secure hardware
systems in enabling secure cloud computing. On one hand, work in applied cryptography
has enabled efficient, oblivious data-structures and memory primitives. On the other,
secure hardware and the emergence of Intel SGX has enabled a low-overhead and mass
market mechanism for isolated execution. By themselves these technologies have their
disadvantages. Oblivious memory primitives carry high performance overheads, especially
when run non-interactively. Intel SGX, while more efficient, suffers from numerous
software-based side-channel attacks, high context switching costs, and bounded memory
size.

In this work we build a new library of oblivious memory primitives, which we
call ZeroTrace. ZeroTrace is designed to carefully combine state-of-art oblivious RAM
techniques and SGX, while mitigating individual disadvantages of these technologies. To
the best of our knowledge, ZeroTrace represents the first oblivious memory primitives
running on a real secure hardware platform. ZeroTrace simultaneously enables a dramatic
speedup over pure cryptography and protection from software-based side-channel attacks.
The core of our design is an efficient and flexible block-level memory controller that provides
oblivious execution against any active software adversary, and across asynchronous SGX
enclave terminations. Performance-wise, the memory controller can service requests for
4 Byte blocks in 1.2 ms and 1 KB blocks in 3.4 ms (given a 10 GB dataset). On top of our
memory controller, we evaluate Set/Dictionary/List interfaces which can all perform basic
operations (e.g., get/put/insert) in 1-5 ms for a 4-8 Byte block size. ZeroTrace enables
secure remote computations at substantially lower overheads than other comparable state-
of-the-art techniques.
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Chapter 1

Introduction

1.1 Motivation

Cloud computing is a paradigm, ever growing in popularity, that offers on-demand compute
and storage resources for users. A myriad of applications today are migrating towards the
cloud, few examples include machine learning, Al, data analytics, web and mobile services.
Ever since its conception, cloud computing has been plagued with the tug-of-war between
two contrasting pillars of functionality and security. In order to facilitate computations
over data, maintaining data unencrypted and in data structures optimized for functionality
on cloud servers has been the typical approach. This naturally leads to poor security
guarantees. Whereas on the flip side, naively encrypting data before storing it on the
cloud, strips it of any hope for efficient computation over the data. Thus ensuring both
efficient functionality and strong security for applications have become a very elusive goal.

Up until recently, secure cloud computing could only be achieved through the “the
holy grail” of cryptography, Fully Homomorphic Encryption — FHE [21]. FHE allows
one to perform arbitrarily-complex, dynamically-chosen computations on encrypted data.
As wonderful as this sounds, unfortunately FHE has severe performance and usability
limitations as it introduces many orders of magnitude overheads.

An alternative path for achieving the promise of secure cloud-computing is through
course-grained hardware isolation techniques (e.g., Intel TPM+TXT [33, 43, 71]). Intel
TPM+TXT runs code on bare hardware, yet incurs very high switching cost in/out of
TXT and low hardware utilization since the secure application owns the entire machine.

In wake of this interest in secure cloud computing, Intel recently released an instruction
set extension called Software Guard Eztensions (SGX) [15, 44, 45, 46] for their 6th
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generation of processors (Skylake Lake) onwards which addresses some of the above
challenges. In SGX, user-level sensitive portions of ring-3 applications can be run in
one or more application containers called enclaves. To bootstrap security, attestation
techniques provide the user with a proof that code and data were correctly loaded into
a fresh enclave. While running, SGX uses a set of hardware mechanisms to preserve the
privacy and integrity of enclave memory. Being an application container, enclaves run
concurrently with other user applications and privileged code. At first glance, SGX may
seem like the panacea to the secure cloud computation problem. However SGX has several
of it’s own shortcomings and challenges.

Challenges. An open challenge in using SGX is determining how best to map applica-
tions to enclave(s), that gives the best trade-off in trusted computing base (TCB) size,
performance and code isolation. A common approach, natively supported by the Intel
SGX, is to partition an application into trusted and untrusted code [63, 89]. A developer
would manually define which parts of an application should run in one (or multiple)
enclaves and define a communication method between them. In a good design, bugs in
one component may be isolated from the rest of the system, limiting their affects. While
theoretically this approach may lead to a very fine-grained application isolation, it raises
the question of where to partition a complex application. Alternatively, a number of
works study how to load unmodified applications into enclaves [3, 6, 32, 72]. To run full
applications, these approaches load parts of an OS (e.g., libc, pthreads, container code) into
the enclave alongside the application. This removes the need to decide how to re-architect
the application, but introduces a large TCB: a bug in the library OS or the application
can cause corruption anywhere else in the application.

Second, as it time-shares the CPU with other applications and privileged code, SGX can
leak sensitive data over covert channels (e.g., cache/branch predictor sharing, page fault
pattern). Researchers have shown how these indirect leakages can be devastating — from
leaking key material [57] to the outlines of sensitive images [$2]. Prior work proposed to
transform the whole program to an oblivious form [51, 17]. The downside to obliviousness
is performance overhead: conceptually, the program is converted to straight-line code. To
exacerbate the overhead, prior work has only studied obliviousness as applied to the whole
program — analogous to porting the entire application to a single enclave as described
above.

Our Approach. We address these challenges by designing and implementing ZeroTrace
— a library enabling applications to be built out of fine-grained, building-blocks at the



application’s data-structure interface boundary. As part of this research, we implement and
evaluate the first oblivious memory controller running on a real secure hardware platform.

Partitioning applications at the oblivious data-structure boundary hits a sweet spot
for several reasons. First, the data-structure interface is narrow. This makes it easier
to sanitize requests and responses from application to data-structure, improving intra-
application security. Second, the data-structure interface is re-usable across many
applications. A service provider can pre-package data-structure backends as pre-certified
blocks with a common interface, enabling application developers to build complex
applications from known-good pieces. Further, there is a rich literature in the security
community on how to efficiently achieve various security properties when working with
various data-structures [9, 26, 75, 87]. These works can be dropped into our system as
different backend implementations, which gives clients the ability to hot-swap between
implementations, depending on the application’s security requirements.

Our system’s core component is a fully-implemented SGX-based secure memory
controller that exposes a block read(addr) and write(addr, data) interface to applications.
This memory controller runs in software, partly in an SGX enclave and partly in outside
ring-3 support logic. The controller’s primary design consideration is flexibility: we wish
for the core controller to be usable across a variety of threat and usage models. At the
highest level of security, the controller hides which operations are issued by the user and
the arguments issued to those commands. That is, it runs obliviously [51, 19, 47, 20].
The module can be parameterized to defend against several types of adversaries, where
the highest level of security provides obliviousness (privacy) and integrity (authenticity
and freshness) guarantees against arbitrary software-based adversaries. The core can be
parameterized to defend against a subset of these threats, depending on the context. To
maximize usability, our controller exposes a low-level and generic ‘frontend’ secure channel-
like interface to applications. The controller’s backend interacts directly with untrusted,
available DRAM and/or HDD/SSD storage, in a fashion transparent to the application.

Building an efficient memory controller in SGX is non-trivial, presenting security and
performance challenges, due to the nature of SGX.

e Despite isolating enclave virtual memory from direct inspection, SGX can leak
sensitive data over covert channels (e.g., cache/branch predictor sharing, page fault
pattern). We employ additional mechanisms (e.g., [17, 19, 51]) to prevent these
leakages.

e SGX enclaves do not support direct 1/O to disk. To support disk backend storage,
we partition the controller between trusted and un-trusted zones in a secure fashion.



e SGX does not support persistant integrity across boots, and risks memory controller
data corruption on sudden/un-expected shutdowns. We develop a novel protocol to
make the core memory controller fault tolerant: allowing the controller to quickly
and securely recover from such a shutdown or failure (even in the event of partial
data loss).

e On the performance front, the whole system design requires a careful balance of
resources between enclave memory, untrusted DRAM and untrusted disk(s). We
propose optimizations to efficiently make use of these different resources in a way
that preserves the module’s security guarantee.

Using our core memory controller as a building-block, we implement a library of data-
structures that can interface directly with applications. We evaluate several common data-
structures including arrays, sets, dictionary and lists. Building on top of enclaves that have
flexible client-facing interfaces brings new advantages. Multiple clients can seamlessly
share the same data-structure, with software-controlled access policies depending on the
trust between those applications. Clients can also attach remotely to the data-structure,
creating novel distributed systems that create interesting improvements to related research
directions. For example, by extending the TCB to Intel SGX, we reduce the client-server
bandwidth of a traditional oblivious file server by over an order of magnitude.



1.2 Related Works

Oblivious RAMs and Secure Hardware. Research in ORAM began with the seminal
work by Goldreich and Ostrovsky [20], and has culminated in practical constructions with
logarithmic bandwidth overhead [52, 68, 71] as we discuss in Section 3.3.

In the context of ORAM, our work moves the ORAM controller close to storage,
exploiting the fact that ORAM bandwidth overhead occurs between ORAM controller
and storage and not between client and ORAM controller. This idea has been explored
previously by combining homomorphic encryption with ORAM by Onion ORAM [17], and
by the ORAM-based systems Oblivistore [65] and ObliviAd [1] (which assume hypothetical
secure hardware). The latter two works have a weaker threat model than our model, since
our goal is to protect against all remote software attacks, whereas the latter two focus only
on hiding ORAM protocol-level access patterns.

Another similar direction of research is secure hardware projects such as Phantom [11],
Aegis [09] and Ascend [23]. Phantom is a secure processor that obfuscates it’s memory
access patterns by using PathORAM intrinsically for all its memory accesses. Aegis is
aimed at incorporating privacy and integrity guarantees for physical attacks (in addition
to software attacks) against the processor. (It makes use of PUF - Physically Unclonable
Functions to create Physical Random Functions) Ascend is a secure coprocessor! that
aims at achieving secure computations for a cloud server against semi-honest adversary. It
is designed to perform oblivious computations to which end it obfuscates its instruction
execution such that it appears to spend the same time/energy/effort for the execution of
each instruction independent of the underlying instruction.

Phantom achieves similar security goals as that of ZeroTrace, however there are several
differences between our project and such secure hardware projects. First, since these
projects rely on custom hardware that are uncommon (typically unavailable) commercially,
deployability of these projects are dubious at best. Intel SGX (and therefore ZeroTrace)
is commercially available and already present on all Intel processors from Skylake series
onwards. Secondly, these secure processors are innately tied to providing oblivious accesses
to just the memory/DRAM, however ZeroTrace is extremely flexible with respect to the
underlying storage support. Additionally, not every piece of data needs to have the same
security properties. Exploiting this security flexibility, allows applications to trade their
higher level of security for performance efficiency through ZeroTrace.

I An additional processor that sits alongside the main server, for performing secure computation.



Systems. A number of systems investigate the question of protecting applications
running in enclaves. Raccoon [51] provides oblivious program execution via an integration
with an ORAM and control-flow obfuscation techniques. In particular, they obfuscate
programs by ensuring that all possible branches are executed, regardless of the input data.
This approach is conceptually differs from ours since we provide oblivious building blocks
for sensitive data with strict underlying security guarantees. Also, because of how the
control-flow techniques are enforced in Racoon, it assumes a trusted operating system
(Section 3, [01]). In our design, obliviousness is guaranteed even when an adversary
compromises the entire software stack including the OS. Finally, while Raccoon is designed
to run on an Intel SGX-enabled processor, the architectural limitations of SGX are not
taken into consideration in their design. Their results are based on emulations of Intel SGX,
and hence have results that our work disproves, since we implement an actual system on
real SGX enabled hardware.

GhostRider [39] proposed a software-hardware hybrid approach to achieve program
obliviousness. It is a set of compiler and hardware modifications that enables execution
of an ORAM controller inside an FPGA card used for sensitive data accesses. Their work
offers only a “conceptual” approach to the problem. In particular, they assume “unbounded
resources, and no caching” and do not target any modern processor. In contrast, the focus
of this work is to design a real-world system capable of running on a widely available Intel
CPU architecture.

Opaque [39] is a secure Spark database system where components of the database
server are run in SGX enclaves. Opaque is complementary to ZeroTrace: their focus is to
support oblivious queries for a database system; our focus is to support arbitrary oblivious
read /write operations. Each system is superior in supporting its chosen task.

Attacks and Defenses. The primary attack vectors against SGX in the literature stem
from the fact that enclaves share physical resources with other applications and interact
with the OS to perform syscalls and paging. Using a shared resource, typically cache usage
[29, 50, 70, 84, 88, 34, 40, 73] can be exploited by an adversary to reveal fine-grain details
about program execution. Similarly, a malicious OS can monitor application page fault
behavior to learn program memory access patterns [32, 62]. Recently, we have even seen
attacks that infer fine-grained control flow from code executing in an SGX enclave via
branch shadowing [35].

Most cache attacks against Intel SGX follows a generic blue print. The setup typically
constitutes a malicious attacker process and a victim enclave process that are executed on
the same CPU. The attacker process sets the cache into a “clean” state by filling it up



with it’s contents, it then allows the victim enclave to execute causing it to replace cache
contents or “dirty” cache locations. For the attack, one periodically swaps out the victim
enclave for the attacker process, infers the cache usage pattern of the victim enclave and
refreshes the cache state.

T-SGX is a system that helps to protect against controlled-channel attacks within en-
claves [01]. However, T-SGX is based on identifying if an enclave is being swapped/interrupted
more frequently than expected and forcefully shutting itself down in such an event to
prevent leaking sensitive information. However, Brasser et al.[l1], demonstrated how one
can perform these cache attacks with minimal enclave exits/swaps, bypassing defense
mechanisms such as T-SGX. Hence in SGX-based systems, there is currently an arms
race underway between defenses (e.g., T-SGX[(1], SGXbounds[37], Deja Vu[l1]) and new
attacks (e.g., Brasser et al.[l 1], Lee et al.[38]) related to shared resource usage.

ZeroTrace protects against all such shared resource and page fault-related attacks by
converting the program to an oblivious representation.

1.3 Owur Contributions

This thesis makes the following contributions

1. We design and build an oblivious memory controller from Intel SGX. To the best
of our knowledge, the core memory controller (the bulk of our system) is the first
oblivious memory controller implemented on a real secure hardware platform.

2. We design and implement ZeroTrace, an application library for serving data-
structures obliviously in an SGX environment that runs on top of our memory
controller.

3. We evaluate system performance in two settings: as a remote file server and as a
plug-and-play for data-structures. It can also make oblivious read and write calls to
4 B/1 KB memory locations on a 10 GB dataset in 1.2/3.4 ms. In the plug-and-play
setting, ZeroTrace can make oblivious read and write calls at 8 B granularity on an
80 MB array in 1.2 ms.

4. We model how we envision secure cloud computation using ZeroTrace and compare
and contrast it with existential models.



1.4 Overview of the Thesis

e In Chapter 2, we describe our usage model and security model.

e Chapter 3 covers all the background knowledge required for explaining ZeroTrace.
Here, we explain Intel SGX, focusing on the aspects most relevant to ZeroTrace. We
also give a brief introduction to Oblivious RAM(ORAM) schemas, emphasizing on
PathORAM and CircuitORAM.

e In Chapter 4, we give details on our architecture for ZeroTrace; including the in-
stantiation process, client and server components, optimizations, persistant integrity
technique and security analysis.

e Chapter 5 describes our prototype implementation and evaluation.

e Finally, Chapter 6 concludes by discussing existential secure computation models and
how ZeroTrace compares with them for secure computation.



Chapter 2

Computation Model

2.1 Usage Model

We consider a setting where a computationally weak client wishes to outsource storage or
computation to an untrusted remote server that supports Intel’s Software Guard Extension
(SGX). As secure hardware extensions such as SGX reach the market, we anticipate this
setting will become a common way to implement many real world applications such as
image/movie/document storage and computation outsourcing. The cloud can be any
standard public cloud such as Amazon AWS, Microsoft Azure or Google cloud, and the
client can be any mobile or local device. In fact, Microsoft Azure recently announced
support for “confidential computing” by making SGX-enabled servers available via their
cloud service [1].

As introduced in Chapter 1, our proposal consists of stand-alone enclaves that
implement secure memory services. We envision future applications being constructed
from these (and similar) plug-and-play services. We now describe this general scenario in
more detail. Afterwards, we show how a special case of this scenario improves performance
in a related branch of research.

Plug-and-play memory protection for outsourced computation. We envision an
emerging scenario where client applications (e.g., a database server), which run in an
SGX enclave(s), connect to other enclaves to implement secure memory and data-structure
services. In an example deployment, calling a memory service enclave is hidden behind
a function call, which is dynamically linked (connected to another enclave via a secure
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Figure 2.1: Plug-and-play memory controller model

channel) at runtime. What “backend” memory service our system supports can be changed
depending on the application’s needs. For example, our core memory controller currently
supports an ORAM backend. Without changing the application-side interface, this backend
can be transparently changed to support a different ORAM, different security level for
memory protection (e.g., plain encryption) or different security primitive entirely (e.g., a
proof of retrievability [9]). A similar argument goes for memory services exposing a data-
structure interface. For example, Wang et al. [75] proposed a linked-list optimized for use
as an iterator, while another implementation can be optimized for insertion.

A reasonable question is: why break these services into separate enclaves, as opposed
to statically linking them into the main application? Our design has several advantages.
First, breaking an application into modules eases verification. SGX provides enclave
memory isolation. Thus, verifying correct operation reduces to sanitizing the module
interface (a similar philosophy is used in Google’s NaCl [85]). Data structures and memory
controllers naturally have narrow interfaces (compared to more general interfaces, such as
POSIX [63]), easing this verification. Second, breaking applications into modules eases
patching. Upgraded memory services can be re-certified and re-attached piecemeal, without
requiring the vendor to re-compile and the client to re-attest the entire application. Third,
inter-communicating between enclaves gives flexibility in deployment, as shown in the next
paragraph.

Remote block data storage. Suppose a client device wishes to store blocks of data
(e.g., files) on the remote server (e.g., Amazon S3). To achieve obliviousness, the standard
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Figure 2.2: Remote Data Storage model

approach is for the client to use an Oblivious RAM protocol where the client runs the
ORAM controller locally [66, 77]. The ORAM controller interacts over the network with
the server, which acts as a disk. While benefitting from not trusting the server, these
solutions immediately incur an at-least logarithmic bandwidth blowup over the network
(e.g., WAN) due to the protocol between ORAM controller and server. As a special case of
the first setting (above), the core memory controller can serve as the ORAM controller, from
the oblivious remote file server setting, now hosted on the server side. As our architecture
can protect side-channel leakages introduced from the SGX architecture, the only change
to security is we now trust the SGX mechanism. The advantage is bandwidth savings:
this deployment improves client communication over the network by over an order of
magnitude. Our scheme still incurs logarithmic bandwidth blowup between the enclave
code and server disks, but this is dwarfed by the cost to send data over the network.

2.2 Threat Model

In our setting, memory controller logic (e.g., the ORAM controller) and higher-level
interfaces are implemented in software run on the server. The server hosts SGX and a
regular software stack outside of SGX. The client and SGX mechanism are trusted; memory
controller logic is assumed to be implemented correctly. We do not trust any component
on the server beyond SGX (e.g., the software stack, disks, the connection between client
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and server, other hardware components besides the processor hosting SGX). Per the usual
SGX threat model, we assume the OS is compromised and may run concurrently on the
same hardware as the memory controller. By trusting the SGX mechanism, we trust the
processor manufacturer (e.g., Intel).

Security goals. Our highest supported level of security, and our focus in this thesis, is
for the SGX enclave running the memory controller to operate obliviously in the presence of
any active (malicious), software-based adversary. In this case, the memory controller must
run an ORAM protocol over untrusted storage. We default to this level of security because
a known limitation of SGX is its software-based side-channel leakages (Section 3.2.1), which
are dealt with via oblivious execution. (Related work calls these digital side-channels [51].)
Obliviousness means the adversary only learns the number of requests made between client
and memory controller; i.e., not any information contained in those requests. We are
interested in preserving privacy and integrity of requests. The server may deviate from the
protocol, in an attempt to learn about the client’s requests or to tamper with the result.
Our system’s threat surface is broken into several parts:

Security of memory. First, the memory accesses made by the SGX enclave to external
memory. These are completely exposed to the server and must preserve privacy and
integrity of the underlying data. These accesses inherit the security of the underlying
memory protection (e.g., ORAM), which we detail in Section 3.3.1.

Security of enclave execution. Second, the SGX enclave’s execution as it is orches-
trating accesses to external memory. At a high level, SGX only provides privacy/integrity
guarantees for enclave virtual memory. Running ORAM controller code in an enclave
does not, by itself, ensure obliviousness. External server software (which shares the
hardware with the enclave) can still monitor any interactions the enclave makes with
the outside world (e.g., syscalls, etc.), how the enclave uses shared processor resources
such as cache [11, 57] and how/when the enclave suffers page faults [32]. Our system
has mechanisms to preserve privacy and integrity despite the above vulnerabilities. We
formalize this security guarantee in Section 3.1 and map SGX to these definitions in
Section 3.2.

Security across enclave termination. Third, recovery and security given enclave
termination. An important caveat of SGX is that the OS can terminate enclave execution
at any time. This has been shown to create avenues for replay attacks [12], and
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risks irreverable data-loss. We develop novel protocols in Section 4.4 to make the
ORAM+-enclave system fault tolerant and secure against arbitrary enclave terminations.

Security non-goals. We do not defend against hardware attacks (e.g., power analysis[35]
or EM emissions [58]), compromised manufacturing (e.g., hardware trojans [$3]) or denial
of service attacks.
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Chapter 3

Preliminaries

In this chapter, we first formalize this notion of oblivious enclave execution that we desire,
we then establish some basic understanding of Intel SGX, the security properties it offers
and its limitations .

3.1 Oblivious Enclave Execution

We now formalize oblivious execution for enclaves that we set out to achieve in our system.
We first give a general definition for enclave-based trusted/oblivious execution, that defines
the client API, security guarantees, and where privacy leakages can occur. In the next
section, we describe exactly what privacy and integrity threats are present in Intel SGX in
particular, and the challenges in protecting them.

To help us formalize the definition, we define a pair of algorithms Load and Execute,
that are required by a client to load a program into an enclave, and execute it with a given
input.

Load(P) — (Ep,#). The load function takes a program P, and produces an enclave Ep,
loaded with P along with a proof ¢, which the client can use to verify that the enclave did
load the program P.

Execute(Ep,in) — (out, 7). The execute function, given an enclave loaded with a program
P, feeds the enclave with an input in, to produce a tuple constituting of the output out,
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and 1 which the client can use to verify that the output out was produced by the enclave
Ep executing with input in.

Execution also produces trace, ), which captures the execution trace induced by
running the enclave Ep with the input in which is visible to the server. This trace, in)
contains all the powerful side channel artifacts that the adversarial server can view, such
as cache usage, etc. These are discussed in detail in the case of Intel SGX in Section 3.2.1,
below.

Security. When a program P is loaded in an enclave, and a set of inputs 7 =
(inm, ...,in1) are executed by this enclave, it results in an adversarial view V(y) :=
(trace(gp,iny): ---> trace(gp in;)). We say that an enclave execution is oblivious, if given two
sets of inputs y and Z, their adversarial views V(¥) and V(Z) are computationally
indistinguishable to anyone but the client.

3.2 Intel SGX

In this section we give a brief introduction to Intel Software Guard Extensions (SGX)
and highlight aspects relevant to ZeroTrace. (See [2, 15] for more details on SGX.) Intel
SGX is a set of new x86 instructions that enable code isolation within virtual containers
called enclaves. In the SGX architecture, developers are responsible for partitioning
the application into enclave code and untrusted code, and to define an appropriate 1/O
communications interface between them.

In SGX, security is bootstrapped from an underlying trusted processor, not trust in
a remote software stack. To this end, the processor is fused with cryptographic keys in
its manufacturing phase. These keys can only be accessed by the processor, and is used
to encrypt the contents of a subsets of DRAM, referred as Processor Reserved Memory
(PRM) which gets set aside securely at boot time. The PRM, is commonly referred to as
Enclave Page Cache (EPC) in SGX literature. All pages in the EPC are encrypted with
the processor owned keys. A subset of these EPC pages called as Version Array(VA) pages
are set aside to maintain freshness and integrity guarantees of these EPC pages. These VA
pages stores a merkle tree of hashes for the EPC pages. Hence every EPC access undergoes
a decryption as well as an integrity check against the merkle tree, to ensure that EPC pages
are confidential and not tampered with.

We now describe how Intel SGX implements the Load(P) and Execute(Ep, in) functions
from the previous section.
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Load(P) — (Ep,¢). A client receives a proof ¢ that its intended program P (and initial
data) has been loaded into an enclave via an attestation procedure. Code loaded into
enclaves is measured by SGX during initialization (using SHA-256) and signed with respect
to public parameters. The client can verify the measurement/signature pair to attest that
the intended program was loaded via the Intel Attestation Service.

Execute(Ep,in) — (out,?). SGX protects enclave program execution by isolating en-
clave code and data in the EPC. Cache lines read into the processor cache from the
EPC are isolated from non-enclave read/writes via hardware paging mechanisms, and
encrypted /integrity-checked at the processor boundary as mentioned above. Thus, data in
the EPC is protected (privacy and integrity-wise) against certain physical attacks (e.g., bus
snooping), the operating system (direct inspection of pages, DMA), and the hypervisor.

Paging. In Intel SGX, the EPC has limited capacity. To support applications with
large working sets, the OS performs paging to move pages in and out of the EPC on
demand. Hardware mechanisms in SGX ensure that all pages swapped in/out of the
EPC are integrity checked and encrypted before being handed to the OS. Thus, the OS
learns only that a page with a public address needed to be swapped, not the data in the
page. Special pages controlled by SGX (called VA pages) implement an integrity tree over
swapped pages. In the event the system is shutdown, the VA pages and (consequently)
enclave data pages are lost.

Enclave I/0O. It is the developer’s responsibility to partition applications into trusted
and untrusted parts and to define a communication interface between them. The literature
has made several proposals for a standard interface, e.g., a POSIX interface [63].

3.2.1 Security Challenges in Intel SGX

We now detail aspects of Intel SGX that present security challenges for and motivate the
design of ZeroTrace.

Software side channels. Although SGX prevents an adversary from directly inspect-
ing/tampering with the contents of the EPC, it does not protect against multiple software-
based side channels. In particular, SGX enclaves share hardware resources with untrusted
applications and delegate EPC paging to the OS. Correspondingly, the literature has
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Figure 3.1: Normalized overhead of memory accesses with SGX enclaves. (Figure 3 from
Scone by Arnautov et al.[3].)

demonstrated attacks that extract sensitive data through hardware resource pressure (e.g.,
cache [11, 57] and branch predictor [38]) and the application’s page-level access pattern [32].

EPC scope. Since the integrity verification tree for EPC pages is located in the EPC
itself (in VA pages), SGX does not support integrity (with freshness) guarantees in the event
of a system shutdown [12]. More generally, SGX provides no privacy/integrity guarantees
for any memory beyond the EPC (e.g., non-volitile disk). Ensuring persistent integrity for
data and privacy /integrity for non-volitile data is delegated to the user/application level.

No direct 10 /syscalls. Code executing within an enclave operates in ring-3 user space
and is not allowed to perform direct 10 (e.g., disk, network) and system calls. If an enclave
has to make use of either, then it must delegate it to untrusted code running outside of
the enclave.
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3.2.2 Additional Challenges In Enclave Design

We now summarize additional properties of Intel SGX (1.0) that make designing prevention
methods against the above issues challenging.

EPC limit. Currently, the size of EPC is physically upper bounded by 128 MB by the
processor. Around 30 MB of EPC is used for bookkeeping, leaving around 95 MB of usable
memory. As mentioned above, EPC paging alleviates this problem but reveals page-level
access patterns. However EPC paging is expensive and can cost between 3x and 1000x
depending on the underlying page access pattern as shown in Fig 3.1.

Context switching. At any time, the OS controls when enclave code starts and
stops running. Each switch incurs a large performance overhead — the processor must
save the state needed to resume execution and clear registers to prevent information
leakages. Further, it is difficult to achieve persistant system integrity if the enclave can be
terminated /swapped at any point in its execution.
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3.3 Background for ORAM

ORAM or Oblivious RAM (Random Access Memory) was introduced by Goldreich and
Ostrovsky[20] in 1996 in their theoretical treatment of software protection. Their work
considers an adversary that can make non-trivial inferences from the memory access
patterns of an encrypted program. To this end, they emphasize that memory access
patterns should be independent of the executed program. In their seminal work, Goldreich
and Ostrovsky showed that every model of computation can be transformed into an
equivalent oblivious computation at the cost of a slowdown in the running time of the
oblivious machine and they provided a lower bound for this transformation.

This problem of memory access patterns of a program are analogous to that of file
access patterns in a file storage system. Hence ORAM’s extend it’s utility in oblivious file
storage systems as well [3, 66, 76]. Obliviousness is more important than ever today, since
over the last few years, there are several privacy and security breaches that stem from
access pattern leakages [13, 34, 40, 48, 73, 82, 84 88].

Informally the goals of an ORAM schema are to not leak any information about

e Which data is being accessed
e How old is the data accessed (last access)
e Whether the same data is being accessed (linkability)

e Whether the access is a read or a write

Over the past two decades, we have seen several innovative constructions for ORAM’s.
In this chapter, we first state the security model for ORAMs from literature, followed by
a brief literature of ORAM schemas highlighting their differences, and then proceed to
explain the construction for Path RAM [68] and Circuit ORAM [74] which are the ORAM

schemas underlying ZeroTrace.

3.3.1 Security model
Correctness. We say that an ORAM construction is correct if it returns, on input 7,

data that is consistent with y with probability > 1 - negl(|¥]), i.e. the ORAM may fail
with probability negl(]y]).
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Security. Let
7 = ((OPM, aMm, dataM)? SERD) (Oph ai, datal))

denote a data request sequence of length M where each op; denotes a read(a;) or a write(a;)
operation. Specifically, a; denotes the identifier of the block being read or written, and data;
represents the data being written. In this notation, index 1 corresponds to the most recent
load/store and index M corresponds to the oldest load/store operation. Let ORAM(Y)
denote the (possibly randomized) sequence of accesses to the remote storage given the
sequence of data requests 7 An ORAM construction is said to be secure if for any two
data request sequences 7 and Z of the same length, their access patterns ORAM(V) and
ORAM(?) are computationally indistinguishable to anyone but the client.

3.3.2 Choices of ORAM

The efficiency of Oblivious RAM is measured by three main parameters, the amount of local
(client) storage, the amount of server (remote) storage and the overhead of reading/writing
an element. Over the last two decades there have been several refinements and innovative
constructions for ORAMs. The constructions can be broadly classified into two types,
namely hierarchical and tree-based.

Hierarchial Constructions. Goldreich and Ostrovsky’s work [20] (popularly known
as GO-RAM) provided the first hierarchical construction. These constructions involve
a hierarchy of buffers, each buffer contains a number of buckets that are geometrically
increasing as you go down the hierarchy. A bucket contains slots for log N blocks, where
N is the total input blocks. The construction treats each of these buffers as a hash table,
and allots a hash function to it to determine which bucket to place an incoming block to.
In order to place a block in a buffer, the hash function for that buffer is computed for the
block in question, and it is inserted into the corresponding bucket. At the beginning, all
blocks are inserted into the deepest level buffer.

In order to access a block, one searches for the block in each of the buffers by scanning!
the bucket dictated by the hash function for the requested block. Once the block is found
in a buffer, the algorithm proceeds to make dummy accesses for the block in the rest of the
buffers. At the end of a search the requested block is inserted back into the first buffer.

Eventually, to avoid overflow of blocks in the first buffer, all blocks from it are moved
to the next buffer. Thus, after number of accesses corresponding to the buffer size of the

!By scanning, we mean accessing all the actual blocks in the bucket
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level i , the contents of the buffer i gets moved to the next buffer i + 1. This move involves
”obliviously sorting” 2 the contents of the two buffers and inserting them into the buffer
i+ 1 with a new hash function. The original GO-RAM construction featured a sequence of
buffers which grew in an unbounded fashion with access requests, i.e. once the deepest level
buffer was full a new buffer is allocated as the deepest level buffer. We make a quick note
here that all blocks are always encrypted and authenticated using a randomized encryption
and authentication schema, and that this is an orthogonal problem for any ORAM scheme.

Williams and Sion [76] improved upon GO-RAM by introducing a method to perform
oblivious sorting by using Ov/N local memory to reduce the access overhead to O(log?(N)).
Williams et al. [78] followed up their work in 2008, with a construction that reduced the
access overhead to O(log N loglog N) with use of Bloom filters. However Kushilevitz et
al. [30] showed that this construction allowed an adversary to distinguish access patterns
based on hash overflows. In their work, Kushilevitz et al. [36] produced the state
of the art hierarchical construction which extended the construction by Goodrich and
Mitzendmacher [27] with a shared stash to handle the hash overflows. Their construction
splits the server storage into two, the upper half of buffers are filled using bucket hashing
identical to that of GO-RAM [20], and the lower half of buffers are filled with cuckoo
hashing. Their work is optimized for bandwidth, while still maintaining minimal client
storage.

Tree based constructions. Damgard et al. [10] in 2011 introduced an interesting
ORAM construction that removed the need for random oracles from the GO-RAM
construction by using binary trees. Following that Shi et al. [59] introduced the
first tree based ORAM construction. It was followed up with several other notable
constructions [22, 52, 68, 74] that made use of the tree framework. These schemas typically
have the server-side ORAM storage organized into a binary tree of nodes that are called
buckets. Most notable among them being Path ORAM [68], which we elaborate upon
in Section 3.3.3. In these tree based constructions, the client is associated with a small
storage which holds two local data structures, a position map which maps every block to
a leaf label on the storage tree and a stash for overflown blocks that are to be held at the
client side. Fetching a block corresponds to selecting a path from the root of this binary
tree to the leaf node that it is mapped to in the position map.

These tree based constructions typically differ only in their eviction strategies. In Path
ORAM the eviction strategy is to refill the read path that was accessed, with blocks from

2GO-RAM construction uses the Batcher Sorting network [5] with a complexity of O(N log® N)
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the stash, pushing blocks as closer to the leaf as possible. However in Ring ORAM [52]
and Circuit ORAM [71] the eviction paths are independent of the read path.

In Ring ORAM the focus is to reduce the online amortized bandwidth. To this end,
instead of reading all blocks in a path, for an access Ring ORAM reads a block per bucket
on the path to the leaf label. In order to facilitate this single block read per bucket, it
maintains metadata within a bucket for the permutation of blocks in it. This also implies
that Ring ORAM can use the XOR trick? from Burst ORAM [64], further reducing the
bandwidth.

Bucket ORAM [22] tries to merge the best of both worlds (tree and hierarchical).
Although it features level-rebuild shuffling like hierarchical ORAM’s, it avoids the oblivious
sort of all blocks within a level, instead the client works on a subset of the buckets in the
level. By maintaining the level-rebuild shuffling, Bucket ORAM can take advantage of an
additively homomorphic encryption technique from Onion ORAM [17] to achieve constant
bandwidth blowup.

CircuitORAM [71] was designed with the intent of optimizing circuit complexity for
efficient instantiations of Multi-Party Computation (MPC) protocols. It does so by
simplifying the eviction circuit. Circuit ORAM reads two eviction paths for each access,
and makes two metadata scans of the eviction paths. It uses this foresight from the
metadata scans to push blocks deeper into the eviction paths in a single scan.

Table 3.3.2, gives breakdown of efficiencies of relevant ORAM constructions from
literature.  Among the plethora of ORAM constructions, we note that hierarchical
constructions are inefficient for our purpose. There are several reasons for this claim.

e All hierarchical schemas involve periodical reshuffling of large buffers (for large values
of N). In our setting this would involve using up a large number of EPC pages, and
the additional overheads that stem from that.

e For every access, hierarchical schemas typically involve accessing a buffer from a
bucket based on the evaluation of a PRF. Within the SGX setting, this evaluation
of PRF can lead to side channel attacks, and hence it become crucial to use PRF’s
with an oblivious implementation.

e Tree based schemas offer better security than hierarchical since the security guarantee
arises from statistical security (distribution of data over paths to randomly sampled

3The XOR trick - instead of sending O(log N) blocks on the block, one can simply XOR the dummy
blocks on the path with the real block. The client can then generate the dummy blocks locally and XOR
them with the obtained block to retrieve the underlying real block.
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ORAM Scheme Client Storage Server Storage | Read/Write Bandwidth
(# of blocks) (# of blocks) (# of blocks of size B)

GO-RAM [26] O(1) O(NlogN) O(log® N)
Kushilevitz et al. [36] | O(1) O
SSS ORAM [67] O
Path ORAM [65] 0
Bucket ORAM [22] O
Ring ORAM [52] O(log N) O
Circuit ORAM [74] O

Table 3.1: Asymptotic performance of different ORAM Constructions, for simplicity of
representation the table uses a small block size B = Qlog? N. The complexities of Path
ORAM, Ring ORAM, Bucket ORAM and Circuit ORAM are discussed for their recursive

versions.

leafs) as opposed to the computational security guarantee of PRF evaluations in
hierarchical constructions *

e Hierarchical schemas also have a worst case complexity that is significantly worse
than their amortised response time. This stems from the fact that they have to
periodically reshuffle buffers, which is often a drawback of using hierarchical schemas
in application settings.

We are still faced with a selection of tree based ORAM schemas. One thing to note
is that ORAM bandwidth to untrusted storage and ORAM controller trusted storage are
inversely proportional [67, 68, 74].

Among the aforementioned constructions, Bucket ORAM and RingORAM face the same
problem of evaluating PRF’s within the enclave (as mentioned earlier) for permuting and
fetching the blocks within a bucket. In our setting, the SGX and obliviousness requirements
take a performance penalty when using larger controller storage (due to EPC evictions [12]
and the cost of running oblivious programs; see Section 3.2.2). Hence, recursive variants of
these constructions are a better match for our setting. Additionally, passing data in and

4This is without accounting for the computational security of encryption and authentication schemas.
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out of an enclave introduces delays due to the underlying context switch (Section 3.2.2),
hence Circuit ORAM would introduce more delays as it is more I/O intensive since eviction
paths are different from the read path.

Path ORAM provides a middle ground here, better bandwidth/larger storage than
Circuit ORAM]74]. Although worse bandwidth/smaller storage than SSS ORAMIG7].
Hence, initially we used PathORAM as the underlying ORAM schema for ZeroTrace, but
we also added CircuitORAM support for ZeroTrace and describe more in detail about the
performance of these ORAM schemas for ZeroTrace in Chapter 5.

3.3.3 PathORAM

We now give a summary of Path ORAM [65], the ORAM used in our current implemen-
tation. Path ORAM is a tree based ORAM schema, arguably one of the simplest and
efficient ORAM schemas so far.

N Number of blocks
B Block size in bits
L = [log(N)] Height of tree
Z Capacity of each bucket (in blocks)

Table 3.2: PathORAM Notations

Server Storage. Path ORAM stores N data blocks, where B is the block size in bits,
and treats untrusted storage as a binary tree of height L (with 2L leaves). Each node in
the tree is a bucket that contains < Z blocks. In the case of a bucket having < Z blocks,
remaining slots are padded with dummy blocks.

Controller Storage. The Path ORAM controller storage consists of a stash and position
map. The stash is a set of blocks that Path ORAM can hold onto at any given time (see
below). To keep the stash small (negligible probability of overflow), experiments show
Z > 4 is required for the stash size to be bound to w(log N) [68]. The position map is a
dictionary that maps each block in Path ORAM to a leaf in the server’s binary tree. Thus,
the position map size is O(LN) bits.
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Main Invariant. At any given point of time, a block in the system resides either on the
path to the leaf label that it is mapped to in the position map, or in the local stash of the
PathORAM controller.

Memory Access. As stated above, each block in Path ORAM is mapped to a leaf
bucket in the server’s binary tree via the position map. For a block a mapped to leaf [,
Path ORAM guarantees that block a is currently stored in (i) some bucket on the path
from the tree’s root to leaf [, or (ii) the stash. Then, in order to perform a read/write
request to block a (mapped to leaf [), we perform the following steps:

e Read the leaf label [ for the block a from the position map.

e Re-assign this block to a freshly sampled leaf label I, chosen uniformly at random.
e Fetch the entire path from the root to leaf bucket in server storage.

e Retrieve the block from the combination of the fetched path and the local stash.

e Write back the path to the server storage. In this step the client must push blocks
in the stash as far down the path as possible, while keeping with the main invariant.
This strategy minimizes the number of blocks in the stash after each access and is
needed to achieve a small (logarithmic) stash size.

Security intuition. The adversary’s view during each access is limited to the path
read /written (summarized by the leaf in the position map) during each access. This leaf
is re-assigned to a uniform random new leaf on each access to the block of interest. Thus,
the adversary sees a sequence of uniform random-sampled leaves that are independent of
the actual access pattern.

Extension: Recursion. The Path ORAM position map is O(LN) bits, which is too
large to fit in trusted storage for large N. To reduce the client side storage to O(1), Path
ORAM can borrow the standard recursion trick from the ORAM constructions of Stefenov

et al. [67] and Shi et al. [60].

The idea is to store the position map itself as a smaller ORAM on the server side
and then recurse on it. Each smaller “position map” ORAM must be accessed in turn,
to retrieve the leaf label for the original ORAM. Hence on the server side we store
ORAMy, ORAM;, ..., ORAM,, where ORAM, is the actual data ORAM that we set out
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to store. Then only the position map corresponding to ORAM, is stored at the client
side. Making a recursive ORAM access corresponds to making an O RAM request for each
of there recursive ORAM levels, where at each level the data fetched corresponds to the
postion map entry for the next level.

Extension: Integrity. Path ORAM assumes a passive adversary by default. To provide
an integrity guarantee with freshness, one can construct a Merkle tree mirrored [68] onto
the Path ORAM tree, which adds a constant factor to the bandwidth cost. We remark
that when ORAM recursion is used, an integrity mechanism is also required to guarantee
ORAM privacy [51].

Both integrity verification and ORAM recursion will be needed in our final design to
achieve a performant system against active attacks.

3.3.4 Circuit ORAM

We now briefly highlight the differences between Circuit ORAM [74] and Path ORAM. In
the interest of space, we describe our work using PathORAM as the memory controller
since it is the conceptually simpler ORAM schema. Circuit ORAM was designed with
the intent of having the smallest circuit complexity.® Both of these construction operate
identically upto the fetch path step. The difference lies in their eviction strategy.

Circuit ORAM uses two additional eviction paths unlike Path ORAM which evicts
blocks from the local stash onto the fetched path itself. The strategy is to perform eviction
on a path in a single pass over (the stash and) the path, by picking up blocks that can
be pushed deeper down the path and dropping it into vacant slots that are deeper in the
path. This however requires some amount of “foresight” for which blocks can be moved to
a deeper location in the path and if there are vacant slots that could accommodate them.
To achieve this foresight, Circuit ORAM makes two meta data scans over each eviction
path, to construct helper arrays that assist in performing eviction in a single (stash +)
path scan.

There are two differences between these eviction strategies in the context of ZeroTrace

e Circuit ORAM introduces more I/O bandwidth than Path ORAM, since it has to
fetch and evict two additional paths per access.

e The stash required by Circuit ORAM is much lesser than that of PathORAM.

SIn the interest of optimizing ORAMs for use in the multi-party computation (MPC) context
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Chapter 4

ZeroTrace

We now describe the design of our core memory controller which is implemented on the
server. We focus on the details of supporting our strongest level of security: obliviousness
against an active adversary (Section 2.2). The entire system is shown in Fig. 4.1. The
design’s main component is a secure Intel SGX enclave which we henceforth call the ORAM
Controller Enclave. This ORAM Controller Enclave acts as the intermediary between client
and the server. The client and controller enclave engage in logical data block requests and
responses. Behind the scenes, the ORAM Controller Enclave interacts with the server to
handle the backend storage for each of these requests.

4.1 Design Summary

Security challenges and solutions. Since ZeroTrace’s ORAM controller runs inside an
enclave, and is therefore vulnerable to software-level side channel attacks (Section 3.2.1),
we design the ORAM controller to run as an oblivious program. (A similar approach is used
to guard against software side channels by Ohrimenko et al. [19] and Rane et al. [51].) For
instance, if the ORAM controller were to access an index in the position map directly, it
would fetch a processor cache line whose address depended on the program access pattern.
To prevent revealing this address, our oblivious program scans through the position map
and uses oblivious select operations to extract the index as it is streamed through.

A second security challenge is how to map the controller logic itself to SGX enclaves.
In a naive design, the entire ORAM controller and memory can be stored in the EPC.
The enclave makes accesses to its own virtual address space to perform ORAM accesses
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Figure 4.1: System components on the server. Trusted components (software and regions
of memory) are shaded. Depending on the setting, the client may be connecting from a
remote device (not on the server) or from another enclave on the same machine.

and run controller logic, and the OS uses EPC paging as needed. This design seems
reasonable because it re-uses existing integrity/privacy mechanisms for protecting the
EPC. Unfortunately, it makes supporting persistant storage difficult because the EPC
is volitile (Section 3.2), moreover it incurs large EPC paging overheads (Section 3.2.2) and
bloats the TCB (the entire controller runs in the enclave). To address this challenge, we
make an observation that once Path ORAM (and other tree-based ORAMs [7/, 19, 53])
reveals the leaf it is accessing, the actual fetch logic can performed by an untrusted party.
Correspondingly, we split the ORAM controller into trusted (runs inside enclave) and
untrusted (runs in Ring-3 outside of enclave) parts, which communicate between each
other at the path fetch/store boundary. This approach has un-expected TCB benefits: we
propose optimizations in Section 4.5 which bloat the path fetch/store code. By delegating
these parts to untrusted code, they can be implemented with no change to the TCB.

Performance challenges and solutions. Running an oblivious ORAM controller
inside of SGX efficiently requires a careful partitioning of the work /data-structures between
the enclave (which controls the EPC pages ~ 95 MB), untrusted in-memory code (which
has access to DRAM) and untrusted code managing disk. For instance, the cost to access
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ORAM data structures obliviously increases as their size increases. Further, as mentioned
above, when the enclave memory footprint exceeds the EPC page limit, software paging
introduces an additional overhead between 3x and 1000x — depending on the access
pattern [3]. To improve performance, we will carefully set parameters to match the
hardware and use techniques such as ORAM recursion to further reduce client storage.

Additionally, the ORAM storage itself should be split between DRAM and disk to
maximize performance. For instance, we design the protocol to keep the top-portion of
the ORAM tree in non-EPC DRAM when possible. In some cases, disk accesses can be
avoided entirely. When the ORAM spills to disk, we layout the ORAM tree in disk to take
advantage of parallel networks of disks (e.g., RAIDO).

4.2 Client/Server Interface

4.2.1 Client Interface

The ORAM Controller Enclave exposes two API calls to the user, namely read(addr) and
write(addr, data). Under the hood, both the API functions perform an ORAM access
(Section 3.3.3).

4.2.2 Server Processes

The server acts as an intermediary between the trusted enclave and the data (either memory
or disk). It performs the following two functions on behalf of the trusted enclave (e.g., in
a Ring-3 application that runs alongside the enclave):

o FetchPath(leaf): Given a leaf label, the server transfers all the buckets on that path
in the tree to the enclave.

e StorePath(tpath, leaf): Given a tpath, the server overwrites that existing path to the
addresses deduced from the leaf label, leaf.

Passing data in/out of enclave. The standard mechanism of data passing between
enclave and untrusted application is through a sequence of input/output routines defined
for that specific enclave. The Intel SGX SDK comes with the Intel Edger8r tool that
generates edge routines as a part of enclave build process. Edger8r produces a pair of
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edge routines for each function that crosses the enclave boundary, one routine sits in the
untrusted domain, and the other within the trusted enclave domain. Data is transferred
across these boundaries by physically copying it across each routine, while checking that
the original address range does not cross the enclave boundary.

TCB implications. Fetch/store path are traditionally the performance bottleneck in
ORAM design. Given the above interface, these functions make no assumptions on the
untrusted storage or how the server manages it to support ORAM. Thus, the server is free
to perform performance optimizations on Fetch/Store path (e.g., split the ORAM between
fast DRAM and slow disk, parallelize accesses to disk; see Section 4.5). Since Fetch/Store
path are not in the TCB, these optimizations do not effect security.

4.3 Memory Controller Enclave Program

In this section we outline the core memory controller’s enclave program which we refer to
from now on as P.

4.3.1 Initialization

For initialization, the server performs the function Load(P) — (Ep,¢), where P is the
ZeroTrace Controller Enclave. The client can then verify the proof ¢ produced by this
function to ensure that ZeroTrace has been honestly initialized by the server. We note
that the proof also embeds within it a public key K. from an asymmetric key pair (Ke, Kq)
sampled within the enclave. The client encrypts a secret key K under this public key
K for the enclave. The user and enclave henceforth communicate using this K for an
authenticated encrypted channel.

4.3.2 System Calls

Our enclave logic does not make any syscalls. All enclave memory is statically allocated in
the EPC based on initialization parameters. Server processes (i.e., Fetch/Store path) may
perform arbitrary syscalls without impacting the TCB.
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4.3.3 Building Block: Oblivious Functions

To remain data oblivious, we built the ORAM controller out of a library of assembly-level
functions that perform oblivious comparisons, arithmetic and other basic functions. The
only code executed in the enclave is specified precisely by the assembly instructions in our
library (all compiler optimizations on our library are disabled).

Our library is composed of several assembly level instructions, most notably the CM OV
x86 instruction [19, 51]. CMOV is a conditional move instruction that takes a source
and destination register as input and moves the source to destination if a condition
(calculated via the CMP instruction) is true. CMOV has several variants that can be
used in conjunction with different comparison operators, we specifically use the CMOVZ
instruction for equality comparisons. The decision to use CMOV was not fundamental:
we could have also used bitwise instructions (e.g., AND, OR) to implement multiplexers
in software to achieve the obliviousness guarantee.

CMOV safely implements oblivious stores because it does the same work regardless
of the input. Regardless of the input, all operands involved are brought into registers
inside the processor, the conditional move is performed on those registers, and the result
is written back.

Throughout the rest of the section, we will describe the ORAM controller operations in
terms of a wrapper function around cmov called oupdate, which has the following signature:

oupdate<srcT, dstT>(bool cond, srcT src, dstT dst, sizeT sz)

oupdate uses CMOV to obliviously and conditionally copy sz bytes from src to dst,
depending on the value of a bit cond which is calculated outside the function. src and
dst can refer to either registers or memory locations based on the types srcT and dstT.
We use template parameters srcT and dstT to simplify the writing, but note that CMOV
doesn’t support setting src to a memory location by default. Additional instructions (not
shown) are needed to move the result of a register dst CMOV to memory.

4.3.4 Building Block: Encryption & Cryptographic Hashing

Our implementation relies on encryption and integrity checking via cryptographic hashing
in two places.

e First, when the client sends an ORAM request to the ORAM Controller Enclave, that
request must be decrypted and integrity checked (if integrity checking is enabled).
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e Second, during each ORAM access, the path returned and received by Fetch/Store
Path (Section 4.2.2) need to be decrypted/re-encrypted and integrity verified.

These routines must also be oblivious, hence for encryption, we use the Intel instruction
set extensions AES-NI, which were designed by Intel to be side channel resistant (i.e., the
AES SBOX is built directly into hardware). Unless otherwise stated, all encryption is AES-
CTR mode, which can easily be achieved by wrapping AES-NI instructions in oblivious
instructions which manage the counter. For hashing we use SHA-256, which is available
through the Intel terypto library.

To avoid confusion, we note that SGX has separate encryption/hashing mechanisms
to ensure privacy/integrity of pages evicted from the EPC [I5]. But since our design
accesses ORAM through a Fetch/Store Path interface, we cannot use these SGX built-in
mechanisms for ORAM privacy /integrity.

4.3.5 ORAM Controller

The ORAM Controller handles client queries of the form (op,id, datax), where op is the
mode of operation, i.e. read or write, id corresponds to an identifier of the data element and
datax is a dummy block in case of read and the actual data contents to be written in case it
is a write operation. These queries are encrypted under K, the secret key established in the
Initialization (Section 4.3.1) phase. The incoming client queries are first decrypted within
the enclave program. From this point, the ORAM controller enclave runs the ORAM
protocol. Given that the adversary may monitor any pressure the enclave places on shared
hardware resources, the entire ORAM protocol is re-written in an oblivious form. The
Raccoon system performed a similar exercise to convert ORAM to oblivious form, in a
different setting [51].

We discuss in detail this process for Path ORAM scheme, we similarly designed and
implemented an oblivious variant of Circuit ORAM as well. For simplicity, we focus on
explaining this process of converting an ORAM schema to an oblivious form using our
Path ORAM scheme. Path ORAM can be broken into two main data-structures (position
map and stash) and three main parts. We now explain how these parts are made oblivious.

Oblivious Leaf-label Retrieval. When the enclave receives a request (op, id, datax), it
must read and update a location in the position map (Section 3.3.3) using oupdate calls,
as shown in the pseudocode below.
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newleaf = random(N)

for i in range(0, N):
cond = (i == x)
oupdate(cond, position_map[i], leaf, size)
oupdate(cond, newleaf, position_mapl[i], size)

newleaf = random(N)
leaf = position_map[x]
position_map[x] = newleaf

We note that P samples a new leaf label through a call to AES-CTR with a fresh
counter. Due to a requirement in Section 4.4, where execution must be deterministic, we
will assume leaf generation is seeded by the client when the ORAM is initialized (and
not by a TRNG such as Intel’'s RDRAND instruction). The entire position map must be
scanned to achieve obliviousness, as will be the case for the other parts of the algorithm,
regardless of when cond is true. At the end of this step, the enclave has read the leaf label,
leaf, for this access.

Oblivious Block Retrieval. P must now fetch the path for leaf (Section 3.3.3) using a
Fetch Path call (Section 4.2.2). When the server returns the path, now loaded into enclave
memory, P does the following:

path = FetchPath(leaf)
for p in path:
for s in stash:
cond = (p != Dummy) && (s != occupied)
oupdate(cond, s, p, BlockSize)
result = new Block
for s in stash:
cond = (s.id == id)
oupdate(cond, s, result, BlockSize)

The output of this step is result, which is encrypted and returned to the client application.

In the above steps, iterating over the stash must take a data-independent amount of
time. First, regardless of when oupdate succeeds in moving a block, the inner loop runs to
completion. When the update succeeds, a bit is obliviously set to prevent the CMOV from
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succeeding again (to avoid duplicates). Second, the stash size (the inner loop bound) must
be data-independent. This will not be the case with Path ORAM: the stash occupancy
depends on the access pattern [65]. To cope, we use a stash with a static size at all times,
and process empty slots in the same way as full slots. Prior work [11, 68| showed that a
stash size of 89 to 147 is sufficient to achieve failure probability of 2=* with the security
parameter values from A = 80 to A = 128. In our implementation, we use a static stash
size of 90.

Oblivious Path Rebuilding. Finally, P must rebuild and write back the path for leaf
(Section 3.3.3) using internal logic and a Store Path call (Section 4.2.2). P rebuilds this
path by making a pass over the stash for each bucket in the path as shown here:

for bu in new_path:
for b in bu:
for s in stash:
cond = FitInPath(s.id,leaf)
oupdate(cond, b, s, BlockSize)
StorePath(leaf,new_path)

For each bucket location bu on path to leaf in reverse order (i.e. from leaf to root),
iterates over the block locations b (in the available Z locations) and perform oupdate calls
to obliviously move compatible blocks from the stash to that bucket (using an oblivious
subroutine called FitInPath). This greedy approach of filling buckets in a bottom to top
fashion is equivalent to the eviction routine in Section 3.3.3. At the end, P then calls
Store Path on the rebuilt path, causing the server to overwrite the existing path in server
storage.

Encryption and Integrity. As data is processed in the block retrieval and path re-
building steps, it is decrypted/re-encrypted using the primitives in Section 4.3.4. At the
same time, an oblivious implementation of the Merkle tree checks and re-build is done to
verify and maintain integrity with freshness.

4.4 Persistant Integrity

An important attribute in storage systems is to be persistant and recoverable across
protocol disruptions. This is particularly important for ORAM, and similar memory
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controller backends, where corrupting any state (in the ORAM Controller Enclave itself
or in the ORAM trees) can lead to partial or complete loss of data. SGX exacerbates this
issue, as enclave state is wiped on disruptions such as reboots and power failures.

We now discuss an extension to ZeroTrace that allows untrusted storage and the ORAM
Controller Enclave to recover from data corruptions and achieve persistant integrity. First,
we state a sufficient condition to achieve fault tolerance. We model an enclave program
as a function P which performs S, < P([;, S;), where [, is the t-th request made by the
client and S; is the enclave state after requests 0, ...,t— 1 are made. When we say enclave
protocol, we refer to the multi-interactive protocol between the client and P from system
initialization onwards.

Definition 4.4.1 (Fault tolerance) Suppose an enclave protocol has completed t' re-
quests. If the enclave protocol is designed such that the server can efficiently re-compute
Siv1 < P(I, Sy) for any t < t', then the enclave protocol is fault tolerant.

This provides fault tolerance as follows: if the current state Sy is corrupted, Sy can be
iteratively re-constructed by replaying past (not corrupted) states and inputs to P. We
remark that the above definition is similar to RDD fault tolerance in Apache Spark [86, 89].
Finally, the above definition isn’t specific to ORAM controllers, however we will assume
an ORAM controller for concreteness.

Functionality. In our setting, S includes the ORAM Controller Enclave state (the stash,
position map, ORAM key, merkle root hash) and the ORAM tree. In practice, the server
can snapshot S at some time ¢ (or at some periodic schedule), and save future client requests
Iy, ..., Iy to recover Sy. Thus, we must add a server-controllable operation to the ORAM
Controller Enclave that writes out the enclave state to untrusted storage on-command.

Security. To maintain the same security level as described in Section 2.2, the above
scheme needs to defeat all mix-and-match and replay attacks.

A mix-and-match attack succeeds if the server is able to compute P(I,, Sy) for a # b,
which creates a state inconsistent with the client’s requests. These attacks can be prevented
by encrypting state in S and each client request I with an authenticated encryption scheme,
that uses the current request count t as a nonce. The client generates each request I and
thus controls the nonce on I. For S: the enclave controls the nonce on its private state
and integrity verifies external storage with a merkle tree (whose root hash is protected as
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a part of the private state). On re-execution, P can integrity-verify I, and S, under the
constraint that a = 0.

A replay attack succeeds if the server is able to learn something about the client’s
access pattern by re-computing on consistant data — e.g., P([;,S;). Replay attacks are
prevented if replaying P(1;, S;) always results in a statistically indistinguishable trace trace
(Section 3.1). In our setting, we must analyze two places in the protocol. First, the path
written back to untrusted storage after each request (Section 4.3.5) is always re-encrypted
using a randomized encryption scheme that is independent of underlying data. Second, the
leaf label output as an argument to Fetch/Store Path (Section 4.2.2) must be deterministic
with respect to previous requests. This property is achieved by re-assigning leaf labels
using a pseudo-random number generator.

4.5 Optimizing Fetch/Store Path

We now discuss several performance optimizations/extensions for the Fetch/Store Path
subroutines, to take advantage of the server’s storage hierarchy (which consists of DRAM
and disk). Since these operations run in untrusted code, they do not impact the TCB.

Scaling bandwidth with multiple disks. Ideally, if the server supports multiple
disks which can be accessed in parallel (e.g., in a RAIDO), the time it takes to perform
Fetch /Store Path calls should drop proportionally. We now present a scheme to perfectly
load-balance a Tree ORAM in a RAIDO-like configuration.

RAIDO combines W disks (e.g., SSDs, HDDs, etc) into a larger logical disk. A RAIDO
‘logical disk’ is accessed at stripe granularity (S bytes). S is configurable and S = 4 KB is
reasonable. When disk stripe address i is accessed, the request is sent to disk %W under
the hood.

The problem with RAIDO (and similar organizations) combined with Tree ORAM is
that when the tree is laid out flat in memory, the buckets touched on a random path will not
hit each of the W disks the same number of times (if S¥xW > BxZ for ORAM parameters B
and 7). In that case, potential disk parallelism is lost. We desire a block address mapping
from (ORAM tree address, at stripe granularity) to (RAIDO stripe address) that equalizes
the number of accesses to each of the W disks, while ensuring that each disk stores an
equal (ORAM tree size) / W Byte share. Call this mapping Map(tree addr) — RAID addr,
which may be implemented as a pre-disk lookup table in untrusted Fetch/Store Path code.
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We now describe how to implement Map. First, define a new parameter subtree height
H. A subtree is a bucket 7, and all of the descendant buckets of j in the tree, that are
< H levels from bucket j. For ORAM tree height L, choose H < L (ideally, H divides L).
Break the ORAM tree into disjoint subtrees. Second, consider the list of all the subtrees
ALoST. We will map each stripe-sized data chunk in each subtree to a disk in the RAIDO.
The notation Disk[k] += [stripeA, stripeB] means we use an indirection table to map
stripeA and stripeB to disk k. We generate Disk as:

for subtree_index in length(ALoST):
for level in subtree: // levels run from O...H-1
// break data in subtree level into stripe-sized chunks
stripes_in_level = ALoST[subtree_index] [levell]
Disk[(subtree_index + level) % W] += stripes_in_level

When W = H, mapping each subtree level to a single disk means any path in the ORAM
tree will access each disk O(L/H) times. Changing the subtree level — disk map in a
round-robin fashion via subtree_index ensures that each disk will hold the same number
of stripes, counting all the subtrees. Finally, from Disk, it is trivial to derive Map.

Caching the ORAM tree. A popular Tree ORAM optimization is to cache the top
portion of the ORAM tree in a fast memory [53, 11]. This works because each access goes
from root to leaf: caching the top [’ levels is guaranteed to improve access time for those
top [’ levels. Because the shape is a tree, the top levels occupy relatively small storage
(e.g., caching the top half requires O(v/N) blocks of storage).

This optimization is very effective in our system (as seen in Figure 5.2) because the
server (who controls Fetch/Store Path) can use any spare DRAM (e.g., GigaBytes) to
store the top portion of the tree. In that case, Fetch/Store Path allocates regular process
memory to store the top portion, and explicitly stores the lower portion behind disk I/O
calls.

4.6 Security Analysis

We now give a security analysis for the core memory controller running ORAM. Since we
support ORAM, we wish to show the following theorem:
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Theorem 4.6.1 Assuming the security of the Path ORAM protocol, and the isolated
execution and attestation properties of Intel SGX, the core memory controller is secure
according to the security definition in Section 3.1.

In this section, we’ll prove the above theorem informally, by tracing the execution of a
query in ZeroTrace, step by step as shown in Figure 4.2.

Claim 4.6.1.1 Initialization is secure

For initialization, the enclave first samples a public key pair, then includes this public
key in the clear with the enclave measurement, in the attestation (Section 3.2) that it
produces. No malicious adversary can tamper with this step, as it would have to produce
a signature that is verifiable by the Intel Attestation Service.

Claim 4.6.1.2 Decrypting and encrypting requests leak no information

We use AES-NI, the side-channel resilient hardware instruction by Intel for performing
encryption and decryption.

Claim 4.6.1.3 Oblivious Leaf-Label Retrieval leaks no information

Retrieving a leaf label from the EPC-based position map performs a data-independent
traversal of the entire position map via oupdate (Section 4.3.3) operations. oupdate
performs work independent of its arguments within the register space of the processor
chip, which is hidden from adversarial view. Thus, the adversary learns no information
from observing leaf-label retrieval.

Claim 4.6.1.4 FetchPath leaks no information

FetchPath retrieves the path to a given leaf label. The randomness of this reduces to the
security of the underlying Path ORAM protocol (Section 3.3.3).

Claim 4.6.1.5 Verifying fetched path leaks no information
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To verify the integrity of a fetched path, the enclave re-computes the Merkle root using
SHA-256 over the path it fetched and subling hashes [68]. We note that our current
implementation uses SHA-256 from the Intel tcrypto library, which is not innately side-
channel resistant. Despite this, our scheme still achieves side-channel resistance because
all SHA-256 operations are over encrypted buckets. The same argument applies when
rebuilding the path on the way out to storage.

Claim 4.6.1.6 Oblivious Block Retrieval leaks no information

Once FetchPath completes, the only code that processes the path, to load that path into
the stash and return the requested block to the user, is decryption logic plus the oblivious
subroutine given in Section 4.3.5. Since the length of path and stash are data-dependent,
obliviousness reduces to the security of oupdate (see Claim 4.6.1.3).

Claim 4.6.1.7 Oblivious Rebuild leaks no information

Same argument as Claim 4.6.1.6, since new_path, bu and stash have data independent
size.

Claim 4.6.1.8 StorePath leaks no information

StorePath returns the new path to a leaf label that was fetched by an ORAM controller
enclave. From the adversary’s perspective, the stored path itself is an encrypted payload
of a known size, independent of underlying data.
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Chapter 5

Implementation and Evaluation

5.1 Experiment Setup

We implemented and evaluated the performance of ZeroTrace on a Dell Optiflex 7040, with
a 4 core Intel i5 6500 Skylake processor with SGX enabled and 64 GB of DRAM.

Beyond DRAM, our system utilizes a Western Digital WD5001AALS 500 GB 7200 RPM
HDD as backing untrusted storage. ZeroTrace is implemented purely in C/C++ for both
performance and easier compatibility with Intel SGX as enclave code is limited to purely
C/CH++ code. Our implementation consists of 4000 lines of code in total, with 1800 lines of
code within the enclave, which counts towards the TCB. We measure the time it takes our
memory service enclaves to complete user requests. In all experiments, our core memory
controller and data-structure APIs are implemented as application libraries in stand-alone
enclaves — to best model their performance as plug-and-play memory protection primitives
(Section 2.1). Thus, request time includes the time to send/receive the request to/from
the enclave, as well as the time to process the request (e.g., do an ORAM access).

5.2 Evaluation of Core Memory Controller

We first evaluate performance of ZeroTrace for the core memory controller component, con-
figured to resist software-based side channel attacks from an active adversary (Section 2.2).
Figure 5.1 shows the time taken by a single access request in contrast with the number
of data blocks N in the system, for DRAM and HDD untrusted storage systems. For the
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Figure 5.1: Representative result. Shows the number of data blocks vs. time per request, with
data blocks of size 1 KB. We use ZeroTrace with a PathORAM schema and the storage is HDD.
We use a tree top caching mechanism which caches all the recursion and integrity trees and all
but the last level of the data tree.

points using the ORAM recursion technique, we use a position map of size 1 KB within
the EPC and always set the recursion ORAM block size to 64 Bytes (a cacheline). When
recursion is not used, the position map is streamed through the EPC, paging as necessary.

In Figure 5.1, we see recursive ORAM pays off for large datasets, we note that in the
non-recursive settings the overhead comes from scanning the large position map to maintain
obliviousness. This matches the theory [68] and our system uses whichever configuration
achieves the best performance, depending on public parameters.

Performance breakdown. We further analyze the time taken to run oblivious enclave
code in the memory controller, vs. the time spent servicing untrusted memory requests, in
Figure 5.2. The main results are that the oblivious controller is the bottleneck given fast
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Figure 5.2:  Detailed performance breakdown. Shows the number of data blocks vs. time
spent in different parts of the request, with different storage backends, with a block size of 1
KB. Total time per request is the sum of controller and storage (DRAM or HDD) times. Naive
caching delegates caching completely to the OS, while tree top caching caches all the recursion
and integrity trees and all but one level of the data tree until 107 blocks. Beyond that point it
caches as many levels of the data tree as it can within the DRAM limit of 64GB. DRAM is shown
until 107 blocks, which is our DRAM capacity.

untrusted storage devices (e.g., DRAM). Our system caches the top portion of the ORAM
tree in DRAM until half of the DRAM (32 GB) is used, after which the system incurs a
large latency for disk seeks. This issue isn’t fundamental; our system can use an SSD to
improve disk latency.

For completeness, Figure 5.3 shows the controller request time varying the data ORAM
block size. For data ORAM block sizes, the curve is flat since the cost of recursion
dominates.
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Figure 5.3:  Performance as a function of data ORAM block size for datasets with varying
number of blocks V.

5.3 Evaluation of Controller Flexibility

We envision that applications could choose to trade stronger levels of security in exchange
for query efficiency depending on its requirements. ZeroTrace was hence designed to be
extremely flexible in switching between these levels. In figure 5.4, we contrast the time
taken per query in contrast with the number of blocks N, for four different levels of security.
At the strongest security setting, we present an oblivious memory controller resistant to
active adversaries. In this setting we protect against all the side channels introduced by
Intel SGX along with integrity verification through a Merkle tree (Section 3.3.3). If the
application setting envisions a passive (honest but curious) adversary then one can forego
the integrity verification module to obtain slightly better performance.

Alternatively one can chose to forego the controller obliviousness, while this mode
provides obliviousness to accesses at data level from the underlying PathORAM schema,
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Figure 5.4: Evaluation of our oblivious memory controller library for different security
levels with PathORAM as the underlying ORAM scheme.

it becomes susceptible to side channel leakages of Intel SGX (Section 3.2).

5.4 Improving the Controller Time

ZeroTrace is aimed at providing secure memory abstractions when using SGX for secure
computations. Keeping this in mind, looking at Figure 5.4, we note that when we use
memory as the backend, ZeroTrace is throttled by it’s controller time. In order to improve
upon this, we added support for an oblivious CircuitORAM schema as the underlying
ORAM for ZeroTrace. In Figures 5.5 and 5.6, we compare the performances of ZeroTrace
with the different underlying schemas.

In Figure 5.5, we see that CircuitORAM does not improve the performance of ZeroTrace
when the underlying data block size is small (8 bytes in this figure). Although the circuit
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Figure 5.5: Evaluation of ZeroTrace comparing PathORAM and CircuitORAM as the
underlying ORAM schema for data block sizes of 8 bytes.

complexity of Circuit ORAM is better than that of PathORAM, the discrepancy arises
due to the additional I/O required in CircuitORAM. As we mention in Section 3.3.4,
CircuitORAM uses 2 eviction paths chosen independently of the read path. As seen in
Figure 5.5 itself, if we were to switch to a passive adversarial model, CircuitORAM becomes
slightly more efficient than PathORAM just from the time saved in not performing the
multiple path integrity verification routines. Figure 5.6 we compare the performances
of the two underlying ORAM schemas of ZeroTrace, under varying data block sizes. It
is clear from the figure that CircuitORAM outperforms PathORAM in ZeroTrace under
larger block sizes. This reflects expected behaviour, as CircuitORAM requires only a much
smaller stash size than PathORAM and also has a one pass eviction circuit as mentioned
in Section 3.3.4, thus reducing the cost for oblivious evictions with increase in block size
from the time saved in scanning stash and eviction path.
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Figure 5.6: Evaluation of ZeroTrace comparing PathORAM and CircuitORAM as the
underlying ORAM schema for varying data block sizes with N = 107

5.5 Evaluation of Data-Structure Modules

We now evaluate a library of oblivious data-structures, which use our core memory
controller as a primitive. Data-structures expose two function calls to client applications:

Initialize( NV, size) Informs the ZeroTrace memory controller enclave to provision storage
for N size-Byte blocks.

Access(op,req) Performs the operation op, given arguments as a tuple req, whose format
changes based on the data-structure. Enclaves are required to sanitize this input to ensure
proper formatting.
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Set/Dictionary /List/Array.  Array is a direct call to our core memory controller,
which uses ORAM recursion to be asymptotically efficient.

Data-structures supported. Our current implementation supports oblivious arrays,
sets, dictionaries and lists. Array is a passthrough interface to our oblivious core memory
controller, suppporting the same interface read(addr) and write(addr, data). Sets support the
operations insert(data), delete(data) and contains(data). Dictionaries support put(tag, data)
and get(tag). Lists support insert(index,data) and remove(index). These options are
implemented obliviously in the enclave followed by the necessary ORAM lookups.

Implementation and results. In our current implementation, each data-structure
maintains a primitive array which stores information used to lookup the data block stored
by the memory controller. For example, sets and dictionaries use the array to store
cryptographic hashes of data blocks, which map array indices to addresses in the memory
controller. (Given our interface for set, above, the data storage is simply the array of
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hashes. Thus, set does not have a datasize.) The data-structure logic obliviously scans the
array in O(N) time, to find the block, and then makes a single memory controller access
to fetch the block. Figure 5.7 shows the performance for these data structures. While
our design is efficient for reasonably sized data-structures (< 10° elements), the O(N)
time scan dominates for larger datasets. The O(N) effect can be improved with optimized
data-structures from Wang et al. [75], which makes use of ORAMs and can use our core
memory controller as a primitive as well.
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Chapter 6

Towards Secure Remote
Computation

As we mentioned in the start of the thesis, the problem that interests us is how can we
improve upon existential secure computation models by leveraging secure hardware tools.
In this chapter, we discuss different mechanisms of secure computation that exist today,
and how and where our work fits in this spectrum.

6.1 Intel TPM + TXT

Intel TPM (Trusted Platform Module) is a hardware based security device that secures boot
process integrity. It protects the system start-up process and ensures that it is tamper-free
before releasing control to the operating system. It does so by ensuring that measurements
of the boot process matches previously known “trusted” values or Static Root of Trust
Measurements (SRTM).

Intel Trusted Execution Technology (TXT) is Intel’s implementation of the Trusted
Computing Group’s specification for trusted computing hardware, designed to ensure that
cloud infrastructure as a service (IaaS) has not been tampered with. Maintaining a chain
of trust while operating in an environment that is constantly exposed to unknown software
entities is non trivial. Hence Intel TXT provides instructions to establish another RTM,
named Dynamic Root of Trust for Measurement (DRTM), which allows the launch of a
measured trusted program without resorting to a platform reset.
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TXT makes use of TPM and reduces the software inside the secure container to a
virtual machine hosted by the CPU’s hardware virtualization features. TXT isolates the
software inside the container from untrusted software by ensuring exclusive control over
the entire computer while it is active. This is accomplished by a secure initialization
authenticated code module (SINIT ACM) that performs a warm system reset before
starting the container’s VM. In short, this module stops and blocks all ongoing processes,
interrupts and I/O and disables all but one processor, and this is what is referred to as the
Measured Launched Environment (MLE). Dynamic RTM begins upon user or program
request at any time during or after boot. The TXT enabled computer will measure
the about-to-start program(s) in a similar fashion to the static RTM ensuring that the
started programs have not been altered since a previously identified trusted configuration.
Furthermore, because of the MLE, the resulting program can be run with secure input and
output, and memory curtaining / protected execution. By measuring all programs that are
launched into a secure 1/O and memory/execution protected partition, TXT guarantees
that none of the programs in the trusted partition have been altered and protects their
data and execution from corruption while running.

The primary goal of using Intel TXT is to validate that there have been no unauthorized
changes to critical parts of the code that provides the secure environment. This check is
performed each time the environment launches, whether it is a cold boot, warm boot,
or exiting one hypervisor and launching a new one. These components are measured by
creating an SHA-1 hash of the component and validating that hash against a set of securely
stored values.

However Intel TPM~+TXT has several shortcomings. First, using a system for secure
computing via Intel TPM+TXT implies that this system cannot be used for any other
purposes, i.e. it yields poor hardware utilization. TXT does not implement DRAM
encryption or HMACs, and therefore is vulnerable to physical DRAM attacks. Wojtczuk

et al. [79, 81] have demonstrated several attacks against Intel TXT. In their work, they
point out that TXT inherently relies on a trusted System Management Mode (SMM).
However, there have been attacks on SMM handler’s [I18, 56, 80, 20], and using these

they demonstrate how to attack memory used by the TXT container. To summarize, Intel
TPM+TXT’s fundamental flaw is the inherent trust required on the SMM of the remote
server. This design flaw was resolved in Intel SGX, by ensuring that the PRM set aside
by SGX, is not accessible to even SMM. Although on the flip side, an advantage of using
Intel TPM+TXT is that it requires no reprogramming or tailoring at an application level
as opposed to other solutions.
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6.2 Fully Homomorphic Encryption (FHE)

Somewhat homomorphic encryption constructions have been around for a while, but it

wasn’t until 2009, when Gentry introduced “bootstrapping” [21] did we have a full-
fledged FHE scheme that was semantically secure and compact!. Over the last few
years there have been several constructions for FHE [25, 10, 21] that made use of

this bootstrapping technique, which lead to recent efforts to standardize FHE [55].
Fundamentally, bootstrapping enabled one to convert a levelled homomorphic encryption
schema that could homomorphically compute it’s own decryption circuit and slightly more,
to a fully homomorphic encryption scheme that can compute arbitrary depth circuits
homomorphically.

However, FHE is an extremely expensive tool, that introduces orders of magnitude of
overhead on a computation. For instance computing the AES-128 circuit today through
FHE using HEIlib [30] takes over 18 minutes for 180 blocks, i.e. an amortized 6 seconds per
block [31]. Native AES-NI on the other hand has a throughput of about 2607 MB /sec [12].
We note that all of this is without bootstrapping. Bootstrapping aggravates this problem
all the more, if our desired goal was to make large computations, such as running machine
learning algorithms on a large dataset, then having to periodically bootstrap becomes an
extremely inefficient process that scale with size of the underlying ciphertext. Another
concern with computing through FHE is the lack of integrity guarantees. In order to
attain authenticity guarantees on the computation, one has to additionally use a proof
system (such as SNARKS [7] or homomorphic signature schemes [28]) in conjunction with
it.

Hence, we see that there are several efficiency throttles for FHE as we know it today.
The most efficient levelled FHE scheme today induces a per-gate asymptotic overhead
of O(AQ). As we mentioned earlier, the plaintext spaces are confined to short integer
vectors, and hence adapting large datasets to make use of FHE, is itself a challenging
task. This problem of handling input data, is aggravated by the innate data size blowup,
each individual data element gets expanded into matrices of much larger dimensions
depending on the required security. Moreover, this is without accounting for the practical
constraint of unrolling one’s desired program into an FHE compatible circuit which involves
reprogramming the entire computation. All of these practical constraints would make it
seem that today FHE isn’t practically feasible today and is unlikely to be so in the recent
future.

!Compactness is a property expected of FHE schemes today, which states that ciphertext size must be
independent of the circuit depth
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6.3 Concluding remarks

Secure computation is an ever growing area of interest. Over the last decade, we have
envisioned and seen the rise of several interesting applications for it. However, the
techniques we see today are limited either computational capabilities, or are not efficient
enough to be practical. Intel SGX offers a new hope of efficient secure computation,
however it has security gaps that need to be patched.

In this work, we designed and implemented ZeroTrace, a secure memory controller that
can assure security guarantees for sensitive data while working with Intel SGX for secure
computation. ZeroTrace is a stepping stone to achieving practically viable, scalable and
secure computation via Intel SGX.
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