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Executive Summary

Key Observations

* Glaobalization, technological complexity, interdependence, terrorism, climate and
energy volatility, and pandemic potential areincreasing the level of risk that
societies and or ganizations now face. Risks also areincreasingly interrelated;
disruptionsin one area can cascade in multiple directions.

» The ability to manage emer ging risks, anticipate the inter actions between differ ent
types of risk, and bounce back from disruption will be a competitive differ entiator
for companies and countries alikein the 21st century.

What Policymakers Should Know

The national objective is not just homeland protection, but economic resilience: the
ability to mitigate and recover quickly from disruption. Businesses must root the case for
investment in resilience strategies to manage a spectrum of risks, not just catastrophic
ones.

Making a business case for investment in defenses against |ow-probability events (even
those with high impact) is difficult. However, making a business case for investments
that assure business continuity and shareholder value is not a heavy lift.

There are an infinite number of disruption scenarios, but only a finite number of
outcomes. Leading organizations do not manage specific scenarios, rather they create the
agility and flexibility to cope with turbulent situations.

The investments and contingency plans these leading companies make to manage a
spectrum of risk create a capability to respond to high-impact disasters as well.

Government regulations tend to stovepipe different types of risk, which impedes
companies’ abilities to manage risk in an integrated way. Policies to strengthen risk
management capabilities would serve both security and competitiveness goals.

What CEOs and Boards Should Know
Operational risks are growing rapidly and outpacing many companies abilities to
manage them.

Corporate leadership has historically viewed operational risk management as a back
office control function. But managing operational risks increasingly affects rea-time
financial performance.

The 835 companies that announced a supply chain disruption between 1989 and
2000 experienced 33 percent to 40 percent lower stock returns than their industry
peers.



Twenty-five percent of companies that experienced an IT outage of two to six
days went bankrupt immediately. Ninety-three percent of companies that lost their
data center for 10 days or more fi led for bankruptcy within a year.

A preponderance of board members report that boards are under-informed about
operational risk.

Lack of collaboration between risk specialties, and lack of consistent and “leading”
metrics to anticipate emerging or interacting risks, are important gaps in the risk
management

Prioritiesfor Universities

Learning to Change

Create cutting-edge, cross-disciplinary resilience curricula and research centers
Prioritiesfor Policymakers

Lead by Incentive
Include resilience criteriain procurement and research and development processes
Reinforce Market Mechanisms.
Explore expanded U.S. Securities and Exchange Commission (SEC) disclosure
reguirements on non-financial material risks

Reduce Risk and Cost for Resilience Solutions
Leverage computational capabilities of universities and national |aboratories to
strengthen modeling and simulation of operational risks
Catalyze regional networks for crisis management and information exchange
Expand technology test beds to demonstrate the cost-effectiveness of resilience
solutions

Invest in Training and Education to Change the Culture
Create a Resilience Curriculum Fund to embed resilience in undergraduate and
professional education
Stimulate cross-disciplinary research centers on resilience

Prioritiesfor Business
Walk the Talk at the Top

Inspire cultural transformation

Link Operational Risk to Revenues
Organize risk management processes as a continuum

Take a Systems Approach
Identify critical vulnerabilities across business assets and operations



Manage with Metrics
Benchmark risk management performance on the operational side

Harness New Technologies
Apply technology solutions, that create early warning and tracking capabilities, as
well as coordination across the organization.

Create Adaptive Capacity
Develop capabilities to mitigate a variety of outcomes from disruptions

Learning to Change
Create cutting-edge, cross-disciplinary resilience curricula and research centers



The Competitiveness and Security
Conundrum

Key Findings “Creating the right balance between
After the shock of 9/11, the Council on economic competitiveness and
Competitiveness introduced the homeland security remains a critical
concept that America’s security isalso national challenge. This challenge
a national competitiveness challenge.

calls for private sector leadership and
action™

Our economy—the engine of jobs and T S S
prosperity—could be brought to its
knees by awell-placed terrorist attack.
And, for the first time in our nation’s history, its economic assets and infrastructure were
on the front lines of a battlefield: key targets and even pathways for attack. By the same
token, however, the economy could suffer an equally damaging blow from excessive
security measures that stifled productivity and slowed commerce.

The Council and Carnegie Mellon University, in conjunction with The Business
Roundtable, the National Academies, the National Association of Manufacturers and the
National Governors Association, convened the first-ever National Symposium on
Competitiveness and Security. Its goal: to bring together America's public—and
private—sector leaders to “ Create Opportunity Out of Adversity.” Two hundred and fifty
national leaders—CEOs from some of America’ s largest companies, as well as
executives from government, labor and academia—gathered in Pittsburgh to share their
experiences and insights on the right balance between competitiveness and security.

Armed with a powerful and compelling framework, Chad Holliday, the CEO of DuPont,
and Jerry Cohon, the president of Carnegie Mellon, convened a CEO level steering
committee to bring unique leadership perspectives on the risk-benefit cal culations of
security investment, and a platform for peer-to-peer advocacy dialogue with senior
administration officials and congressional |eaders.

An expert advisory committee co-chaired by Robert Moore, director of global security
for Merck, and Catherine Allen, then CEO of BITs, managed a complex sector study
process that investigated best practices in five industries. chemical, electric and gas
utilities, financial services, petroleum, and pharmaceutical.

What we learned is that the challenge is not security: it is resilience.



What Policymakers Should Know
It'sa Whole New Ball Gamefor Risk
(Irrespective of Terrorism)

Globalization, technological complexity,
interdependence, and speed are fundamentally
changing the kind of risks and competitive
challenges that companies—and countries—face.
Failure, whether by attack or accident, can spread
quickly and cascade across networks, borders and
societies. Increasingly, disruptions can come from
unforeseen directions with unanticipated effects.
Global information and transportation networks
create interdependencies

that magnify the impact of individual incidents.
These new types of risk demand new methods of
risk management. (See “Test Your Risk 1Q” at
right.)

Resilience Trumps Protection

Homeland security is often seen as a protective,
even defensive, posture. But Maginot lines are
inherently flawed. Fences and firewalls can
always be breached. Rather, the national focus
should be on risk management and resilience, not

security and protection. Resilience—the capability

If you anawerad all of the above, you would be
right. Water leaking into & chemical containment
vessal created a cloud of toxic gas that led to the
chemical disaster in Bhopal India in 1984, Theught
to be the world's worst industrial disaster, the
accident killed 2000 people and injured 200,000
people. Ovengrown branches was the proximate
cause of a power blackout in August of 2003
that left 50 million people in the United States
and Canada without power for several days and
resulted in at keast $5 billion in economic damage.
Diabris on a rail frack, according to the Naticnal
Transportation Safety Board, was a possible cause
of the CSX train derailmant in the Howsard Strest
Tunnel in 2001, The accident created a five-day-
long fire, released toxic chemicals and severed
fiber optic cables, which then caused a slowdown
in Intarnet service. The love bug computar virus in
2000 attacked 45 million computers and causad
betwean $6—%10 billion in economic loases Risk
cannct be eliminated; mitigation and recovery ara
easential parts of the risks mangagement structure.

to anticipate risk, limit impact and bounce back rapidly—is the ultimate objective of both

economic security and corporate competitiveness.

The Business Case Begins with BusinessRisks

The business case for investment in resilience has to be rooted in meeting a spectrum of
business risks. It cannot be based solely on the possibility of disaster. In fact, most of the
investments that |ead-ing organizations are making—investments thet can run in the
hundreds of millions of dollars—are aimed at managing the risks they face on a day-to-

day basis.



Wal-Mart’s Supply Chain Resilience

It happens every spring: The snow starts melting, people trade in their winter parkas for
swimsuits, barbecue grills are dusted off, and lawn mowers arae started up. When this
happens, customers expect their local Wal-Mart and Sam's Club to be ready for them as
they buy the sunscreen, hamburgers, and lawn equipment for that first warm weakend.
Unfortunately, this shift cccurs at a different time all acrozs the country, and thers is no

way to peq it to a date on a calendar a= one can with a holiday. That means that Wal-Mart's
merchandisers and transportation, logistics, and operations teams need to be ready to fransition
quickly; and in a manner that enakles stores in Minnesata to continue stocking snow shavels
while the Alabama stores start to stock flip-flops.

The same data management systems that allow WakMart to mest changing customer needs
during s=asonal transtions, also allow them to react quickly to a disaster anywhers in the country,
by flowing essential merchandise to the affected communitizs, This structure enables the nght
merchandisa mixture as well: water, cleaning supplies and propane to communities in the strike
zone; extra food, diapers and toilstries to towns with a sudden influx of evacuess.

This capability was most evident during Hurricans Katrina, when Wal-Mart was abla to bring 66
percant of its stores in the affected region back inte operation with 48 hours, and 93 percant
within eeven days. The company used its proprietary systems to start planning alternative routes
and emergency staging areas—even while Katrina was still a fropical depression in the Aflantic
Ocean, An automated invertory managemsnt system created visibility into the location of needed
ragources And, since avery truck is equipped with on-board computer technalogies, shipmarts
could be redirected at any time.

Thiz kind of supply chain sophistication could not have been justified solely on disaster
preparedness grounds, Disaster management is a key sids-benefit of supply chain resilience,
and the nation a key benefician. But its irwestment iz rooted in enhanced preductivity, inventony
visibility, and supply chain continuity and flexibility, all of which are core to competitive advantage.

For example, the supply chain flexibility that Wal-Mart pioneered—a capability that
enabled the company to operate despite the devastation wrought by Hurricane Katrina—
was not specifically created to cope with catastrophe. Rather, Wal-Mart’ s significant
investments in RFID tags, software, and staging centers were intended to meet the day-
to-day complexities of customer demand. But inthe process, Wal-Mart’ s supply chain
resilience also created extraordinary disaster management capabilities. (see “Wal-Mart’s
Supply Chain Resilience” above)

Regulatory Solutions Often Reinforce Risk Silos

For companies, there are an infinite number of What is resilience?
disruption scenarios, but only afinite number of
outcomes. In the end, it does not matter whether power
failures, floods, strikes or terrorist attacks cause the
down time. Causes count less than creating the agility The Resilient Enterprise Is risk
and flexibility to mitigate risks and manage outcomes. intelligent, flexible and agile.2

Resllience Is the capacity for complex
systems to survive, adapt, evolve and
grow In the face of turbulent change.

Government, however, tends to see different categories
of risk—terrorism and natural disaster, climate change,
worker safety, governance—as different problems requiring separate sets of regulatory
solutions. In today’s risk environment, that creates three potential problems:




Fird, it often results in a*check the box” response that is at odds with the need to
create value by managing risk on an enterprise-wide basis.

Second, because risks cascade across networks and private enterprises in complex
ways, risk silos may actually increase risk exposure.

Third, it sets up the potential for inconsistent and often overlapping setsof
regulatory requirements, which raise cost and complexity without actually
improving outcomes.

What CEOs and Boards Should Know

Enterprise Risk Management isa Competitive Advantage

Businesses make money by taking risks, but lose money by failing to manage them. A
study by Deloitte Research indicated that many of the largest losses in value among the
world's largest global companies were a result of afailure to manage risk effectively and
systematically. The study found that most firms were exposed to more than one type of
risk—whether strategic, operational, market or financial— and failed to manage the
relationships among these different types of risk. Actions taken to address one type of
risk had the potential to increase exposure to other types of risk. The failure to manage
risk on an enterprise basis takes a huge toll. The study found that amost half of the 1000
largest global companies suffered declines in share prices of more than 20 percent in a
one- month period between 1994 and 2003, relative to the Morgan Stanley Capital
International (MSCI) World Index. And the value losses were often long-standing. By the
end of 2003, share prices for one-quarter of the companies had not recovered to their
origina levels.

Managing Operational RisksisKey

The business equivalent to homeland security and critical infrastructure protection is
operational risk management—a domain that many executives see as the most important
emerging area of risk for their firms. (See Chart 1, following page) Increasingly, failure
to plan for operational resilience can have “bet the firm” results.

Research on supply chain resilience demonstrated that the 835 companies that
announced a supply chain disruption between 1989 and 2000 experienced 33
percent to 40 percent lower stock returns than their industry peers, regardless of
industry, cause of disruption or time period. Such firms experienced 7 percent
lower sales growth and 11 percent higher costs. Changes in operating income,
sales, total costs and inventories remained negative in the two years after the
problems were disclosed.a
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1. Operational Risk ldentified as Most Impertant Risk Facing Executivas Today
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25 percent of companies that experienced an IT outage of two to six days went
bankrupt immediately. Ninety-three percent of companies that lost their data
center for 10 days or more filed for bankruptcy within a year.s

Operational Risks Remain Stovepiped and Under measur ed

Different aspects of operationa risk—physical and employee security, environmental
health and safety, I'T security, business continuity, disaster management, supply chain
security, energy supply and quality— are frequently separated from one another within
the organization, and sometimes de-linked from overall corporate risk management.

On the financial side, there are increasingly sophisticated systems that measure market
and credit risk— often using sophisticated algorithms and supercomputers to model risk
exposure. By contrast, although operational risks are arguably at least as complex,
operational risk exposure tends to be measured by checklists, which are often based on
experience and instinct. In fact, as Chart 2 on page 13 indicates, boards are not as
comfortable with their nonfinancial as their financial risk management.

Industry Continuesto Face a Risk of Reactive Regulation
Given that six years have passed since 9/11, it is tempting to believe that the danger of a
major attack on the United States has abated. Unfortunately, a successful and devastating

attack on U.S. soil remains the gold standard for global terrorism. To date, efforts to
regulate security have been incremental and
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2. Boards Are Less Confident in Mon-financial Risk Management
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sector-specific. But regulatory incrementalism could become a regulatory tsunami if a
major attack occurs and industry has not taken the necessary steps to ensure its resilience.

Executive Priorities
Prioritiesfor CEOs and Boards

Corporate executives need to transform current risk management practices with avision
and strategy to implement enterprisewide approaches, and build in the flexibility, agility
and adaptability that are characteristic of resilient systems.

Walk the Talk at the Top Inspire cultura transformation by creating a vision for the
enterprisewide resilience approach, connect the organizational silos, and engage the
entire workforce in risk management.

Link Operational Risk to Revenues Organize risk management processes as a
continuum—Tfrom prevention to profit—to enable consideration of financial trade-offs
among different approaches.

Take a Systems Approach Identify critical vulnerabilities across business assets and
operations, including competitive context, and analyze how disruptions might unfold.

Manage with Metrics Benchmark risk management performance on the operaional side,
identify leading rather than lagging indicators, and quantify the effectiveness of
alternative risk management strategies.

Harness New Technologies Apply technology solutions that create early warning and
tracking capabilities, as well as coordination across the organization.

Create Adaptive Capacity Develop capabilities to mitigate a variety of outcomes from
disruptions, regardless of cause, rather than planning for specific scenarios.

12



Prioritiesfor Universities
Universities should positionthemselves to drive new research, knowledge creation and
educational curriculathat will build the theoretical and practical groundwork for a
resilient economy.
- Create cutting-edge, cross-disciplinary resilience curricula that prepare students
for aturbulent, interdependent work environment.
Develop interdisciplinary research centers that help government and industry
respond to the challenges of building resilience.
Galvanize local and regional efforts to enhance infrastructure resilience and
preparedness along with economic development.
Communi cate the importance of aligning security and competitiveness to policy-
makers, business leaders, and the public.

Prioritiesfor Public Policymakers

Public policy should strive to reduce uncertainty and inconsistency, lead by incentive
where possible, use market mechanisms more creatively and public-private partnerships
more effectively, and support education and training programs that change cultures.

L ead By Incentive
Leverage the government’ s buying clout to embed resilience criteriain the
procurement selection processes and supply chains.
Leverage the government’s investments in technology to embed resilience criteria
in the evaluation and selection process for emerging technologies.

Leverage Market IncentivesMore Creatively
Expand guidance on disclosure of nonfinancial material risks in SEC fi lings.
Support policies that incentivize risk management through the market rather than
through prescriptive regulation.

Effective Partnerships: Reduce Risk and Cost
Fund additional research to devel op sophisticated computational modeling of
operational risk and quantitative measures of effectiveness in risk management
processes.
Create regional networks to exchange information on infrastructure or system risk
management, crisis planning and preparedness, non proprietary best practices, and
intelligence-sharing between the public and private sectors.
Expand the program of technology test beds, such as the U.S. Department of
Energy National SCADA Test Bed, which helps companies test how their current
operating systems would interface with innovative security solutions.

Education and Training: Change the Culture

Establish a Resilience Curriculum Fund under which universities and other
education/training providers could apply for competitively awarded grants to

13



develop resilience curricula and training programs, either stand-alone or
embedded in existing curricula

Stimulate cross-disciplinary synthesis of resilience and research at a system level.

14



Seeking the Upside of Security:
L earning from Five Sectors

The Council’s coreinsight immediately following Itis irstructive to remember that 20 years ag,
the events of 9/11 was that the attacksnot only had ~ jeriees reentes Befee heeit i st
critical secur |ty reper cuss ons, they also had maj or J‘apsnﬁe demanstrated that building quality irta
com petltlven% i mpllcatlons With so much of the processas and production, rather than inspecting

out the rejects, was a better formula for success.

economic infrastructure owned or operated by the I fact, the Council on Competitivensss was bom

private sector, any solution for addressing b i o Yo e e I sl
. managemeant challengs from Japan,
homeland security threats and scalable responses , : e
o ) n the same way, the chemical industry created
would have to come from within business, not a new framawork for integrated safely manage-
i ; ment after the disaster in Bhopal, India. Today,
imposed from the outside. F ¥

the industry calculates that the zavings from itz
safety program are five imes greater than the di-
In response tothisins ght’ the Council launched ract cost of injuriee—which includes the avoided

costs of lest production, process interruptions,

first-of-their-kind studiesin five sectorsto identify equipment replazement, lifigation and damage

abusiness case for security. The approach was SRS
. - . . puUtiic Image. = dri'e 10Warnl Iers accidants
ar ounded in the par allels with Integl' ated quaj Ity was not just the right thing to do; it becams a

and safety that evolved in the 1980s and 1990s. best business practice.
Businesses traditionally viewed both quality and

safety as cost drivers. But new management and

organizational approachestransformed them into
productivity-enablers.

In the same way, the business community historically
viewed security as a sunk cost, not a strategic opportunity. But if integrated quality and
safety management systems could become business drivers and pathways for productivity
growth, why couldn’t the same be true for integrated security management? (see “We've
Been Here Before” at right) Study leaders across the five sectors identified three generic
approaches to security:
- Security as the price of doing business (the “ as little expense as possible”
approach)
Security as a strategy (standardize across the operation to strengthen security but
rationalize the cost)
Security as a strategic opportunity (seize opportunities to gain multiple benefits
from security investments)

Security perceptions and practices vary widely from sector to sector; even companies
within the same industry differ in their security approaches. In genera, the financial
services and oil industries tend to be ahead of the curve in seeing security as part of risk
management and financial reward. For financial
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Views From the Industry Trenches

"Future security practices really depend on what the government is going to do! Chemios! bdustry Evecorive

"Enviranmert, safety and secunty activities are well-integrated and coordinated with bath carporate and
oparaticns, and work collaboratively with information secunty and supply chain sscurity. The crisis man-
agement teams have besn in place since the early 1980z and invole high-level executive teams, func-
tional teams, area regional teams and site emergancy teams!’ Chemical industry Evsouwive

"Customers care most about reliability not secunty Sscunity cannot come at a pramium.” Power hdusey Ex-
acutive

“Wall Street would frown upon companies who invest money in security as a waste of capital. Money

iz invested in ulilities bacause of the dividends. But when ulilities spend mare on infrastructurs, money

available for dividends will shrink? Matural Gas indussrny Evscotive

"Cur corporate risk management focuses on market and credit risks. Security and other operaticnal risks
are managad on the operational level by the asset owners, A risk management committes, comprisad of
several senior members of the firm, meets regularly to discuss the risks the firm faces, But security risk is
not viewed as & major rish management concem! Power industy Erecurive

"It took uz a good leng time to corwince cur CEQ that the world has changed. In the past, the regulators
locked at rasults. In the old days, (if the results were good), you could assume that we were managing
the hell out of risk. Today they say: ‘Show me your isk management processes! If you cannot document
how your structure produced those results, they assume it could be luck, and you are not managing risk!
Financia Services Evacufive

“In the past, project managers viewsd their function narrowly as getting oil out of the ground. Security
was viewsd a5 a necessary costto allow them to do their job. In current projects, security i= =0 tightly
integrated with the management team that it does not even have a separate budgst! 0# industy Executive

"Our operating system was never built for digital security. There have been specific cases in which hack-
ars got all the way into the digital process controls. As we've moved into higher levals of digital integra-
tion, creating visibility through the value chain, cur systems have become slectronically linked. Automating
all field production increasss the level of exposure as well And cyber-wilnerabilties creats physical secu-
rity problems. Physical security is enabled by digital sacurity—all physical security locking mechanismis are
now IT cortrolled. Security has become a strategic issue!’ Of indusry Evecutive

"Security is mostly physical sscurity, | involves the protection of pacple and faciliies, but not products
ar intellectual property: The risk management group identifies and mitigates insurance risk” Phamacewioal
indhustry Evacutive

“In our company security is irvolved in key business decizions from the ground floar When naw facilifies
are being planned, new products launched, new business relationships established or new acquisitions
mads, sacurity input is raquired.’ Phermacestical indusiy Erecutive
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service companies, international agreements, like the Basel Accord, and domestic
regulatory standards initially motivated the integration of security with

risk management. The oil industry tends to integrate security into major business
decisions because of its history of operating in unstable and often unpredictable regions.
Leaders in the chemical and pharmaceutical industries led the way with voluntary safety
standards in the 1990s—which expanded after 9/11 to include security. But the
companies are far from uniform in the way they view security. Similarly, utility firms are
at varying stages of sophistication in the way security is positioned within their
companies. (see “Views from the Industry Trenches’ on previous page)

But in each of the five sectors studied, there is anecdotal evidence of an upside to security
that goes beyond mere loss avoidance.

In fact, leadership-class companies are transforming the way they think about—and
manage—security and risk. Security is “baked into” every process and decision, not
bolted on with fences and firewalls. An oil company executive noted:
“The security program has made great strides in establishing security asa
competitive issue. Security officers routinely take part in discussions involving
issues such as palitical risk, country risk and strategic reserves. The capabilities of
our security program give us a competitive advantage. We operate in countries
that our competitors cannot.”

Or as afinancial services executive remarked: “ Security is the support structure for the
relationship we have with our customers.”

More innovative and enterprisewide security solutions can yield bottom line results, both
as aproductivity- enabler and potentially a profit center. Insight

into workflow efficiencies, reduced losses from fraud or waste, and savings on insurance
premiums can create competitive benefi ts that still remain largely uncalculated in many
companies.

In the chemical sector, firms report that new access control systems can reduce loss (from
pilferage) and that better time and attendance monitoring—including better monitoring of
contractor hours—increase productivity. One utility combines automated meter reading
with a service call system that targets outage locations and reports repair times back to
customers.

A study by Stanford University, the National Association of Manufacturers and IBM
found that a funny thing happens on the way to supply chain security. Companies
discovered increased efficiency, better inventory management, and reduced cycle and
shipping times.

Some companies are taking advantage of the technologies and capabilities devel oped for
security to create whole new business lines. In the financial services sector, afew firms
actively market security related products and processes to peers. One company in the
chemical sector is marketing an opensource software system designed to integrate safety,
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health and security-related information. At Waste Management, an integrated security
center has not only streamlined costs, it is becoming a profit center for the company. (See
“Innovation at Waste Management” bel ow.)

Innovation at Waste Management: Business Benefits from Security

After 9/11 and a break-in a few months later at a landfill in Cut and Shoot, Texas, that destroyed

half a million dallars in heavy equipment, Waste Managoment bagan to investigate the benefits of

a state-of-the-art security operations center. It found that its own security was inconsistent across

its 2,000 facilities. Some facilities lacked alarms altogether, and other alarms were braken or not in

use. 5o, the company created the Life Safety Control Center (LSCC) and deployed smart video and

alarm technologies to monitor intrusions into secured areas, as wall as to monitor for fire or work-

placa viclance.

The LSCC is creating benefits for the company that go well beyond protection.

+ |t=senes as an emergency operations and communications hub during natural disasters or other crises,
really proving its value during hurricanes Katnna and Rita.

+ The Center monitors business transactions to reduce vulnerability to theft and fraud.

+ The LSCC's video systems allows Waste Management to analyze wark-process efficiency and safety
operations—analyses that employees can conduct from anywhere within Waste Management's network,

eaving considerable fime and travel costs,

+ Mideo manitoring also is used in Waste Management's growing business of “witnessed and certified”
product destruction. There ars thousands of products destroyed daily, all under contract to manufacturers
whao want to prevent defective matenals from entenng the markst through gray-market channels,

+ LBCC provides GP'S monitaring that can alert Waste Management if certain trucks |save designated
routes. From a national security point of view, the LSCC represents a step forward in meeting the national
mission to secure sensitive matenals in fransit and to strengthen disaster resilience.

And from a compstitiveness point of view, Waste Management is demonstrating that good securty can be-

come a bottom-line benefit Waste Managemant now actively marksts these capabilities to other small- and

medium-sized companies that would rather outsource these costs effectively than make the capital irvest-

ments in their cwn monitoring centers. Daspite the considarable capital costs, LSCC's year-cver-year pro-
ductivity and financial return has increased—from $450,000 in 2004 to more than 5 million in 2006,

For some of the leading organizations, the added confidence in the brand, sharehol der
value, customer satisfaction and employee confidence, though less easy to quantify, also
are significant aspects of the value proposition from security. Chart 3 on the following
page lays out a framework of the prospective business benefits from security.
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Why Companies May Not Recognize the Business Benefits of Security

Despite the prospective bottom:line benefits from security, most companies have not
moved creatively to capture them. Many continue to see security asa necessary function,
but not a core business value. Organizationally, the security function is often
disconnected from business continuity and business drivers. Few companies have
developed consistent metrics to quantify cost, benefits or performance. The five sector
studies highlighted that the barriers to the business case are often organizational and
cultural—a product of the way in which companies have historically positioned security.
Looking across the sectors, there are common patterns that capture some of these critical
barriers.

Security IsNot Linked to Strategic Planning and Risk Management.
Security in many of the sectors was not aligned with business strategy and not
integrated into strategic planning, product development, engineering risk
management or supply chain management. Indeed, the security function often
does not report at the same level as other senior managers, resulting in what one
executive called “ security by obscurity”.

MIA: Metricsfor Success

In most companies, metrics to capture the value of the security function to the
enterprise are unavailable, anecdotal or inconsistent. The lack of a framework to
demonstrate efficiency gains, reduced theft or fraud, new business opportunities
or new markets is a critical barrier. The inability to measure value reinforces the
conventional perception that security is an overhead cost rather than a core
business enabler. And, it impedes the ability to develop market-based standards
by which ratings agencies or the insurance companies could assess different types
of security risks.

Security Functions Are Stovepiped

In a number of companies, different aspects of security are siloed by function:
physical and employee security; supply chain security; IT security; and IP
security. The practical consequences of security silos is thet companies within a
sector find it difficult to agree on cross-cutting best practices. Between sectors,
the existence of different organizational silos bogs down efforts to reduce the
risks that stem from infrastructure interdependencies. Lack of acommon lingo
makes it harder to partner effectively with each other or with federal, state, and
local governments—or even to demonstrate to Congress and the American public
that companies are exercising due diligence.

Security Executives: Company Copsor Global Risk Manager s?

Unlike most other C-Suite positions, the roles and responsibilities of chief
security officers are not well defined. They can range from company cop (viewed
with suspicion) to global risk manager (where no business decision is made
without a security sign-off). Reporting often goes through the Office of the
General Counsel (where the focus is on compliance) or through Human Relations
(where the focus is on guards with guns).
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CultureWars: Linking Security to the Language of Risk and Reward

Many chief security executives come out of law enforcement, often with
distinguished 30- year careers. That makes them exceedingly well equipped to
catch crooks, but often less conversant with how to demonstrate the value of
security to the overall enterprise. And they need to be able to speak the language
of risk and reward when they’ re competing for investment capital. By the same
token, business executives do not typically speak the language of security.

3. Business Benefits of Security
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Lack of Worker Training asthe First Line of Defense

Integrating security across the enterprise requires a culture that includes workers
as afirst line of defense. But few of the companies in the studies had taken steps
to engage workers in securing the enterprise. Incidents were not always formally
reported. In some cases, it took days before security executives were even aware
that an incident had occurred. Given advancesin IT and software, automated
tracking systems are relatively simple to institute, create a valuable learning tool
and could be a key component in developing the quantitative models to measure
security risk and performance. Similarly, many companies lack the training
programs to achieve a cultural transformation. In leader organizations, training is
detailed, role-specific, automated and required at regular intervals. But thisisthe
exception rather than the rule.

L earning to Change: Education and Resear ch

Professional curricula largely ignore security as part of risk management and
resilience. Business schools do not include security as part of the standard CEO
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education. Although engineering schools have embraced the principles of
designing for quality, safety and more recently sustainability, they often lack a
“design for security” focus. In the same

way, academic research centers study many aspects of many industry sectors—

4. Summary of Council en Competitiveness Study Obsarvations
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from organization and management to supply chain and product design—but only
a handful embed concepts of security or risk management into the research
agenda. They represent a large—and largely untapped—potential to create the
intellectual content (and metrics) that will drive a paradigm shift toward
resilience.

L ooking Ahead
Challenge for Companies

The challenge for companiesis to overcome a historical perspective that views security
as static defenses—whether fences or firewalls—and security executives as company
cops. To the contrary, security must be integrated into the risk management continuum,
not only for loss avoidance, but also for value creation. (see “Transforming Security into
a Strategy for Resilience” below)
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Transforming Security into a Strategy for Resilience
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Challenge for Government

The dilemma for public policy is that the “security” in homeland security does not
necessarily match up to the corporate security function. Arguably, homeland security
missions are as much about economic resilience as they are about protection. And the
functional equivalents to the economic resilience mission in the private sector are
business continuity, disaster management and risk management functions, not just
Ssecurity.

Y et, the focus of much of the government’ s efforts has been to create public-private
partnerships that reach out principally to security executives. From aresilience
perspective, this may not be the logical partnership focus. Moreover, government
attemptsto create aregulatory structure to assure private sector preparedness may
actually reinforce risk silos, rather than strengthen private sector risk management and
response capabilities.
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Warning: Turbulence Ahead

Therisk environment has changed dramatically for countries and companies alike.
Added to thethreat of global terrorism are new technical, operational and strategic
risks. extended supply chains; technological interdependencies; I T vulner abilities,
mutating viruses; even weather phenomena. These combine to create the potential
for disruptionsthat propagate quickly across technological networks and

geographic borders.

In fact, many of these emerging trends not only create new
homeland security challenges, they exacerbate operational
risks for companies as well—risks that not all companies
are well-prepared to meet. What the sector studies highlight
isthat the silos in security are characteristic of many
aspects of operational risk management. Just as security
functions (physical and employee, IT, supply chain
security) are siloed, so too are business continuity; safety,
environment and health; disaster management.

Within these risk specialties, there are, to be sure, very
sophisticated management processes. The problem is that
risks do not respect silos. An IT data breach is not just a
problem for the IT security executive; it can rapidly evolve
into a reputation risk, alitigation risk and a fi nancial risk
that can engage the entire company.»

Given some of the turbulence ahead, the lack of an

“The warld is becoming turbulent faster than
organizations are becoming resilient. The
evidence s all around us. Big companies
ara falling more frequently. Of the 20 largest
U.S. bankruptcies in the past two decades,
10 occurred in the last two years. Corporate
earnings are more arratic. Over the past four
decades, year-to-year volatility in the earning
growth rate of the S&P 500 companies has
incraased by naarly 50 percont, despite
vigorous efforis to manage samings.

Technological discontinuities, regulatory
upheavals, geopolitical shocks, industry
deverticalization and disintermediation,
abrupt shifts in consumer tastes and hordes
of nontraditional competitors—these are
just a few of the forces undarmining the

advantages of incumbeancy™

Gary Hamel and Liisa Valikanges. "The Quest for Resilience?
Harvard Business Rewiew. September 2003,

integrated approach to risk management is itself becoming a potential risk factor. Some

of the trends that change the risk that companies face include:

The Emergence of Global Enterprises
New Technology and Infrastructure Risks
Evolving Legal and Regulatory Risks

Over the Horizon Risks: Energy Volatility and Pandemics

Emergence of Global Enterprises

Global enterprises of the 21st century are very different from the multinationals of the
last century. Where multinational companies typically transplanted themselves as self-
contained businesses on foreign shores, global enterprises disperse pieces of their
business operations across different geographies, which are networked to each other

through voice and data I T systems and supply chains.
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&, LS. Multinationals Sell Three Times Mora Through Foreign
Affiliates Than Through Exports
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The Council’ s Competitiveness Index: Where America Stands highlights just how fast the
U.S. companies are shifting from multinational firmsto global enterprises. Sales of U.S.
foreign subsidiaries dwarf those of their U.S.-based parents—three times higher than U.S.
exports and even 50 percent higher than

the trade deficit. (See Chart 5 above)

From a corporate risk perspective, globalization of companies cuts two ways. On one
hand, companies are able to leverage geography to disperse risk. Indeed, rather than
creating static backup sites (that often gather dust until a disruption occurs), some of the
leading companies are rolling out plans to automatically shift operations among global
hubs, should one site go down. They are creating shadow seats in each of their locations
and cross-training employees in different geographies to assure business continuity for
critical functions in case of an emergency.

On the other hand, the diffusion of interconnected operations also increases a company’s
exposure: to infrastructure disruptions—in transportation, communications,
information—that enable the enterprise to operate seamlessly across different
geographies, to the rapid spread of contagious diseases among employees who are
traveling between sites, and to geo-political instabilities and terrorism.

New Technology and Infrastructure Risks
Infrastructure risks continue to mount as disruptions across networks and catastrophic
losses escalates. Electric power outages and power quality problems already cost the

private sector and the nation about $80 billion every year in lost productivity and
downtime. But when an outage cascaded across multiple transmission systemsin the
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August blackout of 2003, the losses escalated to between $6—10 billionfor asingle
incident.s

The Internet is creating an entirely new set of vulnerabilities and risks that many
companies have not mastered. A recent study indicated that almost seven out of 10
companies were losing sensitive data or having it stolen out from under them as many as
six times ayear. It turns out that losing data is expensive. Companies that publicly
reported a dataloss or breach had an average of 8 percent loss of revenue.s

The recent Internet attack in Estonia ushered in a new kind of threat. The attackers used a
giant network of bots—perhaps as many as one million computers in places as far away
asthe United States and Vietnam—to amplify the impact of their assault..o One
cybersecurity expert noted:

“Everything you have seen in hacking up until now has been a Beta Test of what
is possible. This was a multi-pronged attack against several asset classes and
financial institutions. What was not widely reported were the digital ripples
globally: shutdowns of central banks; processing centers; parts of the U.S. and EU
Treasuries; and other financial elements.”1.

Even without data breaches or cyber-attacks, the cost of computer systems going down is
enormous. The last published analysis of the cost of these kinds of events appears to have
been conducted seven years ago. In 2000, it was estimated that the cost of an hour of
downtime for e-Bay was $225,000, for Amazon.com $180,000, and for brokerage
companies $6,450,000. (These numbers are not only dated, they do not include the cost of
lost productivity.)

12

The chart below estimates loss per hour by sector.

Evolving Legal and Regulatory Risks

America' s legal and regulatory environment INDUSTRY SECTOR (Mo

affects companies’ risk calculus in two ways. Enaray 423

First, the patchwork quilt of lawsand T“‘““’“'“::‘_;““" i
regulations and inconsistent application in the Financial bstiutions §1.4

court system raises their cost structure. The e i,

“direct” cost of liability litigation— including i i

damage awards, plaintiff attorneys’ fees, P i §110

defense costs, administrative costs and N i
deadweight costs from torts such as product et oty S et

liability cases, medical malpractice litigation T———
and class action lawsuits—is as much as 2
percent of GDP. Indeed, the cost of tort litigation has outpaced GDP growth by 2.4

percent, on average over the last five decades. (See “Growth in Tort Costs,” below.)
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The combination of uncertainty, costs
of insurance, and liability litigation is

GROWTH IN TORAT COSTS
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On the regulatory front, new
governance controls, such as Sarbanes-Oxley, also are having an impact on how
companies manage risk. Former SEC Chairman Ralph Ferraro noted that companies with
cash on their balance sheets are increasingly cautious about investing, even in their own
futures. There are a number of potentially worrisome trends that are not fully understood:

1. the growing number of companiesdelisting from public stock exchanges
2. theloss of U.S. share of global Initial Public Offerings (1POs)
3. theincrease in the cost of directors’ liability insurance and new limitson coverage

4. the growing number of companies which no longer provide earnings guidance to
investors.is

Over the Horizon Risks. Energy Volatility and Pandemics

Energy could become a significant risk factor. The rapid growth in demand from
developing economies, suchas Chinaand India, is putting pressure on both prices and
supply. Indeed, the recent volatility in oil, natural gas and electric power has shaved a
percentage point off U.S. GDP growth, increased the costs of energy for U.S. companies,
and reduced discretionary income for most Americans.is

Danid Yergin, chairman of the Cambridge Energy Research Associates, notes that the
twin energy challenges— the need for energy to drive growth and the need to manage the
consequences of energy use—will be dominant challenges in the decades ahead.

On the demand side, the magnitude is daunting. Every day, the global economy requires
86 million barrels of oil, and that is only 40 percent of the total daily world energy
consumption.1z The supply side risks are growing as well. Investmentsin low carbon
aternatives by major financia institutions, energy companies and technology developers
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could be put at risk if governments around the world fail to agree on an equitable
framework for allocating carbon emissions.is

Similarly, public health officials have been warning that a future pandemic is not a matter
of “if” but “when”. Therisk of an avian fl uoutbreak is growing, according to the
Congr jonal Budget Office assessment, because of the way the virus is evolving.
It is entrenched among the domestic ducks in rural areas of Asia—a permanent
ecological niche.
It is more robust than a weaker 1997 strain; able to survive longer under a broader
range of environmental conditions.
It has increased the range of speciesit can infect, including cats and captive tigers.
It has become resistant to one of the two classes of anti-flu drugs.ie

Estimates of the cost of such a pandemic run into the trillions of dollars—costs that could
be mitigated by advance planning. Y et arecent survey by Deloitte highlighted that
although 73 percent of businesses are aware of the pandemic flu threat and 68 percent are
very concerned about the avian fl u, only half believe that they have adequately planned
to protect themselves from an event—and less than half feel confident about the plan.«

Managing Risk on an Enterprise Basis

Enterprise Risk Management appears to be more popular on paper than in practice.
Consider that:
Only 25 percent of directors of non-financial companies report that the board
considers al major risks to the company versus 55 percent of financial industry
directors..
Most companies give themselves high marks in financial risk management, but
only 29 percent describe their ability to track ron-financial performance as
excellent or good, and more than a third describe it as fair or poor.22
During the past 12 months, one in five companies surveyed had suffered
significant damage from a failure to manage risk and more than half had
experienced at least one near miss. As many as 10 percent reported three near
misses during the past year.zs

One of the missing links in moving toward an enterprise view of risk isthe lack of a
disciplined approach to operational risk. Notes Joe Sabatini, JP Morgan Chase Managing
Director and Head of Corporate Operational Risk: “The industry loses money every day
in credit and market risk. We're not bothered by that when we take those risks and incur
those losses on an informed basis. The key is to create the same disciplined approach to
operational risk.”z4

In fact, the lack of a disciplined approach to operational risk increases the potential for
what Harvard Business School professors Max Bazerman and Michaegl Watkins call
“predictabl e surprise—the disasters you should have seen coming.”zs One example might
be in the energy area. Most executives recognize that energy is becoming arisk factor,
but few companies appear to have integrated energy planning into risk management. A
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recent survey fromHill & Knowlton found that, although 82 percent of senior technology
leaders from around the globe said they “closely monitor” global warming news, only 35
percent have a concrete energy strategy to deal with it.2s Similarly, in each of the five
sectors studied, senior executives clearly understood that the risk dynamic in their
industry was changing, but few had integrated that knowledge into the company’s risk
management operations. (see “The Changing Landscape of Risk” on page 28)

Why The Markets Are Not Driving Enterprise
Risk M anagement

Given the evidence that integrated risk management is a shareholder value and bottom
line issue, as well as an asset protection strategy, why aren’'t the markets creating new
standards and best practices that capture management attention though lower risk
premiums or stronger market valuations? One barrier might be the lack of a common set
of priorities among the key stakeholders or any commonly accepted metrics.

“Whose Risk?’ at right dramatically

highlights widely divergent views of risk WHOSE RISK? Top 10 Fisk Prisritics

between Corporate CEOs and insurance Corporate Executives  Insurance Executives  Hometown Securly
executives. Corporate risk managers are zﬁrmupﬁm ::d‘“ g:b'_';:l‘:m:
most concerned about risks to reputation or Thind Party Lishiity ol spil s
continuity that are often uninsurable, while Suppl Chain Failra  Tamoriam Fia
insurance executives are primarily ;‘::;L:;:m i i
concerned with physical damage and losses. Takeret Inclustrial Acciceet Blisaxs TFinai
This could make communication about i, Biph ik e
managing risk relatively more difficult. i iy

But the lack of metrics impedes the creation s

of even a baseline for discussion about vy e e e o e

transformational approaches to risk and

resilience. The lack of risk metrics,

particularly operational risk metrics, is a show stopper. Insurance companies accept and
price risk based on actuarial data. But for many types of operational risk, there are no
actuarial data. Similarly, although Wall Street ratings analysts are increasingly homing in
on risk management capabilities, they are struggling to come up with appropriate metrics
and methodol ogies to assess risk management systems or to value resilience. For its part,
while the government has a vested interest in creating more robust risk management
capabilities in the private sector, homeland security generaly views risk through the lens
of catastrophic events and not as part of arisk continuum.

The increasing turbulence of the business environment is partially at fault for the
slowness of response to mounting risks. When a ceaseless array of day-to-day pressures
and unexpected crisis bombard executives, it is difficult to step back and develop an
integrated strategy. In asimpler time, companies were able to achieve operating
efficiency by establishing stable business models with repeatable, uniform processes.
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The Changing Landscape of Risk:
Lessons from the Sector Studies

In every sector studied, industry frends—market,
financial and technolegical—during the past de-
cade have rendered companies more vulnerable
to a variety of disruptions, supply chain prob-
lams, product counterfeiting or diversion, and
theft or fraud, irrespective of the events of 9/41
and the threat of global terrorism.

Electric Power Deregulation resulted in major
restructuring and vertical segregation in the indus-
iry; wehich in tum increased the number of technical
interfaces betwean the utilities and the transmission
companies and mora potential failure nodes. Re-
duced profit margins from greater compstition, along
with regulatory uncertainty (created largaly by re-
structuring frends), has the ability to upgrads aging
infrastructura, Mew technologies, such as automated
confrol systemns, which enable remote access and
control efficiencies, are creating new [T dependen-
cias and vulnarahilities. More generally advances in
technalogy hawe increased the interdependencies
betwaen the enargy, information, communications
and transportation sectors, Embedded IT contral sy=-
temz acroes the economy have increased reliance
on securs and continuous electric power, while the
slectric power utilities themsslves increased reliance
on natural gas supplies. Emerging tachnalogiss, like
WolF, make communications more critically depen-
dent on alectric powear.

Financial Services The focus on industry sacurity
in the financial senices sactor is driven by a sat of
stringent regulations and guidslines that is mors
comprehensive than in virually any other sector. But
technalogy confinues to creats new sacurity nisks,
Fraud, ecftware vulnerabilitiss, patch managemant
and the proliferation of viruses and botnets are
among some of the new challengses that the indusiny
faces. Similarly, strong interdependencies with other

Today, stability is elusive, and companies must learn new skills—agility, adaptability,
and resilience—in order to deliver consistently high performance and shareholder value.

critical infrastructures —communications, ensrgy and
transportation—complicate the industry's own busi-
nese continuity and crsis managemert planning.

O Industry Tha gecgraphic concentration of indus-
try assets in pelitically unstabla—and mars recantly,
climatologically unstable—regions continues to make
secunty a key component of supply assurance. As
oil companies continus 1o search for new supply

the nzks in upstream exploration and devalopment
are increasing, both geopolitically and technically
The slowing pace of downstream investment in the
United States—a combinstion of low refinsry mar-
gins and environmant regulations—has increased
the crticality of existing refinenss Additianally, the
increasing panatration of IT and the intamet through
the business operation—and the difficulties of sacur-
ing legacy systems—creates new avenues for attack
and disruption.

Phammaceutical Rising costs of development com-
bined with dowrward pressure on prices means that
phermaceutical companies are impesing mars strin-
gent cost-banafit criteria on every investment dallar
Far the industry, cost pressures are impacting pro-
duction and supply chain resilisnce by reducing the
redundancies, resulting in a potentially decreazed
capacity to respand o emergancies ranging from
pandemics to biological attacks, On the other sids,
customers' demand for low prices i altering the bal-
ance between safety/efficacy and price, patentially
opening the door to impertation of drugs that, at a
minimum, may not have baen fully vetted, or may be
counterfait As with other industnes, the shift to dig-
talization of intellactual property and manufacturing
control systems creates new layers of [T vulnerability
And the globalization of the production network: cra-
ates dependency on continuous operation of global
supply chains.
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Ratcheting Up Resilience: Best
Practices Among the Leaders

The challenges are mounting, but so too isthe amount of ingenuity being applied to
meet them. Innovative or ganizations ar e fielding new ideas and deploying new
solutions that increase both their risk intelligence and capacity for resilience.
DuPont is building a new framework for integrated risk management that brings
with it a leader ship vision to walk the talk. Georgetown University serves as a model
for academic ingtitutions in terms of reaping rewards from effectiverisk
management. FM Global’s systems appr oach provides a model for meeting

emer ging types of risks, while NASDAQ has embraced reliability asa cultural goal.
Companieslike Wal-Mart, Waste Management, AEP, Educational Testing Service
and Limited Brands are paving the way with success stories and best practices that
serve both competitiveness and homeland security goals.

1. Best Practice: Walk the Talk at the Top

Enterprise risk management requires an enterprisewide approach, and that means that the
impetus for change has to come from the top. The first steps are to connect the
organizational silos and embed risk management in day-to-day business operations, to
engage the entire workforce, and to create cultural change.

Casein Paint: Risk Management Done Right at DuPont

The growing complexity of risk has triggered a transformation restructuring of risk
management at DuPont. Ten, even twenty years ago, addressing one risk at atime
worked pretty well. Today, risks that weren't even on the radar screen a decade ago—
globa warming and carbon caps, Sarbanes-Oxley, to name a few—have a profound
impact on business performance. The world has gotten too complicated to take one risk at
atime. They have to be rolled up into arisk portfolio. So, DuPont is creating a new work
process and leadership structure that integrates risk management across the entire
enterprise. Principles guiding the transformation include:

Traditizonal Risk Management Enterprise Risk Management

Risk as Individual hazards Rkt In context of business strategy
rid assessmant Rk portfalic devalopment

Facus on critical risks

k mitigation Rk optimization
Ri Iz Riske stratagy
8} ve risk assessment Menitaring and measurament
Ri Ty responsibiig Rkl Is averyone's respansiolli

Understanding the big picture on risk enables the company to prioritize which to accept,
which to transfer, which to manage—and which to eliminate.
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In this more complex world of interdependent risks, gut instinct and managerial
experience are no longer sufficient. New risk structures demand fully integrated business
teams that bring every perspective to the table in strategic decision-making. In addition,
knowledge management systems have become critical to capture and share information
and insights within the company about risks and risk management processes.

Understanding the bigger picture isits own reward. It enables DuPont to capitalize on
strategic opportunitieswith a more complete understanding of all the potential risks. That
process requires clarity of goals and transparent processes to achieve them—increasingly
a critical factor in relations with shareholders, customers, communities and employees.
And the integrated approach to risk creates insight into workflow and supply chain
efficiency, ultimately resulting in better business performance.

2. Best Practice: Treat Risk asa Continuum

One of the limitations of most organizations is that risks are managed in silos, not
strategically. Emergency preparedness is handled separately frombusiness continuity,
which in turn is not always part of strategic risk management. This fragmented approach
impedes a clear understanding of the tradeoffs between different risk management
strategies (avoid, accept, mitigate, transfer) and the different kinds of investments that
can be made to implement those strategies.

Casein Point: Georgetown University—Managing Risk Strategically

Georgetown realized that traditional risk approaches had become too limiting. Consider,

for example, a specific operating risk—say a facility fi re. Under a traditional framework,

facilities management, safety, and insurance could each be independently making

investment decisions to protect against risk. This piecemeal approach could result in

over-investment, under-investment and almost certainly, inefficient investment.
&. The Risk Continuurm

Ecurc: Spiran Dimclbana, Georgrizen Lnvarsdy

Prevent | Respond | Recover | Revenue Preservation

EMERGENCY PREPAREDHESS

W think of emergency preparedness as  Business continuity, on the other hand,
the plare and actions necassary 1o pravent, focuses on the plans and actions
reapond and recovar from harm to psopls receasary to prevent, raspond and
and physical assets; focus on first 42 hours.  reover from lozs of revenus linss caused
by physical harm or other d=suptions
(including business disruptions).

Georgetown re-organized its risk management processes as a continuum.

The integrated framework enables the university to capture the business returns on
effective risk management. Georgetown University began by mapping its core missions
and revenue streams and working backward to understand what key risks could disrupt
them.
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Take, for example, education and the associated tuition, which provides one of the
University’s main sources of operating revenue. In this context, student housing is a
critical function. If it isn’t available, neither is the revenue stream. Georgetown undertook
a project to improve residence hall safety standards that exceeded code—installing
sprinklers and other equipment—resulting in a significant decrease in its insurance
premiums. The University then took these savings and increased its business interruption
insurance fivefold (well before Katrina). That turned out to be a positive factor in
determining the University’s

cost of capital in arecent bond issue.

This kind of dynamic business model doesn’t happen by accident. It requires arisk
management approach that is:

Integrative: Creating a single framework to address the continuum of risks and
responses at the strategic level.

Quantitative: Applying performance metrics to understand the impacts of
different types of resporses, and the ability to meet rare but high impact
contingencies

Systematic: Taking a systems engineering approach to address multiple
interacting risks and focus on solutions that combine business payback with risk
reduction.

And, it creates one key advantage. In adopting a capabilities-based approach rather than a
scenario-based, threat model, Georgetown is evolving its focus on how it approaches
business continuity— reinforcing the most critical assets and functions needed to deliver
the revenue stream—rather than what-if contingencies. The university may not be able to
anticipate every scenario, but it istrying to create response capabilities that will be
resilient no matter what the cause of disruption.

3. Best Practice: Taking a Systems Approach

Business continuity requires a systems approach that identifies potential weak links and
how disruption might unfold throughout the organization. Sometimes, the ability to map
business continuity not only helps to understand the modes of failure, but it clarifies
business processes in ways that enhance efficiency or streamline costs.

Casein Point: FM Global—M anaging Risk and
Minimizing L oss

Terrorists and black-hat hackers may evoke powerful concerns among corporate risk
managers, but one-third of U.S. GDP is directly affected by weather. Indirect effects, like
downed phone or power lines, can throw awrench into a company’s operations and
business continuity.
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Business property insurance giant, FM Global, believes that it is better to prevent a loss
than to try to recover from one. Its motto: Hurricanes cannot be stopped...but losses can.
The insurance provider has adopted a systems engineering approach to risk management
that minimizes physica damage and downtime.

The company built a $78 million research campus that specializes in destruction by such
things as fire, explosion, high winds and golf-ball sized hail. Roofing tiles are sammed
by ice balls exceeding 70 miles an hour. A giant fan creates hurricane-force winds with
gpeeds of up to 160 miles an hour. A debris cannon shoots two-by-fours up to 90 miles an
hour at walls, windows and doors to see what happens when debrisis tossed around in a
storm. The campus also features a dust explosion bunker used to demonstrate how
quickly airborne particlescan ignite and create an explosion, and an electrical hazards lab
to test explosionproof and flame-proof products.

Nearly onethird of its workforce consists of loss prevention engineers. As an insurer of
one in three FORTUNE 1000 companies, FM Global believesthat an engineering-based
loss prevention strategy works better than an actuaria approach. In fact, locations that
implemented the company’ s engineering recommendations during the 2004 and 2005
hurricane season sustained approximately eight times less damage than those that did not.
Its advice to Ocean Spray provides a useful example.

Calculating that a major hurricane could potentialy create a $75 million to $100 million
loss, Ocean Spray sought help in securing its Florida-based, grapefruit-processing
operation. Ocean Spray invested in securing the sections of buildings most vulnerable to
high winds and purchasing back- up generators for use in the event of a power outage.
During the wild 2004 hurricane season when the plant took direct hits from two of the
four mgjor hurricanes that struck the Florida coastline, the total systems approach paid
off. The facilities sustained only superficial damage during two major storms and the
generators prevented spoilage of the grapefruit inventory.

The Message: Insurance alone is not enough to make your company whole when disaster
strikes. You can insure your assets against physical loss, but insurance won't bring back
log opportunities or market share.

4. Best Practice: Manage with Metrics

It is often said that you manage what you can measure. A resilient enterprise needs to
adopt a commondefinition of resilience and measurement framework that supports the
operational and cultural values of the organization. An enterprise must quantify just how
resilient it is before adopting strategies to improve or leverage resilience.

Casein Point: Educational Testing Service—
Measuring Resiliency

Many organizations are actively searching for metrics to assess their operational risk
exposure and resilience. The Educational Testing Service (ETSy—an organizationthat
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administers and scores more than 50 million tests annually in more than 180 countries—
isaready implementing them. As a nonprofit institution with a core competency in
measuring performance, ETS has established a framework not only to understand how
resilient the enterprise is, but to leverage its resiliency when assessing new ventures and
opportunities. For ETS, the roadmap to enterprise resilience runs through three phases:

Phase 1. Establish aresiliency baseline

Conduct a detailed assessment of specific resiliency elements and observations across
eight dimensions:
- Resiliency Goals

Governance and Compliance

Organizational Command and Control

Reliability Strategies

Continuity and Resumption

Information Management and Protection

Technology Redundancy and Recovery

Facilities Safety, Security and Dependability

Compare the results to a“ straw man” position of where management thought the
organization was and where it needed to be. Score the results to determine a baseline
resiliency quotient or rating. Inand of itself, this rating is not very meaningful.

7. Summary of Resilience Elements
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However, it establishes a starting point, or baseline, where activities and resources can be
prioritized and progress measured. An example resilience assessment is shown in Chart 7,
above.

Phase 2: Improve Operational Resiliency

Identify gaps and adopt solutions to address them. Implement policy, procedural and
organizational changes, and prioritize resources to address high-leverage areas where the
greatest improvements can be made. Consider solutions based on their specific
contribution to improving overall enterprise resiliency. Measure annual objectives as the
bar is raised.

Phase 3: Capture strategic opportunities and competitive advantages from a
comprehensive enterprise resiliency program

New business Significant new contracts have been won by demonstrating a commitment
to enterprise resiliency. The competitiveness of ETS bids and proposals has been
enhanced by offering operational resilience as a feature of its products and services.

Supply chain A chainisonly as strong as its weakest link. Having strong and resilient
partners and suppliers improves overall enterprise resiliency. New vendors and suppliers
can be assessed against the internal enterprise resiliency quotient. Their rating becomes a
key criterion for negotiation and ultimate selection.

Acquisition Just as a CARFAX or bond rating can assist with the value of and decision to
buy an automobile or ajunk-bond, aresiliency rating can identify and illuminate areas of
strength or concern of a potential acquisition or business partner. During the diligence
phase, the resiliency assessment can compare elements of the target on an “apples-to-
apples’ basis and determine the incremental effect to the overall enterprise resiliency of
the combined organization, product or service.

The Message: Enterprise resiliency, when institutionalized into the operations and
culture of an organization, can provide strategic competitive advantage and confidence to
pursue new opportunities.

5. Best Practice: Harness Technology to Reinforce
Resilience

Technology creates new vulnerabilities, but strategic applications of technology aso can
reinforce a company’s ability to anticipate problems, weather turbulence and respond to
crises. Nowhere is this more evident than in the IT arena. Organizations that focus on
protecting the keys to the kingdom (increasingly their data and IT systems)—and use that
capability to monitor their operations—do better across a variety of measures. security,
business continuity, efficiency and customer confidence.
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Casein Point: Resilience NASDAQ style

Resilience requirements do not get much more complicated than those at NASDAQ.
Launched in 1971, the world’ s first electronic stock exchange now provides data to more
than 400,000 terminals and workstations, connecting thousands of traders across North
America. It processes more than 230 million transactions daily at a rate of 64,000
transactions per second, each with a 1 millisecond response time. In the time it takes to
read this sentence, NASDAQ will process nearly 200,000 transactions.

Resilience wasn't always a NASDAQ byword. In fact, one of the earliest challenges was
the local squirrel population. In 1984, a squirrel knocked out a power line and the battery-
powered backup system failed to kick in, causing a 30- minute trading disruption. Again,
in 1987, asquirrel triggered a power surge in a transformer, which brought down the
network for 82 minutes—and the losses mount into the millions by the minute, not the
hour or the trading day.

Today, NASDAQ operates at what they call the “4 nines of uptime’—99.998 percent or
about as close to zero room for error as anyone can get. Twenty years of engineering its
I'T systems, emergency operations and contingency planning came to a head on 9/11.

Despite the shock of afront row seat to the tragedy unfolding at the World Trade Center,
the NASDAQ exchange remained open and operational throughout the day. The problem:
Many of its customers systems, that had to connect to NASDAQ €electronically, were
down. In fact, during the week of 9/11, the NASDAQ system operated continuously so
that customer firms could test their connectivity in preparation for the resumption in
trading.

The Message: The big lesson from 9/11 was that operational readiness hasto exist in a
practical sense—not just on paper or in emergency operations centers that are essentially
gathering dust—and it has to engage the entire industry, not just the NASDAQ exchange.
More frequent and more inclusive testing is now a big part of their resilience planning.
Quarterly testing of backup sites turned into monthly tests involving select market
participants. Disaster recovery tests are now conducted multiple timesin a year with
NASDAQ's customers and key service providers.

The 2003 August blackout created another key learning opportunity. In a quarter century
of NASDAQ operations, the blackout represented the first time that both northeast
utilities failed. Although a diesel powered backup generator in Connecticut kept the
exchange operational, the implications for resilience were not lost—that is, the desire to
achieve increased operational efficiency through consolidation of data centers has to be
balanced against the need for geographic diversity to manage infrastructure risks.

Wall Street has clearly learned some valuable lessons during the past few years. One of

the most important: There is an extremely tight correlation between money, profits and
resilience.
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6. Best Practice: Put Plansin Place that Anticipate

With so many different permutations of things that can go wrong, it is impossible to plan
for every contingency. The leader companies are putting plans in place to manage
outcomes, rather than specific scenarios. They are creating a capabilities-based approach.

Casein Point: Protecting Supply Channels: Resilience at the Limited Brands

No industry sector is more challenged by rapid change and unpredictability than the
global apparel industry. At Limited Brands, which operates Victoria' s Secret, Bath &
Body Works, and a number of other well-known retail chains, resilience is ingrained into
the culture.

Limited Logistics Services (LLS) isadivision of the company that provides integrated
management of global supply chain operations for al of the brands. Since the 9/11 crisis,
resilience has become standard operating procedure for LLS. They rely on a number of
key strengths—continuous vigilance, contingency planning, cross-functional teamwork,
frequent communication, and an adaptive, problem solving approach. These strengths
were evident during the September, 2002 port shutdown on the West Coast, which
disrupted the supply chain operations of many U.S. companies. Recognizing the potential
for adisruption, LLS began to work with the various Limited Brands businesses on risk
avoidance tactics to identify new and alternative distribution channels.

The port shutdown was a prolonged test of Limited Brands' resilience; a dynamic, ever-
changing situation requiring daily assessments and decision-making. As aresult of this
experience, LLS gained credibility for their expertise in crisis management, and they are
now akey player in Limited Brands' efforts to further strengthen its emergency
preparedness and enterprise risk management capabilities.

The capacity to “sense and respond” across the supply chain continues to be reinforced as
a standard operating procedure. LL S avoids getting locked into a single scenario of how
things should be. Instead, they confront uncertainties and constantly questiontheir
assumptions. Individual s are encouraged to think holistically, not just focus on narrow
cost or efficiency criteria. According to Rick Jackson, the vice president that oversaw the
2002 crisis: “Resilience goes beyond conventional business continuity and security—it is
an intuitive mindset that pervades our organization.”z

Casein Point: Resilience at American Electric
Power—A Leader in Emergency Response

When the eectricity doesn’t work, it is not just the lights that go out. Information,
communications, transportation, water and sewer networks all depend on the availability
of electric power at some point in their production or delivery process. Virtualy al
service providers and every retail cash register in the country depend on electricity.
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The electric power industry has become best in class in recovering from localized,
usually weather related, disruptions that affect every region in the country—and none
better than American Electric Power (AEP). AEP is arecognized leader in the fidd of
emergency response, often helping companiesoutside of its own service aress.

AEP sresilience was tested on January 12, 2007, when a severe ice storm struck several
communities in the territory served by Public Service Company of Oklahoma (PSO), an
AEP operating company based in Tulsa. The storm came in three successive waves
during a period of several days, depositing up to two inches of ice. Ultimately, the storm
interrupted electrical service for close to 250,000 customers, with some customers losing
power for more than 10 days.

To respond to such disruptions, AEP has evolved an elaborate, company-wide system,
governed by a detailed Service Restoration Plan that is updated continually. Additionally,
it iscommon for AEP and other utilitiesto provide emergency support to each other,
coordinated through “mutual assistance networks’ involving dozens of regional utility
companies. During the Oklahoma event, PSO requested assistance and was able to
promptly mobilize more than 2,000 emergency workers. After such an event, the affected
utilities reimburse those that provide restoration service.

The coordination required to manage and support these emergency resourcesis an
enormously complex task. Outside contractors are often utilized; AEP contracts with
forestry companies to clear branches for line crews and with logistics companies to
supply tents, trailers, food, and laundry services. AEP has adopted advanced
technologies, such as handheld data entry and communication devices, to help dispatch
crews quickly to the areas of greatest need. Satellite positioning devices are being
installed on line repair trucks so that resources can be monitored centrally and deployed
inrea time.

The Service Restoration Plan lays out a detailed organizational structure, with different
levels of responsibility. Voluntary participation—all hands on deck—is part of the AEP
culture. During an emergency, it is not unusual for more than 75 percent of employeesin
the affected operating company to be engaged.

Each person receives an alternative “storm” assignment. For example, Hazard Standby
Associates are assigned to guard broken wires in order to prevent residents from being
injured. AEP provides standardized training and materials so that different operating
companies can collaborate effectively.

According to AEP Chief Risk Officer Laura Thomas, the company’ s emphasis on reliable
service delivery is essential to assuring customer satisfaction, since “AEP is part of the
business continuity plan for every company we serve.” AEP Emergency Restoration
Planning Manager Jim Nowak adds:. “ Restoring power is not just aresponsibility, it'sa
moral imperative.”
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7. Best Practice: Create Cutting Edge Research
Centers

It is tempting to believe that 9/11 was a watershed event that changed America's
economic, homeland and national security. But the reality is that many threads have
converged to create a new landscape of global risk. U.S. competitiveness, as well as
security, depends on being able to understand and manage these risks. Our universities
will play acritical role in developing the framework for understanding resilience and
training a new generation of Americans to deal with an inherently riskier future.

Casein Point: Resilience at Ohio State

Known as a Big Ten sports powerhouse, The Ohio State University (OSU) campusin
Columbus, Ohio, aso is the first university in the nation to launch a Center for Resilience
(CfR), dedicated to strengthening the resilience of enterprise systems and the
environments in which they operate.

The university saw a growing gap between the real world challenges of enterprise
management and the analytical tools available for understanding complex, adaptive
systems. Companies that use traditional methods of risk analysis and decision making
often find themselves in a continuous crisis mode, unable to cope with arapidly changing
business environment. The multidisciplinary center is focusing on introducing new
analytlc tools and methodologies, for example:

A web-based supply chain resilience assessment protocol, developed with Limited

Brands, which enables companies to identify supply chain vulnerabilities and

enhance their capabilities.

A decision model for design of industrial networks incorporating innovative
technologies that enable conversion of waste materials and energy into profitable
byproduct streams.

An approach for building resilient organizations that can make effective decisions
under pressure, such as when confronted with tradeoffs between safety and
performance.

A comprehensive life cycle analysis tool that captures the linkages between
industrial and ecological systems, such as the hidden dependence of fuel
production on ecosystem services.

A key step in the formation of the Center was the recruitment of an industrial advisory
board, with senior representatives from companies such as American Electric Power,
Chevron, Dow Chemical, General Motors, and Limited Brands, as well as government
agencies and non-profits.

Center Co-Director Joseph Fiksel points out that short-term business continuity and long-
term sustainability are two ends of the resilience spectrum.
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According to Fiksel, there are several ways that companies can improve their resilience,
including re-engineering their physical assets, improving their human-centered business
processes, and strengthening their position with respect to the “competitive context’—the
socia and environmental assets that provide employee talent, market demand, and a
reliable supply of materials and energy.

Addressing resilience in an integrated manner will require breaking down a large number
of functional silos and creating new management tools. But universities can be key
partners in providing the research and new curricula to make this happen.

Much more can be done to capture best practices and the measurement systems that
demonstrate their effectiveness.
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Policy Priorities

When it comesto homeland security, there are some jobsthat only the gover nment
can do, such asintelligence and border control. But therealsoisa critical aspect of
the homeland security challenge that isless about security and mor e about economic
resilience: the capacity to minimize disruption and recover quickly. The distinction
iscritical.

Making a case for businessesto invest large amountsin static defenses against low
probability eventsis never an easy sell to shareholders. But making the business
case for investment in business continuity and risk management doesn’t require
much heavy lifting. The following vignettes highlight just how far investments by
some of the nation’s leading companiesin supply chain agility, physical security,
information security, business continuity, risk management and risk measurement
capabilities—investments that were made to serve their own business needs and
bottom-lines—actually go toward meeting national objectives.

Government policies can reinforceresilience in some key ways:. incentivizing
investmentsin resilience through the power of gover nment procurement contracts;
identifying resilience as a desired criteria in research and development funding;
strengthening market mechanismsto reward companies with stronger risk
management capabilities; investing in new computational models, that is, analytic
tools that improve risk assessment capabilities; encouraging regional infor mation-
sharing networks that support disaster-resistant communities; leveraging public-
private partnershipsto reduce the cost and risks of deploying new security
technologies; and funding new programs to embed resiliencein America’sresearch
agenda and educational curricula.

L ead by Incentive

L ever age the gover nment’ s buying clout to embed resilience criteriainto
procurement processes and supply chains

The government should never underestimate its ability to influence the private sector
through the procurement system, which spends about $400 billion annually on goods and
services. The government could leverage that buying power to create resilience
requirements for its contractors.

In fact, private sector entities are already developing model contract language for use
with their own vendors and through their own supply chains. The Internet Security
Alliance and the American National Standards Institute have proposed language that
incorporates globally recognized I T security management practices into contract- based
business operations. Similarly, the SCADA Procurement Project, ajoint effort between
the public and private sectors, is focused on devel oping common procurement language
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to help ensure that best in class security standards are integrated into the computer
systems that control critical infrastructures and plant operating systems. The chemical
industry is developing standards to require industry security and responsible conduct
codes for use in its own supply chains. If the private sector can embed resilience into its
supply chains, the public sector should do no less.

L ever age the gover nment’ sinvestmentsin technology to embed resiliencecriteria
into the evaluation and selection of emerging technologies.

In each of the five industry sectors, senior business executives could imagine future
technologies that would make their operations inherently more resilient and robust. Some
of these technologies are already in the research and development pipeline of federal
agencies, but none were evaluated on the basis of their contribution to the nation’s critical
infrastructure resiliency.

Among the most promising future technologies for both competitiveness and resilience
identified by private sector leaders were: self-optimizing grids; advanced pipeline
technologies; smart refineries; small, just-in-time chemical processing; and renewable
raw materials.

* Self-Optimizing Grids

Sdlf-optimizing transmission grids have the ability to self-diagnose and “heal” the system
in real-time. They make use of advances in grid technology to detect and locate damage
in the transmission network, incorporating autonomic system reconfiguration in response
to disruptions and fluctuations in supply and demand. This increases the efficiency of the
entire power system and lowers the cost of delivery, maintenance and repair, as well as
the cost of blackouts for suppliers and consumers.

» Advanced Pipeline Technologies

Recent developments in pipelines maintenance and secur ity technology facilitate faster
recovery from attacks while enabling cost-effective and efficient pipeline maintenance
procedures. These technologies incorporate the ability to detect precisely the location and
the severity of pipeline damage as soon as a security event occurs, essentially reducing
repair and maintenance costs while increasing reliability.

* Smart Refineries

Smart refineries would combine the latest developments in computer and
communications technologies to capture comprehensive and frequent measurements of
operating conditions. These real-time measurements—collected from motors and valves
that provide data on temperature, flux, run-times, pressure, and sensors with
photographic, audiometric near infrared (INR) and nuclear magnetic resonance (NMR)
imaging—are analyzed and compared to previously collected data and outputs of
sophisticated forecasting models to realize the differences between the actual and
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expected states. The technology not only increases efficiency and creates a capacity for
predictive maintenance models, but can monitor attacks, accidents or disruption in redl
time and potentially reduce the scope of damage.

» Small, Just-I n-Time Chemical Processing

One promising technology option is process intensification, which combines different
processes into smaller, compact and efficient units that can also be co-located at the
manufacturing site. The pay-off is not only in streamlined processes, but in a much
smaller environmental footprint and the potential to transport non-hazardous materials to
a co-located facilities where it can be processed on site in a just- in-time mode. From a
homeland security perspective, this keeps the toxic products off the road and co-located
at the manufacturing facility.

* Renewable Raw M aterials

Replacing oil-based raw materials with locally available renewable agricultural
feedstocks creates another long-term vision for future resilience. Such a capability would
create a reduction in the cost-of- goods while eliminating a major source of security risk,
in addition to providing clear environmental and sustainability benefits.

Leverage Market IncentivesMor e Creatively
» Expand guidance on disclosure of non-financial material risksin SEC filings

The year is 1998 and Y 2K concerns are taking hold. SEC chairman Arthur Levitt sends a
letter to executives at more than 9,000 publicly traded companies that states:

“ At midnight on December 31, 1999, the vast majority of computer systems may not be
able to distinguish the year 2000 from the year 1900. Many experts fear that this
programming fl aw could debilitate computer systems world wide...Timeis
short...Because the lack of information regarding your preparations for the year 2000
could seriously undermine the confidence investors place in your company, it is
imperative that you provide thorough, meaningful disclosure on this topic.”zs

In the Y 2K case, the SEC did not ask companies to expose their vulnerabilities, but rather
to disclose their readiness to deal with the risk. Today, the capabilities to protect against
disruption as well as rebound from it are becoming increasingly relevant to shareholder
value and future earnings.

There are some clear parallels between the Y 2K example and the rise in operational risks.
Companies may not be able to project a specific probability of risk, but they can certainly
disclose more about whether risk management processes are enterprisewide, anticipatory
across a spectrum of contingencies and based on performance metrics. Understanding a
company’s risk readiness is likely to become far more materia to investors as a predictor
of future earnings.
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Create M or e Effective Partner ships. Reduce Risk and Cost

 Fund additional research to apply computational modeling and simulation
capabilities to assessments of operational risk

One of America s technological advantages is its strong leadership in computational
modeling and high performance computers. These computational capabilities, resident
today in America s universities and national laboratories, could be applied to creating
more sophisticated operational risk management tools.

The financial side of risk management aready employs high performance computers and
sophisticated algorithms to assess risk exposure. But there is no comparable
computational capability for operational risk, which is, in fact, a far more complex
challenge.

Operational risk is sometimes defined by what it does not include (e.g. market risk, credit
risk, and liquidity risk). But it does include amost everything else, with some key risk
areas being: system, supply chain, technology or infrastructure breakdowns; employee
fraud or misconduct; security breaches; natural disasters; industrial accidents; and worker

sofety.

With better modeling capabilities, the interrelationship between different types of
operational risk, their potential failure paths, and the company’ s exposure to loss can be
modeled and quantified —data which might motivate CEOs and boards to action. Such
models have been developed for complex engineering challenges, but could be equally
relevant in modeling multiple interacting operational risks.

This is one area in which leveraging investment that the federal government has
supported for the past four decades could have a huge impact on the private sector’s
ability to deploy nore sophisticated risk management processes, while serving both
competitiveness as well as homeland security goals.

* Createregional networksto exchange information on infrastructure or system risk
management, crisis planning and prepar edness, non-proprietary best practices and
intelligence- sharing between the public and private sectors

Governor Tom Ridge famously noted that homeland security is based on hometown
security. Community risk management really comes together at the grassroots, where
companies come together with infrastructure providers, universities research centers and
training programs, emergency responders, and government executives. It is at the
grassroots where the fusion of interests and responsibilities creates the potential for
fruitful exchanges of information and best practices.



Although fusion centers were originally proposed as vehicles for information and
intelligence sharing among federal, state and local officials, the value of regional
networks goes far beyond the original concept.

Collaborative regional centers could provide needed exchanges of information between
companies and their infrastructure providers on redundancies in the service and
interdependencies between the networks; create regular communications paths between
first responders and local businesses (who aso have a vested interest in quick recovery
and business continuity); provide a venue for sharing ideas and best practices on a non
proprietary basis; explore new crisis management options; and serve as a test bed for
exercising current crisis plans.

The focus on terrorism and criminal activity of the original fusion centersis simply too
narrow. These centers could serve as afocal point for creating disaster-resistant
communities and the bridge between the public and private sectors to meet a spectrum of
risks and contingencies.

» Expand the program of technology test beds, such asthe DOE SCADA test bed,
that help companiestest innovative security solutions and their interface with
current operating systems

The Department of Energy understood that the country and companies aike faced a
critical threat in the Internet-accessible systems that controlled the production, generation
and transmission of the nation’s energy resources.

Unfortunately, the threats were not theoretical. In 1997, a teenager hacked in and
remotely disabled part of a public switching network, disrupting phone service to local
residents and causing a malfunction at a nearby airport. In 2001, a former employee of a
software developer hacked into a sewage plant in Australia, triggering a large sewage
discharge. In 2003, the Slammer Worm infi Itrated the operations network of a nuclear
power plant via a high speed connection from an unsecured contractor’ s network.
Migrating from the business to the operations network, the worm disabled a panel used to
monitor the plant’s most crucial safety indicators for about 5 hours and caused the plant’s
process computer to fail.

Rather than regulate a security standard, the DOE created a win-win solution that
encouraged market-based solutions. Through its SCADA test-bed, DOE created an
opportunity for companies to test any glitches between their security software and
operating systems in a simulated environment, before actually deploying the software.
The ultimate effect of the test bed is to reduce the costs and risks of deploying new, more
secure SCADA systems. (See “ Government Collaboration Boosts the Nation’'s
Resiliency,” next page.)
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Education and Training: Change the Culture

* Establish a Resilience Curriculum Fund under which universitiesand other
education/training providers could apply for competitively awarded grantsto
develop resilience cour ses and training programs—either stand-alone or embedded
in existing curricula
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Sinca the mid-1280's, security experis have becoma increasingly concemed about the threat of malicious oy-
bar-attacks an the vital supanisory control and data acquisition (SCADA) systems used to monitor and manage
our energy systems (glectricity, oil and natural gas). Most SCADA system designs did not anficipate the security
threats posed by todey's reliance on common software and operating systems, public telecommunication net-
works and the Internat Left unsecured, these enargy contrel systems may ba vulnerable to extortionists, hackers,
disgruntied employess, and even tarrorists. The risks are not just theoretical. The LLS Govemment Accountability
Office has reported that such attacks could be mountad with a high degree of anonymity and without even set-
ting foot in the country.

Adequately addressing this risk requires the combined efforts of private enengy asset owners and operators,
commercial control system vendaors, and govermment intelligence and cybersecurity experts. How might such a
collaborative effort be launched® Enter the LS. Depariment of Enengy (DOE). In 2003, the DOE created the
National SCADA Tast Bed—a national capability to help secure communications and control systems within the
enargy sector. NSTR's cybersecurity experts at the national laboratories forged agreements with major vendors
of control systermn equipment and set up their systems on & realistic but safe network. They then used the latest
cyber-attack tools to apgressively probe the winerability of their systems, Based on the results, MSTE provided
each vendor with a confidential assessment and mitigation roadmap. While the DOE did not require the vendors
to implemant the recommendations, all vendors have chosen to act on the NSTE advice for improving system
security, The test bed experts followed up by testing each "security fix® to make sure all problems were sclved,

Four years later, more than B0 parcent of the vanders of control systems in the oil, natural gas, and power indus-
tries have taken advantage of the opportunity to secure their systems, Vendors have devaloped next-generation
systams, and utilties are deploying these *hardened” systems in their operationz. Every system that goes through
the test bed increases security st multiple sites. Each system reprasents a class of mome securs SCADA technol-
ogy, creating a powerful muliplier effect on enengy resilience nationwide.

Universities can play a pivota rolein creating new undergraduate and professional
education curricula that ensures tomorrow’s leaders will be well grounded in the
principles of resilience and risk management.

Today, the cross-disciplinary understanding required for resilience is absent from most of
the curricula. Business school programs do not emphasize the link between operational
risk (often thought of as an engineering problem) and revenues. Engineering schools have
embraced the principles of design for quality or safety, but they often lack a design for
resilience focus. Security executives typically don’t speak the language of finance.
Enterprise wide risk management and resilience should be part of the graduate school
curricula, and must become a core concept within graduate school curricula in business,
engineering and public policy.

* Stimulate cross-disciplinary synthesis of resilience resear ch.
The concept of resilience in complex and dynamic systems cuts across multiple

disciplines, including many of the sciences, economics, ecology, psychology, sociology
and network theory. It is cutting edge to understand how to deal with challenge and
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change in many types of systems; it is an emerging fi eld that transcends traditional
disciplines in the universities. Research programs that model resilience can be responsive
to the more practical needs of industry and government, because they create linkages
among security, complex interdependencies, crisis management and risk management
options. But the same tools can be usad to study resilience, robustness and adaptability in
other complex systems and environmental ecosystems.
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