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ABSTRACT

This reportdescribesanimplementatiorof a TCP-like protocolthatrunsover UDP. This TCP-like
implementation,which doesnot require kernel modifications,provides a test harnesdor evaluating
variationsof the TCP transportprotocol over the Internet. The testharnessprovides a tunableand
instrumentedrersionof TCPthatsupportsReno,NewReno,andSACK/FACK. Thetestharnessanalso
be usedto characterizehe TCP-performancef a network path. Several casestudiesillustratehow one
cantunethetransportprotocolto improve performance.
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1 INTRODUCTION

As partof our efforts in improving bulk transfersover high speedhigh lateny networks, we have
developedan instrumentedand tunableversionof TCP that runs over UDP (atoy, “almost TCP over
UDP"). The TCP-like UDP transportsenesasatestharnesgor experimentingwith TCP-like controlsat
the applicationlevel andfor characterizinghetwork paths. The implementatiorprovidesoptionalevent
logs andpaclet tracesandcanprovide feedbacko the applicationto tunethe transportprotocol, much
in the spirit of web100[21] but without the attendankernelmodifications. Part of the motivation for
developingsuchatestharnessarosefrom bugswe discoveredin the AIX TCP stack.

In the next section,we give a brief review of the TCP transportprotocol. In Section3, we review
othermechanism$or evaluatingTCR Sectiord describesheimplementatiorof our TCP-orerrUDP test
harnessSection5 describesxperiencesvith tuningthe transportprotocolin variousnetwork settings.
Section6 describeselatedwork. Thefinal sectionsummarize®urwork andconsiderdgutureextensions
to thetestharnessThereis alsoanappendixhatdescribesiow to build andusethetestharness.






2 TCP TUTORIAL

Sincethe objective of our UDP protocolis to behae like TCPR, we will briefly summarizeTCP’s
characteristicin this section. TCP providesareliabledatastreamover IP. IP is a paclet-basedgrotocol,
wherepacletscanbelost, duplicatedcorruptedor canarrive out of order TCPusessequencaumbers,
checksumspositive acknavledgementsandtimeouts/retransmissierto provide areliabledatastream.
TCPis usedfor mostof the Internetservicessuchasmail, http, telnet,andftp.

TCPtriesto senddatain MSS-sizedhaclets. MSS, maximummessagsize,is negotiatedwhenthe
TCPconnectioris establishedThe MSS shouldreflecttheminimumMTU of theinterfacescomprising
the path. (PathMTU discovery canbe usedby the hoststo find the appropriateMSS [23].) The MSS
for Ethernetetworksis usually1460. Part of our TCP-orerrUDP protocolstudyconsidersisinglarger
sgmentsizes,thoughmostTCP implementationdave little control over MSS. Sendingdatasegments
larger thanthe MTU causedP to fragmentthe segment,and IP fragmentationusually hurts network
performancg18]. We canavoid fragmentatiorby creatinga “virtual MSS” by sendingk segmentsat
initial startupandafteratimeout,andby addingk segmentsperRTT duringlinearrecovery.

TCPusesasliding-windav protocolto implementflow control. Therecever adwertiseshis recever
window whichindicateghe maximumnumberof byteshecancurrentlyaccept.Thetransmittermustnot
sendmoredatathanthereceverwindow permits.Bothtransmittemndrecever mustresere buffer space
equalto thiswindow size. The operatingsystemhasa default window size,but the applicationprogram
canchangethis value. The window sizeis the mostcritical parameteaffecting TCP performanceyet
mary applicationgdo not supportaway for changingthis value.

The window size shouldbe equalto the productof the round-triptime timesthe bandwidthof the
link. Thedefaultwindow sizefor mostOS'sis 16K or 32K bytes.For high bandwidth high delaylinks,
this is usuallyinadequate For example,for a RTT of 60mson a 100Mbslink, whentherecever hasa
16K window, the maximumthroughputwill be only 266KBs! To reachfull bandwidthon this link, the
recever needsto have a window of 750KB. (The senderalsoneedsa 750KB buffer becauséne must
buffer all datauntil it is acknavledgedby therecever.) This revealsanotherproblemfor the user the
sizeof thewindow field in the TCP paclet is only 16-bits. To supportwindow sizeslargerthan64KB,
the OS mustsupportwindow-scaling,arelatvely nev TCPoption[17].

Priorto 1988, TCP sendersvould usuallyblasta window-full of dataattherecever. VanJacobson
[16] noticedthatthis wasleadingto congestiorcollapseon the Internet. TCP wasmodifiedto provide
congestioravoidance. Whena senderstartedup (slow start),it would sendone segment(MSS), and
thensendone additionalsegmentfor eachACK, until the recever's windov wasreachedor a paclet
waslost. (Slow-startgrowns thewindow exponentially) TCP usesa variable,cwnd to keeptrack of this
collision window. If a paclet waslost asdetectedby atime out or threeconsecutie duplicateACK'’s,
the transmitterwould halve cwnd (multiplicative decreaseyaving the valuein ssthresh, resendthe
"lost” paclet (fastretransmit),thensetcwnd to oneandgo throughslow startagainuntil it reached
ssthresh. After reachingssthresh, the sendemwould incrementcwnd only onceper round-triptime
(congestioravoidancephaseadditive increase). ThusTCPteststhelink for availablebandwidthuntil a
pacletlossoccursandthenbacksoff andthenslowly increaseshewindow again.This additve-increase
multiplicative-decreaseonvergesin the faceof congestiorandis fair. (TCP’s notion of fair is thatif N
TCPflows sharealink, eachshouldgetaboutl/Nth of the bandwidth.)

Themostwidely deplo/ed implementatiorof TCPis Tahog][25]. TahoeaddeddelayedACK’s—the
recever canwait for two segments(or atimer) beforesendingthe ACK. This canslow both slow-start
andcongestioravoidancesincebothareclocked by incomingACKs. Tahoealsoaddedfastretransmit,
ratherthanwaiting for atimeoutto indicatepaclet loss. Whenthetransmitterecevesthreeconsecutie
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duplicateACK’s, it resendghelost paclet.

More recentenhancementt TCP were called Reno[5], NewReno[13], SACK [19], andFACK
[22]. Renoaddsfastrecovery to fastretransmit,oncethe collision window allows, new segmentsare
sentfor subsequenduplicateACKs. NewRenohandlesmultiple losseswithin a window and partial
ACKs. SACK hastherecever sendadditionalinformationin its ACK aboutpacletsthatit hasreceved
successfully This way the sendercan re-sendmissingsegmentsduring fastretransmitand move the
left-edgeof thewindow. Oftenrecoveryis exiteduponthereceiptof anACK cumulatvely acknavledging
alarge numberof paclets,this allows the sendeto transmita burstof paclets.



3 TCP OVER UDP

The experimental TCP-overrUDP protocol that we developedincludessegment numbers,time
stamps selectve ACKs, optionaldelayedACKs, sliding window, timeout-retransmissiorasndvarious
parametergo control windon/MSS sizesand congestionavoidance. The test harnessconsistsof a
configurableclient(transmitterandanACK-sener (recever). ThetransmitteisupportsReno,NewReno,
andSACK/FACK. The protocoltransmitssegmentson thefirst two dup ACKs (limited transmit[2]).

timestamp segment#
SACKDblks startl endl
start2 end2
start3 end3

Fig. 1: Packet headers

TheprotocolheadeincludegimestammndsegmentnumberFigurel). Thetimestamggettimeofday()
hashigherresolutionthanLinux TCPtimestamjiffieg. Therecever’s headeincludesthetransmitters
timestampthe segmentnumberof thelastgoodcontiguoussegmentandup to threeoptionaltwo-word
blocksof SACK info. Thecumulatve ACK isjustlike TCP’s,with optionaldelayedACK supportwhere
the ACK delaymaybe specifiedaswell.

A simpleconfiguratiorfile controlsthetransmitter Table1 lists the variableshatcanbe configured
onthetransmitter Thereceverdoesotadwertiseareceve window, sothetransporiwindow is controlled
from the transmitter The transmittercanbe configuredwith variousMTU/MSS andwindow sizes,and
variouscongestioravoidancealgorithmsincludingvariablego alterthe Additive-Increaséultiplicative
Decreas¢AIMD) parametersTherecevercanbeconfiguredvith aRCVBUF size,portnumbey SACK,
delayed-ACK time value,anddelug level. Therecever keepstrack of missingandduplicateseggments

andsupportsa TCP-like cumulatve acknavledgemenschemawith optional SACK support.
Thetransmittebehaeslike TCPwith Reno,NewReno,0r SACK/FACK usingslow-startandcongestion
avoidance.Upontermination,a summaryof the configuratiorandsessiorstatisticsareprintedasbelow.

config: portcli $Revision: 1.29 $ port 7890 debug 4 Tue May 22 05:18:54 2001
config: initsegs 2 nmss 1460 tick 1.000000 tineout 0.500000

config: rcvrwin 300 increnment 1 nultiplier 0.500000 thresh_init 1.000000
config: neweno 1 sack 0 delack O maxpkts 12000 burst _linmt O dup_thresh 3
config: sndbuf 32768 rcvbuf 32768

swift => stingray.ccs.ornl.gov 38.835049 Mbs win 300 rxmts O

3.609111 secs 17520000 good bytes goodput 4854. 381103 KBs 38.835049 Mos
pkts in 11542 out 11999 enobufs O

total bytes out 17518540 |oss 0.000 % 38.831813 Mos

rxms O dup3s 0 packs O tineouts O dups O badacks 0 nmaxack 24 nmaxburst 300
mnrtt 0.065249 maxrtt 0.098987 avrgrtt 0.077747

rto 0.067194 srtt 0.066705 rttvar 0.000122

win/rtt = 45.069119 Mibs bwdelay = 377 KB 258 segs

snd_nxt 12000 snd _cwnd 300 snd una 12000 ssthresh 300 snd_rmax 12000

With adehug level of 4 or higher atracefile is producedor eachtransmitandACK paclet. Thedata
includestime stamp seggmentnumbeyround-triptime, congestiorwindow, andthreshold.Thefollowing
illustratestracefile contents.



mss UDP datagransize,normally 1472

revrwin recever window sizein segments(20)

nenreno if 1, usenenrenoratherthanreno(1)

sack if 1, useselectie ack(0)

fack if 1, useMathisselectve ack(0)

rampdevn | if 1, useMathisrampdaevn FACK option (0)

timeout timeoutfor retransmissioifl second)

tick selectimer, 0.5seconds

maxidle numberof secondwith no ACKs beforegiving up (10)
initsegs numberof sggmentsin initial window (2)

multiplier | cwnd= multiplier*cwnd if loss(0.5)

increment | in congestioravoidancehow muchto addto cwndeachRTT (1)
threshinit | perceniof rcvwin toinitially setssthresi{1)

dupthresh | numberof dup ACKsto triggerre-transmit(3)

burstlimit | maxnumberof sggmentso sendatonce(0 == unlimited)
maxpkts howv mary seggmentsto send(0, unlimited)

maxtime numberof secondgo send(10)

port UDP portnumber(7890)
sndhuf UDP SNDBUF size(32768)
revbuf UDP RCVBUF size(32768)
droplist list of sgmentsto drop
dehug level of delugging(0)

Table 1: Configurable parametersfor the transmitter

0. 408133 258 xnt
0.408196 234 0.038062 26 26 ack
0. 408259 259 xnt
0.408346 235 0.038069 26 26 ack

Fromthetracefile, onecanplot tcptrace-like information(RTT over time, cwnd over time, average
andinstantaneoubandwidth,ack-sequencaumbery etc). Writing the tracefile canslow performance
for high speednterfaces.With thedrop-list,onecaninducelossfor testingpurposesTherecever also
reportseffective bandwidth,numberof ACKs sent,andnumberof segmentsdropped(or arriving out of
order)andthe numberof duplicatedsegments.

Dependingon the dehug level, events(timeouts,retransmissionsetc.) areloggedon stderr The
eventsin Figure? illustratea retransmitresultingfrom threeduplicateACKs, andaretransmitresulting
from atimeout. The padkrxmit are NewReno(or SACK) retransmitduring "recovery” A badad is an
outof orderACK or duplicatedACK.

3duprxmt pkt 416 nxt 616 nmax 616 cwnd 200 thresh 200 recover 0

timerxmt pkt 417 snd_nxt 616 snd_max 617 snd_cwnd 100 thresh 100

3duprxmt pkt 2744 nxt 2844 max 2844 cwnd 100 thresh 100 recover 0O

packrxmt pkt 2747 nxt 2844 nmax 2845 cwnd 100 thresh 50 recover 2844 una 2744
packrxmt pkt 2750 nxt 2845 max 2845 cwnd 98 thresh 50 recover 2844 una 2747
badack 6636 snd nmax 6808 snd_nxt 6808 snd_una 6661

badack 6892 snd_max 7048 snd_nxt 7048 snd_una 6899

Fig. 2: Eventsrecordedon stderr

The TCP-like UDP transportalsocanmalke goodround-tripestimatefrom the time stamps.Most
TCPstacksuseacoarsg0.5secondyesolutiontimer for estimatinground-triptime,andTCPtimesonly
onepacletperround-triptime. TheTCPestimatesrecomplicatedy retransmissionanddelayed/cumulate
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ACKs. Newer TCPimplementationsupporta time-stampoption. Fromanalysisof thetime-stampdata
for our UDP protocoloverthe ORNL-NERSCIink, we chosedo initially implementa simpleone-second
timeout. (Timeoutsarerare,andpaclet lossis usuallydetectedy multiple duplicateACKs.)






4 CASE STUDIES

We have usedour TCP-orer-UDP protocolon a wide variety of networks including DOE’s ESnet
(OC12andOC3),adual ISDN link, EthernetFDDI, GigE, wireless(802.11b),andHiPP12/GSNIlinks
with 64K MTU (reachedl.3 Gbs). We have comparedour TCP-over-UDP performancewith TCP
over the samepaths. We have usethe protocolto evaluatethe effects of alteringvarious TCP control
parametersndto characterizehe performancef network paths.

4.1 ORNL-NERSC

As notedin theintroduction,muchof our protocolstudyis directedtoward characterizingretwork
pathsandimproving bulk transferdataratesover high bandwidth delaypaths.Most of our experiments
have beenconductedver ESheton bothOC12andOC3links, fed by both 100T and Gigabit Ethernet
hosts. We conductedvarious experimentsbetweenhostsat ORNL and NERSC in California using
differentbuffer sizes differentTCP optionswithin AlX, anddifferentinterfaces We evaluatedoothTCP
andour TCP-like UDP transport.Figure 3 illustratesthe throughputbehaior of a TCP-over-UDP flow
with noloss. TCP (andour TCP-like UDP protocol)startswith a smallwindow andthenexponentially
increasedt until lossoccursor the available bandwidthor recever’'s window sizeis reached As canbe
seenin thefigure,in lessthana secondavailable bandwidthis reached.The rate or time to reachpeak
canbe calculatedanalyticallyaswell, sinceoneadditionalsegment(MSS-sized)s transmittedor each
ACK receved, which takesoneround-triptime. We cant do anything aboutthe round-triptime, soiif
we wishto improve the startupperformancewe needto have alargerMSSor try alargerinitial window
size.Our UDP transporthasoptionsfor increasinghe MSSandinitial window size.WhenTCPreaches
a steady-stataghetransmitteris regulatedby the ACK arrival rate. NOTE: It takesmary second®ver a
high delay/bandwidtlpath(suchasour ORNL-NERSCpath)to reachcapacity The startupratecanbe
slowedby afactorof two if therecever utilizesdelayed-AKs (sendingan ACK for every othersegment
receved).

To improve this recovery rate, one either needsa bigger MSS or a larger additive increasen the
recovery algorithm. (TCP addsonenew segmentper RTT.) Using our UDP transportor the simulator
we canexperimentwith alteringthisincrement.,(Increasingheincrementurnsoutto befair”, because
asit is, if multiple TCP flows aresharinga link andthereis congestionthey all halve their rates,but
thenodesnearer(shorterRTT) will getmoreof the bandwidththanthe distantnode.)As with startup.a
delayed-ACK recever alsoslows dowvn thelinearrecovery. To furtherspeedecorery, onecouldreduce
cwnd by lessthanhalf. We have donea few experimentsadjustingtheseAIMD parametersvith ourtest
harnessFigure4 comparestandardAIMD parameter$0.5,1)with settingcwndto 0.9 of its valueand
adding10 segmentsper RTT. With suchaggressie behaior, one mustworry aboutbeingfair to other
competingflows [12]. Therearea numberof papersthatlook at increasingTCP’s initial window size
andalteringthe AIMD parameter§3] [9] [4] [15].

Most TCP-stackautilize delayedACKs[1], our UDP transporicandisabledelayed-ACKs andprofit
from a slightly fasterstartuprate. The effect of delayed-ACK’s on throughputis evident in Figure
5. The figure shavs averageand instantaneoushroughputof a TCP-like transferwith and without
delayedACK'’s. Usingthedroplistin our TCP-like UDP transportwe have droppedwo pacletsin two
transferdrom ORNL to NERSC.Eventhoughthetransfersarecompetingwith otherinternettraffic, the
non-delayed\CK transferstartsup fasterandrecoversfrom thelossfaster

Usingthens|[8] simulator Figure6 comparesverageandinstantaneouthroughpufor anEthernet-sized
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Fig. 3: Averageand instantaneous(0.1 secsamples)bandwidth for transfer from stingray to swift using
our TCP-like UDP transport

sggment(1500B)versusa jumbo-framesegment(9000B). As notedearlier both startupand recovery
times are effected by the segmentsize, and TCP generallyfavors flows with larger segmentsizes.
ATM supportsa 9K segmentsize,andFDDI supportsa 4K segment,soif both endpointshaddifferent
network interfacesandtheinterveningpathsupportedhelargersegmentsize,thenthroughputshouldbe
improved.

With our TCP-like UDP transportwe canexperimentwith larger MSS sizes.We useda largerMSS
(2944and5888bytes)with our UDP transportandgot betterthroughput.For the samenumberof bytes
transferrecandthe sameeffective window sizewe got 50 Mbs with 1472-bytedatagramb5 Mbs with
2944-bytedatagramand58 Mbs with 5888-bytedatagran{Figure7). The UDP datagramgreaterthan
the 1500-byteEthernetMTU are fragmentedby IP. Theselarger datagramshave an effect similar to
TCP's delayed-AK, in thatall fragments(MTU-sized) have to arrive beforethe recever ACK's the
datagramKentandMogul, however, aguethatlP fragmentatiorusuallylowersnetwork performance.

The sameeffect canbe gainedby usinga "virtual MSS”, thatis, choosingan initial startupof K
sgments(initsegs) andthenaddingK segmentsperRTT (incremen) duringrecovery. Thevirtual MSS
avoidsthelP fragmentatiorf15]. Figure8 illustratesatransferfrom NERSCto ORNL with two paclet
dropsusingthedefault MSS andthenusingavirtual MSS of 10 sggments.Thevirtual MSSis alsoused
for slow start,sothereis improvementin startingthe connectioraswell.

The configurationvaluesinitsegs andthreshinit affect the rateanddurationof slow start. As noted
above, theinitial window size(initsegg canbeusedto createavirtual MSS,andthereareseveral papers
[3] [4] on choosingthe initial window size. Slow startstopswhen sstheshis reached.In mostTCP
implementationstheinitial valueof sstheshis infinite, andis setto cwnd/2whencongestioroccurs.If
the transferis not window-limited, our experiencehasbeenthat paclet lossoften occursduring initial
slow start,soonecansetthreshinit to somefraction of rcvrwin to try to avoid this earlyloss. Setting
threshinit to zeromalkestheinital valueof sstheshinfinite.
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4.2 UT-ORNL

An OC3 (150 Mbs) connectsORNL and UT. We testedthroughputbetweentwo 100 Mbs hosts
andfound thatthe ATM/OC3 hasbeenprovisionedasa VBR link. Usingrate-basedlooding of UDP
paclets,we canreachnearly 100Mbsfor a shortwhile, thenthe traffic policing cutsthe sustainedate
to about50 Mbs. We sawv similar behaior usingAALS/ATM. TheVBR policy hasaninterestingaffect
on TCR letting it ramp up during slow-start, thendroppingsegmentsto bring the sustainedate back
down. Choosingawindow of about22KB avoids ary paclet lossandachieresa bandwidthof 41 Mbs.
Largerwindow sizesinducelossandreducebandwidth,smallerwindow sizescausethe transferto be
buffer-limited.

4.3 ORNL-CABLE

We testedthroughputand loss characteristicsrom a home cable-modensystemto ORNL. The
routeis asymmetricandtortuous,some20+ hopsall the way to the westcoastandback. During one
testperiod, the route into the home cablemodemappearedo split the traffic acrossmultiple routes.
Rate-baset)DP flooding couldreach6+ Mbs in to the homewithoutloss,but our testsoftwareshaved
that the UDP paclets were wildly out of order (60% of the paclets). Packets could be displacedby
asmuchas 30 positions. TCP inboundthroughputover this path could only reach700 Kbs, because
TCPtreats3 out of orderpacletsasalossanddoesa retransmit.With our TCP-like UDP protocol,we
increasedhe”dup threshold”to 9 to accountfor the massve re-orderingandimproved the throughput
to 1.7 Mbs.

12



Mbs

Bandwidth (Mbs)

80

u n n nn
/ /. I/ ] ,/ \ ‘..\ . // ] u \\ / \ ; -\ .
- !\i,ygy‘,x X \\./M;{%\ g il. Y \14 :7: g :
;ﬁﬁ%ﬁ%DD%WM%N%ﬁK
gt BDDD/ e XHHHTTE N T
X -
instantaneous BW 1472 ——
average BW 1472 -
instantaneous BW 2944 -
average BW 2944 = |
instantaneous BW 5888 ---=--
. average BW 5888 -~ --
15 2 25 3 35 4 45 5

seconds

Fig. 7: Averageand instantaneousthr oughput for various datagram sizes

140

120

100

80

60

40

20

O WO
ed deo b

ST

[PARAYE VIR .
efault--instantaneous bw ——

default--avrg bw —=—
MSS*10--instantaneous -
MSS*10-avig bw <

5 6 7 8 9 10 11
seconds

Fig. 8: Averageand instantaneousthr oughput for virtual MSS of 10x

13



4.4 ORNL-CABLE (ACK-LIMITED)

The cablemodemsystemwe weretestinglimits dataratesfrom the hometo 128 Kbs. Thislimit in
combinationwith the mutli-hoprouteactuallylimited our throughputnto the home.Our TCP testsinto
the homecablemodemwere actuallyfasterthanwhatwe could achieze with our TCP-overrUDP. Our
TCP-orerUDP wasnot usingdelayedACKs sotherewastwice asmuchbandwidthbeingconsumean
the ACK path,andwe weresendingemptySACK blocks,furtherwastingACK bandwidth.We trimmed
off the empty SACK blocksin the ACK pathandthenenableddelayedACKs in our TCP-over-UDP

softwareandthatpermittedusto meetor exceedthe TCP bandwidth.Sofor this configurationdelayed
ACK’s provideda speedup.
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5 RELATED WORK

The primary objective of our TCP-orer-UDP wasto provide atestharnesdor evaluatingthe effect
of alteringTCP parameterslf onehaskernelaccesspnecanof coursemodify the kernelto experiment
with TCP. We alsohave donesomekernel-level testingover a NISTNet[24] testbedandaspart of our
Net100[10] project.In addition,we have doneprotocolexperimentswith thens[8] simulator

The other applicationof our TCP-orerrUDP protocolwasto characterizepath performancefor a
TCP-like protocol. The Trenotool [20] alsotries to characterizahe TCP behaior of a path using
UDP or ICMP paclets with sequencenumbers,timeouts,and a TCP-like slow-start and congestion
avoidance. Trenois a sendesside only test, relying on ICMP paclets from the tamget to return the
transmittedsequenc&umbers.More recently Allman [6] describesa TCP-over-UDP implementation,
cap, for measuringoandwidthcarrying capacityof a path. Our transportprotocolcanprovide detailed
performancenformation on a given flow, the Web100project[21] also provides detailed TCP-flov
informationusinga modifiedLinux kernel.
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6 SUMMARY

We have testedour TCP-like protocol on a variety of networks including on our NISTnet [24]
emulationtestbed. We have testedthe protocolon a numberof operatingsystemsjncluding Linux,
Solaris, Sun OS, Irix, FreeBSD,Compags OSF and AlX. We also did a port to Windows as well,
thoughthe sourcefiles do not containthosemodifications.WhereTCP could be tuned,we tried to get
TCP to matchor exceedthe UDP client/serer datarate. The TCP-like protocol hasprovided higher
throughputn somecaseghanTCP.

Thesoftwarepravidesbothatime-stampegbacletlog andevent-basedhformation(entering/leging
recovery, timeoutsout-of-orderACKs, etc.) Thedehug modesgive usefulinformationon which paclets
were lost, window/thresholdchanges bandwidth, round-trip times, and the classicalsequence/8K
numbergraphs. The event and trace data have beenvery useful in understandingpaclet loss and
throughputon variouspaths.

The TCP-like UDP protocolis appealingoecausedt doesnot requirekernelmodsto tweak TCP-like
congestion/transpbparametersWe have demonstratedtriking changesn performancevhenmodifying
ourtransport buffer size,MSSsize,or the AIMD parametersDisablingdelayedACKs andalteringthe
dupthresholdhasalsoimproved performancean somenetworks. For multiple losseswithin a window,
the SACK/FACK optionsimproved recovery as expected. We did not seemucheffect in alteringthe
burstlimit or theinitial ssthreslvalue.

Our TCP over UDP cando somethingsthat most TCP implementationg€annotdo. We caneasily
changethe TCP-like control parametersvithout making kernel modifications. Parametemodification
will applyto only oneflow, sowe cancantuneeachflow. Theapplicatiorusingatoucanbenetwork-avare
andcanmodify in realtimetheTCP-like controlparameterbasednfeedbackrom thepacletprocessing
layer(notunlike Web100[21]). We cancollecteventandtracelogson aparticularflow, thoughwe could
getsimilar informationfrom tcpdump/tcptraceWe canretainthe TCP-like controlinformationacross
runsand pre-setvariouscontrol parameterdasedon previous runs. We canhave an MSS biggerthan
the MTU, thoughlP fragmentatiorresults,or createa "virtual MSS”. Thereis no Naglealgorithm,so
we neednotworry aboutdisablingNagleto improve performance.

Ontheotherhand,our TCP-overrUDP cannotdo somethingsthat TCP cando.

e Ouratou protocolis one-way, atransmitterandarecever.

e Handlingthe UDP pacletsatthe applicationlevel requiresa contet switch,andif theapplication
is busy UDP pacletsmaybelostif theRCVBUF is notlarge enough.

e Thepaclet handlingdelaycanalsocontritute to ACK compression.

e The UDP transportmustdo a read/writefor eachMSS-sizesegmentsuffering the OS contet
switch. TCP cando largewrite’s reducingOS overhead.

e Timer managementor sendertimeoutsor delayedACKs at the recever is lessefficient thana
kernelimplementation.

e Addingan”applicationlayer”, e.g.afile transferwill requiremulti-threadingandbuffer management
thatcouldreduceeffective throughput.

¢ We calculateRTO usingthe timestampsn the paclet, but we do not usethe RTO value at this
time. We justusea 1 secondimeoutfor our tests,that senesour usesto date. We canalterthe
tick resolutionandsupporttimeouts lessthan1 second.
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e Ourprotocolusesseggmentnumberingratherthanbyte numberingfor sequencing.
e Ourrecever doesnotsendback’available” window information.
e OurUDPwon'’t beableto seeECN[11].

We continueto testandextendtheimplementationIf we canshaw thetransportprovidesa distinct
adwantageover TCP, thenwe needto wrapit with afile transfemprotocol. Thisis anon-trivial extension,
requiringbufferingatbothtransmittemndrecever, threadsandflow-control(like TCP’sslidingwindow).
We have alsoconsideredhaving afile transferprotocolthatcouldtake pacletsout of order presumably
keepingtherecever’s adwertisedwindow open.

We've alsolooked at retainingtransportcontroldataon a per destinatiorbasis. Sinceour TCP-like
UDP transportprotocolis at the applicationlayer, the applicationcanget feedbackfrom the transport
(RTT, retransmitstimeouts duplicateACK counts cwnd,ssthreshbursts,cumulatve ACK info, interarrval
times)andpossiblyusethis informationto altertransporiparametersindsave the informationon a link
(e.g.,RTT andvariance,ssthrestand cwnd) for usein optimizing a later transferto the sametarmget.
(Linux 2.4, OpenBSDandFreeBSDsave this kind of datain theroutingtable.) It would be interesting
to experimentwith thesepossibilities.

Anotherprotocoloptimizationto try is speculatre recovery (doneby Linux 2.4andFreeBSD)where
we would save ssthreshtand cwnd on a timeout, thenif the ACK for the retransmittecbaclet arrives
"soon” (it wasinflight), restoressthrestandcwnd(andmaybeincreasdrTO). Speculatre recorery might
alsobe usefulwhereFACK-inducedrecorery (ratherthan3-dups) is initiated, yet the FACK block was
only aresultof anout-of-orderpaclet. Our recever givesa diagnosticsummaryof duplicateseceved,
but we needto sendthatinformationbackto the senderlike D-SACK [14]. With this informationthe
transmittercanalterdupthresholdor undoawindow halving.

For easiersystematidesting,the client-serer could be extendedwith a TCP control channelthat
couldbeusedto setparameterstthe sener sideandretrieve results.With this structurewe could have
a persistensener (daemon).Thedroplist hasproven effective in evaluatingrecovery options,but the
clientlossmodelcould be extendedo includelossprobabilityfunctions(like nsor NISTNet).

We areworking on a TCP Vegas|7] extensionto our protocol. Vegasattemptsto avoid lossesby
sensingcongestiorfrom its realtimebandwidthcalculations. Vegasdoesnot competewell with other
TCP protocols,sowe would alsotunethe alphaand betaparametersf Vegasto try andmale it more
aggressie.
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A APPENDIX: INSTALLA TION AND TESTING

Oneshouldreadthe README thataccompanietheatou distribution to getthemostrecentinformation
on installing and usingthe protocol. This appendixbriefly summarizeghe installationand useof the
clientandsener.

Thedistribution consistf thefollowing files.

READVE
atoucli.c
at ousrv.c

scor eboard. h

probeal | . pl

Onecancompilethe senerandclientwith your favorite C compiler






B APPENDIX: USING THE CLIENT/SERVER

Onthetamget machineoneneeddo startthe sener with, for example,atousrv-b 1000000-d 200. This
providesa 1 MB UDP recever buffer to the kernelandenablesdelayed-AKs with a 200 mstimeout.
Thefull setof seneroptionsare

-s enabl e SACK (default reno)

-d ## amount to delay ACKs (ms) (default 0, often 200)
-p ## port number to receive on (default 7890)

-b ## set socket receive buffer size (default 8192)
-D ## enabl e debug | evel

YoumustCTRL-Cthesenerwhentheclientfinishesandrestarit for eachtestyouwishto perform.
Whenyou kill the sener, it reportsthe numberof bytesandpacletsreceved andthe numberof ACKs
sent. The sener also reportsthe numberof duplicatepaclets receved and droppedor out-of-order
pacletsreceved.

Theclient needsa configfile. A typical minimal configfile mightbe

new eno 1
rcvrwi n 100
maxtinme 10
debug 4

Thiswouldruntheclientfor 10 secondsisingawindow of 100pacletsandusingtheNewRenoTCP
protocol. The delug level of 4 would provide a paclet tracefile in dbtmp Eventanderrorinformation
is written to stdoutandstderr soonenormally runsthe client with atoucli targethost>& event.tmp A
simpleperl scriptprobeall.plis provided thatwill producea numberof x-y plot files from the tracefile
(e.g.,probeall.pl< dhtmp). Thefollowing tableslists the variablesthatcanbe includedin the config

for theclient.
Whentheclientterminatest producesa summaryon stdout

config: atoucli $Revision: 1.12 $ port 7890 debug 4 Mon Mar 11 14:21:19 2002
config: initsegs 2 nes 1472 tick 1.000000 tineout 0.500000

config: maxidle 10 maxtinme 10

config: rcvrwin 60 increnent 1 nultiplier 0.500000 thresh_init 1.000000
config: neweno 1 sack 1 ranpdown 1 fack O delack 0 maxpkts O

burst _limt O dup_thresh 3



mss UDP datagransize,normally 1472

revrwin recever window sizein segments(20)

nenreno if 1, usenenrenoratherthanreno(1)

sack if 1, useselectie ack(0)

fack if 1, useMathisselectve ack(0)

rampdevn | if 1, useMathisrampdaevn FACK option (0)

timeout timeoutfor retransmissioifl second)

tick selectimer, 0.5seconds

maxidle numberof secondwith no ACKs beforegiving up (10)
initsegs numberof sggmentsin initial window (2)

multiplier | cwnd= multiplier*cwnd if loss(0.5)

increment | in congestioravoidancehow muchto addto cwndeachRTT (1)
threshinit | perceniof rcvwin toinitially setssthresi{1)

dupthresh | numberof dup ACKsto triggerre-transmit(3)

burstlimit | maxnumberof sggmentso sendatonce(0 == unlimited)
maxpkts howv mary seggmentsto send(0, unlimited)

maxtime numberof secondgo send(10)

port UDP portnumber(7890)
sndhuf UDP SNDBUF size(32768)
revbuf UDP RCVBUF size(32768)
droplist list of sgmentsto drop
dehug level of delugging(0)

config: sndbuf 65536 rcvbuf 65536

wisp => thistle 33.758920 Mds win 60 rxms 11

21. 995500 secs 92818040 good bytes goodput 4219. 864979 KBs 33. 758920 Mos
pkts in 31786 out 63573 enobufs 0

total bytes out 92816580 |oss 0.017 % 33. 758389 Mos

rxms 11 dup3s 0 packs O tinmeouts 11 dups 0 badacks O maxack 1 maxburst 58
mnrtt 0.000591 maxrtt 0.019809 avrgrtt 0.009318

rto 0.010466 srtt 0.008204 rttvar 0.000566

win/rtt = 75.211497 Mos bwdelay = 39 KB 26 segs

snd_nxt 63574 snd_cwnd 2 snd _una 63572 ssthresh 2 snd _nax 63574

goodacks 31786 cumacks 0 ooacks O

Dependingon the dehug level, events(timeouts,retransmissionsgtc.) areloggedon stderr The

3duprxmt pkt 416 nxt 616 nmax 616 cwnd 200 thresh 200 recover 0

timerxmt pkt 417 snd_nxt 616 snd_max 617 snd_cwnd 100 thresh 100

3duprxm t pkt 2744 nxt 2844 max 2844 cwnd 100 thresh 100 recover 0

packrxmt pkt 2747 nxt 2844 nmax 2845 cwnd 100 thresh 50 recover 2844 una 2744
packrxmt pkt 2750 nxt 2845 max 2845 cwnd 98 thresh 50 recover 2844 una 2747
badack 6636 snd_max 6808 snd_nxt 6808 snd_una 6661

badack 6892 snd_max 7048 snd_nxt 7048 snd_una 6899

eventsbelow illustratea retransmitresultingfrom receving threeduplicateACKs, anda retransmitre-
sultingfrom atimeout. The padkrxmitareNewReno(or SACK) retransmitgluring”recovery”. A badad

is anoutof orderACK or duplicatedACK.
With a dehug level of 4 or higher a tracefile is producedor eachtransmitandack paclet, datain-
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cludegime stamp seggmentmumbeyround-triptime,congestiorwindow, andthreshold.Usingprobeall.pl
from thetracefile, onecanplot tcptrace-like information(RTT over time, cwnd over time, averageand
instantaneoubandwidth,ack-sequencaumber etc). Writing the tracefile canslow performancedor
high speednterfaces.A few linesfrom atracefile follow.

0. 408133 258 xnt
0.408196 234 0.038062 26 26 ack
0. 408259 259 xnt
0.408346 235 0.038069 26 26 ack

Thefollowing configfile couldbeusedto enabledFACK/SACK includingrampdaevn [22]. Thesener
shouldbe startedwith atousrv-s in orderto provide SACK informationto the transmitter This config
file will alsocausepaclet 200to bedroppedwice (causingatimeoutevent).

new eno O

fack 1

sack 1
ranpdown 1
rcvrwin 26
maxtinme 10
droplist 200 200
debug 4

The following config file providesa 10x virtual MSS by startingslow-startwith 10 sgments,and
incrementindoy 10 segmentsperRTT duringcongestioravoidance We dropapacletin orderto insure
ourtestwill illustratearecorery event.

new eno 1
rcvrwi n 1000
maxtime 10

i nitsegs 10

i ncrenent 10
droplist 1400
debug 3

The following configfile altersthe congestioravoidanceparameters$o provide a more aggressie
recovery for a high delay bandwidthpath. We drop a paclet in orderto insureour testwill illustratea
recovery event.

new eno 1
rcvrwi n 1000
maxtime 10
multiplier 0.9



i ncrement 10
droplist 1400
debug 3

Seehttp://wwwcsm.ornl.ge/ dunigan/netperffmu.html for moreexamplesandresults.



