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Abstract—The robustness of power grids characterizes the
behavior of grids in situations of serial failures and/or human
errors. A coherent method of evaluating vulnerability is to
quantify this attribute in terms of the scale-free graph theory.
One way of increasing power grid robustness consists of adding
new electric lines between the existing nodes. Once the target
scale-free network is found, the real network must be enlarged
to the graph of the target network. The choice of a reasonable
solution is made difficult by the great number of topological
solutions, because this number increases as the number of the
network nodes becomes bigger. Thus, the first aim is to make
an inventory of all these solutions. The second necessary step is
to build correct algorithms able to find the nodes of the real
grid which will be connected respecting economical criteria. In
continuation of our previous research, our paper proposes a
Petri net-based method of building all enlargement variants,
starting from non-robust networks to the nearest free-scale,
robust network. Starting from some distinctive characteristics
of elementary enlargements introduced in our earlier works,
this allows us to obtain a mathematically unique, robustness-
oriented enlargement solution.

Index Terms—topological vulnerability, Petri nets, power
grids, scale-free graphs.

I. INTRODUCTION

We begin with a short presentation of the topological
description of the networks. The basics of PN are exposed in
the Appendix with the purpose of understanding our Petri
nets (PN) model of network enlargement dynamic.

1.1 Graphs’ topological quantifiers

The main elements used to describe large systems by their
graphs are presented in [1],[2].

The graphs’ quantifiers used in our paper are the
following:

- The nod’s degree k, which is an indicator of how many
links the node has to other nodes.

- The degree distribution P(k) representing the probability
that a selected node has exactly k links:

- The critical fraction fe quantifies the robustness of the

network faced with random series of removed nodes
(random attacks). The result of these complex events is a
strong reduction of the grid dimension, by the appearance of
giant clusters, [1], [3], [4], characterized by high dimension
in contrast to other clusters. In our paper, the power flow
processes are neglected, the target being the static
robustness, in opposition to the dynamic robustness
thoroughly presented in [5]. The power flow approach leads
to finding the most critical components in a network, by
analytical or topological methods.

A suggestive illustration of the difference between a
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topological (nearest-neighbor) model of cascading failure
[6] and one based on Kirchhoff’s laws is presented in [7].
So, in a topological approach, the clusters formation, known
as percolation, is the main event in the random (or
intentional) destroying dynamics 8], and it has been the
subject of many mathematical studies. An accepted criterion
in determining the percolation threshold in the destroying

process dynamics is when: c¢c=< k2>/<k>>2. The

critical fraction f®°"  representing the deleted nodes’

percentage producing the percolation, is defined and
computed in [2]. For one ordinary graph described by its

probability function[ k j,the f. value is:
P(k)
fCthEOl' =1- 21 (1)
<k > 1
<k>

where <> is the average symbol.
Unlike the theoretical critical fraction, the real critical

fraction f %" s

experiences.
A special random graph class is the scale-free (SF) s
graphs, with a power law degree distribution:

P(k)=AKk®, k=mm+l..K @)

Observe that in logarithmic coordinates, (2) is a straight
line.

If 2 <b <3 we estimate the critical threshold f_ with :

1
T ®)
In addition, for SF graphs, c=b/2
Note that the smaller the network’s N node number, the
bigger the error between the theoretical and the empirical

values of f. is. The reason is that by using such formulae

as (1) and (3), for K >>m, k is considered as a continuous
variable. In [9], the authors make a difference between the
theoretical and the real values of the critical fraction in the
analysis of some European power grids.

On the other hand, the SF graphs “steady” properties have
a relevant sense [10], examining their evolution as random
processes. What is random in the power grids’ enlargement?
The mathematical approach to the random graphs offers
other very attractive models of the real networks: in [11], the
presented Watts—Strogatz network model  describes
networks between a regular network and a random one. The
last is defined in a particular manner, allowing the modeling

evaluated by random destroying

f
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of different random behaviors, one of them conducting to
the SF graphs. A very simple node-addition algorithm,
presented in [12], [13] and used in [14], allows us to build
SF graphs: starting with a small sized initial graph, a new
node with k edges is added step-by-step in such a way that
the probability to be connected to an existing node is
proportional to the connection degree of this node, thus we
establish a preferential attachment with the highest
connected nodes. But in power grids, we follow the similar
idea, because it makes no sense to introduce low connected
new nodes and, at the same time, assure an elevated reliable
power flow for the enlarged network, thus at first sight, the
power grids should become SF graphs.

Il. NETWORKS ENLARGEMENTS BY NEW EDGES ADDITION

The networks’ extension policy can assume various
targets: a reliability approach, [15], or, the power flow
growth for some customers, all these with the purpose of
reducing the network vulnerability facing random failure
events. Thus, the first step is the risk assessment of power
grids. The reliability approach is focused on a few well-
defined points of the network. A very interesting and
necessary enterprise is to identify the quantitative
equivalences between the reliability and the topological
approach. In [15], the reliability of electric transmission
systems is analyzed in terms of the topological properties of
scale-free graphs, and failure propagation. A power system
reliability index is compared to the scale-free network
models robustness-derivate quantifiers. The topological
approach is very attractive, because it can reveal relevant
properties of the structure of a power grid, emphasizing the
role played by its components, role which escapes a local,
reliability centered analysis and offers the instrument to
perform vulnerability assessments based on the simulation
of random or intentional faults [15]. In [16], the authors
present two extension algorithms to generate the minimum
distance graph, in terms comparable with our works, but
using the bisection technique by introducing the bisection
cost parameter .and maintaining the grid’s exponential
degree distribution character. In [17] it is emphasized that in
critical infrastructure systems, such as electric power grids,
there is a significant influence on the network structure of
the new links. In order to measure the power networks
vulnerability, the response of networks is tested in a variety
of disturbance scenarios, measuring the relationship between
the disturbance size and the economic aspect of the
disturbances [18].

In our paper we assume that the enlargement is performed
only by new connections, and in addition, we change the
exponential degree distributions to a desired SF distribution.
To this purpose, we will model the extension process by
dedicated Petri nets, associated with vulnerability quantifiers
introduced in Section 1.

We consider a network graph with the empirical degree

distribution P° (k).

Thus we must obtain the objective graph G F from the
initial G° graph of the studied power grid.

Let the initial network and its graph G histogram be:
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of i kK k+1 .. i o .. K
G =

{NJ N Negp oo N o Nj . Nk

An elementary enlargement [19] is made by adding a
single new edge, denoted by the operation:

(4)

G”l:eij(Gr),ksisjsK (5)
where:

- G",G"? are two successive graph histograms;

- €;; - connection of one nodes with i edges with the other
one, with j edges.

The new graph’s histogram will be:

Kewodo it Lo, I K
| NioNj =1 Nigg +1.Nj =1 Njg +1.Ng (6)
if j>i+1
Gr+l: [
| NN =1 Nig Ni+2+1....NK} =i+l
(K oo [ K i
NgeNj =2 Nijg 42 N | W5

Thus, one edge removal between a node with i edges and
another one, with j edges is defined, according to (5), as a

negative enlargement “— ;" Of course, this operation can

be made only if there is a connection between the selected
nodes.

A. Properties of elementary enlargements:

We attach critical fractions fJ and f/*to G'and

G r+1.
Prop.1 We accept as obvious for any enlargement that:
forh> £ " O
Prop.2 Letm<xy,z,t<K. Hence, there are
equivalence relationships between distinct elementary
extensions pairs:
Exy T8zt = Exz(t) TEyt(2) (8)

There is a Sgq system of ngq distinct, (8)-form equations.
ForK-m>3,

= 2 | 4 9
g "l k —ma1) UK —me1 ©

Prop.3 The number z of the linear independent
elementary extensions is:
z=rank(Seq) (10)

According to the convention for the signs associated to
the elementary enlargements, in (8) we can move the terms
following usual algebraic rules.

I1l. ANALYZING THE POWER GRID'S VULNERABILITY

There are more approaches to the power grids’
vulnerability evaluation, depending on the risk source [20],
[21]. Here, our approach is based on the terms of the SF
graph theory. The proposed network is the IEEE-30 bus
system, and our choice is motivated by the adequacy of the
network dimension to some networks studied in [22]. The
relatively small sized dimension is imposed with the
purpose of illustrating the enlargement process by a
tolerable complexity of the Petri net coverability tree. In
Fig.1, the transformers are not explicitly figured, therefore
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the buses’ voltage can be different (i.e. 110 kV, 220kV):
also, performing the random destroying experiences to find
the empirical value for the critical fraction, no differences
were observed between generator nodes and the other nodes
of the network. The single line diagram of the IEEE 30-bus
test system [23] is shown in Fig. 1

Figure 1. The IEEE 30-bus test system

The network’s degree distribution and histogram are:
1 2 34567

316 6 3 011

0

11

ftheor _ .51,

freal —0.27. By representing log(N(k)), which in
logarithmic coordinates has a similar form as log(N(K)), it is
obvious that the analyzed network is not SF (Fig.2): we
must eliminate the 1-edge connected nodes, build 5- edge
connected and increase 2-edge connected node number.

The graph’s quantifiers are:c =3.081,

log(N(K))
o
(4]
.

. I I I . .
-0.5 o] 0.5 1 15 2 2.5
log(k)

Figure 2. The graph's degree distribution

By imposing a needed f"®°" >0.65, a target degree
distribution, obtained by a linear regression method is
found:

E ‘2 3456 7‘

11 8 5 3 2 1
The graph’s
fheor _ .66, and an expected % =0.42.

(12)

new quantifiers are: ¢=3.92,
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IV. THE SOLVABILITY OF THE PROBLEM

Thus, we intend to transform G%in GF (GO -G F) by
adding new edges, keeping the nodes’ number constant.
Observe that for any real network’s histogram, we have:

K
SiNg =210

i=m

(13)

where L° is the vertices’ number. Therefore, the sum is
always an even number. We will nominate this (4) form
matrix as graph matrix (GM).

We associate to G%and G a Petri net (PN) with the

subsequent  structure: the P set of  places:
P={Pm: Pms1s» Px}; the T set of transitions:

T={tmm:tmms1r-tkika}; the W function of arcs’

weight:  w(p;, tj;) =2, w(tji, pisa) =2¢else,  w; =1,

according with the elementary enlargement definitions (6).
The maximal indices for the transition set was limited to

K-1 so as not to generate nodes with edge number over K
The PN’s states, as the places’ marking, are equal to the

second row G,F| of the successive G' , the

r=1:(LF -L9)

initial state being My =G%(2,)

The transitions must have the same task as the elementary
transitions defined by (6):

tij = &jj, i=2:5

With these notes, we affirm that:

(14)

If G%and G are GM - form, in the previously defined
PN, there is always a transition set conducting from G%and

G", or more precisely, G Fis always accessible from GO,
Proof:
Without reducing the generality of our proof, we consider

G%and GF as:

1 2 3
G { O(F) pO(F) O(F)}
Nl N2 N3

The associated PN is depicted in Fig. 3:

Figure 3. The PN for the accessibility proof

The PN’s incidence matrix A and the AM =M™ —Mm?©
are:

2 2 0 N{ N7
A=l 0 -2 2|, AM =[N} -NJ
-1 0 1 NE -NJ

We have successively:
rank(AT )=2,
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-2 0 -1 Nf-N}

[AT AM]: 2 -2 0 Nj-NJ
F 0

0 2 1 Nf-NJ

Let us check the rank of the matrix having any two
columns of AT and the AM . By adding the matrix rows,

we will obtain only zeros, because Y’ Ni': =y Ni': , hence
i i

rank([AT AMD:2, satisfying the accessibility condition
(A.2).

V. APPLICATION: BUILDING THE PETRI NET- MODEL OF
THE ENLARGEMENT DYNAMICS

We will return to model the IEEE 30-bus test system
enlargement with a PN built in accordance with section IV.
Thus:

- The places of this PN will be associated with the nodes’
number having k connections. Thus, the number of the

places will be: n=K-m+1. The initial state Mjis

associated with the starting network’s graph G0 and we
expect to find in the proposed PN the state mF
corresponding to the target graph GF, so as to have:
Mg (pk):Gﬁ (k), k=m:K . The Mg is not necessary a

deadlock state.

We assume we will not use negative enlargements:

At first sight, according to (9), (10 ) we can build two
distinct type of PNs:

a) with  transitions; b).with |E| transitions.

The main differences is the convergence mode from G0
to GF : if we opt for b), knowing z <|E|, the simultaneous

transition conflict solving becomes decisive.

Thus, we will choose the a) variant. Also, to reduce the
coverability tree dimension, the first three enlargements
steps are chosen in the beginning: e;;,e14 and ey, , and in

the same line, observe that the 7-edge nodes number must
not be affected: thus, the initial and the final state marking
will be: My(17,8211), Mg (11,85,3,2), so we will work

witha PN having : P ={p;, p3. P4. Ps5. Ps}

The proposed PN is shown in Fig. 4:

The accessibility condition (A.2) is satisfied, because:

rank(AT) = rank ([AT 1[M g - Mg1") = 4

The PN's dynamic is described by the coverability tree
from where we will retain some ways conducting from M
to Mg, (Fig. 5). Here, the boxes are the states of the

enlargement process and the labels of the edges are, in
accordance with the enlargement-transition equivalence
(14), the elementary enlargement indices.

The proposed PN’s state capacities were fixed to

have K(pas56) = G,'T (k=45,6), and for p, and ps, to
assure the PN’s repetitiveness property, thus:

K(p2) =19, K(p3) =14, K(p4) =5,

K(ps) =3 K(pg) =2
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To obtain the solutions containing all the elements of
T :[t22,t23,t24,t25yt34,t35,t45], we would start from a

PN with z =7 independent transitions (9). In our example,
for space economy, we will reduce the T set of transitions,
renouncing tys, thus we will have a 6-transition PN. Note

that a PN with all the elements of T produces a coverability
tree with 193 state, the target states having the label 185;
Therefore, reducing the T set elements number, we’ll obtain
less complex coverability trees,. but with the price to lose
the trajectories containing the eliminated transitions.

Figure 4. The 6-transition PN

In Fig.5, we present only a section of the entire coverabily
tree. Here, the signification of the edges’ label, according to
(14), is: label =1jabel

Figure 5. A partial coverability tree view for the 6-transition PN

The Mp,n=1:128states legend is presented in Table I:

Now, for all the states of table I, we add the theoretical
critical fraction computed with (1) to the coverability tree.
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For purposes of space saving, we will do it only for the
predecessor states of the 117 labeled state (Table I1).

In this way, we have the essential information based on
which to choose the optimal enlargement trajectories.

TABLE | - THE STATES'LABEL LEGEND

S | P23456 | S P2,3,4,5,6 S P2,3,4,5,6
0 178211 51 1211501 | 83 148232
3 168311 52 1210511 85 146531
5 177221 54 139502 86 155552
12 | 159302 55 148331 98 1110431
13 | 159401 57 149222 99 1110512
14 | 158411 58 157322 100 129422
151167321 59 147521 102 138332
18 | 176231 61 156512 103 128531
27 11310411 | 62 165422 104 137522
31 158231 64 174332 105 146432
33 1149501 73 1111421 117 119522
34 1148511 | 74 1111502 118 128432
36 | 157502 75 1210331 128 118532
39 1167222 76 1210412

40 | 175322 81 138512

45 | 1112411 | 82 147422

TABLE Il THE CRITICAL FRACTIONS OF SOME FINAL STATES
State No | 98 99 100 103 104 118
ftheor 0.633 | 0.636 | 0.641 | 0.636 | 0.644 | 0.664
c

In our example, with the exception of 118, the state 104 is
the best predecessor of 117. We immediately obtain relevant
information: we can practically stop the enlargement
arriving in 104, thus reducing the new connections’ number
by two.

Thus, the convenient solutions from 0 to 128 labeled
states are trajectories such as:

-Mg, M5, M1, My, Mgz, Mgs, M104, My117, M12g

-Mg, M3, M4, M34, M5, Mg5, M1p4, M117, M2
or the associated enlargement sets:

E1 =1{811.814.822 €34, ©34.©35,€23.€23.€22.€22. €34},

B ={e11.814.€22.©23.€23.823.834. €25, 825,22 €34}
In the case of the IEEE 30-bus test system, the first
solution may be in join nodes 11 and 26 for t;4, join nodes

1and 10, for ty4, etc., all the enlargement being applied to

the successively modified power grids.

The final enlargement solution depends on the cost matrix
of all the new possible connections of the IEEE 30-bus test
system.

VI. CONCLUSION

The ideas presented in our paper offers an attractive tool
to find enlargement solutions of a vulnerable network to the
nearest robust network. The first advantage of this algebraic
method is to answer the question of accessibility analysis of
the target grid. One of advantages of the Petri nets’ used in
the graphs’ enlargement strategies study is that instead of
computing them; we have a comprehensive presentation of
all the solutions of the problems, by a suggestive graphical
diagram of the enlargement process. Another advantage is
the possibility of choosing the elementary enlargement set in
which we would solve the enlargement process. Based on
the coverability tree inspection, the enlargement process can
be stopped before realizing the theoretical scale-free
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character, by attaching the critical fraction value to the
coverability tree. Therefore we can formulate criteria for
optimal enlargement solutions, with the purpose of reducing
the choice space of economically eligible variants.

APPENDIX A

Petri nets (PNs)

PNs (defined by Petri in 1962) is a graphical tool,
mathematically based on matrix algebras. Classical PNs are
identified by a quintuple (P, T,F,w, M), in which:

- P={p), Ppsms P} is the set of places;

ST ={.ty,t} is a set of transitions;

- F c (PxT)uU(T x P) is a set of arcs;

- W:F > (123,..) is the arcs’ weight function;

- Mg:P—(0123..) is the initial mark

Mathematically, a PN is a directed bipartite graph with
two different types of nodes called places and transitions.
The nodes are connected through directed arcs. Input places
are a set of places that can fire a transition, while output
places are a set of places that are associated with the results
(outputs) from a transition. Only the static properties of a
system are presented by a PN structure and dynamic system
properties result from PN execution. The execution of a PN
may affect the number of tokens in a place. A transition is
called enabled when each of its input places has enough
tokens. A transition can be fired only if it is enabled. When
a transition is fired, tokens from input places are used to
produce tokens in output places.

A PN with all arcs’ unitary weight is an ordinary PN.

A 1-bounded PN is a safe-called PN.

A. Transition enabling rule

A transition t; is said to be enabled in a marking M if and
only if M(p;)>w(p;,t;j) for all p;, elements of the t;’s
input places set.

B. Transition firing rule.

Only an enabled transition can be fire.

The firing execution of t; has as effect the remove of

W(pi,tj)tokens from all input places of t; and add

W(tj ' Pj ) tokens to every output places of tj.

C. The state equation
Any PN can be specified in matrix form as incidence

matrix A, A= AT — A~ with m rows and n columns, where
m is the number of transitions and n is the number of places
in the PN, and:

- aier =W(t;, pj) is the weight of the arc from t; to its
output place pj;

- ajj =W (pj,tj) is the weight of the arc to t; from its
input place pj ;

We consider two M and M 4 states of a PN dynamics,

consisting of a succession of states from an initial M to a
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M4 marked, present state. A state is defined by a line

matrix containing the places’ instantaneous marking. That
dynamics can be described by the matrix equation:

Mg =Mg+AT X
where X is the possible firing number matrix.

The necessary, but insufficient accessibility condition is
the subsequent equality:

rank(AT ) = rank (AT 1[M , ~M1")
For further information, please consult [24], [25].

(A1)

(A2)
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