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Abstract: A wireless sensor network (WSN) is a wireless network containing of spatially distributed autonomous nodes utilising sensors
to evaluate the physical or environmental circumstances. In several critical applications, an external user can directly monitor the real-time
information from sensor nodes. In this case, before providing access, authenticity of the user is required to be proved by a suitable technique.
Thus, in critical WSNs based real-time applications, authenticity of the users are very significant. Till now, many techniques have been
developed to design a secure protocol for WSNs, to prevent unauthorised access. However, these techniques are vulnerable to wormhole
attacks, which happen due to lesser synchronisation among the sensor nodes. Therefore, to handle this problem, an integrated modified-
signature and recommendation-based trust evaluation protocol for WSNs is proposed. The extensive experiments have shown that the pro-
posed technique outperforms over the available approaches.
1 Introduction

Wireless sensor networks (WSNs) are vulnerable to an extensive
range of attacks due to their dispersed nature, lack of tamper resist-
ance and limited sensor resources [1]. Several presents and envisaged
applications for WSNs engage information gathering in remote, in-
accessible or hostile circumstances such as ocean floors, barren
region, mountains and battleground [2]. A huge number of sensors
might be placed within a particular area, and their movement is fre-
quently observed and supervised by a reliable, trusted unit, usually
called sink or base station (BS) [3]. Owing to security issues and
limited resource energy, WSNs are vulnerable to the attacks. So
there is a need to provide adequate security mechanisms [4].

A wormhole attack is predominantly dangerous against routing in
WSNs, whereas an attacker obtains data packets at one position in
the network, tunnels and then replace them at a different remote
position in sensor field [5]. A wormhole attack can be effortlessly
initiated by an attacker without compromising any sensor node.
As known prior, various routing approaches do not have mech-
anisms to protect the WSNs against wormhole attacks [6]. The
path demand can be tunnelled to target sensor field by attacker
using wormholes. Therefore, nodes in target sensor field construct
the path using attacker. Afterwards, an attacker can alter/corrupt/
drop the data packets [7].

A novel wormhole attack detection approach is designed using
statistical analysis. In this technique, a sensor node can monitor
and track wormhole neighbours using the neighbourhood discovery
algorithm. Then, a k-means clustering is utilised to recognise worm-
hole attack [8]. Statistical analyses are also used to monitor worm-
hole attack in multi-path environment [9]. However, Tian et al. [8]
and Qian et al. [9] become unsuccessful when prior information for
statistical analysis is not available. A lightweight countermeasure is
designed for wormhole attack depends on overhearing neighbour
communication. This method allows monitoring of the wormhole
attacker which is followed by isolation of the malicious nodes
[10]. A novel lightweight countermeasure for wormhole attack
detection is designed using localised–decentralised algorithm. It
assures that no wormhole attack has happened while using connect-
ivity data, as implied by the underlying communication graph [11].

A secure ad hoc on-demand distance vector routing protocol
is proposed, so-called wormhole-avoidance routing protocol. It con-
siders link-disjoint multi-path during route discovery, and provides
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greater route selections to avoid malicious nodes but eventually it
uses only one path to transmit data [12]. A round trip time
(RTT)-based wormhole attack detection technique is implemented.
RTT secures WSNs against a wormhole attack for multi-rate
transmissions [13]. A centralised method is designed to monitor
wormholes. The proposed method guarantees a good lower bound
of successful detection rate [14]. A time-based countermeasure is
proposed to avoid the limitations of existing time-based wormhole
attack detection. In this technique, neither the sensor nodes
demand synchronised clocks, nor they request to predict the sending
time. Therefore, they are capable for fast switching between the re-
ceiver and source nodes [15]. Wormhole resistant hybrid technique
(WRHT)-based wormhole attack detection technique is proposed.
WRHT utilises Watchdog and Delphi schemes and ensures that the
wormhole will not be left untreated in WSNs [16].

Existing researchers have neglected the relation between the ratio
of malicious users and the ratio of anchors in the WSNs event to
ensure trustworthiness of the crowd-sensed data [17]. The impact
of the relation between the ratio of malicious users, the ratio of
anchors is also ignored [18]. The ratio of anchors on the crowd-
sourcer utility in the presence of anchor nodes in a WSN are
also ignored [19]. The impact of the relation between the ratio of
malicious users and the ratio of anchors on the user utility in the
presence of anchor nodes in a WSN [20].

Contribution: The review on existing security protocols of WSNs
has shown that the detection of wormhole attack is still a chal-
lenging issue in WSNs. Most of the above-discussed protocols
either demand specialised hardware or make strong assumptions
to detect wormhole attacks, which limit the usability of these tech-
niques. No protocol has good efficiency for detecting the random-
isation behaviour of attackers. The utilisation of signature-based
trust evaluation can improve the accuracy of wormhole attack detec-
tion. Therefore, we have proposed an integrated modified-signature
and recommendation-based trust evaluation protocol (IMSRTEP).
The proposed protocol has the following benefits over the existing
signature-based protocols:

(i) Comparing to existing protocol, IMSRTEP can be imple-
mented in a more fast and lightweight manner, while it is intuitively
more vulnerable to collisions as certifiers are strange to the trustor in
most cases.
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(ii) IMSRTEP seems to be more significant than existing TEP, as in
former only the ratings of trustworthy recommenders are consid-
ered. However, collecting the opinions from reliable recommen-
ders, consumes large amount of time and bandwidth resources,
especially when it is set to a relatively high value.

Therefore, IMSRTEP can overcome the issues associated with
existing protocols. The IMSRTEP has integrated the features of
SRTEPs. Therefore, it has ability to detect wormhole attack in
more efficient way and with good speed. The integration will be
achieved by introducing a new prototype which will evaluate the
confidence values based on rules of these two trust evaluation tech-
niques. Thus, IMSRTEP has provided more secure and accurate
results than existing protocols.
2 Proposed technique

This section describes the proposed technique. Initially,
modified-signature-based trust evaluation is described. Then,
recommendation-based trust evaluation is discussed. Fig. 1 shows
step-by-step methodology of the proposed technique. Each step of
the proposed technique plays a significant role to successfully
detect the wormhole attacker node in WSNs.
2.1 Modified-signature-based trust evaluation

In this section, the modification of well known signature-based trust
evaluation is done with the help of three different weight factors.
Fig. 1 Diagrammatic flow of the proposed attack detection technique
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These factor weights are: number weight, time decay weight and
context weight.
2.1.1 Formal expressions of modified signature and
message: The modified signature generated by certifier for trust
evaluation is denoted as in the below equation:

WC(e, f ) = DIN (e), DIN (f ),YT(e, f )VR(e, f )CL(e)TIS(e, f )SD(e, f )

(1)

where DIN (e) and DIN (f ) are the mean identification of certifier (e)
and trustee ( f ), respectively. YT(e, f ) denote the type of corre-
sponding message VR(e, f ) and CL(e) represents the rating value
which is in the interval [0, 28]. Larger VR(e, f ) means higher
satisfaction degree and vice versa. CL(e) represents the location
coordinate of certifier (e) and TIS(e, f ) denote the timestamp
when the modified signature is generated. SD(e, f ) represents the
digital signature. The message released by the trustee ( f ) is
denoted as in the below equation:

SM(f ) = DIN (f ), YM(f ), CM(f ), WC(f ), TIS(e, f ), SD(e, f ) (2)

where DIN (f ) denotes the identification of trustee node b. YM(f ) and
CM(f ) stand for the type and content of the message, respectively.
Also, WC(f ) denotes the set of modified signatures for trustee node
b. TIS(f ) and SD(f ) represent the timestamp and digital signature,
respectively.
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2.1.2 Three-factor weights for modified signature: Owing to
the unique feature of the proposed protocol, trustee may merely
provide profitable modified signatures to potential trustor or even
collide with others to improve its trust value and slander its com-
petitors (i.e. collision). Besides, the trustee may first accumulate
high confidence value through releasing authentic but unimportant
messages and cheat others by issuing necessary constraints. To ease
these two kinds of messages, we comprehensively consider three-
factor weights, which are number weight, time decay weight and
context weight.

(a) Number weight: To balance the robustness against collision
and bandwidth consumption, WC(f ), merely consists of MS(f ),
(MS(f ) ≤ s1) most favourable modified signatures which
come from diverse certifiers. Here, s1 is a system parameter
which relies on current network status regarding the collision.
The number weight NW(f ) corresponding to MS(f ) is denoted as
a piecewise function [12] below:

NW(f ) =
0 if MS(f ) , s2

1 otherwise.

{
(3)

If n(f ) ≤ s2, modified signatures are considered incredible; thus,
NW(f ) is set to be 0. Otherwise, the modified signatures are
viewed as reliable, so NW(f ) is set to be 1.

(b) Time decay weight: Recently, evaluated modified signature
value is more significant than previously available signature
value. Therefore, old modified signatures are unreliable. It is
because the behaviour of trustee may change from honest to mali-
cious. Therefore, time decay weight DT(e, f ) for WC(e, f ) is calcu-
lated as follows:

DT =
0 if NT − ST(e, f ) . b

e−NT−ST(e, f )/a otherwise

{
(4)

where NT is the current timestamp and b is a time window. a is
a time unit which controls the speed of time decay. If the time
difference between NT and ST(e, f ) exceeds b, then WC(e, f ) is
considered as unreliable. Therefore, DT(e, f ) is set to be 0.
Otherwise, DT(e, f ) is represented as an exponential decay function
of a time difference.

(c) Context weight: We also take the context weight into account
forWC(e, f ). Specifically, we consider two kinds of most important
contextual properties, namely message type and location.

(i) Message type: As we mentioned earlier, the node may
first accumulate high trust value through releasing authentic but
unimportant message. Then, cheat the other nodes by issuing a rele-
vant but unreal message. Therefore, we consider the message type
similarity weight YW(e, f ) for NT(e, f ) as in the below equation:

YW(e, f ) =
1 if ms(YT(e, f )) = ms(YM(f ))

g otherwise

{
(5)

where ms($) is an important function of message type and g is a
constant within the range of [0, 1]. If the importance of YT(e, f )
is not less than YM(f ), WC(e, f ) it is considered reliable and
YW(e, f ) is set as 1. Otherwise, WC(e, f ) is regarded as not entirely
credible and is set as g.

(ii) Location: As discussed earlier techniques [1, 7, 14], the loca-
tion is also an important contextual property. In the view of trustor,
a modified signature from a nearby certifier is more reliable than
that from a remote certifier, as the latter has a high probability to
join through trustee as compared with former. Thus, location simi-
larity weight LS

W
′ (e, Z) between trustor Z and certifier (e) is
This is an open access article published by the IET under the Creative
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denoted as follows:

LS(e, Z) =
O if ||CL(e)− CL(Z)|| . s

e||CL(e)−CL(Z)||m otherwise)

{
(6)

where s is a distance threshold and m is a constant which controls
the speed of distance decay. If the distance between certifier (e) and
Z trustor,WC(f ) exceeds, is viewed as unreliable; thus LSW

′ (e, Z) is

set as 0. Otherwise, LS
W
′ (e, Z) is denoted as an exponential decay

function of distance.

2.1.3 Trust calculation method: As stated in previous sections, the
certifier [e.g. (e)] generates a modified signature (e.g. WC(e, f )) and
sent it to trustee ( f ). When trustee ( f ) needs to release a message,
SM(f ), it first choosesMS(f ) most advantageous modified signatures
from its local storage based on the weighted rating value
(WR(e, f )), which can be evaluated using the below equation:

WR(e, f ) = VR(e, f )
∗DT(e, f )

∗YW(e, f ) (7)

It should be noted that in WSNs, the messages are usually broad-
casted in a one-to-many manner. Thus, WR(e, f ) is independent
of LS

W
′ (e, Z) in the proposed technique.

When trustor Z receives SM(f ), it can extract n( f ) modified sig-
natures and then calculate the modified-signature-based trust value
WC(f , Z) of SM(f ) using the following equation:

ST(f , Z) =∑n
a=1 VR(e, f )× DT(e, f )× YW(e, f )× LS(e, Z)

2× n
if n(f ) = c1

m otherwise

⎧⎪⎨
⎪⎩

(8)

If n( f ) equals c1, the modified signatures are viewed as reliable,
and ST(f , Z) is calculated as weighted average value c1 of ratings
which come from different certifiers. Otherwise, the modified sig-
natures are considered unreliable, and ST(f , Z) is set as a low
default value (0 < u1). From (8), we can easily find that ST(f , Z)
falls in the range of [0, 1]. In fact, newly added trustees may
have no sufficient modified signatures, and malicious trustees
may also act as newcomers and refuse to provide unfavourable
modified signatures. Therefore, their modified-signature-based
trust values are equal to a.

2.2 Recommendation-based trust evaluation

In this section, we have introduced the formation of trust
network based on recommendation-based trust evaluations.
Recommendation-based trust evaluation has ability to identify
all trustworthy recommenders and present the details of
recommendation-based trust calculation method.

2.3 Formal representation of trust-based recommendation

The trust recommendation on trustee ( f ) is generated by recom-
mender n for trustor Z is denoted as follows:

RT(n, fZ) = DIN (n), DIN (f ), DIN (Z), VR(n, fZ), SD(n, fZ)

where DIN (n), DIN (f ) and DIN (Z) stand for the identifications of
recommender n and trustee Z, respectively. VR(n, fZ), demonstrates
the rating value and SD(n, fZ) depicts the digital signature.

2.3.1 Formation of trust network: Owing to the sparse and highly
dynamic characteristic, there are no sufficient or long-term trust
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relationships among nodes in WSNs. To tackle this problem, we
introduce the idea of allowing nodes to send several testing require-
ments (to which the senders have known the similar solutions
in advance) for each other. Thus, it calculates the trust values of
receivers according to the accuracy and time lines of responses.
Inspired from the previous work [14, 15, 17], we adopt and
improve the standard experience-based trust evaluation scheme
[21].
Let VT(p, q) [ 0.1 be trust value demonstrating the satisfaction

degree of sender to responses of receiver r. If senders p do not
receive any response from receiver q, VT(p, q) is set to be
0. Whenever sender receives a response from receiver r, it
updates VT(p, q) based on the following rules:

(i) If sender s is satisfied with the new response of receiver VT(p, q)
increases as in the below equation:

VT(p, q) � VT(p, q)+F∗(1− VT(p, q)) (9)

(ii) Otherwise, VT(p, q) decreases as in the below equation:

VT(p, q) � VT(p, q)#−F∗VT(p, q) (10)

where f and # are the increment and decrement factors, respective-
ly. Their ranges are [0, 1]. Moreover, we set f , # because trust is
difficult to build up but easy to drop off.

We can quickly find that the experience-based trust is accumu-
lated and trust values of nodes can be updated recursively as in
[9, 10]. Moreover, the difficulty of the above calculations is
small, and each node can evaluate the trust values of other nearby
nodes efficiently through testing interactions. Therefore, the trust
network can be generated and dynamically updated in a lightweight
manner.
2.3.2 Trust calculation method: In recommendation-based
trust evaluation, only the ratings from trustworthy recommenders
are considered. For identifying trustworthy recommenders, we
propose a novel IMSRTEP technique which calculates highest-
restricted faithful standards related to recommenders in the view
of trustor.
As we know, trust network in WSNs has the highly dynamic

characteristic, and reliability of trust evaluation may get extremely
less, if straight point gets much extended. Therefore, consideration
related to trust decays within IMSRTEP procedure. Specifically,
suppose i0 � i1 � · · · � ig (where i0 = Z, ig = 1 and recom-
mender l′ has previous interactions with trustee Z ) is one of the
optimal trust paths from trustor to recommender 1; now, highest
confined faithful point LM(Z, 1) of recommender from the perspec-
tive of trustor can be obtained from [17] in the below equation:

LM[Z] =

∑g−1
v=0 TV(i(v), i(v+ 1))

gu
if g ≤ VG

0 otherwise

⎧⎪⎨
⎪⎩ (11)

where g is the hop from trustor Z to recommender l
′
and theta is a

parameter which controls speed of trust decay. If LM[Z] reaches
the trust threshold HT(Z) of trustor Z, recommender l

′
is viewed

as trustworthy and vice versa. Similarly, we can obtain all the
elements of trustworthy recommender set SR(f , Z) and calculate
the recommendation-based trust RT(f , Z) value ( f ) of a trustee in
J Eng, 2017, Vol. 2017, Iss. 11, pp. 606–613
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RT(f , Z) =

∑
1[SR

RV (1f , Z)∑
1[SR

LM(Z)
if SR(f , Z) = F

V otherwise

⎧⎪⎪⎨
⎪⎪⎩ (12)

If SR(f , Z) = is not empty, RT(f , Z) is calculated as the weighted
average value of ratings from all trustworthy recommenders.
Otherwise, RT(f , Z) is set as a default low-value V (0 <V < 1).
From (10) to (13), we can find that the range of RT(f , Z) is also
[0, –1].

2.4 Integrated trust evaluation

As we have mentioned earlier, signature-based and recommendation-
based trust evaluations have diverse advantages and weaknesses as
follows:

(a) Comparing to recommendation-based trust evaluation,
modified-signature-based one can be conducted in a more fast
and lightweight manner while it is intuitively more vulnerable to
the collision as the certifiers are strange to the trustor in most cases.
(b) Recommendation-based trust evaluation seems to be more
credible than modified-signature-based one, as in the former only,
ratings of trustworthy recommenders are considered. However, col-
lecting the opinions from trustworthy recommenders consumes
large amounts of time and bandwidth resources, especially when
set to a relatively high value.

Therefore, it is beneficial to integrate these two kinds of trust
evaluations to achieve the more accurate evaluation result. In the
proposed scheme, the final trust value FT(f , Z) of trustee ( f ) in
sight of trustor (Z ) is calculated as in the below equation:

FT(f , Z) = rw × ST(f , Z)+ 1(1− rw)× TT(f , Z) (13)

where rw is a weight parameter within range of which controls
the weight of two kinds of trust evaluations in aggregation
trust evaluation. Therefore, range of FT(f , Z) is also [0, 1].
Specifically, when r equals 1, ∼0, the aggregation trust evaluation
reduces to mere modified-signature-based one or mere
recommendation-based one, respectively. In other cases, the aggre-
gation trust evaluation falls in between modified-signature-based
one and recommendation-based one.

3 Performance evaluation

To efficiently evaluate the performance of the proposed technique,
experimental platform is designed in the MATLAB tool 2013a. The
HP notebook computer is used with 8 GB random access memory
and Intel core i5 processor.

3.1 Experimental set-up

The proposed and existing techniques are implemented by changing
the nodes from 50 to 500. Initially, by running the simulation in
normal environment we have taken the behaviour of nodes by con-
sidering certain factors along with whether or not they have done
wormhole attack. This data is used to evaluate the accuracy of the
proposed technique over the available wormhole attack detection
techniques. The proposed technique is tested on well known
general self-organised tree-based energy-balance RP (GSTEB)
[23]. It constructs a routing tree by means of a method in which,
for every round, BS chooses a root node and broadcasts this
choice to each node. Then, every node chooses its parent node by
taking into consideration just itself and its neighbours’ information.
This makes GSTEB a dynamic protocol. Goal of GSTEB is to
access article published by the IET under the Creative Commons
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increase network lifetime of different applications. There are two
definitions for network lifetime and two extreme cases of data
fusion are considered in this paper under consideration which are
described as follows:

A Network lifetime can be defined in two ways:
(a) The time from the beginning of the operation until first node dies.
(b) The time from the beginning of the operation until last node is
dead.

B Also, two cases in data fusion are considered:

(a) Case (1): The data among sensor nodes can be completely
fused. Every node transmits the same amount of data regardless
of the amount it receives.
(b) Case (2): The data cannot be fused. Each relay node sends data
which is an addition of its individually sensed data and data
received from its child nodes.

3.2 Performance analysis

To evaluate the efficiency of the proposed technique, three well
known quality metrics are considered in this paper. These are accur-
acy (AY ), F1 score (FS1

), and Matthews correlation coefficient
(CM). The mathematical formulas of these parameters are given
below along with their detail.
3.2.1 Accuracy (AY ): Accuracy (AY ) refers to the similarity
between calculated value to an actual value. In our case, binary
cases are available in source data, which states that given node is
attacker or not. Thus, a wormhole detection technique is said to
be efficient if its maximum outputs are similar to the known
results. AY always lies within [0, 100], close to 100 is required. It
can be computed with the help of the following formula:

AY = (PT + NT )

(PT + NT + PF + NF )
(14)

In this PT signifies correct analysis related to wormhole attack
which has been identified adequately. PF signifies the number of
non-wormhole hops which have been identified successfully.
While NT represents all non-wormhole hops which have been esti-
mated wrongly as wormhole. NF shows the number of wormhole
hops that have been identified to be authentic hops.
3.2.2 F-measure (FS1
): F-measure so-called F1 score (FS1

)
shows the biased mean related to accuracy. It lies with the interval
[0, 1]. Higher the value of (FS1

) represents significant results of the
given technique. Therefore, it should be maximised and can be
Table 1 Accuracy (AY ) analysis

Nodes Khalil et al.
[10]

Su
[12]

Qazi et al.
[13]

Ji et al.
[14]

Singh et
[16]

50 88.0288 90.279 88.3288 88.0288 88.448
100 89.1127 88.261 87.1277 87.1102 87.541
150 87.0129 91.137 88.2231 87.2087 89.321
200 90.1059 89.321 89.4198 90.3212 90.515
250 86.2101 92.347 87.7664 89.4210 88.556
300 87.3121 91.296 87.6546 87.1302 89.877
350 88.2451 88.764 89.2132 90.3129 87.532
400 91.1308 89.312 87.5313 89.4231 88.767
450 89.4330 87.761 88.7673 87.2421 87.232
500 90.2177 91.815 89.5643 88.1011 90.576

This is an open access article published by the IET under the Creative
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calculated as

FS1
= (2× PT )

(2× PT + PF + NF )
(15)
3.2.3 Kappa statistic (KS): It evaluates precision related to any
particular network along with precision related to arbitrary
network. In this arbitrary precision has been considered as imagin-
ary accepted possibility in suitable group based on previous restric-
tions. It can be determined using the following formula:

KS = (AY − RA)

(1− RA)
(16)

where random accuracy (RA) can be written as below:

RA = (NT + PF )
∗(NT + NF )+ (NF + PT )

∗(PF + PT )

(PT + NT + PF + NF )
2 (17)

3.3 Experimental results

This section contains the experimental results of the existing and
proposed wormhole detection techniques. All techniques are
tested on WSNs by considering the different number nodes (i.e.
50–500). However, existing and proposed techniques are not
limited to these set of values.

Authors’ contributions:

(i) In this paper, first of all we have reviewed several existing worm-
hole attack detection techniques.
(ii) Then, we have evaluated and analysed their respective
shortcomings.
(iii) Then, we have proposed a novel protocol which has integrated
the features of SRTEPs. Therefore, it has ability to detect wormhole
attack in more efficient way and with good speed.
(iv) The integration will be achieved by introducing a new proto-
type which will evaluate the confidence values based on rules of
these two trust evaluation techniques.
(v) The proposed technique is designed and tested on several
scenarios to validate the effectiveness of the proposed technique.

Table 1 and Fig. 2 reveal that the wormhole recognition analysis
of the proposed method when compared with available well known
wormhole detection techniques. From Table 1 and Fig. 2, it has
been clearly shown that the accuracy of the proposed technique is
always more than that of existing techniques. The mean improve-
ment in accuracy is found to be 2.7489.

Table 2 and Fig. 3 show that the proposed technique has better
wormhole recognition rate in terms of (FS1

) when compared with
al. Sharma et al.
[21]

Li and Song
[22]

Yao et al.
[17]

IMSRTEP

8 83.0183 81.0981 76.6277 95.1995
4 82.2029 80.176 75.5341 94.0189
1 82.4122 80.238 75.7654 94.1078
3 81.2134 81.105 77.7561 95.2032
2 80.7324 79.217 76.4352 96.2187
3 81.3041 81.165 77.5471 95.1879
3 83.6711 80.223 76.6522 95.2121
2 80.1078 81.103 76.5564 96.2076
5 83.8217 80.089 77.5654 94.2435
2 82.7823 81.132 75.7564 95.3211
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Fig. 2 Accuracy (AY ) analysis

Table 2 F-measure (FS1
) analysis

Nodes Khalil et al.
[10]

Su
[12]

Qazi et al.
[13]

Ji et al.
[14]

Singh et al.
[16]

Sharma et al.
[21]

Li and Song
[22]

Yao et al.
[17]

IMSRTEP

50 0.865 0.881 0.848 0.865 0.85 0.753 0.74 0.679 0.949
100 0.978 0.872 0.839 0.857 0.84 0.741 0.76 0.667 0.998
150 0.843 0.872 0.847 0.859 0.83 0.750 0.73 0.642 0.954
200 0.846 0.902 0.844 0.862 0.86 0.749 0.70 0.681 0.928
250 0.956 0.862 0.840 0.860 0.82 0.753 0.71 0.680 0.937
300 0.874 0.877 0.846 0.855 0.87 0.748 0.75 0.659 0.947
350 0.889 0.883 0.845 0.861 0.88 0.747 0.72 0.680 0.956
400 0.921 0.895 0.841 0.864 0.82 0.754 0.69 0.676 0.950
450 0.877 0.871 0.838 0.853 0.80 0.752 0.68 0.668 0.943
500 0.869 0.864 0.836 0.854 0.81 0.751 0.77 0.675 0.941

Fig. 3 F-measure analysis
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Table 3 Kappa statistic (CCM) analysis

Nodes Khalil et al.
[10]

Su
[12]

Qazi et al.
[13]

Ji et al.
[14]

Singh et al.
[16]

Sharma et al.
[21]

Li and Song
[22]

Yao et al.
[17]

IMSRTEP

50 0.4049 0.4563 0.2924 0.4049 0.3033 0.59 0.1161 0.0911 0.7832
100 0.4038 0.4457 0.2922 0.4047 0.3032 0.61 0.1062 0.0892 0.7829
150 0.4042 0.4376 0.2921 0.4048 0.3030 0.56 0.1253 0.0909 0.7831
200 0.4047 0.4560 0.2920 0.4046 0.3034 0.62 0.1260 0.0913 0.7839
250 0.4044 0.4562 0.2919 0.4045 0.3031 0.67 0.1155 0.0915 0.7835
300 0.4041 0.4621 0.2923 0.4040 0.3135 0.51 0.1216 0.0890 0.7832
350 0.4050 0.4559 0.2925 0.4042 0.3036 0.53 0.1167 0.0904 0.7827
400 0.4046 0.4561 0.2936 0.4051 0.3029 0.68 0.1154 0.0919 0.7833
450 0.4044 0.4558 0.2918 0.4042 0.3028 0.69 0.1056 0.0917 0.7838
500 0.4045 0.4564 0.2927 0.4050 0.3037 0.57 0.1149 0.0910 0.7837

Fig. 4 Kappa statistics analysis
existing techniques. Table 2 and Fig. 3 have demonstrated that the
mean improvement in terms of (FS1

) is 0.1762.
Table 3 and Fig. 4 show that the proposed scheme has positive

wormhole recognition (KS) as compared with existing techniques.
Table 3 and Fig. 4 have proved that the mean improvement in
terms of (KS) is 2.781.
4 Conclusion

WSNs are easily susceptible to wormhole attacks. The wormhole
attack is destructive against routing scheme which may drop mes-
sages or upset communication path. In this paper, IMSRTEP is pro-
posed to detect wormhole attack in an efficient way for WSNs. In
IMSRTEP, a sensor can monitor and track the wormhole attackers
with the help of signature and recommendation-based trust rules.
Comparing to recommendation-based trust evaluation, IMSRTEP
can be implemented in a more faster and lightweight manner.
Extensive experiments have shown that the IMSRTEP outperforms
over available wormhole attack detection protocols.
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