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Abstract

A delayed Susceptible-Infected-External (SIE) computer virus propagation model is
investigated in the present paper. The linear stability conditions are obtained with
characteristic root method. The Hopf bifurcation is demonstrated. Furthermore, some
explicit formulae for determining the stability and the direction of the Hopf
bifurcation are derived by using the normal form theory and the center manifold
theorem. Finally, numerical simulations are carried out to support the theoretical
predictions.
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1 Introduction

Computer viruses are major threats to Internet security, and they have led to huge eco-
nomic losses [1-3]. Inspired by the compelling analogies between computer viruses and
their biological counterparts, many scholars investigate computer viruses spreading on
the Internet with epidemic models since the work by Kephart and White [4]. Wierman
and Marchette et al. [5-7] proposed the classical SIR computer virus propagation model
respectively based on the SIR epidemic model. Considering the feasibility of the loss of
immunity for the recovered computers, Gan et al. [8] proposed an SIRS computer propa-
gation model and studied the stability of the model. Yuan ez al. [9-11] studied the dynam-
ics of the SEIR computer virus propagation model based on the fact that some viruses
may purposely lay dormant for a period of time prior to infecting other computers for
stealth reasons. However, the SEIR model assumes that the recovered computers have a
permanent immunization period with a certain probability which is not consistent with
real situation. Based on this, Mishra et al. [12, 13] presented the SEIRS computer virus
propagation model. In [14], Mishra and Jia paid attention to the combination of computer
virus propagation model and quarantine to study the prevalence of the viruses and pro-
posed the SEIQRS model for the transmission of malicious objects in computer network.
However, all the above computer virus models focused on the internal computers and ne-
glected the effect of the external computers on virus spread. In order to study the effect of
the external computers on virus spread, Chen et al. [15] proposed the following computer
© 2015 Zhang and Bi. This article is distributed under the terms of the Creative Commons Attribution 4.0 International License
(http://creativecommons.org/licenses/by/4.0/), which permits unrestricted use, distribution, and reproduction in any medium, pro-

vided you give appropriate credit to the original author(s) and the source, provide a link to the Creative Commons license, and
indicate if changes were made.


http://dx.doi.org/10.1186/s13662-015-0652-y
http://crossmark.crossref.org/dialog/?doi=10.1186/s13662-015-0652-y&domain=pdf
mailto:zzzhaida@163.com

Zhang and Bi Advances in Difference Equations (2015) 2015:317 Page 2 of 13

virus model under the influence of external computers:

B~ _5S(t) - nS(O)I(E) — 1 S(E) + aal(2) + Y2 E(E),
G = nS@I(®) = 81(5) — ol (8) - s (0), M
% =—8E(t) — o E(t) + niS(t) + aul(2) + &,

where S(¢), I(t) and E(t) denote the numbers of the susceptible computers, the infected
computers and external computers, respectively. § is the rate at which each computer dies
out; ¢is the birth rate of external computers; oy, a3 , )1, ¥ and n are the states transmission
rates. Chen et al. [15] studied the global stability of virus-free and viral equilibrium of
system (1).

As stated in [9], some viruses may purposely lay dormant for a period of time prior
to infecting other computers for stealth reasons, it may be more realistic to assume that
the susceptible computers are infected at time ¢ — 7 and then these infected computers
have infection ability at time ¢. Therefore, we incorporate the latent period delay of the
computer viruses into system (1) and get the following computer virus model with time
delay:

B — _5S(t) —nS(t - It~ T) — 1 S(E) + a1 (£) + Y2E(L),
49 = nS(t - T~ 7) = 8I(t) — oI (£) - ex (8), @)
% ==8E(t) — y2E(2) + 1S(E) + cI(2) + &,

where 7 is the latent period delay of the computer viruses. The main purpose of this pa-
per is to investigate the effect of the latent period delay on system (2), especially the Hopf
bifurcation caused by the delay. It is well known that the time delay can have important
influence on a dynamical system, and dynamical systems with time delay have been inves-
tigated extensively in recent years [10, 13, 16—19].

The organization of this paper is as follows. Section 2 considers stability of the positive
equilibrium and existence of the Hopf bifurcation. Section 3 is devoted to the properties of
the Hopf bifurcation. Some numerical simulations are carried out to verify the theoretical
results in Section 4, and this work is summarized in Section 5.

2 Stability of the positive equilibrium and existence of Hopf bifurcation
By a direct computation, we can get that if
EYan

Ry = 1,
° 5(7/1+)’2+5)(061+012+5)>

system (2) has a unique positive equilibrium E, (S, I, E.), where

+ay+68

S* = al az ’
n
eyan =38(y1 + y2 + 8)(aq + g +8)
I* = 3
né(ay +y2 +6)

€ yilon + o +6) ail,

E.

= + + .
S+ n( +y2) S+
A3+ Agd® + Ah + Ag + (BoA® + Bid + By)e ™" =0, (3)
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where

Ag = azasas — ayauayz,
Al = may + ma; + agar — asas,
Ay = —(ay + as + ay),

B() = 6116l7b4 - 612ﬂ7b3 + 6l36l5b4 - 613616b3 + 6l4617b1,

Bl = ﬂ1b4 — ﬂgbg + 6l4b1 + 6l7b1 + 6l7b4, Bz = —(bl + b4),
and
ar=—(8+n), a = ay, as =y,
ay =—(a1 + oz +8), as =y, ae =, a; =—(8+y2),

by = -nl, by = -nS,, b3 = nl,, by = nS,.
When t =0, Eq. (3) becomes

234+ (A + B)A% + (A1 + B)A + Ag + By = 0. (4)
Based on the expressions of A,, B, and ay, a4, a7, by, ba, we can get

Ay +By =1+ +26 +nl, > 0.
Therefore if the condition (H;) (A3 + B3)(A1 + B1) > Ag + By > 0 holds, then system (2) is
locally asymptotically stable whent = 0.

For v >0, let A = iw (@ > 0) be the root of Eq. (3), then

Biwsintw + (By — Byw?) cos tw = Ayw? — Ay,
Biwcostw — (By — Byw?)sintw = 0® — Ajw.

Then we get
@® + ot + w? + ¢ =0, (5)
where

co=Ay - Bj, ¢ = A — B} —2A,A; + 2By By,

¢y = A5 — B3 —2A;.
Let w? = v, then Eq. (5) can be transformed into the following form:
3 2 _
V4oV + v+ =0. (6)

Next, we assume that (H;) Eq. (6) has at least one positive root.
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If the condition (H;) holds, then there exists one positive root vy of Eq. (6) such that
Eq. (3) has a pair of purely imaginary roots +iwy = +i,/vg.
Taking derivation on both sides of Eq. (3), we obtain

dr]™ 32 4 240 + Ay 2B,) + By T
— = + -—.
dt A4 +A2)\3 +A1)»2 + A())» BQ)\,3 + Bl)»z + B())» A

Thus, we can get

Re[ﬂ’l W)

e - 2
at |y Blw} + (By - Bow}

where f(v) = v + c2v* + c1v + ¢p and v = w?.

It is clear that if the condition (Hs) f'(vo) # O holds, then Re[j—'\]‘1 # 0. Therefore,

TIT=T0
according to the Hopf bifurcation theorem in [20], we have the following results.

Theorem 1 For system (2), we assume that the conditions (Hy)-(Hs) hold for the parame-
ters. Then the positive equilibrium E, (S, L., E,) is asymptotically stable for T € [0, 1) and
the positive equilibrium E(S., L, E.) becomes unstable for T staying in some right neigh-

borhood of Ty, with a Hopf bifurcation occurring when t = 1.

3 Direction and stability of the Hopf bifurcation
In this section, we shall obtain the explicit formulae for determining the direction, sta-
bility and period of these periodic solutions bifurcating from the positive equilibrium
E.(S: L, E,) of system (2) at the critical value ty. For convenience, let T = 75 + v, v € R.
Then v = 0 is the Hopf bifurcation value of system (2).

Let uy = S(tt), uy = I(tt), us = E(tt). Then system (2) is transformed into a functional
differential equation in C = C([-1, 0], R%) as

u(t) = Ly(ug) + F(u, uy), (7)
where u; = (5(¢),1(t), E(t))T e R®and L, : C — R, F: R x C — R are given respectively by

Lyg = (70 + U)[Amax(p(o) + Bmax(p(_l)]r

where
ay dy das bl b2 0
Amax: 0 ay, 01, Bmax: bB b4 0
as de dar 0O 0 O
and
—Bp1(0)¢2(0)

F(v,ug) = (1o +v) | Be1(0)g2(0)
0
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Clearly, L, is a linear continuous operator from C = C([-1, 0], R®) to R3. By the Riesz rep-
resentation theorem, there exists a matrix function with bounded variation components
n(0,v), 6 € [-1,0] such that

0
Lyp= / dn(®,v)p(®), ¢eC=C([-1,0],R%).
-1

In fact we can choose
n(0,v) = (1o + U)(Amaxa(e) + Bnax8 (6 + 1));

where 8(0) is the Dirac delta function.
For ¢ € C([-1,0],R?), we define

de(6) -1<6<0,
Awp=1 =vs
f,l d’7(9, U)(ﬂ(g); 9 = 01
and
0) -1 < 0 < 0,
R(v)p =
F(uv,¢), 6=0.

Then system (7) is equivalent to the abstract differential equation
u(t) = A()u; + R(v)uy, (8)

where u; = u(t + 0) for 6 € [-1,0].
For ¢ € C([-1,0], (R*)*), define

_406) 0<s<l1,

* — ds ’
Alw)s = {fol dn’(s,v)p(-s), s=0.

For ¢ € C([-1,0],R?) and ¢ € C([-1,0], (R?)*), define the bilinear form

0.0 =300 - [ [ 3 -0dne)oe) as ©)

where n(0) = n(6,0).

Thus, we can conclude that A(0) and Ax are adjoint operators. Let g(6) = (1,qa,q3)T x
el*0™% be the eigenvector of A(0) corresponding to the eigenvalue +iwyto and g*(s) =
D(1,q3,q3)e0™ be the eigenvector of A* corresponding to the eigenvalue —iwy7o. Namely,
A(0)g(0) = iwgTogq(6) and A*q*T(s) = —ia)oroq*T(s). From the definitions of A(0) and Ax, we
can obtain

bge—iwg 70
q2 =

- . n ’
iwg — ag — bye @00

as agbze®omo

q3 =

= + 4
iwg—a; (iwg —ay)(iwy — ag — b4e—lwor0)’
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; _ _ iw( T
q* _ lwoy —ay ]916 + asds
2 = - N . ’
bseiwoto (iwg + a)bzeiwoTo
* _ as
q3=—- .
lwo + ay

From Eq. (9), we can obtain

(a*(),4(0))

0 0
=Dfmmwri/(/zmﬂmawm@@dmmmmwwmds
-1 J0

0

?@%MWmMM@}

-1

ot |
= D[1+ 235 + 455 + " (0)[Bmaxe ™ ]4(0)]

= D1+ q27; + g3 + Toe"°™ (b1 + baqa + b33} + baqa})].

Then we can choose

D =[1+q:3; + 335 + T0e“°™ (b1 + baga + b3} + 19442‘_1;)]71
such that

(ea)=1  (d"q)=0.

Next, we use the same notations as those in Hassard et al. [20], and we first compute the
coordinates to describe the center manifold Cy at v = 0. Let x; be the solution of Eq. (8)

when v = 0. Define

2(8) = {q*, %), (10)
W (£,0) = x,(0) - 2Re{z(t)q(0) } (11)
on the center manifold Cy, and we have
W (t,0) = W(z(t),2(2),0), (12)
where
Z2 Z2
W (2(2),2(£),0) = W(z,2) = WO23 + Whzz + Wozg +oe (13)

and z and z are local coordinates for center manifold Cy in the direction of g* and g*. Note

that W is real if x; is real, we only deal with real solutions. For the solutions x; of Eq. (8),

2(0) = {q",%)
_ (q*,A(O)xt> + <q*,R(0)xt>

= (A*(0)q", %) + (g, R(0)x,)
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0 o
(A*(0)g" 1) + 7" (O)R(O)x; - / 1 /0 G (& — 0)dn(0) A(Q)R(O)x,(&) d&

iwyToz(t) + 7" (0)f(0,%,(0))

= iwoToz(t) + 7 (0)fo (2(2), 2(2)).

That is,

z(t) = iwoToz(t) + (2, 2), (14)
where

_ z? - z> 2’z
g(z,2) =go— +guzz+go— +gu—+---. (15)
2 2 2

Hence, we have

¢(22) = 7°(0)fo(z.2) = D(1,5, @) (fi(0,%.)./5(0,%,),0) ", (16)

where

S1(0,x) = =B1091(0)92(0),

J2(0,%:) = Bro@1(0)2(0).
Since

x =x(t+6) = W(z,2,6) +2q(0) + 29(0)
and

4(9) = (1; q2, q3)Teion09,

we have
x1(¢+0) wO(t+0) 1 1
x= | m@E+0) |+ | WOE+0) | +2]q, |7 +2| g, | e,
0 0 qs3 q3
2 =2

_ z _ z
01(0)=z+z+ WZ%)(O)E + VVl(ll)(O)zz+ Wélz)g +oe,

2 =2
__ z _ z

©2(0) = zqy + Zgo + Wz%)(O)E + Wl(lz)(O)zz + Wé?? +oe,
=2

2
__ z _ z
03(0) = zq3 + zq3 + ng)(O)E + Wl(f)(o)zz + Wég)E +

From Eq. (15) and Eq. (16), we have
ZVIHZ2 + MuZﬁZ + M1322 + M14222

2(z2) =D(1L,35,35) | Muz? + MzZ + MsZ> + Moa2’z | + -+,
0
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where

My = -Broqo,
My = -B1o(q2 + G2),
Mz = -B10q2,

1 _ 1
M =B (Wf%’(omz + Wi 007, + Wi(0) + Wé%’(m),

My = BToq,
My = Bro(qa + 42),

My3 = BToqo,

1 _ 1
Ms = B0 (Wfll)(o)fh *3 Wi (0)7, + W,P(0) + 5 Wz%)(o))-

Thus, we have

g(Z, 2) = D[(Mu + q;Mgl)Zz + (M12 + é;Mzz)Zz

+ (Mis + @5Mo3)Z* + (M + G Ma)2°Z) + -+ . 17)
Comparing the coefficients in Eq. (15) and Eq. (17), we can get

20 =2B70Dq> (75 -1),
g = B1oD(q2 + 32)(75 - 1),

202 = 287D (Elﬁ -1),

o 1 _ 1
g =2870D(7; - 1) (Wfi’(om + 5 Wi 0022 + WP (0) + Wé'é)(m),

with

ngOq(O) ei‘rowoé‘ + l§026_](0) e—i‘L’oon

+ El eZl‘an)o@ ,
Towo 3'[0 wo

Wi () =

W) = __iguq(O)ei,Owa + —igué(o)e"”owog +Ey,
ToWwo ToWwo

where E; and E; can be determined by the following equations respectively:

ay ay —as —Bqs3
—b3€_2iw0f° d’zz 0 E =2 ﬂqg ’
—as —as  dsg 0
a+b ay+by as -Blgs +q3)
bg tl4+b4 0 El =2 ,3((]3 +(_]3)

as de a; 0
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with

ail2i =wo—da; — ble—mworo’

o b —2iwo T
ajp = —dz — bye ’
by = 2iwy — ag — bae >0,

Ays = 2iwg — d.

Then we can get the following coefficients:

i g021*\  &m
C(0)= —— -2 o= -,
1(0) Y- (gugzo lgul 3 ) 5
Re{C1(0)}
M2 = =0,
Re{)' (o)} (18)

B> =2Re{C1(0)},

T - _Im{G1(0)} + o Im{A' (7o)}
2" woTo '

Theorem 2 For system (2), we assume that the conditions (H;)-(Hs) hold for the parame-
ters. Then, if iy > 0 (o < 0), then the Hopf bifurcation is supercritical (subcritical); if B, < 0
(B2 > 0), then the bifurcating periodic solutions are stable (unstable); if T, > 0 (T, < 0), then
the bifurcating periodic solutions increase (decrease).

4 Numerical simulation

In this section, we present a numerical example to validate the feasibility of the theoretical
result obtained above. By extracting some values from [15] and considering the conditions
for the existence of the Hopf bifurcation, we choose a set of parameters as follows: o = 0.2,
a3=0.3,1=0.1,y,=0.4,n=0.1,5 =0.12 and ¢ = 6. Then system (2) becomes

B0~ _0.128(t) - 0.18(t - T)I(¢ - 7) - 0.1S(£) + 0.31(t) + 0.4E(t),
9LI0) _ 0.18(¢ - 7)I(t - T) — 0.121(8) — 0.21(£) - 0.31(2), 19)
40— _0.12E(t) — 0.4E(f) + 0.18(£) + 0.21(t) + 6.

By Matlab 7.0, we get Ry = 5.2029 > 1 and the positive equilibrium E,(6.2000,22.4389,
21.3611) of system (19). Then we have Ay + By = 0.0520 > 0, A; + B; = 0.5023 > 0, Ay + By =
1.9439 > 0 and (A, + B,)(A; + B1) = 0.9764 > Ay + By = 0.0520 > 0. That is, the condition
(H;) holds. Further, we get only one critical value of the time delay 7y = 1.1598, wo = 2.0232
and f'(vp) = 0.0081 > 0. That is, the conditions (H) and (H3) hold. Therefore, according
to Theorem 1, we can conclude that E,(6.2000,22.4389,21.3611) is locally asymptotically
stable when 7 € [0, 7). As can be seen from Figures 1-4, E,.(6.2000,22.4389,21.3611) is lo-
cally asymptotically stable when 7 = 1.05 < 9. When the value of the delay passes through
the critical value 7y, a Hopf bifurcation occurs and a family of periodic solutions bifur-
cate from E,(6.2000,22.4389,21.3611), which can be shown by Figures 5-8. As shown in
Figures 5-8, we choose 7 = 1.65 > 19, E.(6.2000,22.4389,21.3611) become unstable and a
Hopf bifurcation occurs. The Hopf bifurcation phenomenon can be also illustrated by the
bifurcation diagram with respect to 7 in Figure 9. Numerical simulations show that we
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Figure 1 The trajectory graph in t-S plane with
7=1.05<1.1598 = 1o.
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Figure 2 The trajectory graph in t-l plane with
7=1.05<1.1598 = 1o.
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Figure 3 The trajectory graph in t-E plane with
7 =1.05<1.1598 = 1o.
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200

should try to shorten the delay as much as possible so that we can control the computer

viruses propagation effectively.

5 Conclusions

Considering that some computer viruses may purposely lay dormant for a period of time

prior to infecting other computers, we incorporate the latent period delay of the computer
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Figure 4 The phase plot of the states S, I, E with
7=1.05<1.1598 = 7.

Figure 5 The trajectory graph in t-S plane with 3
7 =1.65>1.1598 = 1.
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Figure 6 The trajectory graph in t-l plane with 3%
7 =1.65>1.1598 = 1. 1
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M""\ ‘w 'M |
i ’Ju IWH HJ‘
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Timet

viruses into the model considered in the literature [15] and propose a delayed SIE com-
puter virus propagation model in this paper. Compared with the work in [15], we mainly
consider the effect of the latent period delay on system (2). It is shown that the latent pe-
riod delay plays an important role on the stability of system (2). When t < 7o, system (2) is
locally asymptotically stable and the characteristics of computer viruses propagation can
be easily predicted and eliminated. However, when 7 > 1, a Hopf bifurcation occurs and
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Figure 7 The trajectory graph in t-E plane with 3
7=1.65>1.1598 = 7.
250
2
L:E/ |11 ‘ | “‘ | |
21 L 1‘ | |
| f I | il
205
20~
£ 1 1 1
93 50 100 150 200
Time t
Figure 8 The phase plot of the states S, I, E with
T =1.65>1.1598 = 1.
23

Figure 9 The bifurcation diagram with respect
tor.

the computer viruses propagation is unstable and may be out of control. Furthermore,
the properties of the Hopf bifurcation are investigated by using the normal form theory
and the center manifold theorem. It should be pointed out that the assumptions for the
parameters of system (2) in this paper are only technical and we do not take the specific
meanings of them into account. Namely, our study is restricted only to the theoretical
analysis of the Hopf bifurcation phenomena of system (2). It may be helpful for field in-
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vestigation or experimental studies on the propagation of computer viruses in networks.
In addition, the other behaviors of system (2) out of the assumptions on the parameters
have been disregarded. We leave these as our future work.
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