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Abstract

While browsing the Web is awidespread everyday activity thereisashortage of detailed understanding of how users organise their Web
usage. In this paper we present resultsfrom aquditativein-depthinterview study of how users browse the Web and combine browsing
with their other activities. The dataare used to explore three particular problems which users have with browsing the Web. Firstly, users

have problems managing their favourites, and in particular accessing their favourites through ahierarchical menu. Second, usershave
problemswith combining information across different Web sites-what we cal the "metar-task” problem. Third, usershave concernswith
security and privacy, athough these concerns seem to change as users become more experienced with shopping on the Web. We discuss
three concepts which address these problems: "home page favourites', "Web clipping” and the "Web card". These concepts are attempts

at incremental improvementsto the Web without affecting the Web's essential simplicity.
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I ntroduction

With a phenomend rate of growth, browsing the Web has risen to mass popularity in
less than eight years. Recent surveys suggest that up to 60% of the U.S. population
browse the Web on aregular basis - atransformation for an activity which was once
the preserve of computer enthusiasts ard scientists. Indeed, the end of the "dot com
boom notwithstanding, Internet use is il increasing worldwide, particularly in the
non-English spesking world (Mariano, 2001). Asthe New York Times putsit, Web
use has moved from the eclectic to the mundane (Harmon, 2001).

Despite this incredible growth, browsing the Web is il ardaively neglected
activity in terms of research. While there has been anumber of large scale
quantitetive surveys of Web use [1], only a handful of researchers have looked in-
depth at Web browsing as an activity. In particular, people's usability problems with
current Web technologies have been little discussed in the literature. Perhapsin part
because of thislack of research, the motivations behind many new Web technologies,
such as eXtended Markup Language (XML) or public key infrastructures (PK1), are
amog entirdy technical and are only vaguely connected with the problems of end
users. In the research literature there isadistinct lack of basic understanding of users
problems with current Web technologies, and the Internet more generdly. In this
paper we discuss astudy of Web usage that we conducted in part to addressthis. This
study was motivated by a desire to explore end users experiences and fedings



concerning their use of the Web. That isto say, itsam was to investigate what users
themselves say about their use of the Web. In designing this study we were interested
in quditative data thet could assist the design of new Web technologies which could
make browsing easier or of more vaueto users.

Qudlitative data have so far been a neglected source of information that could assst
the design of Web technologies. In astraightforward way, the data here show the
vaue of smply interviewing Web users: asking them how they manage their Web
activities and what problems they encounter. In particular, we were interested in Web
users responses to issues such as managing lists of Web sites, security, privacy, ease
of use and shopping online. It seemed to us that these areas presented opportunities
for new Web technologies that while perhgps not technicaly radica, would make the
Web essier to use.

In this sudy we usad in-depth ungructured interviewing with ardatively small
number of Web users. We wished to explore in detail the concerns of our participants
in order to use these data to find opportunities for new technologies. We have found
techniques such as this one successul in the padt - in particular, when looking at
document use (Sdllen and Harper, 1997), scanner use (Brown, Sdllen, and OHara,
2000b), mobile professonds (O'Hara et d., 2001) and music enthusiasts (Brown,
Gedhoed, and Sdlen, 2001). Accordingly, the am of our methodology was not to
prove hypotheses or generdise findingsto alarger population, but rather to generate a
detailed st of understandings which could be used to suggest potentid new
technologies or sarvices that people might find valuable. The results that a study such
asthis one uncovers are very much results designed for design. In this, our gpproach
has many smilarities with cultural probes (Gaver and Dunne, 1999), and the use of
ethnographic sudiesin design cirdes, both gpproaches which enjoy increesing
popularity (Hughes et d., 1995). Aswith both these gpproaches there are problems
with drawing strong conclusions, or generdising from such in-depth, yet limited, data.
However, for the purposes of generating design concepts, greater understanding of a
amdl sample can be more productive than large sample, less detailed investigations.

In this paper, after discussing the results from our interviews, we show how these
findings can be used to ingpire new design ideas by presenting three concepts for new
Web technologies. These three concepts - "home page favourites', "Web dipping’,

and the "Web card" each address a particular issue that arose in the interviews. "Home
page favourites' addresses problems with managing Web Ste addressss, "Web
clipping" addresses problems with combining information across different Web Stes,
and the "Web card" addresses issues of privacy and security. Although these concepts
are technicaly sraightforward, our data suggest that they would add value to aWeb
user's experience.



Previous Resear ch

With regard to studies of Web usage the literature falls mainly into two groups. The
firgt group conssts of large-scale questionnaire studies of Web usage, often conducted
by commercial market research firms. These have been afamiliar part of Web
research since the middle of the 1990s. One of thefirst wasthe O'Reilly and
Asociates survey of Internet usage which predicted the U.S. Web population at 9.7
million (recent figures from December 2000 put thet figure & 164 million), and
discussed variables such as income, gender and where the Internet was accessed from
(NidsenNetRatings, 2000; Smith, 1997). Since that time, mary aspect of Web usage
and the Web populaion have been studied usng market research methodol ogies, such
as Web pages visted, time spent online, behaviour online, and particularly purchasing
behaviour online. Of particular note are the HomeNet trids of Web users conducted
by Carnegie Mdlon University, which collected data on the use of the Web by new
Web using families in Fittsburgh (Kraut et d., 1998). Such studies are amed at
collecting data for very large samples of the population and thus enable researchers to
draw generdisable conclusions about Web usage (such as Bruce, 1999; Jones and
Vijayasarathy, 1998). They tend to suffer, however, ether from lack of connection
with people's actud activities (in the case of questionnaire sudies) or from lack of a
connection with the thoughts and perspectives of users (in the case of collecting

online usage data).

For our purposes, however, it is asecond body of work that is of moreinterest - in-
depth studies of people's use of the Web. Such studies have looked &t the use of Web
browsers usudly through logging the specific activities of asmdl sat of Web usarsin
terms of which Web pages they vist, which linksthey dick onand soon. In
particular, Cockburn and McKenzie (2000) and Byrne et d. (1999) provide ussful
data on Web browsing. Cockburn and MacK enzie andysed data from seventeen users
browsing for 119 days and found that on average 81% of Web pages visted by ther
users had been visited before. In particular, the top three pages visited by a user were
visited much more than any other, congtituting 24% of the total pages visted. They
dso found rdaively heavy use of bookmarks (an average of 184 bookmarks per
user), dthough this might have been influenced by the rdatively technica nature of
their sample who were members of their computer science department. Bryne et d.'s
sudy collected data from asmdler sample of users (10) in more depth, focusing on
their browsng behaviour over one day. By videotaping Web browsing, more of the
context of individua Web use activities could be recorded, and the authors used these
data to produce a taxonomy of Web use activities. While Bryné's classficaion is
useful, itisat aleve of detall which tls uslittle about the end gods of users. So, for
example, they make adiginction between "use informeation” and "'locate information”
as Web tasks, yet we are told little of what the located information was used for. As
we have shown in other work, gods and purpose determine how information is
searched for and transformed (Brown, Sdlen, and O'Hara, 2000a).

While these studies produce a number of important generd findings regarding Web
usage, to underline the points made in the introduction, none of them contain much in
the way of rich quditative material on Web use. In particular, we have no dataon
what Web users themsalves think about their Web activities, and the problems that



they themsdves report. While obvioudy such quditative findings have their own
limitations, users own responses and accounts of behaviour seem to usto bea
neglected resource.

O
M ethod

In this study we used an in-depth quditative interviewing technique. Quditative
interviewing has anumber of strengths and limitations as a methodology. As Denzin
and Lincoln put it, quditative research of thiskind involves "an interpretive,
naturaigtic gpproach to its subject matter”. This means that qualitetive researchers
investigate things in their naturd settings, attempting to make sense of, or interpret
phenomenain terms of the meanings people bring to them” [Z]. In thisway its
grengthisin the rich detall of meanings and practicesit produces. One key limitetion,
however, is that interviews produce accounts of behaviour rather than direct
observations. This can produce a problematic gap between description and actua
practice (Cicourdl, 1964). Y et this concern can be overplayed. Individuas own
descriptions of their own behaviour and fedings are an invduable part of nearly dll
socid research, from questionnaires to ethnography and the properly conducted
qudlitative interview has proven to be one of the most powerful socid science
research techniques in use (Fontanaand Frey, 1998). The key issue in usng data of
this sort isto be aware of its limitations and strengths, to seeit as atechnique more
powerful intermsof under standing than generalisation.

For this study participants were sdected from the friends and family of staff working
a the Hewlett-Packard research |ab and factory in the South of England. Although
gender, age, professon, socio-economic satus, and other demographic factors were
nat experimentaly controlled, we sdected agroup of intervieweeswho varied in
terms of their age, occupation, gender and experience with the Web (Table 1). All the
participants sdlected had used the Internet for a least three hours aweek. Four of the
twelve participants had just sarted shopping on the Internet (less than two purchases
inthe lagt year) and the other eight were experienced Internet shoppers (more than
two purchasesin lagt year). Participants were dso an equal mix of mae and femae
(50% each) with an average age of 29. A range of professons and domestic Situations
was aso represented amongst the participants. Participants also differed in whether
they accessed the Internet & home or a work being broadly split between the two (Six
accesd the Internet mainly a work, five mainly at home and one equaly at both).
Only one of our home users had a broadband connection, while the others rdlied on
56K modems. All the work-based participants had broadband Internet connections.



Occupation Gender | Experienced Internet Shopper? | Age
University Lecturer Mde No 26
Publicity Manager Femde Yes 32
Graphics Designer Mde Yes 23
Student Mde Yes 21
Programmer Femde Yes 22
Student Mde Yes 19
Home Keeper Femde Yes 58
Office Manager Female No 27
Secretary Femde No 22
University Researcher Femde Yes 30
Student Mde No 21
Satidician Mde Yes 45

Table 1: Summary of study participants.

Interviews were carried out in front of participants own PCs (either & home or in the
office). Lasting around an hour, interviews were centred around the discussion of
actud and recent occasions using the Web to help unearth details about people's
activities. In particular, Snce we were & the Site where individuals normally used the
Web, they could explain to us and show us the particular Stes they used, the contents
of their favorites lists, and so on. Carrying out the interviewsin situ aso uncovered
some of the contextud features of their Web use. That is, for example, it showed the
ways in which browsing the Web became interwoven with domestic or work
activities, or even the avoidance of these activities. All the participants were asked to
have their PC connected to the Internet during the interview.

The interviews themsal ves were semi-structured. There were sat key questions which
each participant was asked around their generd Internet experience, their experiences
of Internet shopping, their experiences of Internet content Sites, and their experiences
of socidising on the Internet. However, as much as possible in the interviews, we
atempted to encourage users to discuss the issues which they felt themselves to be of
importance or interest. The interview transcripts were then fully transcribed and coded
to uncover andytic themes.



Reaults

We will discuss the results from the study under four headings, each of these covering
aparticular aspect of Web browsing experience as reported by our participants.

Incor porating Web browsing into other activities

When discussing the use of technology with our participants we were struck by the
fact that users were often unclear about the different terminology used to discuss
Internet technology:

I: How often do you use the Web?
P: The Web? I'm never sure what the Web is. Isit when | click on the "N"?

Although there was awide range of Internet and technology experience amongst those
who we interviewed, many users had little knowledge of their computer systems.
Indeed, the value of the Internet for these users was that there was little technica
knowledge required for it use. There was no need to indtal particular programs so as
to access a particular service - al Web sites were available from the same Web
browser. This point is particularly worth emphasising with those who used their
computers a work. The ingdlation of software on individuas machines can be
closdly limited and controlled by I T support saff. Since Web sites can be accessed
using standard software, there is no need to ingdl anything on the host machine. This
makes use of Internet services on work computers common, wheress the ingdling of
software on work computers would have made it more problemeatic.

The ease of use of Web services at work meant that Web browsing was an activity
which could be easily incorporated into other activities. Our participantsin particular
talked about using Web browsing asaway of rdaxing or taking a break from work.
That is, throughout the day users took a bresk from their work tasks by using the
Internet. Interestingly, this form of Internet browsing, as with the descriptions of
Internet browsing we received more generdly, tended not to be like near-random
"aurfing" the Web for pages of interet, but tended to be mare focused around
particular activities such as checking abank baance, or checking the prices of a
particular item one wasinterested in buying:

I: How often do you browse the Internet?
P: Not that often. Normally when I'm trying to find a particular piece of information.

Internet use Ao gppeared to fit into the working day as something that became part of
individuas daily routines. For example, some users browsed the Web a st times -
Say every morning or every lunch time:



I: How often do you go on the Internet?
P: Asmuch as possible! Every time | get bored but generdly quickly when | getinto
work, lunchtime and then before | go home.

P: | tend to surf firgt thing in the morning and that's for specific things, it's not just
generd ... depending what the day's like | do a bit towards the end of the afternoon.

For home users, Internet sessions would often be motivated by a particular activity.
That is, auser would decide to do their grocery shopping, try out aWeb stethat a
friend had recommended or complete a bank transfer. Interestingly, going online was
rarely described as aleisure activity, but rather as a purposeful way of completing a
gpecific task:

P. There are alot of timeswhen | have a purpose... most of the timeiit's purposeful. At
the moment I'm doing alot of travel stuff, I'm going off to Asiafor two months so

there's a purpose in most things | do but | cal that fun as well.

P: I must admit 90% of the timeit's for a purpose; | don't tend to surf for fun.

The popular description of Web use as"surfing”, then, is perhaps adightly
mideading description of these users Web usage in that it emphasises the random
enjoyable aspects of Web use over the specific tasks which users wished to carry out.

Managing and structuring favourite Web sites

As could be expected, there was alarge variety in the type and number of Web pages
which users vigited. Previous studies have mainly categorised Web pages according to
content or context (Attardi, Gulli, and Sebadtiani, 1999). Using the inteniew data
from this study, one dternative categorisation isin terms of the frequency of access.
In this way Web pages can be roughly structured into four types. Firgly, there were
pages which they would check "every morning” - these were the regular sitesthat the
users visited such as news Web sites. A second category was those that users would
check more sporadicaly when they had some time - these might be siteswhich had
content which only changed every week or so. A third category was pages which
users visted when need to do something specific, or find out some specific
information (such as to purchase abook or conault atrain time). The frequency that
these Stes were visted varied very much according to the task and how frequently a
user needed to do that task. Findly, afourth category was sites which the participants
spoke about exploring often coming across them by searching or by accident.

So, for example, one user checked the BBC news Web page and their online bank
every day. Then every few days they went to handbag.com (a festures Web site aimed
a women) to read some articles, or jungle.com to consult prices on new computer
equipment. When they specificaly needed to buy a CD (which might happen every

few months) they would go to Amazon, since they had used it in the past. Findly,

when wanting to buy aminidisk player they might search usng Google, and find a
review on e-opinions.com. Later they also browse around e-opinions and add it to

thelr favourites- in that way a Web site moves fran being a"discovered” pageto a

ste they will go back and use when they are looking for specific information. In this



way Web stes would be discovered and sites would move between the different
categories, as users interests changed:

P: I doit every morning ... | check my bank account ... I'm so gppalling with money ...
| check the BBC everyday, and | check the BBC Brigtal, Y ahoo to check my (mail)
account ... there are lots of other Websites | use, Tottenham Hotspurs which is
fantagtic. Y ou can actualy plot through the year what I've been looking & when | was
buying ahouse you've got dl the mortgage companies.

This sad, the tracking of Web stes should not be seen as a highly ordered activity. In
fact, for most users, management of Web pages was fairly chaotic and problemétic.
Users generaly kept track of Stesusing one of three methods - they would keep Stes
in their favourites, search through their browser's history or they would attempt to
guess using the company or service's name:

P: Thereare only afew { Web sites} | put in my favourites. Some of them | don't but
they pop up when | put the namein.

While the favourites or bookmarks list in Explorer or Netscgpe might seem sufficient
for tracking Web sites it has anumber of key falings. In termsof managing theligt,
keegping the list in any sort of order involves congderable effort in moving favourites
into individua folders. Without this, the list soon expands to an unmanagegble length.
The favourites list ds0 only kegps the name of thedtein thelis, making it difficult to
differentiate between different Stes quickly. It isaso easy to forget to put something
into the favourites. Indeed, since putting a Site into the favouritesincreases the list
sze which one has to search through, there is considerable incentive not to put Sites
onto the favouritesligts. Also, frugtratingly for those who use multiple machines, the
ligt of favouritesis tied to a particular machine. This means that a Web site can often
be in the wrong place in that its address is bookmarked on the wrong machine.

Users worked around these problemsin anumber of ways. Some users abandoned
using favourites atogether and instead resorted to using the history mechanism of

their browser. By typing in the name of the site, the history matching mechanism
would usudly find the Web site address they were looking for. Other users would
attempt to guess Web stes from memory - usudly by putting "www" and .com before
and after acompany name, dthough this obvioudy did not work very well for non-
company stes. Ironicdly, the way that the favourites mechanisms worked encouraged
users to bookmark the Sites that they visited the most. But these are the very Stes that
users are least likely to forget. The favourites mechanism falsto help userstrack Sites
which they occasondly visit, such as when looking for a pecific item. One
participant even resorted to writing down in asmal book the Web stes thet she
wanted to remember since she found this mechanism more reliable ard portable than
using the favourites mechaniam in Explorer.

Aswith managing the current list of Web sites, finding out about new Web steswas a
fairly hgphezard activity for most users. Mgor sources of finding out about new Web
sites were the press (maggzines and newspapers), friends and search engines.
However, despite the attempts of search engines such as Y ahoo! or Google, searching
for Web stes spedificaly is ill problematic. So, for example, to find a garden plant
retailer in the U.K. is not something which is Sraightforward on the Internet, even



with human indexed systems such as Yahoo! This suggests that thisis an area that
could be approached more systematicaly with technology. Specificadly, systems

could watch a user's Web browsing so asto suggest new Web sites that they could be
interested in. Thisis an approach taken in the Recer system (Chalmers, 2000). Asa
collaborative filtering problem thisisfairly sraightforward, particularly because the
preference datais dready recorded online in the form of Web searching histories.

The'metatask' problem

A broader problem isthat the tasks which our participants wanted to carry out usudly
were at aleve above that of a specific Web ste. For example, one participant wanted
to plan atrip to France from England with his car. Thisinvolved going to a number of
different Web sites. Firdtly, he looked at the different costs of crossing over the
channe from England to France. Then he worked out the distances between the
different ferry ports and the town he wanted to visit. Then he worked out how much
petrol it would cost usng his knowledge of current French petrol prices. Adding al
these bits of information together he then worked out the chegpest and fastest way to
get him and his car to France. Thiswas not a sraightforward task: it involved visiting
sx different Web Stes, consulting acar atlas and anumber of travel brochures, taking
notes on dl thisinformation and combining it to get the information needed.

Many of the tasks which wsers spoke about required the browsing of numerous Web
gtes and combining the information. Perhaps most obvioudy was the way that
shopping on the Internet spanned acrass multiple Web stes. Not only do prices need
to be compared across Web sites, but the information on different Web Stes variesin
qudity. So, for example, Amazon excelsin terms of its user reviews, but CD-NOW
has more music samples available. In the past, tasks such as these would be carried
out by expert intermediaries. In the case of travel, for example, atravel agent would
collect thisinformation from different sources and combine it. This suggests
opportunities for eectronic intermediaries which can automaticaly pull information
from different sources and work out the different possible solutions. For example, one
could image an "A-to-B" Web ste where one could put in two different towns and the
Web site (or gpplication) would work out the possible routes.

Whilethisisafarly sraightforward example it does demonstrate how users' tasks
often St a aleve above that of the individud Web ste. The first manifestation of
Web stes to address this problem is the idea of a price comparison Web ste which
will search for the prices of agiven product. However many of these Web stes
currently fail to integrate the purchase into the actud Web site (and perhaps lose what
should be the main profit source for an intermediary). A travel agent, for example,
does not want you to go direct to the airline Snce they lose their commission. Price
comparisons, however, are only a specific example of thismore generd problem with
individuds tasks and Web Stes

Problemswith Internet shopping: trust and risk

These observations move us on to consider our participants experience of shopping
online. Although an increasingly common activity, as with generd Web browsing,
Internet shopping suffers too from poor usability of its Web Stes (see, for example
Nielsen, 2000 and Niglsen, 2001). Furthermore, the shopping task is often one which



exigs & a'meta-levd’ rather than @ the leve of individua shops or Stes as described
above. Degpite these problems, however, Internet shopping does offer some
convenient advantages. One part of thisis that shopping online cuts down on the
trave time invdved in visiting aphysicd shop. The dimingtion of trave time dso
means that shopping can be carried out at times when shopping would normaly be
impractical or when bricks and mortar shopsare closed. Of course, while the "time to
shop" is reduced, the time until actualy obtaining the goodsis increased since the
goods must be ddlivered. Moreover, for many goods, not being able to view and
handle the actud product dso limits the shopping experience. We aso found thet the
issue of returning goods was something which is more involved online thet offline.
The following comments reflect these points of view:

I: What makes you shop over the Internet?
P Complete laziness ... | couldn't be bothered to get on the bus and carry the shopping
back so | get someone elseto doit.

I: Have you ever bought any clothes { onling} ?
P: No, it doen't goped to me. | actudly like to see what I'm buying.

I: Why do you shop on the Internet?
P: Time.

Along with these factors, Internet shopping offers an important price advantage.
Internet retailers can sl items at alower cost sSince they have lower overheeds (at
least in theory). This means that for some items, online shopping - as with mail order
shopping - will atract consumers for whom cogt is the most important factor.
However, cog, as with the other factors described above, can influence individud
consumersin different ways. For some of the people we interviewed, searching for
the chegpest price was something of an end in itsdf and they would go to the extert of
checking with numerous Web sites and online stores until they made a purchase:

P: Sometimes you get alot more choice, and it's cheaper. With AOL and Amazon
competing and they're alot chegper than what you'd buy in the shop anyway.

Other users were rdatively cost insengtive and ingtead would stick with aWeb site
that they knew and had used before. Thisis smilar to behaviour with conventiona
shopping (Antonides and Raaij, 1998). Along with price, Internet retailers can dso
offer the ability to purchase items which are rare or of apecidist interest. Specidity
items (such as, for example, a particular type of footbal scarf) might be hard to track
down normdly but on the Web they can be ordered and even shipped from oversees.
Internet shopping is thus a particularly good medium for specidist purchases:

P: I bought my husband a gift voucher for Chrisgmas for one of those off-road-4by4
things ... it was more interesting to do it on the net ... it was quicker.

P: Look at this gun (produces very red looking gun). | bought this from Hong Kong.
Itsanair pigal, but it looksred - | got thet online - the man who runsthe ar pistol
dtore told me about the Web site, and | went online and it arrived about two weeks
leter.
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However, Internet shopping does present some problems with regard to issues of - trust
and privacy. These have been established as major chalenges for Internet shopping
(Cheskin-Research and Sapient, 1999). One important aspect of trust onlineisthe
nature of risk in terms of actud damage, spam email, finandd or time cog, and
percaived loss of privecy (Nikander and Karvonen, 2000). The participants we spoke
to who had not used the Internet for shopping or who had just Sarted to use it were
very cautious about risk online. They talked about how they were perhaps "stupid” for
shopping online and often made reference to media reports of fraud. Many of the
issues regarding security online are highly technical, and these individuas explained
that they found it difficult to know if the Internet or if particular Sites were secure. Yet
despite these hegitations, experiences with friends and colleagues had encouraged
them to show an interest in shopping online and to congder experimenting with
meaking some purchases to "see what happens':

P: 1 don't actudly buy things online but | do use dl the shopping Stes. I'd find out
everything | need to know from the Web and then I'll actualy phoneup or doitin
person, largely because I'm not used to having my card number floating about [..] |
think it's probably because no one has ever sat down and explained to me the type of
safety precautions they have. The other day Dan explained to me about dl the safety
precautions Sites like Amazon have which no one had told me about before{...} Yau
hear dl these horror ories | would certainly think about giving online shopping ago
in the next couple of weeks.

The more experienced Internet shoppers still shared these hesitations about shopping
online. However, these hesitations did not appear to have prevented them from

shopping online

P: | am abit wary of giving my credit card number away ... but for instance (buying
online) the hovercraft ticket was o beneficid for methat | took the chance,

P. Someone might sted my details or what proof have | got, | haven't physcdly got a
ticket in my hand, | haven't physcaly got areceipt in my hand, whet is there to saw
when | get to the airport my tickets dont arrive, you know how do | get hold of that
person to say you've taken the money, it'sthat sort of detachment from you and the
service provider ... But having said that | do book my flights over the Internet because

it's cheaper.

P: 1 don't fedl too bad about it (security online), | did when | first started shopping on
the Net. | was very frightened and | think | bought something once and | thought oh
no I'm going to get masses of other peopl€'s bills on my cards and things. But no, I've
never had a problem yet.

These participants were atempting to make judgements regarding the risksinvolv ed
in their actions. While media reports obvioudy have some effect on these judgements,
the views of friends and colleagues are likely to rank higher, and persond experience
highest of dl. Thisisafinding confirmed by studies of perceptions of risk with new
technology per se (Sovic, 2000). So if individuds use the Internet for shopping and
find that they experience no immediate problems, then their judgement of the risk of
online shopping decreases. This causes the other factors described above - such as
convenience and codt - to dominate their use decisons.
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Thisjudgement of risk appearsto be generdly attached to the use of anew mediaor
technology such as shopping on the Internet. For example, participants compared
having their credit card detals stored (asit were) in their walet to having these details
stored on their computer. A physica walet is something which individuas know
about and can control - a computer walet is something unknown and not as essily
controlled. So when participantswere asked about their computer storing credit card
details and such, there was congderable hestation:

I: How would you fed if your computer stored your persond information and gave it
out to the Web sitesthat asked for it?

P: 1 would probably be alittle concerned because I've got four sons.... just in case they
were able to access it and do things that | wouldn't want them to do.

An important question to ask at this point about thisfeer of risk, is "Risk of what?"'
Thetwo main forms of risk on the Internet are risk of damage and risk of loss of
privacy. The potentid of damage isfairly straightforward. It can take the form of
credit card fraud, no ddlivery of goods, or spam messages sent to your e-mail address.
While direct credit card fraud is covered by most cards, gaining arefund can teke
condderable time and effort. When we discussed the problems of security onlineiit
was these "damage’ items which seemed to be the most immediately obviousto the
individuds we interviewed:

P: I normdly tick the box because | don't want things passed on ... | cannot stand junk
mall.

However, on encouragement, our interviewees aso admitted that they were worried
about their privacy, dthough this was often described in very generd terms.

P: | only tend to give out my persond details when | haveto ... what redly annoys me
isthey dl expect aphone number ... why on earth should | give them a phone number
when they're only dedling with me over the net?

P: I think we should be very worried about who's got access to your information. 1've
no doubt there isin existence a Big Brother ... there's not much you can do to stop it
unfortunately ... it's quite worrying to think how much information about me is on the
Web, your shopping habits, what food you eat, what cigarettes you buy.

I: How do you fed about companies tracking what you do on the Internet?

P: It'shit like Big Brother, | dont redly likeit.

I: But it doesn't sop you from doing it?

P: No, becauseiif | redly wanted to do something | would brush it asde dightly. |
don't know anything that | have to do, perhapsif | did it would be different, but it's
just the generd uncomfortableness of why should people know?

Indeed, while individuas would describe a generd fear of "Big Brother”, or having
their privacy infringed, they were Hill perfectly willing to give ther persond details
out S0 long as there was some advantage to this. One way we explored the issue of
privacy, and more generdly trugt, wasto bring up the topic of supermarket loyalty
cards. These cards are supplied by a number of supermarkets, and alow an owner a
smdl discount on their shopping in exchange for usng their card every time they
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shop. The use of the loyaty card can then be used by the supermarket to link
individuals with specific purchases, and to use Satistica techniques to learn about
their customers and their behaviour. In a sense therefore, in using aloydty card a
shopper exchanges their privacy for a discount on their shopping. We brought up the
topic of loyaty cards and asked our participants to compare how they used that card
to how they felt about their online shopping, and the use of their shopping data.

All of the participants (except one) had some sort of loyaty card which they used
when making purchases in conventiond stores. Even those who had previoudy
complained about their privacy appeared happy to have their shopping tracked with a
loydty card:

I: What about loyaty cards like the Boots one where you get points?

P. Oh | get lots of them, you name it I've got it, BP, Argos, Boots, Sainsbury's,
Tesco's ...

I: Do you mind thet the shop can track what you're buying?

P. Yes, but | want freebies, every single person has a couple of sore loyaty cards o
it's going to happen anyway, theré's not much you can do ot it ... in thisworld
we're tracked by CCTV cameras ... 0 its going to happen anyway.

P: Yes, because astore card is only food isnt it? | mean what information are they
going to get out of what food | buy?

P: Overd| the discounts you get is enough to give them that information.

This perhaps presents something of a paradox in that while our participants seemed to
be willing to volunteer information, they till had genera worries about privecy. In
turn, they were dso willing to lose thet privacy for very little gain. Thereare a
number of possble solutions to this paradox. Firdtly, it may be that the issue of

control isimportant here. As has been shown in anumber of other studies of privacy,
contralling vighility is an important issue for users, even if they do not themselves
even use that privacy protection (Bdlotti and Sdlen, 1993). With the Internet it is
possible that users percaive that they have very little control over their details and this
contributes to their concerns. Secondly, it is possible that the details held with loyaty
cards (such as supermarket purchases) are consdered to be so trivid to be
unimportant. More persond details which are tranamitted over the Internet (such as
bank statements) may cause more concern.

A more complex answer may a0 be that participants fed that they should be
concerned about these issues - in terms of gppearing as reasonable individuas -
dthough in practice these issues may not actudly influence their practice. Thisis
perhgps smilar to the "hidden voting" effect in surveys of voting intention, where
individuas hide their true voting preferences and instead say wheat they think iswho
they "should be" voting for. In this casg, it takes the form of individuals feding that
they should be concerned about privacy, yet they would not actudly pay money or put
effort into protecting ther privacy. Investigating thisissue is difficult snce
methodol ogies which are based around declared rather than actud activity are likely
to dl suffer from this problem.
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|
Design Implications

As mentioned in the introduction, this sudy was an exploraive one which was amed
a generating data to assst in the design of new Web technologies. These findings
have been used to generate three new concepts for technologies to assst users on the
Web. The three concepts we have generated and are currently implementing are:
the'home page favourites', "Web dipping" and the "Web card'.

Home page favourites

This concept is based around cregting a new home page for a user from their
favourites ligt. In the gpplication we have built, a user's favourite Web pages are
scanned and converted into a Web page. For each item in the favouriteslig, a
thumbnail of that Web page isinserted, ong with the Web page name. This page can
then be usad as the user's "home page” - the first page which appears when the user
runs their browser. To access each favourite the user then needs only click on either
the name or the thumbnail of the Web page. An example page is shown in Figure 2,
with Figure 1 showing the current favourite display in Microsoft Internet Explorer.

B envmera

Figure 1: Favouritesdisplayed in Microsoft Explorer asa menu

Displaying the user's favourites in thisway is an atempt to address some of the
difficulties which users have in managing and accessing their favourites. The system
developed displays alarger thumbnail of the Web page (using atoal tip) when the
MOouse pauises over a particular page. By showing thumbnails of each page auser is
able to find a page from their favourites more easly through recognising the Web
page (see, for example, Woodruff et d., 2001, on thumbnails of Web pages). Using
the two dimensions of layout available on a page dso dlows the favourites to be
displayed over alarger area.
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Figure 2: Favouritesdisplayed using " home page favourites' with thumbnails of
each Web page. The mouse isover the apple thumbnail and a preview of the
Web pageisdisplayed.

Using the whole screen rather than just alist contained in amenu gives two
advantages to users. Firdly, there is more space taken up by the favourites on screen,
enabling alonger ligt of favourites without scrolling. Indeed, dthough we are

currently experimenting with the optimum size of icon, it is possible to see over
double the amount of favourites avallable in amenu lis without scralling, dong with
the thumbnails for each page. A second advantage is that users can remember the
position of particular favourites on the page. For example, a user can remember that a
favourite is somewhere a the bottom right of the page and start looking there on the
page. Placing the favourites page as the first page which is loaded when abrowser is
opened aso speeds up getting to a particular favourite Snce the need to access the
favourites menu after opening the browser is skipped. A user need only click on the
favourite they need as soon asiit is digplayed.

Although thisis an implementation of an extremdy smpleides, thisis not to discount
the vaue it could have for users. The comments of the users we interviewed suggests
that allowing usersto quickly access ther favouritesisa smdl yet important way to
improve the Web experience [3]. We are developing this system further to alow for
the rearranging of favourites from the home page, so that the home page completely
replaces the use of the favourites menu.
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Web clipping

The second concept addresses some of the issues w hich arise from the "meta task
problem" discussed above. The metatask problem arises from the information which
is needed by users being didtributed across multiple Web sites and Web pages. In this
system, auser can clip aWeb page to an area of storage by Smply pressing a button
on their Web browser's taskbar. A copy of the Web page is quickly recovered from
the browser and saved, dlowing the user to quickly clip a number of pages without
having to wait. Moreover, the Web dipping feature we are building dlows only a
section of aWeb page to be selected and stored. In thisway a user can clip the section
of aWeb page that they are interested in (say a price, or some details which they will
need to refer to later). The system then dlows dl the information that has been
clipped to be browsed together so as to compare and extract the information needed.

Thisfunctiondity isdready availablein alimited form on the Macintosh verson of
Internet Explorer (whereit is caled "Web scrgpbooks'). Web pages can dso be saved
to disk from Netscape or the Windows version of Internet Explorer. However, both
these techniques have their limitations and do not directly address the meta task
problem. When using the Macintosh Internet Explorer's "Web scrapbook™ only one
Web page can be viewed at atime, making it difficult to compare information
between pages. On the Windows platform, when saving a Web pages the page has to
be named, and the saving of the page can take a considerable amount of time.

Although Web dipping isatrivid gpplication technicaly, and is certainly
graightforward to implement, we believe that it addresses a number of the problems
discussed by our users. By alowing for different information to be quickly clipped,
information can be compared at alater date Side by side. Current methods of clipping
information from Web pages involve either writing information on paper, or using the
clipboard to copy and paste details from Web pages, and have their own attendant
problems. In particular, copying and pagting often diminates specific formatting of
Web pages, and necessitates kegping a document open for the information to be
collected in. Using afeature such as the one described means smply that it is much
esser to collect Web-basad information

TheWeb card

A find concept isamed a addressing some of the concerns that the users we spoke to
had with regard to their security online and specificaly their perceptions of risk. Itisa
physica card which is sent to customers of a particular online retailer on request,
usudly if that user requests additiona security. While looking like a credit or sore

card, this card dlows a user to shop online only at the one retailer, and only in
combination with the ID and password for a particular user account. To make aonline
purchase the user needs to supply a number from the Web card, their ID and their

password.

Agan, dthough while thisidea may seem trivid technicaly, it addresses a number of
the concerns which users volunteered in the interviews. Most prominently, the system
dlows usersto judge the risk associated with online purchases. That is, users are used
to the use of cards to make purchases. Y et, purchasing online adds aleve of technica
detail which makesit difficult for usersto judge the risksinvolved in purchasing
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online, and thisin turn leads to uncertainty and hesitancy about shopping online. By
having aphysca card users can judge the risk involved through andogy with
physica credit cards. Moreover, since the card is tiedto a particular online accourt,
the risks involved in theft or losing the card are much reduced since the ID and
password would aso have to be stolen. Of course, this concept does little to directly
improve online security technicdly, but thet is not the card's role. Instead, the Web
card alows usersto reason about the risk involved shopping online and to fed more
securein their ownership of aphysicd card.

There are anumber of smilarities between the Web card and the store loyalty cards
which we discussed with the study participants. In both cases it is through a physica
artefact that aretaler attempts to make a connection with their customer. As
customers are comfortable with having their shopping purchases recorded with loyaty
cards, by andogy it islikely that they will be more comfortable with having their
purchases recorded online. In thisway some of the privacy concerns of shopping
online may be mitigated through the issuing of the Web card. Again, thereisan
atempt to alow usersto reason aoout risk and privacy usng andogies with exiging
products (such asloyaty cards) which they are familiar with.

Conclusion

In this paper we have reviewed someof the practices surrounding the use of the
Internet for arange of different activities. These different activities dl underline the
popularity of the Internet and how it is moving beyond enthusiasts into use by the
generd population. Indeed, technologca concern in the online world are now more
generd public concerns. Thereis no denying, for example, that the sharing of music
using Napster was aworldwide public event rather than a technologica one.
Quditative interviews here have been used in this paper to generate understandings
about how users organise their use of the Web. We have used the data from the
interviews to look a how the Web has began to fit into individuds lives both in terms
of their work and their leisure. Obvioudy, with results such as these it is possible that
thereisaculturd bias. We have dso interviewed ardatively smdl group of
individuas. However, the am of this study was to explore the details of Web usewith
these users, rather than draw strong generd conclusions about Web use. Asan
exploratory study the results should thus be taken as a gart to understanding Web use

in depth.

That said, it is understandings of thiskind thet are specificaly of use for generating
new concepts. Thisis demonstrated by the thr ee concepts discussed above. Indeed,
the three concepts which we described, favourites home page, Web dlipping, and the
Web card, address problems and concerns which users directly expressed. Their
development is grounded in user experiences rather than technica advancement. We
would suggest that this improves the chances of these conceptsimproving users
experiences rather than smply being technology for technology's seke. Moreover,
these concepts are based around very smple innovations. It is the very Smpliaity of
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the Web that has been part of its success, and any successful innovation must follow
that smplicity. Our aim therefore has not been to build large sysemswhich add a
level of complexity. As the Web is becoming increasingly prevadent, we believe it
will be smple concepts such as these which are likdly to bring the grestest benefit to
users. E3
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Notes

1. For example, Nidlsen Net Ratings ( ) regularly
survey Web users.

2. Denzing and Lincoln, 1994, p. 7.

3. Although this system is currently in development, it can be downloaded from
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