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Abstract. European data protection regulation states that aganisations must have data subjects’ consent to use
their personally identifiable information (PII) for a variety of purposes. Solutions have been propassvhich
generally handle consent in a coarse-grained wayyhmeans of opt in/out choices. However, we belietieat
consent’s representation should be extended to alodata subjects to express a rich set of conditionsnder
which their PIl can be used. In this paper we intraluce and discuss an approach enabling the represetion

of consent as fine-grained preferences. To enforcech consent, we leverage and extend the current sidard
XACML architecture and framework. As data collectors maintain links between PII and associated
preferences, preferences should also be considerasl part of this PIl. Therefore our solution prevens access
control components from directly accessing any PII.
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1 Introduction

Data protection regulations [1, 2] require orgatiiges to process collected personal data only wiila
subjects’ (e.g., end-users) consent for that pgiegsIn the literature, this requirement is uspalanslated into opt
infout mechanisms that permit to capture data stdjjeonsent [3, 4]. However, opt in/out mechanigtasot provide
any freedom to data subjects to fully specify hdwyt would like to limit their personal data to bsed. These
mechanisms are indeed mainly associated with corfsems specified by data collectors (the entitibat collect
personal data items from data subjects) for tha dabjects, which leaves data subjects only limieatrol of their
personal data.

We believe that the notion of consent has to bereldd to encompass these needs. In the contexs gfaper,
we define consent a& set of fine-grained privacy preferences that define the actions that can be performed on a
personal data item or a group of personal data items. The data collectors still define the prefererreenework, but they
explicitly share the management of preferences détia subjects. Therefore, the value of the priyaeferences to be
associated with each personal data item can Heygée data subject, along with the personal datas they apply to,
before sending this information to the data cotlechAs proposed by Karjoth et al in [4], the datdlector stores each
personal data item as well as the correspondinfgereces and maintains a link between both to gueeathat each
preference can always be associated to the dataititepplies to. Consequently, preferences carirted to a living
individual and therefore have to be consideredesisgopersonal data [1].

In this context, enforcing consent requires guaming that each personal data item is accessedifotiig
conditions expressed by the associated preferareemet. As the data collector may collect thousasfddata items
from thousands of different data subjects, enfgr@onsent, as previously described, introducesakalsitity problem.
Further, as preferences are personal data, theynalsd to be securely maintained and only accdsgealithorised
principals — i.e., unique entities.

In this paper, we propose a solution that ensuras dnly the legitimate entities/data receivers aaoess
personal data. For that, we propose an extensitret®ASIS eXtensible Access Control Markup Langu@(ACML)
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[5] architecture and framework to enforce conseasell on fine-grained preferences representing slatgects’
consent. The XACML choice is influenced by the fétat this framework is currently a reference stadd Our
solution builds on the observation that in mostaoigations, personal data are collected and manbgespecific
entities — e.g., the human resources service,Ubmer management service, etc. The manner inhvth&se entities
manage personal data is dictated by a set of réggasuch as employment laws. Consequently, theegmisations are
constrained to use personal data as specified dgetkntities. In our solution, attribute authority (AA) represents
such an entity. The AA is the entity within the alabllector which collects and stores personal datas and the
associated preferences. It is composed of subcoemp®that extend the XACML access control architecto allow
access control decisions to be made based on gnefs’ values. The goal is to ensure that no XAGMinponent —
i.e., neither the policy decision point (PDP) naoe policy enforcement point (PEP) — accesses thienqgnces and the
personal data items. Only the AA and the authonmattipals — that have been granted the accessaeckss them. As
the AA is designed to adapt to any type of dateosépry or data store, our solution does not rexuieavy
modifications to be performed on organisationsalggsystems to make it work. To the best of oumkadge, no other
solution has been proposed which enforces consesedbon fine-grained preferences, protects thesadrethese
preferences and the associated personal dataatesnshich, at the same time, can adapt to any Jegystem.

This paper is organised as follows. In Section € present the scenario that we consider. Thisbhgillsed as
a reference in the remainder of this paper. Thegedction 3 we discuss the related work. In Sectiome present the
assumptions on which our solution relies. We presen proposed extended XACML architecture in Seth, and
detail in Section 6 the interactions allowing th&oecement of consent based on fine-grained prefe® and the
protection of personal data. Finally, we presertdhrrent status of our work in Section 7 and ashelour paper in
Section 8.

2 Scenario

In this paper, we consider a scenario in which egamisation needs to collect some personal data fro
individuals in order to provide some services testhindividuals. During collection, individuals sjfg fine-grained
privacy preferences defining the conditions undbicty their personal data should be accessed. Aégrg collected,
these personal data need to be accessed and gubdBssarious business processes within the orgtois in order
for the relevant services be provided to individudlo enforce consent, access to personal datébbgiaess process is
only to be granted if the conditions defined byiwdlals with their privacy preferences are fudl. An example of
this scenario consists of employees who can beigedwvith services such as travel offers, tickeiking services, etc.
by their company. To benefit from these servicamleyees need to fill registration forms where théclose personal
data, e.g., name, surname, age, address, etc. fdresealso allow employees to specify the condgiander which
their personal data can be accessed. As servifeedfby the company may be provided by entitigsrial to the
company (e.g., a career development advice seraEe)ell as entities external to the company (e.dgravel agency)
these conditions can, for instance, restrict thiesg to certain personal data items to entitigsinvihe company.

3 Related Work

A set of key requirements must be fulfilled in arte provide the data subject the means to cohtrol a data
collector uses their personal data items — seeid®ett First, (1) the data subject must be given riieans to fully
specify the actions that can be performed on fhisonal data items as well as the conditions uwtiéh they can be
performed. Then, (2) as specified by Karjoth eira[4], after personal data items have been settd data collector,
the data collector must maintain a link betweerhezahe received personal data items and the idedqreferences.
This, to guarantee that the conditions under wieiabh personal data item may be accessed can ahgagentified.
This aspect has been dealt with by the PRIME ptdfgic However, here we further refine that work égynsidering
both consent and revocation aspects, i.e., we imgaié the lifecycle management of consent. Fing8y the previous
conditions must be enforced each time that an adroethe associated personal data item is requesdierthanisms
must be put into place that, for each data itemeawh data subject, check whether the values giréferences allow
the access to be granted.

As previously discussed, the first of the previoeguirements (cf. (1)) cannot be fulfilled by triéminal opt
infout mechanism. A more suitable approach is the iatroduced in the EnCoRe project [7] where thtadsubject
consents to the use of their personal data by fyjregi for each personal data item or group of peas data items,
fine-grained privacy preferences defining how thdaga items must be used. This approach has thentaje of
coping with situations, generally not dealt withtie literature, where the data subject decidesvoke the right they
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gave to a data collector to use their personal. @tgroperly updating the preferences stored kyddita collector, the
data subject can indeed make some of their perstatalitems be no longer validly accessible. Sueliepences can
for instance be: a datauthorised date until when a data item can be used by an authbriméncipal, a list
authorised_third_parties of third parties to which the data item can bet,seristauthorised_purposes of purposes for
which the access to the data item can be granted, e

Different solutions already proposed in the litaratmight be considered to fulfil the third requient (cf.
(3)). Hippocratic databases [8], for instance, argpecific type of database which rely on a refatialata model to
allow access to data to be granted based on teacprprinciples. Using Hippocratic databases toestthe considered
problem would require to modify their data modetlan make it adaptable to each data collector'siirements.
Another strong limitation is that Hippocratic dadaks do not apply to other types of data reposgdhan relational
databases. The solution proposed by Byun and [9]ionly deals with purpose-based access contioe Enterprise
Privacy Authorization Language (EPAL) [10] could@lbe considered. It is a language that allowsdgfaition of
fine-grained access control policies. As it is ¢desed to be a subset of the XACML standard [11ACKL would
suit better the resolution of our problem. HoweweACML does not allow specifying, in the access ttohpolicies’
rules, some conditions which depend on the valdesome data stored in some repositories. It indedg allows
policies’ rules to contain conditions specified tire “subject”, “resource’, “action” or “environment” attributes
concerned by an access request. But none of thafeutes corresponds to our privacy preferencése-grained
preferences, as proposed in our solution, are eait evith by the XACML standard or by the XACML paicy profile
[12] which only allows to make authorisation demis based on the purpose for which an access isesty.
Consequently, no mechanism is provided that perk®€ML to make authorisation decisions based oe-fijnained
preferences. Casassa Mont et al. proposed in 418plution that does provide preference-based accestrol.
However, it relies on a proprietary language. Hetloere is the need to ensure that the same caohieved with open
languages, such as XACML and/or their extensiordte et al. proposed in [14] a solution relying KACML in
which clients specify privacy preferences by definconstrains that a PDP, trusted by the servioeiger, must fulfil
in order this PDP to be chosen by the client tduata an access request. Therefore, it does raw @tcess control
decisions to be based on privacy preferences spediff data subjects but only allows some polichécevaluated by
some PDP fulfilling access requester’s privacy gmefices. In [14] only access requesters’ privacke&dt with while in
this paper, the goal is to protect both accessa®qus’ and data subjects’ privacy. Besides thissblution proposed in
[14] requires PDPs to be not only trusted to priypevaluate some policies but also to properly nggnsome received
privacy-sensitive attributes, which goes beyondtthditional role of the PDP.

A solution to allow XACML to provide preference-lgasaccess control could be to import the preference
within access requests transmitted to the PDP. Memv&s a request can consist in accessing perdatalfrom very
large numbers of data subjects, providing preferdrased access control in this case would requiporating very
large numbers of preferences within the requests Toes not scale. The foregoing highlights that ¥ACML
language needs to be extended to allow conditiongreferences — stored in some repositories — spbeified within
the policies’ rules.

As conditions within rules need to be expressecdam preferences’ values, evaluating the policiaEs
requires the PDP to obtain the value of the prefss during the decision making process. Howewaod goractice
requires separating the decision making from thea dacess. And in the considered case, prefereheasselves are
personal data- stored in some data repositories.

In the remainder of this paper, we propose an sidarto the XACML architecture that solves this deon.
Our solution uses some of the concepts of the ityefovernance Framework (IGF) [15] to allow accesstrol
decisions to be made based on preferences’ valles,. without making any XACML component — i.e. ither the
PDP nor the PEP — access the preferences andrdmnpkdata items. This guarantees that privacfemaces, as any
other personal data, are accessed only by autbdgoigecipals.

4 Assumptions

In order to define our solution, we make assuomgstithat apply to the considered organisation @sdraptions
that are specific to the proposed approach. Thadpare realistic as they cover techniques treabheady in place in
most organisations. The latter have only a margmphct on existing organisations’ identity and egx management
solutions (IAM) as it requires new components taaldded to existing IAM systems and which, we b&jean adapt
to legacy systems: this because our solution ispaddent of the data access protocol used by tiaerepositories
where are stored the personal data items (seeo8g&ifor the details). Our assumptions are:

1. The data collector is an organisationThis, because most of the time, individuals areuireg to disclose some
personal data when they request an organisatiprotade them some services.
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2. A trusted third party (TTP) is available at the data controller. This TTP manages cryptographic keys and issues
certificates to principals at the data collectoucls TTP can be internal to the organisation. If semsider the
employee scenario of Section 2, the TTP could beotiganisation’s human resources service as itheameans to
verify employees’ identities and therefore to vofimhthese employees’ identities to third parties.

3. Principals have encryption and signing capabilities They are able to sign messages that they genarate
encrypt/decrypt those that they send/receive. Imymarganisations solutions relying on encryptioe deployed
which provide employees remote access to thesenisagions’ information systems. Therefore most nigations
already have the capabilities to support encrypdiod signing.

4. The proposed extended XACML architecture is initialsed by some trusted administratorsAt the initialisation
of the system, the data collector's system admatist specifies the set of preferences that shbeldaken into
account by the system for each personal data itegnoaip of personal data items to be collected s8gbently, data
subjects are free to specify the value that theshvior these preferences. The policy administrapmcifies the
policies. It also specifies, in a response formgttiile signed with his private key, the formatwhich the AA
should return personal data to requesting prinsipa most organisations do have information systeranaged by
specialists, it is highly probable that the manageinof policies as well as the initialisation o&thystem will be
achieved by such specialists.

5. A front-end application is available which allows he data subject to send their personal data itemsnd
privacy preferences to the data collector's AAThe front-end application displays some forms aiming fields to
be filled in by the data subject with suitable p@a data items. The forms also contain some pyiyaeferences
fields permitting the data subject to specify hoaele personal data item or group of personal datasitmust be
used by the data collector.

6. A mechanism is in place that permits the data subf and the data collector’s AA to negotiate an Attibute
Authority Policy Markup Language (AAPML) contract s pecifying how the personal data items and the
preferences should be used by the AAThe AAPML contract can be consumed by a PEP [16§ important to
note that we use AAPML for the purpose it has bidefimed for (see [17]). The definition of AAPML poies is out
of the scope of this paper, however examples of MARPolicies can be found in [16, 17].

7. The data subject discloses their personal data itesnand privacy preferences to an AA situated at thelata
collector.

8. An extension to the XACML language exists which adlws policies’ rules to contain conditions expresseain
the value of preferences stored in some data reptmiies. We do not discuss this extension.

9. Components are trusted to behave as specified/e assume that they cannot be tampered with.

)]

Proposed extended XACML architecture

As discussed in Section 3, there is the need toe@ef solution relying on an open standard for s€@®ntrol
which allows data collectors to enforce consenebtlasn fine-grained preferences and which fulfil tequirements
defined in Section 1. XACML is a standard that $fpex an access control architecture relying onRE€/PDP model
introduced in [18] and a rule-based access colanguage allowing fine-grained access control. &fwee, XACML is
a promising candidate to solve our problem. Howeasrin its current form XACML does not allow aceesntrol to
be made based on fine-grained privacy preferensed 1o express conditions within the policies, XACkeeds to be
extended. Different approaches are possible toegehihis. One of these is to modify the PDP to mialsupport
preference-based access control. However, thisdvmalssively impact on existing 1AM solutions asytlaso would
have to be redeployed. Here, we propose a solthiainis designed to allow access control to be nieded on fine-
grained preferences without having to heavily cleaegsting IAM solutions. Only minor changes in thessage flow
are required. The proposed solution further trassfbe complexity of providing preference-basedeasccontrol to
specific components located next to the data. There preference-based access control becomes ailanod
functionality that can easily be added and remoasdneeded, from existing IAM solutions without deting the
security of the services provided by these 1AM Hohs.

The proposed extended XACML architecture is repregkin Figure 1. The first part is the existing GML
architecture. Its role is to make authorisationiglens and to return, when applicable, the reqded#ta to authorised
requesting principals. Our extension only impactdtee manner in which the core XACML componentsriatt and on
the definition of the access control policies’ riléndeed, for our solution to be scalable, paodicieles should be
expressed in a general enough manner to make tppin @ all data subjects’ personal data items prederences. To
achieve this, we do not hard code the preferenedses within the policies’ rules. We only specifyetlogic
relationships that these preferences must verifie 3econd part is the proposed extension. It isAthecomponent
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which is trusted by the data subjects to managie pleesonal data as they specified. This compopes¥ides to the
XACML components the minimum information they netd make authorisation decisions based on fine-gchin
privacy preferences and guarantees, at the sanee tirat personal data are never disclosed to theéhen positive
authorisation decisions are returned by the PDXRedA\A, the AA extracts the personal data concelnethe response,
encrypts them using the access requesters’ keysetumths the obtained encrypted personal data to

Part (2) extends existing IAM solutions to allow
them to support preference-based access control

Part (1) can be supported by existing Identity
Access Management (IAM) solutions

Existing XACML Architecture Attribute Authority (AA)
Access Attribute Service (AS)
Requester PEP
. AS Orchestrator
AS
Manager
Context
FoP Handler

e

(< ——
SQL LDAP Data

Database|) | Server Store

Part (2) of the proposed

Bidirectional interaction

Part (1) of the proposed
extended XACML extended XACML
architecture | architecture

Fig. 1. Extended XACML architecture and the interactioesaeen its components
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the XACML PEP. The XACML PEP then transmits thesg¢ado the access requesters. The AA is composédoof
subcomponents: the data repositories and the @ttrervice (AS). The data repositories store #regmal data items
and the preferences sent by the data subjectetdata collector. It is important to note that d&jaositories can rely
on different data access protocols [19, 20]. TheiAthe component that evaluates how a requesh #&@omponent —
e.g., XACML component, to access some personalitiates or preferences must be dealt with. More ifipatly, the
AS determines — based on the AAPML contract esthbl with the data subject concerned by the reguediether
the requested data can be returned to the reggestimponent. If the data can be returned, the Agatifies the
protocols used by the repositories where are stimedata and accordingly formats some requestsifiielg data to be
extracted from each of these repositories. Aftefiftpobtained the data, the AS determines — usmguhenticated
response formatting file — the format under whieohse data must be returned to the requesting camporhis is done
based on the principle that no personal data mastcoessible to any XACML component. Specific fatmg of the
response, such as additional filtering, may alsegeeified in the AAPML contract established witle data subject. If
it is the case, the filtering is also performedthg AS before the response is returned. Suchifijezan, for instance,
be the removal of the data subject’s Social Secititmber from the data items to be returned. Cdimigpthe format
under which data have to be returned to a compaogresures that components only know the minimurorinétion
needed to perform their tasks properly. It theref@ermits our extended XACML architecture to rurcess
authorisation processes without ever exposing paistata to unauthorised principals. Three subcarapis help the
AA to provide the foregoing. The:

« Authentication Service Policy Enforcement PointThe AS PEP is a subcomponent of the AS Orchestrato
It stores the AAPML contracts established with da¢a subjects, based on which it determines whetirae personal
data items and privacy preferences, stored in thés Alata repositories, can be returned to the AShEstrator.
Therefore, the AS PEP guarantees that the AA alwagsages the personal data that it stores as igoebif the data
subject.

e Authentication Service Mapping Manager. The AS Mapping Manager manages the different data
representations that are used in the data repiesitdr allows the AS PEP to properly format théadaccess requests to
be sent to the data repositories. Therefore, itamakpossible for the proposed extended XACML #eckure to be
used with data repositories relying on differerdtpcols and to adapt to any legacy system.

» Authentication Service Orchestrator.The AS Orchestrator orchestrates the mechanismgrtake it possible
to deal with access requests made to XACML comp@nen authorisation responses received from XACML
components. Its behaviour is constrained by itsrivtl AS PEP that must first authorise an actiohegerformed on
personal data, then access these personal datatamithem to the AS orchestrator, for the AS esttator to perform
the authorised action on the obtained personal data
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The AS Orchestrator relies on an authenticatedoresp formatting file that defines the format of tkeponses
that the AS Orchestrator must return, dependinthemature of the received request and on the stiqgeprincipal(s).

The AS Orchestrator receives two types of messtigesthe XACML components. It receives some propert
requests from the PDP to verify whether some peefegs associated with some personal data item§/ wag
conditions specified in the policies’ access cdmutes. The response formatting file specifies tha AS orchestrator
must respond to a property request toye if the conditions are verified arfdlse if the conditions are not verified. It
also receives positive authorisation responses ft@rPDP. After receiving a positive response,ABeOrchestrator
requests its AS PEP to send it the personal datsevaccess has just been authorised by the PDE.tlewe data have
been received, they are formatted as requireddA® Orchestrator before being sent to the XACMIPPE

6 Data flow

The mechanism that allows the PDP to evaluate ipslisased on preferences is represented in Figarel2
works as follows. An entity that wants to accessas@ersonal data sends an access request to thRIXREP (cf. (1)

in Figure 2).
(1) () | Context | 3)
6 PEP Handler PDP

Access

—

Requester (4) data property  (9) data property
request response

AA

AS — (6) mapping
AS Orchestrator | response *‘

AS PEP / AS Mapping
1 Manager

§7) dc;ata request (5) mapping
® t: s D request

"
SQL
Database

Fig.2. Evaluation of access requests

The process is the same as defined in XACML (cf.tél(3) in Figure 2) until the PDP receives theguest and
evaluates the corresponding policy. As policiestaionconditions depending on the value of prefeesrgpecified by
the data subjects whose personal data need to dessaxl (cf. Figure 3), the PDP needs to know whdtiese
conditions are verified for the request being eatdd. For that, the PDP sends a data property seqoethe AS
Orchestrator (cf. (4) in Figure 2) which then resjseits AS PEP to return it the suitable preferendde AS PEP
verifies that the AAPML contract, established wiitie data subject whose preferences need to besad;emithorises
the access. If yes, the AS PEP sends a mappingsetjuthe Mapping Manager (cf. (5)). After haviegeived the AS
Mapping Manager’s response (cf. (6)), the AS PEsend some properly formatted data requests teuiteble data
repositories (cf. (7)). Once it has received trguested data, the AS PEP returns them to the ABeStator. The AS
orchestrator then identifies the format of the case it must return to the PDP and verifies whetherproperties
requested by the PDP are verified by the data iterosived from the AS PEP. If it is the case, ti® @rchestrator
returnstrue to the PDP anthlse otherwise (cf. (9)). The PDP can then evaluatetiiies.
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<Policy>
<Rule RuleID=“ID” Effect="Permit™>
<Target>
<Subjects>
<Subject> authorised role </Subject>
</Subjects>
<Resources™>
<Resource> data item to be accessed </Resource>
</Resource>
<Actions>
<Action> read </Action>
</Actions>
<Environments>
<Environment> environment element </Environment>
</Environments>
<PreferencesConstraints>

If This depends on the

preferences stored

access 0se == purpose consented by the data subject the data item to be accessed relate to ~ 4+—————
purp purp Y 4 by the AA and

and if .
. . . specified by the
authorised role in authorised requesters specified by the data subject the data item to be accessed relate to P Y
X ’ ? ’ data subject the data
end if ) N
. item to be accessed
<PreferencesConstraints>
relate to
</Target>
</Rule>
</Policy>

Fig.3. A non-formal example of a policy

After the PDP has rendered its authorisation dewjst sends it to the context handler, as definedACML,
that then sends it to the XACML PEP (cf. (1) anfli(Figure 4). Two types of authorisation decisi@an be returned
to the context handler:D'eny” if the access to the requested data has beerediefitermit” if the access to the
requested data have been authorised. In the kaser the message sent

9 2 1
%) PEP (2) | Context | (1) PDP
Handler
i T
Access (8) encrypted data (3) authorisation
Requester response
AA
AS (5) mapping

AS Orchestrator

~ response

AS PEP / AS Mapping
i Manager
(6) data request ) et
(7) data response ( )re 1o
0 a quest

—
7

LDAP
Server

Fig. 4. Management of access authorisation response

by the PDP to the context handler may further dans@me obligations. When the XACML PEP receiveBeny
response, it directly sends it to the access régudsowever, when the XACML PEP receivePaxmit, the XACML
PEP waits for the AS Orchestrator to send it tha @dnose access has been permitted.

After having sent the response to the context landhe PDP sends the AS Orchestrator an authorisat
response (cf. (3)) that contains information abtha: data whose access has been authorised, thetkat requested
the access and the XACML PEP to which the data iteime extracted must be returned. The AS Orchestuses a
similar process to the one previously detailedlitaim the data items whose access has been petifaftg4) to (7)).
Once the AS Orchestrator does have these datacryEs them with the access requester’s key andssthem to the
XACML PEP (cf. (8)). The PEP then returns the rexje@ data to the access requester (cf. (9)).
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7 Current Status

Some of the components, including the XACML PEP BBdP on which our solution relies, have alreadynbee
implemented. We are leveraging and extending thHe fl@mework to implement the other aspects of @lut®n and
integrate it with the existing components. The 8otuproposed in this paper is in the process ofdpamplemented in
the context of the EnCoRe project. The final impdetation will result in a prototype and a demonstravhich will be
used as a basis for testing our approach and fatdemsions.

8 Conclusion

European data protection regulation mandate thgarnisations use personal data only as consentethtay
subjects. In this context, solutions have beengseg to deal with consent management matters,\banly providing
generic opt infout choice. In this paper, we hakeppsed a solution that extends the XACML architetso that
access control is driven by fine-grained prefereneehich represent data subjects’ consent. Theogsexp approach
does not require major changes for existing idgraitcess management (IAM) solutions. Only minorngjes are
required in the message flow. The proposed soluiiother transfers the complexity of providing mefnce-based
access control to specific components located teexhe protected data. Therefore, preference-basedss control
becomes a modular functionality that can easilpd#ed and removed, as needed, from existing |AMtisols without
degrading the security of the services providedhiege solutions. The Future work will consist innaging requests to
access personal data of many data subjects.
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