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Abstract

In the distributed multiagent systems discussedthis thesis, heterogeneous
autonomous agents interoperate in order to achiegg goals. In such environments,
agents can be embedded in diverse contexts an@dht@ith agents of various types and
behaviours. Mechanisms are needed for coordindiege multiagent interactions, and so
far they have included tools for the support of vasation protocols and tools for the
establishment and management of agent groups aaulaglic institutions. In this thesis, we
describe our institutional environment approachicwhncludes the use of commitments
and normative spaces. It is based on a metaplvehich agents may join an open system at
any time, but they must obey regulations in orademaintain a suitable reputation that
reflects its degree of cooperation with other agentthe group, and make them a more
desired partner for others in a distributed orgatiimal environment.

Coloured Petri Nets are used to formalize a wovkfio the institutional environment
defining a normative space that guides the agemtsgl interactions in the conversation
space. Model Checking is used to determine the gehaf states of the Commitment
Objects that represent the Norms in the environnamt Count-as Rules are used to
separate lower level concerns of the System Agenksgher level concerns more related

with the application domain where the system istbui
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Chapter 1

Introduction

This thesis focuses on the analysis, design andla@wment of open Multiagent Systems
(MAS). It is argued here that open multiagent systean be designed and implemented as
institutional environments where heterogeneous tagean participate by playing roles and
interacting by means of institutional acts. To h#ivat set up a model was designed and
implemented in a framework where are employed teldgies such as Coloured Petri Nets
(CPN) (Jensen, 1992) (Cost et al., 2000), commitsn@rornara and Colombetti, 2002),
reputation (Castelfranchi, 2000) (Conte and Paali@02), model checking (Cranefield
and Winikoff, 2009) (Dragone, 2005) (Markey and &m#belen, 2003), object-oriented
language, functional language, temporal logic fdesuand an environment for
development of FIPA-based agents and FIPA-ACL-basessage exchange.

Those technologies are employed in this work ta@ggh the following problems:

» Concurrent conversation management and represam{ating CPN);
* Institutional norm representation and enforcemasing commitments);
* Implementation of social control, i.e. the impasitiof constraints on the behaviour

of agents that agree to become members of institftising reputation).

This thesis explores various approaches to degjgama implementing novel open MAS,
where a common architecture for organizationakstiiuctures is employed (Hubner et al.,
2010) see Figure 2.1. We claim to have developed a diftearchitecture which leaves out
middleware and organizational proxy agents (Hubeeral.,, 2010) and gives more

consideration to the autonomy of the agents tlka&t part in the open MAS.



Our main goal during this work was to give moreoaoimy to agents that join an open
MAS allowing for conversations unpredicted at dadigne to take place in an Institutional
Environment. This goal is one of the challengeg tha implementation of open MAS
brings to the research community: how to maintaadgperformance of the overall system
without having to limit the behaviour of agentsadew interactions identified at design
time. The techniques explored in this thesis weseduto build a framework that offers
mechanisms for implementing open MAS allowing udpeed conversations and, by these
means, allowing the occurrence of undesired bebiade well. The intent is to be able to
build open MASs that allow good and bad behaviowd at the same time to implement
ways to reward or punish the agents according éir thehaviour and the goals of the
system. With that we claim that our approach afatite construction of more scalable
agent-based systems that can operate in less @imestrenvironments. This will facilitate
the management of agents with a higher degree wihamy, without forcing them to
behave according to a limited number of interactipredicted at design time.

1.1. Motivation

The management of interoperation among agentsagngplex task and requires robust
techniques and methodologies to be applied in éveldpment of reliable and open MAS.
Generally this category of computational systemssed to model distributed scenarios
where heterogeneous software entities, agentsacttéo pursue particular or common
goals. Even more demanding is the modelling andeémentation of features that deliver
an environment less constrained to those ageidsyiafj them to have the ultimate choice
of obeying regulations or dealing with possible cdeoms imposed by the MAS norms.
After all, agents are autonomous entities and itpgdst challenge is to have a coordination
system where the they can be free to decide whadt tout at the same time be encouraged

or induced to obey the regulations of the artifisiaciety in which they are entering.

Agent frameworks, such as JADE (Bellifemine, Poggd Rimassa, 2000) and Opal
(Nowostawski, Purvis and Cranefield, 2002), areettgyed on top of abstract architectures
such as the FIPA Abstract Architecture (FIPA, 200@)t aim to offer standard means for
message exchange between agents and, with thattregTommunication process in its
lowest levels. Agent Communication Languages (AGUch as the FIPA-ACL (FIPA,

2002) and KQML (Finin, Labrou and Mayfield, 199Were introduced to define standard

semantics for terms used during agent communicali@raction protocols (IP) attempt to



balance the expressive power of such languagesebgirty patterns of behaviour that
agents must follow to engage in a communicativeradtion with other agents as an

attempt at building MAS that interoperate in “pidble” ways.

The individual, local, cultural and social aspeatshe communicator are significant and
can often outweigh conventional concerns of sofétwdevelopers, such as the development
of appropriate syntax, efficient coding systemsd auitable terminologies. What is
necessary is an infrastructure where the agentsetyaon mechanisms that will implement

or offer efficient support for interoperability.

Our approach aims to use institutional conceptsrfodelling open MAS as social groups
formed by heterogeneous agents where a set ofatemng is established to manage the
interactions among them. As in real life instita@b environments, those agents assume
predefined roles in the MAS and will be supervibgdsome authorities, defined as system
agents. The system agents are part of the infstas built to manage commitments
among agents, or groups of agents, and agentdategns in the institution.

From the assumption that artificial agents can & pf a structured society that follows
rules, we present an approach for the use of uistital environments, commitments and
reputation models to organise MAS in social strregibased on roles. One major concern
in our approach is to create an institutional emwinent where the degree of openness the

member agents experience is part of the normgelatate the MAS.

Concurrency is an intrinsic characteristic of opdAS. In our approach Coloured Petri
Nets (Jensen, 1992) are used to model agent roleés vaith that, all the interactive
processes in the institution. CPNs bring to ourapgh well defined semantics which build
upon true concurrency, hierarchical representatiamd an explicit description of both
states and actions. Adding to that, CPNs have aboeited set of computer tools
supporting their drawing, simulation and formal lsgee. The CPNs in our approach form a
distributed environment that we named NormativecBpaas seen in Figure 1.1 (the details
and operations of the comments shown in the figuite be covered in more detail in
Chapter 3).
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Figure 1.1: Normative Space of the Institutional/Emnment

In Chapter 2 related work is explored and the drapighlights the choices made in prior
research to ensure that MAS will behave as expedtecthost prior research, interaction
protocols are offered to external agents througbpa@rational Proxy Agents (Hubner et
al., 2010) that constrain the behaviour of agemisatterns predicted at design time. In our
work we offer support for predicted patterns of d&ebur as well but, along with that, we

offer the agent the choice to act as predictecdbband be rewarded or punished for that.

In Chapter 5 the specification of the WikiCrimestltutional Environment is presented. It
shows how we have implemented an open MAS usingflamework. In Chapter 6

scenarios from the execution of the WikiCrimes itnibnal Environment are pictured to
demonstrate how the system behaved in predicteduapcedicted situations. This is to
demonstrate that our framework allows for the cwmmsion of open MAS that are more
concerned with offering an environment more suéafor managing agents with a high

degree of autonomy.

1.2. Openness Considerations

How can an environment as heterogeneous as a haomamunity be constrained? In
different parts of the world different rules and'mes are created so that the members of that
group of people can feel a sense of security addrpand they can carry on with their lives



in a more predictable way. When a person needs &amdeof service they know where to
go, and if not they will ask another person or ctinsome kind of public catalogue. Once
the person chooses to go to a place and make ws®y@ sort of service he will make use
of his past experiences and knowledge to carry h actions, autonomously, and in a
more or less standard way. Rules are there to lb@vied to organize the environment as
well as to guide the members of a community so tthey will have the option to follow

them or not, depending on their goals in the emwitent and how they expect to be

rewarded or punished by the environment.

1.3. Research Justification and Contributions

To manage autonomy in an open MAS is a challenghagaesearch community. In many
cases the attempt to control autonomous agentietids the development of systems with
an excessive level of constraints to force the tyém behave according to what is
expected. In our research we implement mechanisnimitd open MAS with a variable
level of constraints and suited to manage ageritsavinigh degree of autonomy and able to
develop conversations that are unpredicted at desige.

In this thesis a distributed model to implementrop&AS is defined as an Institutional
Environment. A set of technologies were used toldoa framework suited to the
development of Institutional Environments. It isaiohed here that Institutional
Environments are different from related work, déset in Chapter 2, in the sense that they

are essentially distributed and do not implememiddleware-like architecture.

The level of constraints in the environment is ithdx — the agents that join the Institutional
Environment can break or follow the norms of thetes, represented as commitments
between agents, and be rewarded or punished by@addisubtracting reputation points.

The reputation of the agents is used to persuade th follow the rules of the environment
but at the same time leaves them free to act as dbeide. We believe that the use of
commitments associated with reputation can implénsecial order in the Institutional

Environment where the constraints of the systemna@e@aged by the use of these two

concepts.

Institutional Environments bring the following bédite



External agents can participate in both auditedremmdaudited interactions, and our
institutional environments provide auditing anduggpion management services so
that the developers of external agents do not teeedite code for that.

In our approach we implement elements that aim takemthe institutional
environment more distributed. This is differentnfrdhe majority of approaches
present in the current research where there is@ gse of middleware to provide a
controlled environment for the implementation afamizational infrastructures. We
provide a way to develop institutional environmemsere the external agents do
not need to worry about how the services providgedhle system agents from the
environment are implemented.

The institutional framework built supports asynefoos agent interaction via the
FIPA ACL messages (FIPA, 2002), to all the agestgstered in the institutional
environment. This allows for more flexibility whe@mplementing conversations
among agents.

Agents present in the institutional environmentlienpent behaviours in the form of
workflows defined as Coloured Petri Nets. This wHBofor the modelling and
implementation of conversations with a tool madbadadle concurrent processes.
The organizational control of the institutional @omment is distributed in the
agents that are part of it. With that we aim toehavmore scalable environment
suitable to manage concurrent and asynchronousecsetions.

In our case study, in Chapter 5 and 6, the gaindevkloping a Collaborative
System, such as WikiCrimes (www.wikicrimes.org), amn Institutional
Environment can be observed. That opens a patfuftrer research in that area
together with the implementation of social controthat kind of system.

With the use of Clojure Functional Language (Habgw2009) for the annotations
of the CPNs, we have found more flexibility whempnesenting workflows in the
Institutional Environment.

In our approach we had the concern to separatemsylvel concepts from the
domain level concepts. Applying counts-as rulesnmipulate low level concerns
of the Institutional Environment addresses isshes Wwould influence higher level
concerns of the agents involved in the Institutideravironment.

We use commitment objects for the implementatiomafms in an Institutional

Environment. This choice fits well with our propbga implement norms that



regulate the environment and norms that regulateeagents unpredicted at design
time among agents present in the institutional remvinent.

e Our approach uses a model checker for the manipunlatf a history of facts,
relevant for the change of state of the commitnajects. These commitments
represent the social norms in our Institutional iEstuments. The model checker
verifies temporal propositions used to define thendition and content of
commitments, allowing for the management of theperal characteristics of these

commitments’ attributes.

1.4. Structure

The following chapters of this thesis are organiasdollows:

Chapter 2 — A description of the state of the mwblving the research related to ours and
the technology employed in our work. In this chapte briefly discuss the similarities and

difference of our approach with those we surveyed.

Chapter 3 — We introduce the definition of instdogl environments and draw a scheme

for the development of systems using this modetHerimplementation of open MAS.

Chapter 4 — We describe in this chapter all thbrielogy employed for the development of

institutional environments, and justify their use.

Chapter 5 — This chapter describes the implementadf a prototype of institutional
environment inspired by the WikiCrimes Collaborati8ystem. We explain the nature of
the WikiCrimes System highlighting its charactecstas an open MAS and its suitability
as a scenario to develop our proof-of-concept.

Chapter 6 — We describe scenarios of runs exedatélse prototype of the WikiCrimes
institutional environment, exploring the messagaeshanged among the agents involved in
the scenarios, how the system agents manage thaitmemt objects, the reputation of the
registered agents and the free speech among regis@gents in the Institutional

Environment.

Chapter 7 — We draw conclusions taken from ourame$eand indicate future directions for
it.



Chapter 2

State of the Art

In this chapter, related work is presented and,nwbertinent, comments on details of our

approach to the modelling and implementation oihdd&S are made.

When modelling and implementing an open MAS thkved heterogeneous agents to join
the system and perform tasks we use the abstraofianstitutional environments and
normative spaces, as introduced in the first cliagtéhis thesis. As the agents that join the
institution are heterogeneous the necessity ofirtkertion of social norms in the system
becomes evident, because these agents have thegaals and interests. These agents are
built by developers that embed in them their owatsgies to explore the open MAS and

take from it as much as they believe they can.

Similarly to human societies, open MAS have to deith different types of agents: the
ones that behave as expected; the ones that waakeoas much as they can from the
system; and the ones that just want to break tles r exploit the system by performing
undesired behaviour and causing problems to otleenlers of the agent society, or even

to the agent society itself.

Norms are introduced to balance the functioninghefsystem and introduce an adaptable
mechanism of control in the environment, adequatdghe application domain that is
modelled by the open MAS. With that mechanism, gudee introduced in the system.
These rules try to drive the behaviour of the ag@nt way that the goals of the system as

a whole are observed leaving the autonomous agentse system aware of the rules,



rewards and punishments they might have when atteghpo achieve their own goals
(Aldewereld et al., 2006).

The degree of openness observed in normative systerariable. Norms define what is
socially acceptable and unacceptable in the systedhat the same time influence the
agents to behave in a desired way, much as legalefivorks are developed to guide
humans in the real world. It is important to halve mechanisms for enforcement of norms
over the autonomous agents to grant a sense of ragpen MAS, and for the degree of

openness to be as variable as the domain modedksdsror the system designer desires.

Interaction and coordination are identified as magncerns when designing and deploying
MAS, giving a distinct approach towards the modelland design of distributed intelligent
systems (DeLoach, 2002), (Zambonelli, Jennings &vidoldridge, 2003). Software
engineering agent-oriented methodologies, suchasa @Vooldridge, Jennings and Kinny,
2000), have been developed to observe the interabitween agents as a critical design
aspect when building MAS.

The system organization as well influences thegiesi an open MAS (DelLoach, 2002),
(Zambonelli, Jennings and Wooldridge, 2001). A absetting is realized in the form of an
environment where agents play roles and interattt @ach other pursuing individual or
common goals. The organization has a defined streiatomposed of elements that are
used to define and enforce norms to manage theopgeations among agents. Norms are
associated with roles that agents assume in themsygpon registration and will guide the

agent behaviour in the system.

The operational use of norms in institutional eawments is directly related to the context
the agents are inserted into and it is definedutiincontologies (Grossi et al., 2006) and (De
Oliveira et al., 2005). Our approach is to use Gad Petri Nets (CPN) (Jensen, 1992) to
represent normative spaces that will guide agdmwtsughout their useful existence in the
institutional environment (De Oliveira et al., 200@e Oliveira et al., 2004), (De Oliveira,

Cranefield and Purvis, 2007), (De Oliveira and Fyr2008), (De Oliveira et al., 2008),

(De Oliveira et al., 2009), (Purvis et al., 2008hd (Nowostawski et al., 2006). In the
following sections of this chapter a selection @ated work is addressed. Similarities and
differences from those studies are compared wighathe proposed in this thesis. More

details on the technical devices employed in thesits are presented in Chapter 4.
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2.1. Modelling and Implementing Open Multiagent {8yss

Multiagent systems (MAS) are systems comprisingtiplel agents with different degrees
of autonomy and which interact to achieve individracommon goals. In MAS because of
the characteristics of the individual agents sogpesg of interactions are necessary, as

highlighted in Jennings, Sycara and Wooldridge 899

» Cooperation — collaboration for the achievemerd obmmon objective;
« Coordination — management of the interactions toica\behaviour that would
deviate the functioning of the MAS to undesiredesta

* Negotiation — the reach of agreements among thecipating agents.

Such types of interaction are very characteristit8S due to the autonomy their agent
members own. Problems where there are distributedces of information, control,
resources and knowledge are very much suited tighieeated by MAS (Wooldridge and
Jennings, 1999). Reusability of agent architectaed interaction protocols suitable to
different application domains are other featuré®ient to agents that can make them more

portable (Jennings, 2000).

Methodologies and models for the development of M#gve to deal with its inherent
distribution, as well as with the characteristi€sh® agents that compose it. Autonomy and
pro-activity are certainly difficult to manage, esplly if the MAS is open to the
participation of heterogeneous agents developedhbbd parties with their own self-
interests and goals. Therefore, mechanisms to niekagents behave as expected by the
MAS are necessary and they can allow only acceptadthaviour, and take out part of the
agent’s autonomy, or adopt punishment and rewasliategies so the agent is tagged with

a label for good or bad reputation in the MAS.

We believe that a truly open MAS should allow fbe tparticipation of any kind of self-

interested agents. Who knows and can predict cdetplevhat the self interests of the
agents are? It is a big simplification to assunat they will always behave badly and force
them to behave only in predicted ways. This mightviery safe on one hand but on the
other it limits the very intrinsic characteristi¢ the agent, its autonomy. Completely
constrained systems can be implemented by othedjggmns, such as the object-oriented,

not the multiagent one.
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Joining a society might require accepting limitsyonr autonomy, but the autonomy is still
there to break the rules, and in some cases thglitrbie necessary to obtain an instant
punishment but maybe a bigger reward some time. [dteat scenario is present in the
model of organization of human societies. In a sogame, for example, you should not
push the other players, or even commit a penaltlyybu still can do it. The player might
lose the penalty kick and the one that committedgénalty would get a yellow card but

has maximized his or her gains.

Therefore, we also believe that an open MAS shoufnlement mechanisms to deal with
the performance of unauthorized actions, or unptediacts. In an attempt to model open
MAS using the human model to organize their saegetin our approach we introduce
mechanisms that allow for the classification ofatént kinds of agents in the open MAS
and allow as well for the use of any conversatiwategy the agents need or want to use.
Who knows what could be the marketing strategyrobpen MAS that implements an e-
commerce company. For example, they might needttacathe most diversified profiles,
which might include even the ones that do not abM@jlow the rules or act predictably.
This feature is not supported by other approaches ss Esteva (2003), Minsky and
Ungureanu (2000), Hubner, Sichman and Boissier{R@Ad Hubner et al. (2010). There is
always a great worry about making sure that agémitew the rules and that agent

interaction be more predictable so that it is nfeesible to implement MAS.

The concern of not restricting completely the aotog of agents in open MAS was
discussed by Brafman (1996) and Criado, Argente Badi (2011). Brafman defines
Partially Controlled MAS (PAC) and visualizes MASithv two types of agents:
controllable agents that are controlled directly by the systesigher; andincontrollable
agents that are not under the designer’s dired¢talpand are allowed to exhibit deviating
behaviour. Therefore in PAC (Brafman, 1996), cdidlde agents supervise the behaviour
of uncontrollable ones enforcing desired behavidmado, Argente and Botti (2011)
describe THOMAS (Methods, Techniques and ToolsGpen Multi-Agent Systems), a
framework that does not have a mediator layer. TH3Ms being developed with the
intent to allow for the agents to interact freelpder a conceptual framework that
categorizes types of norms that are enforced ioplee MAS.

A number of application domains are suitable fa ithclusion of self-interested software

entities that reflect the goals of their developmrtheir own strategies of behaviours. There
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are a great number of companies in the Internétmgador a variety of consumers demands
models that implement open MAS. Social networks hsu@as Facebook
(www.facebook.com), Orkut (www.orkut.com) and My8palwww.myspace.com), with
their vast number of participants, are a potemtiatket for companies from a wide variety
of areas. The same applies to virtual environmestech as Second Life
(www.secondlife.com) (Rymaszewski, 2007), whichaiperfect place to introduce self-
interested agents that sell products or ideas.igégpn domains that deal with ubiquitous
computing (Poslad, 2009) where software runs oreatgariety of gadgets, such as mobile
phones, are another example of very distributedremwments that call for models that
manage open MAS.

The complexity of the design and implementatioM#S has led to the idea of modelling
them as organizations of agents, as introduceariy studies from Gasser, Braganza and
Herman (1987), Pattison, Corkill and Lesser (1980xkill and Lesser (1983) and Werner
(1987). Organizational approaches identifies rtthe¢ agents can assume in the MAS, and

see the whole system as a unique structure wheragnts are participants Esteva (2003).

The other way to implement an MAS is having an &gentred view of it. Therefore,
when modelling the systems the agents are idesht#rel built with a specific purpose, and
predefined conversations are set so they can ackiewr goals (Esteva, 2003). In this case,
there is a great tendency to make assumptionsrevieéence and cooperation between the
agents, which is not guaranteed in an open MAS.nAgentered approaches are more
suited to small systems that are not open MAS (RRoéez-Aguilar, 2001), (Esteva et al.,
2001). That is the case because in an open MAS ihecessary to deal with the
heterogeneity of the agents, which are developegdnple different from those who
developed the open MAS. Therefore, the necessjusigied of implementing mechanisms
to manage unpredictable behaviour of agents ortagleat do not always play according to
the rules of the game.

A number of methodologies have been proposed fordesign and development of MAS
(Iglesias, Garijo and Gonzalez, 1999), (Wooldridgel Ciancarini, 2001). Most of these
methodologies are extensions of existing methodesogn other fields (mainly object-
oriented programming and knowledge engineeringhttude relevant aspects of agents,
these fields that are not sufficient to cover h# aaspects needed for the design of MAS

(Esteva, 2003). Therefore, other approaches likedityanization-oriented ones became
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more relevant and more adapted to the modellingimpiementation of MAS, especially

when we endeavour to support the openness chaséicterof this paradigm that have

become more and more evident recently.

Now we discuss briefly some of the methodologiegppsed to design and develop MAS:

GAIA is a methodology made to model MAS as orgaire where agents play
roles to the level where engineers can implementhe major criticism of this
methodology is that the organizational structur@as explicitly defined, and that
because it assumes that the agents comprising Afe hve a common goal it is
not suited to model open MAS (Esteva, 2003).

Roadmap (Juan, Pierce and Sterling, 2002) exteadsi® modelling complex open
systems. A new interaction model that allows thec#fration of protocols in
AUML (Bauer, Muller and Odell, 2001) is added. Tirse-case model from UML
(Martin and Kendall, 2000) is adapted to MAS regoients gathering.

Ferber and Gutknetch (1998) elaborated an orgaomedtapproach based in the
concepts of group, role and agent. Groups can é&a&text with allowed roles, and
role-to-role protocols are specified. The agents/@l can participate in more than
one group. The MadKit platform (Gutknecht and Ferl2000) was developed to

validate the approach.

The Tropos Methodology (Giunchiglia, Mylopoulos amrini, 2002) defines

activities for all the life cycle of developmentrom requirements to the

implementation. The construction of MAS is divided five phases: early

requirements, later requirements, architecturaligdes detailed design and

implementation. AUML (Bauer, Miller and Odell, 200is used to define

protocols, and at the implementation phase agezietsins based on the agent BDI
architecture (Rao and Georgeff, 1995) and the mockzited are generated to be
extended by the implementation phase. These skslete suitable for the JACK
platform (Howden et al., 2001).

The Prometheus Methodology (Padgham and Winikdd)22 consists of three
phases: system specification, architectural designd detailed design.
Functionalities are defined in the specificatiom@d Actions, perceptions and data
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associated to functionalities are defined. Funetlities are assigned to agents in the
architectural design phase and interaction protoect¢ defined in AUML (Bauer,
Mualler and Odell, 2001). Using a BDI architecturgeats’ internal structures are
generated in the detailed design phase. A softwaievas developed to support the
design and generation of agent skeletons for theKlplatform (Howden et al.,
2001).

« HARMONIA (Vazquez-Scaleda and Dignum, 2003) is anfework for agent
organizations. This framework takes into considemainstitution objectives and
their fulfillment, as well as norms that are definen a level more abstract than
institution structures and procedures (Dignum, 20@ontic logic is used to
define abstract norms that are translated into red@aorms. The concrete norms
are defined as rules that either specify the papracedures that enforce them, or

specify the events and triggers that fires a viohat

Analysing the methodologies described in this obgptve can identify that their
fundamental aspect is the identification of rolasd aheir relationships, except for
Prometheus in which functionalities are associatgld the agents, which might be seen as
a categorization of agents as well as the ideatiic of agent roles in a MAS. Tropos,
Roadmap and Prometheus specify interaction praoasing AUML. In the work of
Esteva et al. (Esteva, 2003) (Esteva, de la Craz Siarra, 2002) they use Finite State
Machines to define the interaction protocols, aredugse Coloured Petri Nets due to their
characteristics that to our view are more suitednidel interaction protocols (this is
explored more in Section 2.4). When the InstititloBnvironment approach is used in
production software development, then it would éeommended that a principled agent-
based methodology be used.

The difference in the methodologies is exactly wkiatl of system that each of them can
model and produce. The objective of both Tropos Brmmetheus is to obtain a set of
agents that behave to achieve different goalseoylstem and that interact when necessary
by following the defined protocols. They represantexample of designing and developing
a MAS taking an agent-centred approach. There isation of organization; they commit
to a concrete agent architecture and there is saangs#tion of agents’ benevolence and

cooperation among the resulting agents. Althougty tban be useful for the design of
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closed systems, and they offer tools that geneaggnt skeletons thus reducing the

development time of the system, they are not apfai@pfor open systems (Esteva, 2003).

The other methodologies listed and the electramstitutions defined in Esteva (2003), as
well as ours, do not commit to any agent architestassuming that the system will be
populated by heterogeneous agents. We believettibabrganizational approach is more
suited to the specification of open MAS, similaiBsteva (2003) and Ferber and Gutknetch
(1998). In our approach we define system agents tdie care of the organizational

structure of the MAS and employ mechanisms to ergixternal agents to cooperate with
the environment, without compromising the uniquarebteristic of heterogeneous agents,
which is their autonomy. The designer of our kifidpen MAS has the freedom to decide
the degree of freedom the agents have in the sgsbymmaking the system more or less

constrained according to the necessity imposethéwpplication domain.

In many previous works researchers have tried apiadbject-oriented methodologies to
design MAS. As the Unified Modelling Language (UMis) a well-known standard for
modelling object-oriented systems, many attempesdapt its use in the modelling of MAS
were done, for example, the work of Odell, Paruaa# Bauer (2000), Parunak and Odell
(2002) and Bauer, Miller and Odell (2001). AUMLkdi UML, is a language and not a
methodology; it is a well-built extension of UML the agent paradigm. Extensions of
UML diagrams were proposed by different methoda@egin ROADMAP, for instance, the
use of use cases is proposed to capture the rewnts of the system and AUML

interaction diagrams are used to represent inferecamong agents.

Social design and agent design is differentiatedD@llarocas and Klein (1999). It is

necessary to design the rules of the environmeniptrticipants of the environment and
overall assume that agents are autonomous, preaatid self-interested, or in other words
they will not behave only as expected and followagls the rules of the organization. In
Dellarocas and Klein (1999) they define the follogiiservices: socialization, notary and
expectation handling. The socialization servicedpoes contracts (Dellarocas, 2000)
where it is defined for the agents registered wiitle organization their rights and

capabilities. The notary service verifies if theeagis following the rules of the system and
the contract, and the exception handling serviceagas known exception types through

sentinel agents.
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We do believe that the work from Dellarocas (Deltaas and Klein, 1999) (Dellarocas,
2000) is a good approach, and one of the problé&eg ¢onfront is how to represent the
contracts that regulate the participation of therag in the society, or the open MAS. In
our view, commitments are a more suitable formalisntlefine the norms of the system
because they are more punctual and simple to mmresurther, a set of commitments that
the agents assume with the open MAS can be seeo@tract that the agents assume with

the society.

Other point worth mentioning is to identify thatig necessary to explicitly enforce the
systems’s rules; otherwise the agents will nofelthem. We use reputation as a concept
that should be used to manage enforcement of #les o the open MAS. As will be
explained in the following chapters, the commitnsethie agents have with the society can
be broken and their reputation in the system valuipdated according to the observation of
these commitments by the agents that should fotleem. In our view, this allows for a
better representation of a true open MAS whereigyaating agents exercise all the
autonomy that they possess. In our approach, wamptt to manage environments
composed of truly autonomous agents: after all ithisne of the big aims of the research
community, to develop really autonomous agents.rdfbee, our aim is to deliver an
environment that can fit the necessity of the agewtety designer; if he/she needs to have
a very constrained environment he/she will be abldo so, and if he/she needs to lower
the level of constraints it will be possible to do, because we offer mechanisms to

implement such versatility.

The work of Pablo Noriega (Noriega, 1997), Juanofid Rodriguez-Aguilar (Rodriguez-
Aguilar, 2001) and Marc Esteva (Esteva, 2003) haslyced the definition of Electronic
Institutions. In (Noriega, 1997) the basic concegtglectronic institutions are introduced
through a metaphor of a trade institution (a fisérket). In (Rodriguez-Aguilar, 2001) the
concept of electronic institutions is extended, fisb market is implemented and further
work is proposed to make the architecture exteastdevelop any institution of agents. In
Esteva (2003) the concepts are adjusted and aatesqiacification language is presented, a
specification and verification tool was developamd a generic infrastructure is made
available to deploy institutions in different amaliion domains.

In (Esteva, 2003) there are defined componentghat Hibner et al. (Hubner et al., 2010)

defines as Organizational Infrastructures (Ol) (& section). The main tools defined by
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Esteva are Islander (Esteva, de la Cruz and Si2d@2) and Ameli (Esteva et al., 2004).
The first offers a graphical editor to model elentc institutions as sets of scenes where
agents meet and engage in interaction protocadsséicond is an agent-based middleware
for electronic institutions where an environmenimglemented so that external agents can
be represented in the middleware by a specialfateragent, the governors, and together
these make the external agents follow the regulatad the electronic institutions. In Arcos
et al. (2005) they define a set of tools, includisignder and Ameli, that together comprise
the Electronic Institution Development Environm¢BtDE), and claim that it is suited to

modelling and implementing open MAS.

Garcia-Camino et al. (2009) define an approachptxify and manage the normative
positions of agents (permissions, prohibitions aidigations). This is a rule-based
formalism that includes constraints and is use@rtwide explicitly norms in Electronic

Institutions (Esteva, 2003). This approach is aenapt at implementing conversations that
were not predicted at design time in Electronidita8ons. In contrast, we use potentially
audited commitments (Fornara et al.,, 2008) and tatjpmm management to conduct the

behaviour of agents in our Institutional Environmen

One of the main goals of our approach is to defind maintain an environment where
agents will interact observing a set of rules ornm® but will not necessarily or
compulsorily have their actions restricted via sdamel of interface agent, for example, the
governors in the Electronic Institution Developmdrivironment (EIDE) (Arcos et al.,
2005), or the controllers in Law-governed Intemawcti(LGI) (Minsky and Ungureanu,
2000), where both implement a set of interface tgand a middleware.

In Dignum, Aldewereld and Dignum (2011) a comparisomade among methodologies to
model and implement MAS as organizations. In thrk it is argued that characteristics
identified in the application domain lead to th@icle of the most suitable method. A set of
attributes is defined to guide that choice: compyexincertainty, environment, emergence,
goal autonomy and control. We have an externalrozgéional representation but we allow
for interactions unpredicted at design time to tpleee in our organizational design. In our
organizational design the external agents will haveess to the institutional environment
through an organizational proxy agent or interfagent but unpredicted interactions can
happen, which differs from prior approaches suchVE3ISE+ (Hubner, Sichman and

Boissier, 2007) and AMELI (Esteva et al., 2004).Dignum, Aldewereld and Dignum
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(2011) it is argued that the different organizagilotiesigns are applied to different contexts

and they are suitable for certain conditions, gaals$ limitations.

Our approach is to offer mechanisms that will irgltite agents to play a cooperative role
in the agent society, but ultimately the choicecobperating or not cooperating will be
theirs. That choice might cause the employmentiatsons by the system agents on non-
cooperative agents, and with that we will be ablage a model closer to the human way of
organizing their societies. Legal systems develdpeglide and regulate human behaviour
in organizations such as universities, traffic, pames and many other groups or societies
provide evidence that humans apply sanctions athksh and maintain social order in their
societies.

Therefore, among the empirical concerns of eleatrovstitutions (Noriega, 2006), we are
more concerned with the choice the agents will Haveake when deciding whether to join
the institution of agents by evaluating the degre&eedom of speech that the institution
will allow. By that we mean that as autonomous #&genrselves, we have individual goals
and beliefs and those are in the autonomous #tithgents that we build. They are there
because the agent-oriented paradigm is mirrorethenhuman society model and for a
completely constrained environment the object-deeénparadigm is already there to be
used.

Such mechanisms as governors (Arcos et al.,, 2006) @ntrollers (Minsky and

Ungureanu, 2000), to our view, may compromise tfents’ autonomy too much. We want
to influence agents to behave according to the rules of ther@mwent. That is the

motivation of our work, to develop an environmenhere agents are influenced to
cooperate and follow a predefined set of rules.t Hmvironment is organized based on
institutional concepts and the assignment of réde@ining agents occurs as well. Those
concepts create an artificial environment simitardal-world institutions where people can

join to obtain and/or offer access to services.

Autonomous agent designers aim to copy human reasand/or strategies in their agents
when they interact with others and decide theirrseuof action in the electronic

environment. Interaction protocols are there taibed in accordance with the speech acts,
institutional actions, or illocutions identified ithe dialogs executed by agents. Those
interaction protocols help to predict actions anddei the conversation space before it

actually happens, including the possible breacbexplected courses of action by agents in
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the electronic environment. Authorities in the ittgions are available to audit interactions

and observe rules in the society.

The rigid control of agent interoperation may orymat grant rigid security for MAS but it
definitely compromises the degree of agents’ autonolf agents are only allowed to
follow the rules, part of the intrinsic charactéas of the multi-agent model might be
overlooked and their capability to deal with reafld situations diminished. We therefore
advocate for a model where the openness of the MAiGken into consideration when

defining the norms of the institutional environment

2.2. Institutions and Institutional Acts

Institutions (Colombetti, Fornara and Verdicchi@02) (Esteva et al., 2001) are software
organizations where agents assume pre-definedtmlageract in an environment that have
rules of conduct defined. Those rules can be défifer example, as norms (Dignum,
2002), contracts (Dellarocas, 2000), policies (Eimd Haddadi, 1999) or commitments
(Colombetti, Fornara and Verdicchio, 2004) (Sing899). In the institutions are defined
ontologies to determine the terms to be used inctireversations that take place in the

institution.

Institutional acts (Colombetti and Verdicchio, 2Dp@2olombetti, Fornara and Verdicchio,
2004) are terms identified in the institutional mamment that when used bring about
institutional effects changing the state of thetitnBonal environment. They are used in
interaction protocols that lead to conversatior Will possibly change the current state of

the institution.

The technology applied in the development of etestr institutions have followed the
pattern of construction of middleware-like envircamts that support the services offered

by the institution, better explored in the nextteec

2.3. Organizational Infrastructures for Open MAS

Work on the development of techniques for the iimq@etation of MAS has concentrated
lately on the conception of Organizational Infrastures (Ol) (Hubner et al., 2010). There

is a clear intention to implement and manage opedSMhrough the use of such
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techniques, but there is still some work to be desgecially on the management of the

openness.

Software agents are autonomous entities that belpmoeactively to adapt to the

environment where they are found. Organizationthgtructures (Ols) are put in place to
organize and regulate the behaviour of the agenthe environment. Concepts such as
trust, reputation, coordination, norms, heteroggnand openness must be taken into

consideration when implementing open MAS and comsetly must be present in the Ols.

Application
Domain
[ Agent ] [ Agent ]
v :
Organisational Proxy — Organisational Proxy
@ganisation \
Infrastructure
6'ganisational \ 6rganisational Services \
State

Coordination Reorganisation

Role assignment Sanction

Others...

( Agent Platform )

Figure 2.1. Common architecture for organizatiofiastructures in open MAS redrawn
from (Hlbner et al., 2010)

Hubner et al. (2010) defined a common architecfiore organizational infrastructures
(redrawn in Figure 2.1). The architecture is congplosf services and agents that take care
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of the functioning of the OIl. The agents shownha tApplication Domain” of Figure 2.1
are external agents that interact with the orgéioisal middleware that is in charge of the
management of the services offered by the Ol asdinternal state. Usually the Ol
middleware imposed rigid restrictions on the bebawrf the external agents in connection
with their interaction with the organisation.

Our approach is to distribute the management usuatiposed by the centralized
middleware in system agents that have predefinetagement roles and together manage
the whole institutional environment. Furthermore, mtroduce “freedom of speech” to the
application agents so that they can have unmouitoreeractions regarding any subject
they want, thus making the management of the omsnokthe environment softer than the
usual control imposed by middleware, where the @geompulsorily behave as they are
told.

Hubner et al. (2010) identify two components inasngation-oriented programming of
MAS:

e “A declarative Organization Modelling Language (OMk for example, MOISE+
(Hubner, Sichman and Boissier, 2007) and IslanBste{a, de la Cruz and Sierra,
2002)", and

e “An organization implementation architecture — é&stample, S-MOISE+ (Hubner,
Sichman and Boissier, 2006) and AMELI (Esteva et 2004)” (Hubner et al.,
2010: 371).

The OML is used to specify the MAS as organizatimfsagents in Organization

Specifications (OS), and when the agents assunes inlthe organization they form an
Organization Entity (OE) (Hubner et al., 2010). Tiwal result is an Organizational

Infrastructure (OI) that manages operations wigpeet to organizational objectives, and
where the external agents assume roles in it canatg in accordance with rules and
policies that make the MAS function effectivelyasystem. The aim is to make an orderly
environment where agents interact towards theiwviddal objectives but at the same time

in accordance with the organisation in which thastipipate.

In Figure 2.1 Hubner et al. (2010) identify a thtager architecture where can be found the
Domain Agents or the External Agents that will assuroles in the Ol, the Ol itself that

will manage and control the MAS through the implatadgion of services and the
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management of the MAS internal states, and the l@gtr being formed by Agent
Platforms, such as Opal (Nowostawski, Purvis andn€lfield, 2002) and JADE

(Bellifemine, Poggi and Rimassa, 2000), in charigigh® communication among the agents.

The entities in the Ol that are responsible foerifaticing the External Agents with the
organization are the Organizational Proxies. They @ charge of passing all the
communication originated from the external agewtsthie Ol and from the OI to the
external agents, managing what we call a very otiatt conversation where only predicted
dialogs can take place. These Organizational Psoca@ be found in Ol implementations
such agjovernorsin AMELI (Esteva et al., 2004)yrappersin TeamCore (Pynadath and &
Tambe, 2003)OrgBoxin SMoise+ (Hubner, Sichman and Boissier, 2006) @ntrollers

in Law-Governed Interaction (Minsky and Ungurea2@0o).

Our approach differs from those because our agesponsible for the intermediation
between the application agents, or external agenssmply a way for the external agent to
use the interaction protocols available for a deteed role. These protocols are
represented as Coloured Petri Nets that actuaflpeden which conversations the external
agent can take part in the institutional environinéhese agents might have some degree
of autonomy if that is desired by the institutiomavironment designer. Moreover, these
agents make available unmonitored interactions tlediver freedom of speech for the
external agents participating in the institutioeaVironment. Freedom of speech makes the
institutional environment more like the human ofigations where the human autonomous
agents have the choice to follow the rules andesagage in negotiations or conversations
that are not predicted by the organizations they Hre part of.

The OML in our approach is the formalism we havesen to represent the conversations
and the organizational infrastructure of the ingitinal environment. It is represented as a
set of Coloured Petri Nets (CPN) (Jensen, 1992)dbfnes the agent roles, both for the
application agents, or external agents, and theemsysgents, which are the agents that
manage the institutional environment. Therefore @Hes actually the unification of the
CPNs of the agents that are present in the insiitak environment, and there is no
definition of a middleware that forms the OI. Incfathere is no middleware at all.
Actually, in our approach we have made availabdeneints that are a way for the external
agents to get in the conversation space of th@uhenal environment, which is completely

distributed in the sense that all the administeatasks are performed by system agents, and
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all agents, including the external agents, play tbart only in the necessary conversations

predicted by the institutional environment desigisee Figure 2.2).

It is important to notice that in our approach eputy Agent is part of the Ol. It is not
merely in the frontier with the OI: it actually ingments a CPN that is connected with the
system agents CPN forming the Ol of the Institwidénvironments, differently from other
approaches such as Esteva (2003) and Hubner, Sichnth Boissier (2007). The other
characteristic that distinguishes the Deputy fromregular proxy agents from Figure 2.1 is
that the constraints imposed by the Deputy Ageatless than those of the regular proxy
agents. It allows for the use of both predicted angredicted conversations through the

unmonitored interactions.

The external agents are in the application domaththey actually do not need to be from
the same application domain to register with th&itutional environment. Furthermore,
they can take part in as many institutional enwviments as they wish or can, as far as they
understand the ontologies that define the apptinatomains used by the institutional

environments that they register with.

Our architecture is mainly distributed and the DgpAgents can actually have some
degree of autonomy, if the institutional environtdasigner decides to supply them with
some. They do not force the external agents togmnmga only predefined conversations;
there is the possibility for the external agentsnieet in the institutional environment and
exercise their autonomy by engaging in unpredictedversations, as far as they are

capable of doing so.

Moreover, our OML is not a customized set of symslmi language. We rely on the strong
semantics and syntax of the CPN formalism. All @ieis defined as CPNs that together

represent a Normative Space for the Institutiomali&nment.

Hubner et al. (2010) point out some features of@heresented in Figure 2.1 that motivate

our proposal and their own, which is describedent®n 2.5.

In our approach the system agents are accessilileebpstitutional environment designer
when she/he needs to model, for example, particdactioning made necessary by the
application domain. When we are modelling the tagtinal environment the designer has

the power to define the rewarding/sanctioning peticthat will be employed in the
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environment. That, of course, depends on the requants of the application domain that is

being worked on.
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_ Organizational
Infrastructure
o e
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\ 4
. /
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System Agent

Figure 2.2. Institutional Environment organizatibimdrastructure architecture

OperA is a framework for modelling agent organiaas which uses social order to regulate
stakeholders and their interactions (Dignum, 20@}erettA is a graphical environment
that allows the specification and analysis of medaehsed in OperA (Aldewereld and
Dignum, 2010). The Alive project (Nieves et al. 12D uses a Model Driven Development
(OMG, n.d.) approach to build systems based orS#rwice-Oriented Architecture (Bell,
2008). It has three architectural layers: orgammat coordination and service.
Organizational models based on the OperA framewand& built using OperettA to
coordinate access to services. These services ruaked dynamically through an

organizational context to achieve organizationgect/es.

Gaertner et al. (2007) define the notion of a “natire structure” — a formal model for
defining how events occurring in one agent inteoaicprotocol (or “scene”) can affect the
state of normative state in another scene. Thepelétie semantics of normative structures

in terms of a mapping to Coloured Petri Nets. Thepping allows for the definition of a
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distributed algorithm to avoid norm conflicts (e.gbligation vs. permission), in the
normative structure by exploiting the CPN concepstate reachability. The normative
structure comprises states of a normative scenle transitions fired due to normative
positions taken. The main goal is to identify notir@structures that are free of conflicts
by verifying whether conflicting states are readhab the CPNSs.

We do not only represent norm scenes states irCBINs. We model agent roles and the
norms are modelled as commitments created at ddsign or by agents at runtime.

However, we do not address the analysis of our GBNerify desired properties.

Van Riemsdijk, Hindriks and Jonker (2009) expldne tvay an organization-aware agent
can develop organizational reasoning that decidesng other things, (a) when to play
roles and (b) if they do play a role, whether thaiow norms and how they might respond
to possible sanctions. It is argued that agents deselop reasoning about behaving in
accordance with the role specification, violatinge trole specification or adapting the
specification of the role to its goals. The agemtsuld have to understand the
organizational structure of the MAS and develop dwebur reasoning over that

specification and targeting their own goals. Thec@l point here is to make the

organizational structures understandable by thatagkat participate in the MAS.

In our work, even though we use the Deputy Ageatgive external agents access to the
institutional environment, a norm enforcement poli€ used in the sense that agents are
motivated to follow the rules but they can breadnth This contrasts with other approaches
such as OrgBox (Hubner, Sichman and Boissier, 2@8#8)governors (Esteva, de la Cruz
and Sierra, 2002) (Esteva et al., 2004) where regiation is used and the agents have no
options when interacting in the organization unkesy follow the norms. Therefore, in our
Institutional Environments, organization-aware dagewould have more options when
performing organizational reasoning to adjust thegtions in the organizational

environment.

In this thesis we are not concerned specificallpualthe programming of the external
agents to make them organization-aware in ourttiiginal Environments. However, we
define agent roles as CPNs which have well defgserdantics and we believe that future
work could be done to make the external agents ratadel the CPNs by themselves,
develop reasoning over them, and consequently theerorganizational structure of our

system.
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In Coutinho, Sichman and Boissier (2005) a selactod organizational models are
compared in an attempt to create an ontology testribes open MAS as organisations of
agents. The work is further developed later by @i, Sichman and Boissier (2009),
where more organizational models are added to tingys Initially the models studied
comprise AGR (Agent, Group, Role) (Ferber, Gutkneahd Michel, 2004), MOISE+
(Model of Organization for multl-agent SystEms) @tér, Sichman and Boissier, 2002),
ISLANDER (Esteva, de la Cruz and Sierra, 2002), QDNODrganizational Design
Modeling Language) (Horling and Lesser, 2005), AUNAgent UML) (Parunak and
Odell, 2002), and MAS-ML (MAS Modeling Language)l¢@, Choren and Lucena, 2004).
Later are added the organizational models TAEMSsKTa&nalysis, Environment
Modelling, and Simulation) (Decker, 1996) (Less2004), OperA (Organizations per
Agents) (Dignum, 2004), STEAM ( a Shell for TEAMWQr(Tambe et al., 1999), and
AGRE (Agent, Group, Role, Environment) (Ferber, Mitand Baez, 2005).

The study aims to create a meta-model from whiclmlriguous concepts can be
instantiated to define abstract organisational ifipatons and then generate concrete
organizations. They define eight dimensions whekingaa comparison among the studied
organisational models: structural, interactive, clional, normative, environment,
evaluation, evolution and ontology. As future wotke organisational structure
implemented by our Institutional Environments coldd analysed in relation to the
dimensions listed to see how it fits in the moraegal and higher level meta model defined

by the authors.

2.4. Communication in MAS

Interaction is the basis for those distributed ayst, such as MAS, to function well,
therefore a great effort in MAS research is deeédab agent communication. To allow
agents to communicate the first step is to defineramon language. Agent communication
languages (ACL) have been proposed based on speetheory (Austin, 1962) (Searle,
1969). This theory is based on the observation uktearances must not be considered as

simple propositions but as speaker’s attemptssilateed or fail (Austin, 1962).

The definition of ACLs allows for the agents to bange information and knowledge, and
what distinguishes them from other ways of commatinn are the objects of discourse
and their semantic complexity (Labrou, Finin andndle 1999). ACLs address
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communication at the intentional and social leyBligghum and Greaves, 2000). Generally,
an ACL is composed of three main elements (Gend#sesed Ketchpel, 1994). a
vocabulary, an inner language to encode the knaeldd be exchanged among agents
using the vocabulary offered by an ontology andoater language to express agents’
intentions. The vocabulary should be contained ntologies shared by the interacting
agents. Examples of ACLs used frequently in theleémentation of MAS are: FIPA ACL
(FIPA, 1997) and KQML (Finin, Labrou and Mayfielt97).

More recently, approaches were developed to impheragent communication languages
(ACL) based on the use of commitments to manageanzgtional infrastructures
(Colombetti, Fornara and Verdicchio, 2004) (Forremd Colombetti, 2002) (Fornara et al.,
2008) (Verdicchio and Colombetti, 2009). In theppraaches an ACL based on the use of
commitments between agents to manage the orgamahtinfrastructure is defined. It
states what terms should be used to manipulate domemis and even to perform

operations on them.

But agents normally do not engage in a single ngessxchange. Similarly to human
beings, they engage in conversations that defeedhd sequences of exchanged messages
and define the context in which exchanged messages be interpreted (Labrou, Finin
and Peng, 1999). Hence, the notion of conversasthe unit of communication among
agents has been promoted (Greaves, Holmback andstera&, 2000). Section 2.4.1

explores interaction protocols as a way to orgao@es/ersations among agents.

We share the same view of communicative acts &olombetti, Fornara and Verdicchio
(2002: 2):

“We view communicative acts as a kind of institab actions, that is,
actions that are possible on the basis of a sebmientions and regulations,
and whose effect is to bring about an institutiogi®ct. More precisely, a
communicative act is an action realized as folloess: agent, the sender,
sends a message to another agent, the receivedoBy so, if certain

contextual conditions hold, the sender performs omrounicative act

addressed to the receiver. The effect of such f@anpeance is to bring about

a number of institutional facts”.
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In our approach the institutional facts are esshlgld according to the institutional acts that
are used in interactions observing the rules omsoof the institutional environment. The
institutional acts are defined as the actions ifledtand necessary for the management of
the institutional environment, as well as thosetlé application domain where the
institutional environment is built that might infoce the management of the institutional
environment. In other words, the ontologies that @sed by the institutional environment
define the institutional acts used in the instdanél environment. These two groups of
institutional acts form the vocabulary of the ingibnal environment and are used in
interactions to bring about states of the enviromnwehere the institutional facts hold. The
institutional facts are used to verify the statéth® commitments that external agents

assume in our institutional environment.

Later in Fornara and Colombetti (2002) they definemmitment-based semantics for agent
speech acts. In Colombetti, Fornara and Verdic(?@®4) and Verdicchio and Colombetti
(2009) they define the semantics of ACLs in terrhghanges in the social relationships
between agents, represented in terms of social donemts. In these works they define all
the communication among the agents in an instiutegarding the use of speech acts that

represent actions on commitments, and as welipteeaction protocols when using them.

We do identify institutional acts that deal withnwmitments because they are the way we
enforce norms in our institutional environmentseTdonversations regarding the use and
manipulation of commitments are defined in the sold the agents that deal with

commitments, and actions that the agents executeeimstitutional environment generate
states where institutional facts are true or faldeese are used to verify the state of the

commitments regarding their content and conditexplained later in Section 2.7.

2.4.1. Representation of Interaction Protocols

For the specification of conversations among ag#dmsresearch community has mostly
used the Unified Modelling Language (UML), Finitéat® Machines (FSM), Petri Nets
(Reisig, 1985) or extensions of them.

Finite states machines (FMS) are used to modelarsations that do not have concurrent
paths. Generally, the states in the FMS represatgissin the conversation, and the arcs that

represent a change from one state to another lbeéethby the actions that occur for the
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changes of state to take place. Due to its sim@g @of use FSM are broadly used for
conversation representation and modelling, butiatk of representation for concurrent
paths has promoted the use of Petri Nets and tensions. Further relevant characteristics
favoring Petri Nets are listed as follows (Costakt 2000), (Jensen, 1992) and (Reisig,
1985):

They have a standard graphical representation;
* They have support for the representation of coecway;

* They are well studied in the research community laance a standard semantics and

syntax for the representation of processes;

» They are applied in real-world applications for tmedelling and verification of

protocols, workflows and processes;
* There are various tools that support the designsandlation of CPN.

One possible negative side of the specificatioprotocols using Petri Nets is that they are
somewhat more complex then FSMs. On the other hiaeg offer more power for the
representation of protocols, for example, allowfogthe specification of concurrent tasks.
Complex protocols can, however, generate a contriaatexplosion on the size of the

network, which calls for a more careful use of tioigl (Cost et al., 2000).

In the work of Baldoni et al. (2008) (2009) a miedare module is developed as an
extension to the JADE Framework to provide Orgaiona Role, and Player classes that
are used to implement open MAS as organizationsagdgnts. They implement the

powerJADE middleware, and use finite state machtoe®present the behaviours of the
new classes added as well as the protocols usethipgrs when interacting in the context
of the organization. One interesting point in cartima with their approach is the

possibility of adding new states in the FSMBehawitihat changes the role’s institutional
powers at run-time. They do not explicitly treatms, but their approach does incorporate

coordination elements.

In Esteva (2003) concurrency is not allowed withirconversation. They use FSMs to
specify agent conversations and the global proto€dhe conversation. Properties of the

protocols are verified by adapting search graplordlyms and model checking is used to
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verify some properties. They advocate for the adorent of conversations on
participating agents as in Nodine and Unruh (Nodind Unruh, 1999), Martin, Plaza and
Rodriguez-Aguilar (2000) and Sibertin-Blanc, Hamaahd Cardoso (2000). There is a
special Mediator agent, called Governor, that ischarge of guaranteeing that the
conversation follows its right and allowed pathpoe-specified protocol. The governors are
proxy agents that restrict the conversation ofekiernal agents and force them to behave

always in a predicted mode.

Coloured Petri Nets (Jensen, 1992) are an externsidPetri Nets that have the same
advantages of the regular Petri Nets as well asvalh for the tokens of the net to be of
any “colour”. The colour is the type of the tokehsit can be stored in the CPN places.
Although this adds more complexity to the executidthe network it adds more flexibility

in the representation of interaction protocols lbseathe tokens represent data relevant to
the conversation that is being modelled. Due tgdhedvantages of Petri Nets on FSM we
opted to use Coloured Petri Nets in our approach.

In a CPN the places contain tokens that are ofdatg type (colour), and connecting places
there is a transition which might define operatidasbe done over the tokens that are
selected from the input place. After the operat®axecuted new tokens can be generated
for the output place. The current marking of therepresents the state of the CPN, being it

the configuration of the net regarding where theets are.

Placei PlaceB

Transition

el

Figure 2.3. Example CPN

Associated with each transition in a CPN there gauiard, which is a Boolean expression
that evaluates to true or false triggering theditean. Once the transition is triggered the
input arc expression selects tokens from the ipfade (PlaceA) to be used in the transition
action code. The selected tokens are availablemuléiset that can be passed on through
the output place (PlaceB) or a newly generatedfsitkens can be put in the output place.
For the guards, arc expressions, and action statsnoé CPNs there is an inscription

language defined to manipulate the tokens and tlogitent.
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Specifically in JFern, the CPN tool box that wasdus this work, the default arrangement
is that there is a transition guard that becomedHR, and only if, all the input arc guards

are TRUE. The user can change this and make higranwsition guard, if he likes.

AUML (Odell, Parunak and Bauer, 2000) is an extemsof UML for MAS design,

including the specification of agent interactionsias an intuitive graphical representation,
it is familiar for designers coming from the objectented paradigm and there are tools
supporting its use. As a negative point, it is based on a formal model that permits its

formal verification, which requires a translatiananother formalism for that to be done.

There are works such as the Java-based Agent Fraikhé@hauhan, 1997) (Galan, 2000)
where the interaction protocols are defined in F&M then translated into Petri Nets. The
translation is done for the use of Petri Net tdotsthe verification of safeness and liveness

properties for the interaction protocols specifie@SM.

In Koning, Francois and Demazeau (1998) the spatiin and verification of agent
interaction through the use of Petri Nets is prepodhey propose to model Petri subnets
for each agent taking part in a conversation frostade transition diagram. Each agent
would be concerned only with the part of the cosaBon where it is included. The subnets
are put together to compose the whole conversaiibere is a tool for the simulation,
verification and execution of the Petri Nets moel@llOur approach is somewhat similar to
this one because we do use connections of smatsrtoa form a whole net that represents
the normative space of our Institutional Environmdé3ut our smaller nets are connected
through FIPA ACL Messages (FIPA, 2002) because tkpyesent agent roles and we use
Coloured Petri Nets (CPN) instead of regular Pe&is. What they call Petri subnets in a
conversation space in fact is seen in our appr@acthe definition of agent roles. These
CPNs specify not only the states of a conversgirotocol but the institutional state of the
agent that has its role represented as a CPNtelesting to note that our token can be any
Java Object and we do use this flexibility whenma our agent roles, for example, when
agents communicate, the tokens are Java Objectsrepeesent FIPA ACL Messages
(FIPA, 2000) (FIPA, 2002) and in some parts of ititernal representation of the role the
token can be other Java Objects.

Coloured Petri Nets were used by Cost et al. (2Q603pecify agent interactions. To
specify the conversations they used the DesignCPbdefting tool. Their work

concentrated on the modelling of conversation matand not on the formalization of an



32

Organizational Infrastructure that manages agetdrantions using CPNs, as is main
formalism. In our approach we use a Java-basedhmoked JFern (Nowostawski, 2009) to
model and execute our agent roles and consequibietiwhole Institutional Environment.
We do have asynchronous message exchange amonggémgs in the Institutional
Environment, and consequently among the CPNs #maesent them. This calls for the

management of concurrency and makes CPN suitalpéptesent agent interactions.

A proposal that agent interactions should be medidty an entity called a moderator,
which guarantees the correct execution of the podtowas done in Sibertin-Blanc,
Hamachi and Cardoso (2000). Cooperative Objectse(tin-Blanc, 2001), a high level
Petri Net language, is used to specify, validatd anplement the Moderators. The
moderator actually manages a specific conversatiomhich it was modelled to, and each
agent taking part in that conversation has a thieatte moderator. The moderator will
check the communicative acts being used by thetagend verify the state of the
conversation. This approach is more like the im@etation of a conversation manager that
represents its conversations through the use of IRets. A Conversation Manager, such as
the one in Purvis et al. (2003), is a piece ofwgafe in charge of managing conversations.
The conversations can be modelled using Petri N&b®] or other formalisms (depending
on which formalism the tool supports) and the cosagon manager tries to make sure that
the right messages arrive in the correct instafidbeoconversation protocol, which is part

of a given conversation in the MAS.

Hanachi and Sibertin-Blanc (2004) extended thiskwabranging the perspective according
to which the conversation is seen: Their proposatoi see conversations as processes

managed by middle-agents calledderators

In our approach we use CPNs to represent agert amleé the conversations are managed
by these CPNs that in fact implement agent behaviouthe Institutional Environment.
What leads the conversation are the possible dmistital Acts that are defined for the
management of the system and the execution of ractreferring to the application
domains. The management of the conversations iswalelvel task that should be
implemented in the Agent Platform that takes cdirh® exchange of messages among the
agents in the Organizational Infrastructure.

In Mazoui, Fallah and Haddad (2002) AUML is usednodel interaction protocols that are

later transformed in Coloured Petri Nets (CPN)thar evaluation of protocol properties, for
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example, if it is free of deadlocks, or if all finstates are reachable. The CPNs have one
subnet to each role present in the system. Thisoapp is yet again a use of Petri Nets as a
validation tool for interaction protocols. We dolibee that this is valid and necessary for
the correct representation of the concurrency ptesa the interactions in an
Organizational Infrastructure. We use CPNs as tl@nntool to represent the whole
institutional environment defined in our approachni the start to finish of the open

MAS'’s construction.

In our approach we aim to make the conversationenfiexible for the external agents

showing then, through our Deputy Agents, what tistitutional acts are that they can use
in the institutional environment and what kind afteractions they can engage with,

monitored or unmonitored. In our Deputy Agentssitpossible to allow the agents to use
among them speech acts not predefined by the apiplicdomain designer, which allows

for more flexibility of communication among autonous agents. We believe that

Organizational Infrastructures should be prepaceddal with unpredicted conversations,
and that in some cases this might be beneficiatHerinstitutional environment to some

extent, for example, when we need to gather as neatgrnal agents as possible in an
organizational environment without putting too maynstraints on the behaviour of these
agents. This is the case in, for example, Socialvbikks and Collaborative Systems such as
WikiCrimes (Furtado et al., 2010) that our caselgtexplores in Chapters 5 and 6.

It is important to mention that we allow such aitality because we believe that true open
MAS should be prepared to deal with really hetenegelis and autonomous agents. That is
similar to the human model of dealing in their stieis; the rules are there, sometimes
stricter some times less so. It depends on theicappin domain and on what are the

objectives of the institutional environment designe

2.5. Social Artefacts

Another approach to implement organizational irtftatures is the use of Social Artefacts
(Hubner et al., 2010), where application agents ta&g part in the management of the

organization because they assume institutionasrole

Hubner et al. (2010) sketch a scenario to implenoeganizational infrastructures. They

explain that their approach uses the metaphor tdaets to implement mechanisms that
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facilitate the management of the organizationatastfucture to implement social order
(Castelfranchi, 2000) in it. Agents assume roles ase the artifacts to develop actions in
the OI. The artifact could be a symbol that impaaghority or a mechanism that facilitates
communication, for example. The middleware apprdactiesigning the Ol precludes the
incorporation of strategies for sanctions and ranization at the application level.

In our view this approach is only a matter of alilogv external agents to play system
agents’ roles. This is not necessary to implementas order as we have in our model.
Moreover, separating the concerns of the systemtadem the external agents adds more

security and reliability in the operationalisatiointhe institutional environments.

The reorganization of the environment is implemeénteour approach by the redefinition

of reward/sanctioning policies, the way the repatabf the external agents is modified and
how it is interpreted by the institutional enviroamy, and all this is dependent on the
application domain. The rules are simple: the ewieagents can act in the environment
and be monitored when they acquire commitmentfiénenvironment, being punished or
rewarded depending on the outcomes of their acti@garding these commitments.

Changes in the interpretation of the rules will @®g on the implementation of the external
agents, their degree of autonomy and how they eviivtime — for example, how they

adapt to the rules of the game. By that we meandnes of the system.

The change of roles in the institutional environingan also be seen as a reorganization of
the organizational infrastructure. This means Wiatn an external agent changes roles, by
being promoted to it or by its own choice, it vihve a new portion of possible predicted
dialogs attached to its CPN that will reorganize thstitutional environment as a whole,
because it is composed by the merging of all thBl<C#at represent external agents and

system agents.

Artefacts play the same role as the proxy agentsth@ regular organizational
infrastructures. They are not autonomous and dgtaed an interface between the external

agents and the environment.

While we use CPNs through Deputy Agents to allowtemal agents to perform
institutional acts in the Institutional Environmefinnemeier, Dastani and Meyer (2009)

have developed a programming language to implememh-based artifacts that regulate
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external agents when performing actions in an ageganisation. The artifacts provide the

interface between external agents and an orgamisd{platform.

2.6. Commitments between Agents for Social Control

Commitment between agents are agreements defirtackdre two parties, a debtor and a
creditor, stating certain propositions that arel@t@d to change its state (Colombetti,
Fornara and Verdicchio, 2004) (Singh, 1999). Themmitments are evaluated and might
influence the status of the agents in an MAS. Tlamagement of the commitments in an
MAS can be used for the definition of reputatioragents in the MAS because their states

tell if the agents are doing what they have conaditb do in the institutional environment.

An example of the use of commitments in a MAS wdwddf a buyer agent commits to pay
for a good and a seller agent commits to delivergbod. The actions of those agents in the
MAS will cause the change of state of these comaritisand they can be tagged as good

or badly reputed agents in the MAS.

Commitments are generally treated as objects et btates and a life cycle (Colombetti,
Fornara and Verdicchio, 2004) (Singh, 1999). Opemat to change the states of the
commitments are defined and they are used accotdinige evaluation of actions of the
agents that are debtors or creditors of the comemtsa They have also a condition to
becomeactiveand a content that is evaluated to check if temaiment has reached on of

their final states.

The condition and content of the commitments havengoral component. They need to
be checked against facts that occur in a time gefor example, when certain conditions
hold on a certain time the commitment becomes acnd if the seller delivers the good in
a maximum of 10 days after the order date it had k& commitment to deliver in 10 days
the good. Here the necessity is identified of imm@ating a way to check the condition and
content of commitment against a history of factat thappen during a certain period of

time.

Commitments are used in our approach as a way péement norms in the open MAS.
They have been used before to serve as a mechdaismplement social control in
organizational infrastructures (Singh, 1999) (Cdbetti, Fornara and Verdicchio, 2002).
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We use commitments to implement social order in mstitutional environments. A
specific system agent is responsible for doing ajg@nrs on them and that is modelled in
the interaction protocols that are part of the GR&t defines the role of the system agent
and an external agent that joins the open MAS. Sithee of the commitment objects and
their verification is managed by the institutioealvironment through systems components.
These components are responsible for managingothendment objects in the institutional
environment. The social order implementation has ¢bmmitment objects verification
outcomes as inputs, and the implementation of egjout and trust mechanisms help in the

organization of the institutional environment.

Artikis, Sergot and Pitt (2009) provide a theoratiand executable framework for the
specification and execution of open MAS using twatican languages: C+ and Event
Calculus. First they create specifications in C+ha social constraints for specific open
MAS as a transition system composed by social stated then use that as input to the
CCalc tool that will run queries on the specifioati The constraints can be, for example,

permissions, obligations and sanctions associatddmembers of the open MAS.

There are three types of queries: prediction geewhich starting from an initial state,
observing a narrative of facts and social conssaioffers as a result a social state;
planning queries which allow for the agents to catagplans to avoid run-time conflict at
design time or to update plans at run-time; anddictgon queries that compute past states
of the open MAS.

The SV tool developed in Prolog executes predicomeries over an Event Calculus
specification given a sequence of temporal evengsedict the social states of the Contract
Net Protocol at run-time. After events occur, pcédn queries compute the current state of

the open MAS regarding, for example, permissiobigations and sanction.

In the context of our work, norms are specifiedthi@ definition of commitments at design-
time and at run-time as well. These are definethexCPNs that specify the roles of the
agents in the open MAS. Execution runs over th@aeifcations could be simulated at
design time to examine and evaluate situations ¢hat lead to undesired outcomes at

runtime (but this possibility is not investigatedthis thesis).

A formal normative framework can be defined in domtext of agent-based systems, such

as in the work of Lopez y Lopez, Luck and d'Inve(B606). We do not specify norms in
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an explicitly formal representation. Instead, i eork we use commitments to provide

the social guidance among agents in institutiongirenments.

2.7. Monitoring and Verification of Commitments

The commitments represent the norms in our moddbvid we describe a couple of recent
approaches in the verification of norms in MAS ananslate their suitability to our

requirements. It is important to keep in mind tteaverify a commitment, in our approach,
we need to check the temporal propositions thatesgmt their condition and content
against some representation of states of the utistital environment describing facts that

happen in it.

To coordinate and control agents in a MAS cont@gtefanoaei et al. (2009) identify three

approaches:

e coordination artefacts (Arbab, 2004) (Gelernter dndk, 1997) (Ricci, Viroli and
Omicini, 2007),

« the application of social and organizational comsephrough management
mechanisms (Ferber, Gutknecht and Michel, 2004gr{lin, 2004), and

» the combination of the last two in what they caljanization-based coordination
artefacts (Dastani et al., 2008) (Tinnemeier, Dastad Meyer, 2008) (Boella and
van der Torre, 2008) (Esteva et al., 2004) (HUibB&hman and Boissier, 2002)

(HUbner, Sichman and Boissier, 2002).

Astefanoaei et al. (2009) introduce a programmangglage that is designed to facilitate
the implementation of norm-based organization acdst The artifacts are the way the
agents sense and interact in the environment, tiseynorms to identify violations and

sanctions to punish the agents that have viol&eaorms.

The external agents produce facts that hold inottganizational environment after they
execute actions in it. The facts can be seen asap post-conditions of actions that are
executed by those external agents (Astefanoael.,eR@09). Therefore, what exists in

reality is a set of facts that represents partefdtate of the organizational environment,
and the external agents’ actions change the facd€ansequently the states.
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Astefanoaei et al. (2009) consider norms as CoamtRules (Searle, 1995). They make a
distinction between institutional facts or factattthave an institutional effect or meaning,
and brute facts that are more concerned with thehamécs of the organization. We make
the same distinction in our approach when usingitseas rules to separate these concerns

in our Institutional Environments, discussed mor&ection 2.8.

In our approach it was necessary to define a wagpcesent the content and condition of
the commitments using a temporal logic becausehefintrinsic characteristics of these
commitment attributes, as explained in the lastticec Moreover, the temporal

propositions needed to be verified against a limestory of facts that define states in the
institutional environment. Programming the wholstitutional environment as norms does
not suit our approach because we have the norrirébdied throughout the environment in
the form of commitments. The commitments are sdéy arhen necessary due to some
conversations that need to be monitored or haveeeaggnts formalized. These
conversations are identified as the ones thatenfte the institutional environment on the
reaching of its general goals, which is the goaitfioning of the institution according to

its rules.

In Alvarez-Napagao et al. (2010) a production syste used in the form of a forward-
chaining rule engine to implement the triggeringrofies that check past events against
norms in a MAS. Their intention is to allow for tlaeldition of rules in the production
system at runtime, and with this make possiblerédpeesentation of rules unpredicted at

design time and possibly only necessary after @icescenario evolves in the organization.

This last approach suggests the use of a knowledge constantly updated with facts that
will serve to verify the norms of MAS. This is patilarly interesting for us because we
believe we need this knowledge base as well. Furibee, it needs to be developed in a

way that our commitments can be checked against it.

Cranefield and Winikoff (2011) focus on modellinget general concept of social
expectation and demonstrate the use of model amgdkir detecting the fulfilment or
violation of such expectations by extending the M and MCFULL algorithms of the
Hybrid Logics Model Checker (Dragone, 2005). Thiatesthat the advantages of building
on model checking, rather than implementing a néecking algorithm (as was done
previously (Cranefield, 2006)) are that they aretking within a clearly defined and well

studied verification framework, and that it allovexisting software to be extended
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including a range of optimisations that have beavetbped for model checking”

(Cranefield and Winikoff, 2011) on page 2. Althougle problem of model checking, in its
full generality, is very complex, the problem of deb checking a path (a finite or

ultimately periodic sequence of states) has alsnsudied and “can usually be solved
efficiently, and profit from specialized algorithtn@arkey and Schnoebelen, 2003) on
page 251. They have therefore investigated thecgtyplity of model checking as a way of
checking for expectations, fulfilments and violasoover a model that is a linear history of

observed states.

The theory underlying the Cranefield and Winikofipeoach is designed to apply equally
well to both online and offline monitoring of expatons, a distinction that has not been

made in previous work. This distinction is desdaiiilae follows:

“For online monitoring, each state is added to ¢hd of the history as it
occurs, and the monitoring algorithm works incretatyn The underlying
formalism can assume that expectations are alwagsidered at the last
state in the history. In contrast, in the offlinede, expectations in previous
states are also checked. At each past state, éheatttive expectations must
be checked for fulfilment without recourse to infation from later states:
the truth of a future-oriented temporal proposit@mt state s over the full
history does not imply the fulfilment at s of anpextation with contenp”
(Cranefield and Winikoff, 2011: 2).

In our approach we needed a way to check the comigth condition of commitments
between agents against a history of facts that dvaoinstitute states assumed by the
institutional environment in time. Therefore, wevlaused the expectation manager
developed by Cranefield and Winikoff, to monitorethcondition and content of
commitments defined in the institutional environmermThe expectation manager
implements a model checker that makes it suitabtetlie checking of the temporal
propositions. These propostions represent contahicandition of commitments against a
linear history of facts that record the occurrenteactions performed by agents in the

institutional environment.

Our approach uses the online monitoring capahilitthe expectation manager to check a
model constantly updated. This update occurs by ittwdduction of new facts that
represent actions that are happening in the itistital environment. These new facts create
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new states that are added to the history managdégebyodel checker (See more details in
Section 4.5).

2.8. Counts-as Rules

The designers of organizational infrastructuresfroo a problem when representing the
information or facts that represent the statehiefdrganizational environment: The mixing
of concerns with the domain or context of the oiz@tion and the low-level facts that are
more related with the functioning or execution @ti@ns in the organizational setting
(Aldewereld et al., 2010) (Grossi et al., 2006)islhot uncommon to mix these layers of
abstraction for information representation, and dbents-as rules appear as a mechanism
that makes it possible to represent the informatiom different levels of abstraction and
at the same time connect the layers in rules tieafied after low-level facts appear in the
organizational environment (Paschke, Dietrich anthlg, 2005), (Aldewereld, 2007) and
(Dastani, 2009).

In our approach we represent commitment content emwdition through temporal
propositions that are checked against a modelrdpaesents the state of the institutional
environment regarding the facts that occur in ie da actions of the registered agents.
When defining the commitments we got to the poiherme concepts and facts related with
the application domain were getting mixed with cgpts and facts from the institutional
environment internal functioning. This was causanignix of concepts from different levels
of abstraction in the definition of the commitmeh&tween agents. We opted for the use of
counts-as rules for the better accommodation of ltw-level facts related to the
institutional functioning in the commitments thaush take them into consideration to

evaluate more abstract facts related with the eaipdin domain.

The mechanism used to implement this approach eagdthering of low-level facts that
would translate to an institutional effect necegdar the evaluation of a condition or a
content of a commitment against the model defimethe model checker. An example is
the necessity of some system agents being onlitieeichecking of a condition that would

change the state of a commitmenattive
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2.9. Achieving Social Control in Normative Systems

Our model is built along the lines of a social cohtpproach that consists of developing
an adaptive and auto-organized control set up &agents themselves. As it is intrinsically
decentralized and non-intrusive to the agents’rimatiefunctioning, it is more adapted to

open MAS than other approaches, like centralizetitutions (Arcos et al., 2005).

In MAS the decentralization and autonomy of theomponents, together with the

association of openness to it, bring flexibilitydaadaptability to their use. The resources
and expertise are distributed among the agentspéudicipate in the MAS, and through

openness autonomous and heterogeneous agentbybthiird parties can become part of
the system without explicit concerns on how theerglwere implemented. Therefore, these
characteristics have to be taken into consideratben managing interactions in MAS

(Muller and Vercouter, 2010).

Social control distributes the management of trstesy among the agents that are part of it
hence it being adapted to the MAS domain. The ageave to cooperate to perform the
global control of the system. Trust and Reputatnoodels are used to implement social
control in MAS — these concepts are applied in & Wat agents build reputation in the

system and trust on other agents based on thdilrasactions. The consequence of this

approach is the social exclusion of agents tha¢ldgvan undesired behaviour in the MAS.

Our approach for social control aims to implemérat social exclusion of badly behaving
agents but it does not add complexity in the calewlf the reputation of an agent. We limit
it to the observation of the fulfilment of commitnie assumed by the agent with other
agents that play external roles in the institutiogr@ironment or commitments assumed
with the system agents that manage the institutiemaronment. The latter are defined as
the social commitments that the external agent nassuwhen it registers with the

institutional environment and acquires the righplay a role in the open MAS. We avoid
the inclusion of agent recommendation or gossijgintne calculus of the reputation of an
agent, and although this is not forbidden and tgents can use their autonomy and
freedom of speech to give recommendations to othgents in the institutional

environment, it is up to the internal inference iempented by the agent in the building of

trust in other agents to take into considerati@r#ferring or the gossiping.
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The addition of referring and gossiping in the aldtion of the reputation score might be
necessary in some cases according to the apphcadtimain. But, we leave the decision to
use it for the system designer because our puipdseallow for the designers to have it if

they need a more complex way to calculate the egjout score for an external agent. In our
approach we manage commitments and evaluate tags4o change the reputation score
of the external agents. That might be seen as itation for some designers and they can
build up more complex formulas for the calculatafrthe reputation score according to the
explored application domain. We see our approacla asifficient and simple way to

implement social order in the institutional envinoent; future work can be done in this

area to experiment with more sophisticated waysatoulate the reputation score, which,

for the moment, is out of the scope of this thesis.

Furthermore, the reasoning about the reputationtbi@agents acquire in the institutional
environment used to build trust in other agentgeisto the agent itself. Therefore, the
agents have all the autonomy to decide with whoaw thill interact; the reputation built in
the institutional environment is implemented sd tha agents are aware of the bad or good
behaviour of each other, and that should lead twak@xclusion if the agent is badly
behaving, but the ultimate choice is left to ther#gtself. The sanctioning is implemented
according to the necessity of the application domend the institutional environment
designer. They have the choice to let the systemmdre constrained by forcing the agents
to assume commitments in the system through madtmteractions. This is demonstrated
in later chapters of this thesis. We aim to allawthe adoption of strategies that have as
goals the inclusion of badly behaving agents ierenttions that attempt to develop some
transformation in their behaviour or sell some ideat should be analyzed by the badly

behaving agents.

Castelfranchi (2000) identifies the social ordeadfl1AS as the state where the system is
actively functioning pursuing the achievement ofjaal or completion of a global task,
even though it is comprised by autonomous and bgéereous agents with self-interests.

Therefore, social order is applicable in the contéopen MAS.

Institution approaches (Minsky and Ungureanu, 2008jcos et al., 2005) and (Hubner,
Sichman and Boissier, 2007) are suitable for thee afssocial order because they define

rules that should be followed by the agents andtgars to be applied if they are broken.
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The concern here is to try to avoid building a cangntity that has a global view of the

system making it difficult to apply this approachdpen systems.

In our approach the agents are free to exerciseat®wnomy; this is actually a great aim of
our research efforts. External agents have antassisgent that will present the way it can
interact with our institutional environment in tf@m of a Coloured Petri Net (CPN). We
took care in elaborating a CPN that gives freedomtiie agents to follow regulations
interacting in pre-identified and defined interaatiprotocols, but our approach also allows
for interaction without them. The agents have aomaoy to use their internal reasoning to
engage in unmonitored interactions with other exdkmlgents that are members of the
institutional environment. They also have the cbhda choose with whom they will engage
in interactions based on the reputation that otagents build in the institutional
environment, but they can put their own historyirgéractions in the decision of who to
trust. The mechanisms implemented in our approeeimare in line with the social control
approach.

Adaptation and auto-organized control are charesties of the social control approach,
and trust and reputation models (Castelfranchi &aitone, 1998) (McKnight and
Chervany, 2001) (Sabater, 2002) (Conte and Pagl@2€f?2), (Melaye and Demazeau,
2005) are often used to implement it.

In our approach the reputation is built based a@nbsitive or negative outcome of the
commitments assumed by the agents in the institati@nvironment. The information

about the reputations of the agents that have tezgs at some point in time with the
environment are available and the decision of imgsan agent is left to the reasoning of the

other agents prior to engaging in conversationi Wjitbased on its reputation.

Social order is reached because the interactiatsstiould compulsorily be monitored by
the specification of commitments are modelled ahsand their outcome will influence

the reputation of the agents in the institutiomaliemnment. However, there is always the
possibility of an agent engaging in conversationghaut checking the reputation

beforehand; we do like that agents are allowedx&rase their autonomy. It might be

necessary to engage in conversations with ageras lhve bad reputations, or the
reputation they have may not be important.
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We prefer to rely on authorities of the institutrenvironment for the calculation of the
reputation that relies intrinsically in the outcomiethe evaluation of the external agents’
actions in relation to the commitments they assumehe institutional environment.

Furthermore, the neighborhood referred by Castetfia (2000) is implemented in our
approach as the agents that have interacted atoees with the agent that is building trust

in other agents.

2.10. Norm Enforcement and Regimentation

In an organizational specification the norms repnéshe way the designer will represent
the goals of the organization as a system. The samh guide or cause the agents to
develop certain acceptable behaviour in the orgdioiz in the sense that as a system it has
objectives and conditions to achieve success guifsose.

In the context of our work, norms have a similaramag but are represented as
commitments between agents. The commitments cae haparticular meaning when

defined between external agents or a social meamieg defined between external agents
and system agents. The first is the agents thatla institutional environment and the last
the agents that manage it. We employ a similaresspitation for our commitments as in
Colombetti, Fornara and Verdicchio (2004). Theimoaoitments have a timeout to become

activeand a deadline to have their conttifilled, and we employ the same policy.

As stressed by Grossi, Aldewered and Dignum (200i0yms without enforcement
mechanisms are worthless. The approach of Hiibnal. €2010) considers two types of

mechanisms to make the norms be observed in anineg@n:

* Regimentation for preventing the agents from bmgknorms, or making them
behave as expected, and
» Enforcement to be used after the norms are brokdrsame measures are taken to

persuade the agents to not break them again.

2.11. Summary

In this chapter, related work was presented aneéyvgertinent, comments on details of our

approach to the modelling and implementation offolAS were made. The next chapter
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specifies all the mechanisms and methods used tid lbpen MAS as Institutional

Environments.
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Chapter 3

Institutional Environments

In this chapter the concept of an Institutional Emvments is defined and all its elements
are specified. The conceptual framework is defimeoh Section 3.1 to Section 3.6. Details
on how the elements introduced in these sectiomsnaplemented as CPNs are given in
Section 3.7. The high level architecture of thetitusonal Environment is shown in

Section 3.8, and the reusable elements to be udeeh wnaking an Institutional

Environment are highlighted in Section 3.12. A &ettiew of what customizations are
necessary to make an Institutional Environment lmariound in Chapters 5 and 6, where
there is the definition of the WikiCrimes domairdagxecution of scenarios in that domain

respectively.
3.1. The idea behind Institutional Environments

In this chapter we present our approach to modgll@pen Multiagent Systems as
Institutional Environments. Therefore, we elabotzdee on the elements that form the base
structure for the construction of institutional @omments. Human institutions (North,
1990) are organized in a way that the heterogenagests, here the humans, interoperate
and collaborate in tasks observing rules or nomasdictate the way they should behave to
comply with regulations that make the environmevtiere they are found, organized and
driven to common goals. We see these as heterogergroups that form institutions to
organize and manage human groups, such as uniegrsibmpanies and even soccer
teams. Our approach to build institutions is to aet artificial environment where

heterogeneous agents, humans and software caandimnteroperate in it, observing the
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rules of the environment. In an institutional eowviments there are ways to guarantee that it
is in charge of enforcing their rules and punishihgse agents that violate them or

rewarding those that follow them.

The institutional environment is built upon an atretture that gives more autonomy to the
agents in the sense that there are no strict agerfigents involved in the process of
interoperation as in Esteva’s approach (Esteva3)2@ut instead we have a normative
workflow that guides the agents in their interactidn the environment. The normative
space has implemented in it mechanisms to conteéenjiteractions unpredicted at design
time, allowing the free behaviour of the agentsthe institutions as in their human

counterparts. The reputation of the agents is lwotn their behaviour, and it associates
with the agents a label that can be verified befotlgers start interacting with them

implementing social control.

To deal with the autonomy of the agents in ouritusbnal environments, the normative
workflow implements through its components a medranto label the agent with a
reputation score in the institution. This reputatiepresents a measure of goodness of the
agents and shows how they behave in the institaiti@mvironment, allowing for the
implementation of reward and punishment mechangmsontrol the cooperation of the
agents and to induce the agents to behave accotdirtbe rules of the institutional

environment, as in human institutions.

The idea is that the agents join the institutiaralironments and make use of a high degree
of autonomy while interacting in these institutioAs in human institutions the rules can
be broken and the agent can cooperate or not hetlnstitutions by following the rules or
not. The reputation mechanisms are there to metitred agents to behave according to the
rules. Agents are likely to cease interoperatioitk an agent that has a bad reputation, and
it will be without partners to engage in interangp leading to its social exclusion in the
institutional environment. The outcome of that kioidscenario would be that the badly
behaving agent would have no option other thaedwd the institution or to follow its rules

to get a better reputation and recover its cretjbn the institution.

The kind of system we are targeting involves thenaggment of communication among
heterogeneous agents developed by different peopldéherefore a common language and
ontology must be defined to standardize the messageanges. The conversations in the

institutional environment will happen in accordamweih the activities performed by the
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agents; what is a valid dialog is defined by theeraction protocols that together build a
context where the conversations take part. Theopotd must be followed to deliver the
outcomes of dialogs predicted at design time, awdah unpredicted dialog there is a
generic protocol that must be followed to exchamgessages. The unpredicted dialogs are
treated as the Freedom of Speech feature (se@®&c1i0). It generalizes a generic dialog
that heterogeneous agents can use to interactgémt &an, for example, decide to create
commitments that were not defined at design timgtate anything it wants to its partner in

this kind of dialog without violating the protocol.

During conversations the agents can perform actioatswill generate commitments with
others to do an activity or achieve a state ofilféor example, the commitment to pay for
a commodity after a conversation where one agegs liufrom another agent, or the
commitment to deliver that commodity after the tficommitment has beefulfilled,

meaning that the payment has occurred.

Norms are represented in institutional environmastsommitments acquired by the agents
when they go through some conversations. These domemis are managed by
institutional environments through system agents, the life cycle of these commitments
will determine the computation of the agents’ r@pion in the institutional environment.
That view is not a standard view of norms where efcample, prohibitions are set as well.
We have a social view, where the implementatiomofms as commitments generate
expected patterns of behaviours by the agentsiritegrate the institutional environment.
The agents can start not behaving as expected alftet; being punished and losing
reputation points, they can decide to change bebaand comply with the social order of

the institutional environment being more accepted. i

A commitment is an object with a life cycle (segufe 3.2), and states that change with
time and according to the actions the agents cauty They are stored for consultation if
required by the parties involved. The commitmente &een in the institutional
environments as a kind of contract between two @gerrelation to an action that must be
performed by one of them so that some norm fromirtbitution be followed. An example
of that would be a commitment between two agentsra/lone commits to pay for some
commodity to another if it wins the auction. In tAection institution this commitment
expresses the institutional norm of an agent hawingnake the institutional action of

paying for the commodity if the institutional faof winning the auction becomes true.



49

Further details on the life cycle of commitments explained later on in this chapter (see
Figure 3.2).

Agent roles represent the behaviours of an agdatereto the possible conversations it can
take part in the institutional environment. The rag®les, played by external agents, are
represented by Coloured Petri Nets (CPN), and ttegether with the CPNs from the
system agents, form the normative space of théutishal environment. The normative
space can be seen as a CPN of the whole systemotiidtbe analyzed in relation to all the

formal aspects of CPNis

The normative space of the institutional environtmendentified as the workflow of the
whole institution. In this workflow we can see iargral terms how the whole institution
functions in terms of how the roles interact tolimathe activities in the institution. Figure
3.8 represents the top-level architecture of caimiwork and the interoperation among the

various components shown in that figure is desdriheSections 3.7 and 3.8.

The workflow of the institution is not maintainegt any middleware implemented; this is
noticed when modelling the institutional environmdyy the relationships among the
system agents and the agents that play externed ol the system. The activities that
comprise the institution put together certain agentcertain moments and it is in these
moments that the workflow of the whole institutiennoticed. The institution is managed
through the development of the agents’ actions thedobservation of the norms of the
system implemented through the commitments and dbservation of the agents’

reputations that are part of the institution. Thewf of messages among dialogs or
performance of activities represents the workflodv tbe institutional environment.

Therefore, the workflow is distributed in the agerthat compose the institutional
environment and they can be spread across difféseations, since the connection among

those agents happens through FIPA ACL messagengassi

The workflow specification is a tool for the desggrof the institution. In the workflow it is
possible to see and verify where the agents takeipdhe institution according to their
roles. How the activities are developed is strictigdelled at design time because there is
no management of it by any middleware; the analgsia be made regarding the
characteristics of the CPN in a CPN simulator. Tleemative space that forms the

! This kind of analysis is out of the scope of thigsis.
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institutional environment is formed by the compiositof the CPNs from system agents
that organize and manage the environment, andXteznal agents that register with the

institutional environment.

The workflow interconnects subnets that repredsmtagents involved in the conversations
in the institution. The set of subnets represetitsha roles comprising the institutional
environment, and the relationships between themesent all the conversations that can be

carried out in the system.

Connecting the CPNs is the message-passing layeredf by the Opal platform
(Nowostawski, Purvis and Cranefield, 2002). Op&brsf all the mechanisms necessary for
asynchronous FIPA ACL Message exchange. And, uding JFern Tool Box
(Nowostawski, 2009), we model all the CPNs that banidentified in the institutional
environment: the system roles, the external rotes the higher level CPNs that connect

these subnets forming the normative space andseqtiag the workflow of the institution.

3.2. Institutional Acts

In an institutional environment a group of actoggeg to follow a set of regulations to
develop a fruitful relationship with the others gpapating in it. That set of regulations is
formed based on the actions each individual cafoperin the institutional environment,

according to the role they play. In other wordstitntional actions (Colombetti, Fornara
and Verdicchio, 2002) taken by agents in an agaeiesy must follow the rules imposed by
a certain set of regulations defined by an ingtitutThose institutional actions are in fact
the speech acts identified in the context of anititgn that are used as illocutions in
conversations and are used here to predefine cwfkeactions and build interaction

protocols.

We distinguish and associate institutional acts lande actions in the following way: the
first defines actions that will generate institatib facts, that is, facts that are relevant in the
context of the institution, for example, when tweople sign a wedding contract
(institutional action) the institutional fact “Thegwo people are married” is validated as
true in the institutional environment. Brute ac8aran generate brute facts and institutional
facts, for example, raising your hand in an auctiepresents the brute fact of signalling or

calling attention, but in a contextualized insidatl environment, such as an auction



51

house, it can count as an institutional actionidéling, which will generate an institutional
fact “Someone made a bid”. In our approach we tsenbtion of counts-as to separate
brute acts needed to manage the institutional enrient from the institutional acts that
are more related to the application domain wheedrhtitutional environment is built. For
example, the brute facts that some system agest®rdme and that one of them has
received some specific type of message count-asngigutional fact that an important

report has its status accepted.

The institutional environment represents well-defirgroups of agents that together form
organizations that follow a set of regulations #yew how agents should undertake
activities in a specific domain. Therefore, we usdtitutional actions to identify standard

dialogs that take place in an institutional envimemt and define CPNs that will manage
the interaction protocols necessary to achievewheted outcomes. Some examples of
institutional actions would be to bid in an eleaimauction institution, buy in an electronic

commerce institution or to kick in an electroniccser game institution. The process of
identification of the institutional acts in a domagequires analysis and evaluation of all the
elements defined in that context. For that we $pemtologies that define the concepts
identified in that specific domain and relationghi@mong them. Further work could be
done so that these ontologies can be extracted drwlogy servers as in Cranefield and
Purvis (2002) and Cranefield et al. (2002), or froepresentations that are found in the
semantic web (Lee, Hendler and Lassila, 2001).eSthese ontologies will contextualize
the application domain for the agents involvedhia institutional environment, it would be

necessary that they make a distinction betweere lattions and institutional actions. Or in
other words, the ontology would be contextualized relation to the institutional

environment that is implemented in that applicatiomair?.

In the work of Colombetti (Colombetti, Fornara anderdicchio, 2002), some
communicative acts are seen as a kind of institatiaction, i.e., actions that conform to a
set of conventions and regulations, and whose tefeéo bring about an institutional effect
(Colombetti, Fornara and Verdicchio, 2002), (Vectlio and Colombetti, 2009). In other
words, institutional actions taken by agents inament society must follow the rules
imposed by a certain set of regulations definedrbynstitution.

2 Further study on the specification and implemémitadf extraction of ontologies of the kind explaihhere
from ontology servers or the semantic web is ouhefscope of this thesis.
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In Figure 3.1 we can see an example of an ingitati structure where two institutional
environments that model different Open Multiagep$t&8ms are found; those institutional
environments represent well-defined organizatidreg bbey a set of regulations, which

specify how agents should undertake activitiesspexcific application domain.

Institutional Acts help in the identification ofalogs that take place in the Institutional
Environment. The identification of the institutidreects relies on the ontologies that define
the application domain. Once identified, the ingiitnal acts will form a kind of Context or
Content Language for that specific institutionatiemnment, because the terms identified
will initiate or be part of interaction protocolat form the workflows of the agents

registered with the institutional environment.

External
o _ Agent

. Auction Institutional

/ Environment \ / FIPA Message\s\
\

|

|

Deputy .

Agent !
/

N Stock Market 4

‘ \ FIPA Messages  INStitutional Environment -
FIPA Messages FIPA Messages ~ -

External External
Agent Agent

Figure 3.1: Institutional Environments and Insidagl Acts

7

The Agent Communication Language (ACL) is the medra by which agents perform
communicative acts. They are intended to be usadrgally and independent of context,
which makes their ongoing development difficult. 8y use of institutions and with the
identification of institutional acts we expect tliae contextualization of ACLs to specific

domains will be made easier.

The process of identifying the institutional actsai domain, Figure 3.1, demands analysis
and evaluation of all the elements defined in ttmattext. For that we examine ontologies

that define the concepts and relationships amoam tdentified in that specific domain.
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In the process of identifying the institutionalsaof the institutional environment there was

the identification of two separate groups:

Institutional Acts from the System: these represeots that are used when doing
interactions that relate to the management ofrikstutional environment. Therefore, they
are considered generic and necessary to any isti#ll environment built using our

approach, e.g. make commitment, set commitmer siatefulfilled;

Institutional Acts from the Application Domain: geare acts that are used specifically in
the context where an application domain is defin€dey generate the necessity of
redefinition to every new institutional environmehat is defined using our approach, for

example, biding, buying and getting married.

3.3. Coloured Petri Nets to Model Conversations

Petri Nets have long been used for the modelling eBmplementation of interaction

protocols, workflows and concurrent processes imega (Jensen, 1992) (Cost et al., 2000)
(Gutnik and Kaminka, 2006). Existing tools for Petiets are used to verify safety and
liveness properties for the specifications gendrat€oncretely, there are software
environments which permit the specification of pomtls and that execute the Petri Net in a

simulator to verify the protocol.

We use Coloured Petri Nets (CPN) to model the ntwmaspace of the institutional
environment. Each agent in the environment hadeaimdhe system. This role is modelled
as the workflow of the agent in the institutionavigonment. The workflow of the agent
has all the possible institutional acts that thenagan use in the institutional environment,
so it models all the possible conversations thatagent can take part in the institutional

environment.

We call the model of the role of the agent a CPNhefagent’'s “workflow” because it is
going to be part of a bigger CPN that is composgdalb the “mini” workflows that
represent agent roles. These “mini” workflows vadim what we call the normative space
of the institutional environment, which in fact the workflow of the institutional

environment as a whole (Figures 3.3, 3.4, 3.5 aigResented later in this chapter).

® These kind of Institutional Act can be used toalep an extended ACL suited to institutional ennirents.
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In our approach it is possible that some dialogtexamong agents that are not anticipated
by the institutional environment model. The indtdnal action for that kind of dialog is
“unmonitored interaction”. That is allowed to addma flexibility to the agents that want to
interact without assuming formally any compromigéth other agents and, of course, it is
a job for the external agent itself to understand predict this kind of interaction. An
autonomous agent present in the institutional enmirent will have the power to engage
other agents using unmonitored interactions andrcesee its autonomy engaging in

conversations not predicted completely by the tuistinal environment.

3.4. Commitments for the Implementation of Instanoal Norms

Commitments are objects that are managed by aapgggstem Agent, called a Monitor

Agent. This agent is responsible for monitoringerattions where commitment objects are
used to formalize agreements between agents. Thetdidgent stores the commitment

objects and executes operations that will change #tate (that will be covered in more

detail in Section 3.7.2).

Commitments objects have a life cycle, extractedhfColombetti, Fornara and Verdicchio
(2002), represented in the Figure 3.2 below, arelyatertain rules to change their state
through the use of some operations on them. Bagicdle change of state of the
commitments will depend on the evaluation, by a eh@thecker, of temporal propositions
that define the condition and content of commitragas introduced in Section 2.6. The
model checker is implemented in a System Agentedathe Institution Agent and the
execution of operations that create and changst#tte of a commitment is managed by the
Institution Agent and the Monitor Agent togetheet8ils of these agents will be introduced

later in this chapter.

In Figure 3.2 we can visualize the states thatransbment can assume in the institutional
environment. The change of states occurs througlluske of operations on the commitment
and the evaluation of temporal propositions tharesent the condition and content of a
commitment. The Monitor Agent uses the operationk®@ommitment to instantiate a

commitment object and the operation SetCommitmzohange its state.
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MakeCommitment
SetCommitment Condition is true Content is true
SetCommitment Content becomes false
or Timeout expires active
SetCommitment i SetCommitment Deadline expires

cancelled

Figure 3.2: State machine of the lifecycle of cotnmeints adapted from Colombetti,
Fornara and Verdicchio (2002)

A commitment object has the following attributes:
* Identifier: to uniquely identify the commitment.
» Creditor: the agent that owns the commitment.
» Debtor: the agent that is committed with somettiorghe creditor.
» State: the actual state of the commitment.

» Condition: a formula expressed in temporal logibéoevaluated against the model
(a history of observed states, each representedsat of propositions describing
facts that occurred in that state), that is presetite model checker implemented in
the Institution Agent. If the formula is evaluatiedtrue in a certain period of time it

can change the state of the commitmeradiove

e Content: a formula expressed in temporal logic thédltbe evaluated by a model
checker present in the Institution Agent. The madhedcker evaluates whether the
actions taken by the debtor have reached a poait dhtisfies the commitment,
changing its state tfulfilled, or whether the agent could not reach the statzeatk
by the creditor. A deadline may be associated thighcommitment to indicate that
the debtor has a time to reach foé#illed state. In the case of this deadline not
being reached the state of the commitment will dtet@violated If a commitment
with content evaluated to true is then evaluatedatse it become active again,

which is a different approach from the one foundQolombetti, Fornara and
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Verdicchio (2002). This change of state is necgsadren there are commitments
that initially are considered fulfilled and shoudd like that all the time. If in a time
in the future the content becomes false then irnstto active because it is still

valid and needs to hold in the institutional enmir@nt.

When a commitment object is in thusetstate, it is called a ‘pre-commitment’. In that
situation no agent is in the state of being theeptmd debtor of the commitment yet.
Basically, a commitment is created when a monitoir@e@raction is required in the
workflow of an external agent or a system agene Treditor asks the monitor agent to
monitor its interaction and informs it of the cotain and content of the commitment, as
well as a timeout set for the debtor to acceptcthramitment and the condition to become
true. Then the monitor agent createsuasetcommitment and proposes the commitment to
the debtor that can accept or refuse the commitneading to gpendingor acancelled
commitment state respectively. pendingstate the condition, represented as a temporal
proposition, for the commitment to becoraetive is evaluated. If the commitment’'s
condition formula evaluates to a true before aapertimeout the commitment becomes
active and the condition of the commitment, another temlpgproposition, is the next
formula to be evaluated. There is a deadline fer commitment when it has its state
changed tdulfilled or violatedand it starts counting from the moment its sté@nges to

active

The operations over the commitments are perfornyea §pecific agent in the Institutional
Environment (the Monitor Agent specified in Secti®i@.2). They can be triggered due to a
message coming from a creditor, requesting a madtoteraction, a debtor accepting or
refusing a commitment proposal. The Institution Aigean as well send messages that
trigger operations on commitments due to the resafithe evaluation of the condition and
content formulas in the model checker present.iThis will be better explored later on
this chapter.

The operations that can be executed over the canmenitobjects and change their state, as

identified in Colombetti, Fornara and Verdicchi®(2), are:

 Make commitment: this operation instantiates a cd@dment object, creates an

identifier for it and sets its state tmset

» Set commitment: this operation changes the stasecoimmitment.
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» Cancel: this operation cancels the commitment dua tmessage from the debtor
that refuses to accept a commitment or due to aagesfrom the Institution Agent
that is unregistering an agent from the Instituaidanvironment.

* Release: this operation discharges a debtor froomanitment. It is executed due to
a request from the creditor of a commitment, or doea message from the

Institution Agent that is unregistering an agentrirthe Institutional Environment.

» Discharge: used when the debtor fulfils the comranim It is executed due to a
message from the Institution Agent saying that finenula that represents the

content of a commitment was evaluated to true,redfte deadline set to it.

» Assign: Replace the debtor of a commitment in thgecof an agent is changing

roles in the institutional environment.

3.5. Reputation in the Institutional Environment

The commitment management mechanisms from thetutishal Environment together
with the reputation management mechanisms are @le@icterize our environment as a
normative system. The commitments take care of what agent should do in the
institutional environment to behave according taagreement accepted during registration
in the institutional environment. The obediencdahe norms of the system will reflect in
the reputation of the agents and this will deteemihthe agents will be rewarded or

punished by the institutional environment.

The rewarding and punishment of the agents has amergl rule. It depends on the
institutional environment architect and on the agtion domain. The only rule that is put
out there for the agents is that certain interastiare compulsorily monitored and others
not. The agents can make use of the reputation aneshs to choose with whom they will
interact in the future and the institutional enwmeent can choose what to do with agents

that have good or bad reputations.

Reputation encourages the observation of the nocgpresented by the commitments in the
Institutional Environment and delivers ways to grapenness to the multi-agent systems
implemented using our approach. The life cycle ommitments is managed in the

institutional environment and the fulfilment or thimlation of the commitments triggers
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the reputation update of the agents registered thiéhinstitution. If a commitment is
violated the debtor agent is punished losing reputatiomtpaand when a commitment is

fulfilled the debtor agent is rewarded with reputation jgdiytthe reputation agent.

Any agent initiator of a conversation can check t&jgutation of other agents before the
start of the interaction and choose not to intevéth that agent. In that way agents that
behave badly may be asked to be participants omaersation by initiator agents at a very
low frequency, or not at all. It will still be asldo participate in conversations by agents
that do not check the reputation prior to intexactbut that is the choice of the interaction

initiator and it adds to the open characteristicthe institutional environment and freedom

of speech of the agents registered to the insiitatienvironment. The responder can also

check the reputation of the initiator before acoepturther messages from the initiator.

On reputation update, when a commitment reachesobriis final states ofulfilled or
violated the reputation agent informs the external agéat it will be rewarded or
punished, and asks the institution agent to puarsteward the agent in the institutional
environment. The only punishment modelled by thetesy is the expelling order, which is
applied by the institution agent. Other rewards aodishments are difficult to predict
because they are strictly related to the applicadiomain that the institutional environment
models. Therefore, this is left to the architecttlodé system, and it will be done in the
institutional agent because it has the registrggents that are currently in the institution or
that were there and might come back, and the madustks the updates the states of the

commitments.

The external agents are most often modelled and iyubther architects than the one that
built the institutional environment. Therefore, {Heave their own way to judge and use the
reputation mechanisms of the system. The reputatiechanisms are implemented to offer
this feature in a way that the system architect taplement the necessary policies
regarding reputation, that is, reward and punishequested by the application domain,
and for the external agents to have access toiriffosmation and use it to meet their

objectives.
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3.6. Specification of the Institutional Environmgnt

A significant characteristic of our approach isafgen and distributed nature. Elements are
organised in such a way that they are not compédeckport their actions to any other

participating agent in the structure. We define lostitutional Environment (IE) as:
IE = (Os, N5, 12) (1)
Where:
— Qs stands for system ontology;
— Ns stands for normative space;
— |y stands for institutional actions.
The N is defined as:
Ns = (Rs, R, O, L, C)(2)
Where:
— R stands for system roles;

— Re stands for external roles and corresponds to @kadable to be played by external
agents that register to the institutional environtnéhey are made available in the form of
Deputy Agents that are allocated to external agehéd will fulfil the role in the

institutional environment;
— O stands for context ontology;

— L stands for content language and representdatiguage expressed in the content
attribute of the FIPA ACL messages exchanged amagegts in the N

— C stands for commitments. These can be sociahmtonents when an external agent
commits with the institutional environment represen by the Institution Agent, or
compulsory commitments embedded in the interacpastocols used by the external

agents. Regular commitments that are made neceizanygh the request of monitored



60

interactions not predicted in the interaction peols are not listed here but most definitely

can appear in the institutional environment.

We identify three types of commitments:

 The social commitment is defined with an externgerda as debtor and the
Institution Agent as creditor.

* The Institution Agent represents the entity in geaof managing the IE, and
therefore rules from the society are enforced thihothe creation of the social
commitments and their observation when definingréputation of the agents that
are registered in the IE. Compulsory commitmengsdefined by the context of the
application domain, and their creation is embedoethe CPNs of the Deputy
Agents. Deputy Agents enact the roles that exteagahts can play in the IE, and
the compulsory commitments are defined among eategents.

* Regular commitments are the ones that are noteatkft design time but that can
become necessary in some conversations at run Am¢he external agents have
the option of developing conversations that are pretdefined by the IE, they
might find it necessary to create a commitment thas not predicted at design

time.

The Q and Q are defined separately because they represent misnoelated to the
management of the IE, in the first case, and cdscegated with the application domain

where the IE is found in the second case. Thegegept separate concerns.

The content language L is used to construct exjoresshat contain elements from é@nd
O;, and represent statements exchanged among agerite ilE through FIPA ACL

messages.

The system level infrastructure identifies systeyards that assume roles frorg &hd are

deployed to manage the interactions in theTde following describes such agents:

* Institution Agent: The first step for an agent &t gto the institution is to register
with the Institution Agent and assume a role in #ngficial society. Upon
registering, the agent will gain access to theirNthe form of a workflow that
represents a role in the IE. This is implementetheform of a CPN that represents

a suggested path or course of actions the recestigtered agent should follow to
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obey the norms that constrains the institutionalirenment; these are made
available in the form of the Deputy Agents and &ceess to its CPN through the
external agent developer. Thes Man be as constrained as the institutional
environment developer wants; it depends on theegegf restrictions, security or
access he wants to deploy in the system, for exangegmanding the use of
monitored interactions for certain activities.dtimportant to mention here that the
member agents will have their own goals and strasetp obtain them, and even
though they have knowledge about the workflow @& thstitutional environment
they still can participate freely in conversatiamshout compulsorily following it,
through unmonitored interactions. The InstitutiogeAt also has a Model Checker
implemented that evaluates formulas that represemporal propositions that
define the condition and content of commitmentssill be better explained later

on in this chapter.

Monitor Agent. This system agent represents a rodang authority in the
institutional environment. It monitors certain adtes, defined as institutional
actions, according to the norms defined in the mbre space. The monitoring is
done through the use of commitments and observéatyoiihe monitor agent of the
commitments’ life cycle. Once in the artificial sety, the agent can commit itself
with other agents to perform tasks and propose tteeroagents to assume
commitments to perform tasks for it. In case thernagloes not have an acceptable
level of trust in the agent with which it is stagithe interoperation process, it can
ask for a monitored interaction, where the monggent will audit the commitment
shared by the agents engaged in interaction. Tibataiction is stored in a database
of audited interactions for later examination,afuested to the monitor agent. It is
important to mention here that the system agertsaiways follow the N and with
that the norms that regulate the institutional emvinent. But again, knowing the
rules, some groups of agents might be formed withimal use of any monitoring in
their interaction only based on the trust they ttgved in each other based on their

own history.

Reputation Agent: The agents in the open MAS haeess to a system agent called
the Reputation Agent. This agent is responsiblegfeing information about other
agents that have been present at some time inottietys and have developed a

reputation. The agents are not obliged to reportaomsult the Reputation Agent
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prior to every interoperation they take part in.isTloffers flexibility and the
possibility of open MAS implementations with veiilg degrees of agent
autonomy. This agent will update the reputatiorthef debtor agent when the life

cycle of the commitment ends.

An Institutional Environment usually is built witthe intent to motivate the agents to
cooperate with the norms of the system. In the Ndifra Space the reputation that the
agents build in the system can be used to motivete to behave in accordance with the
system norms, or even other agents’ beliefs. Thasyst for good reputation is seen as a
motivation for them to cooperate in the system ealdvith sanctions and punishments.
More details on this motivation can be found inties 3.6.3 and 3.10.

3.6.1. Agent Roles and the Conversation Space

In our approach CPNs are used to represent agiest and agents’ conversations. In that
way we visualize an agent’s role as part of a CRM tescribes the messages exchanged
by a specific group of agents in the institutiomeToverall institution conversations are
represented as a CPN that has specific accessspuihere smaller CPNs, representing
roles of individual participating agents, can begged in. Therefore the construction of the
environment is the connection of lower level CPNsnfing a higher level CPN
(Nowostawski, 2009) (Jensen, 1992). Details alitbat CPN model used are given in
Section 4.4. With that approach an agent will beolved in the part of the conversation

appropriate for its role in the institution.

The access points are special CPN places preseit iiales defined in the Institutional
Environment. They are called “In” and “Out”, wheneoming and outgoing tokens are put.
In our approach these places are used to store RAIBPIA Messages that are exchanged
among the agents in the Institutional Environm&herefore all the agents are conected via

a FIPA message passing layer.

The CPNs that represent workflows defining roleayptl by external agents in the
institutional environment are implemented as DepAtyents. These are agents that
implement all the generic institutional acts tha¢ aised for the communication and

management of the institutional environment, ad aglthe specific institutional acts that
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are identified in the application domain for eackerplayed by external agents defined in

the institutional environment.

The Deputy Agents could be seenaaganizational proxy agent@Hibner et al., 2010),
since they do not have autonomy in what they denetiough they could have if we judge
it necessary in the future. They manage the interaprotocols modelled that comprise the
workflow for a role identified in the applicatiorochain. They model all the institutional
acts defined for the system and for the applicatiomain related to a specific role, as well
as the possibility of using unmonitored interaciaamong agents inside the institutional
environment, thereby making it more scalable —ds#ails in Section 3.10. It is necessary
to mention that we did not develop a middlewarehsas AMELI (Esteva et al., 2004),
with proxy agents such as tlgevernors(Esteva et al., 2001), which uniquely develop:
interactions predicted at design time that are steded into interaction protocols
represented in Finite State Machines (FSM). Seeendletails on organizational proxy
agents in Section 2.1.

The Deputy Agents manage CPNs that are connectedgih a FIPA message passing
layer, and they do not live inside middleware asoiher approaches, such as AMELI
(Esteva et al., 2004), S-Moise+ (Hubner, Sichmad Boissier, 2006) and TeamCore
(Pynadath and & Tambe, 2003). It was a softwareneeging decision to bring the access
to CPNs to the agents external to the instituti@msironment through the Deputy Agents.
When modelling a role for the institutional envinant that will be played by external
agents, the institutional environment designer hale available to start with a CPN with
the institutional acts related to the managementhef institutional environment, which
leads to conversations with system agents. Thededegner will add the logic dealing with

the other institutional acts needed in the appboatilomain.

The CPNs of the Deputy Agents are made availabtiesigners of external agents so that
they can know the possible conversations their iggean take part in the institutional
environment. The deputy agents can run locally wtiee external agent is running and
communicate with the other agents in the instindgloenvironment through FIPA ACL
Messages. They implement the protocols the agemtpeaticipate when playing a role

defined in the institutional environment.

Every agent CPN in the institutional environmenli Wwave a local state that concerns its

role in the whole system, modelled as a set of Gélé¢ns. By distributing the state
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representation among a set of tokens, it is e&siepresent the local state of an individual
agent role (in the context of a larger institutiomnd this can be useful for local

management of individual agents.

We use the Otago Agent Platform (Opal) (Nowostawskirvis and Cranefield, 2002)

framework for lower level FIPA communication seescand the JFern CPN Tool Box
(Nowostawski, 2009) for CPN creation, simulatior ateployment. The Opal architecture
allows for the development of agent templates assage processors that implement
patterns of behaviour. These patterns of behawi@ue extended in our implementation as
calls to the JFern CPN Simulator to add and subtokens from the CPNs that represent

the roles of agents.

3.6.2. Commitments

In our approach a commitment is an object creatdtieaagent level and handled by the
Monitor Agent involved in the interaction. The Debtis the agent that makes the

commitment, and the Creditor is the agent relativehich the commitment is made.

We have adapted a model defined in Colombetti, &arrand Verdicchio (2002) to our
needs. The commitment states used arset pending cancelled active violated and
fulfilled.

The Monitor Agent is the system agent that mandigessommitments in the open MAS.
We have defined a CPN that represents the morier and manages the commitment
object from its instantiation to its storage in tleemmitment log: a database of

commitments that have reached one of their firetkest¢ancelled violatedor fulfilled).

The Monitor Agent will deal with monitored interamts in the normative space.
Operations on commitments reflect in its state &yether with the norms defined in the
normative space a monitored agent can have a chanige system reputation or in an
extreme case it could be banished from the ingiitat environment, depending on the

constraints imposed by the application domain.

The audit process performed by the Monitor Agemt loa visualised as the proof given by
the debtor agent that he performed some task. wbakd have the form of a commitment

object with its state equal to “fulfilled”, acknosdging some information about a task the



65

debtor should perform. Basically, the debtor wobht committing itself formally to an

authority in the open MAS (represented by the Mamigent) that it did something. If an
agent commits too often to false statements, thenitdio Agent should receive many
complaints about that agent, which would lead tlmnitbr Agent to use its power to update

the reputation of agents in the open MAS.

The normative space guides the Monitor Agent dutitegmonitoring process; its role is a
commitment management protocol that manages conmanitobjects according to their life
cycle. Participating agents can decide to breakctiramitment but the normative space
defines the level of tolerance to those actiond,d@pending on the application domain that
the institutional environment is implementing, @emat’s acts can decrease its reputation to
such a level that other agents that consult theuR&pn Agent will cease to communicate
with the untrustworthy agent. The time factor isimportant element in the representation
of commitments. To express a commitment formatlis necessary to find a representation
mechanism able to handle the constraints of tinnedan the definition of commitments.
We represent the idea of commitment’s timeout azabitine as in Colombetti, Fornara and
Verdicchio (2002). The timeout is related to therigm of time available for the
commitment to becomactive and the deadline is related to the amount of &welable

for the commitment to bgulfilled.

Another aspect to be analysed is the temporal ctarstic of the condition and content of
the commitments. To comply with that in our apploaee use formulas that represent
temporal propositions to define the condition amhtent of the commitments. These
formulas are evaluated against a model that defstat®s where propositions about the
conversations that take place in the instituti@malironment are true or false. The formulas

are evaluated against the model in a Model Chdokglemented in the Institution Agent.

The state of the Monitor Agent is maintained by tii@nagement of the CPN that models
this agent’s workflow. The commitment objects hakeir own life cycle, as defined in
Section 3.4 earlier in this chapter, and it defities states that the commitment objects can
acquire. The model checker maintained by the Uigiih Agent defines a model for the
institutional environment against which temporabgwsitions from the commitment
objects are checked. The insertion of new statésanmodel defined in the model checker
change the outcome of the evaluation of the tenhpoopositions and consequently change

the state of the commitments. There is a very itgmbrchannel of communication between
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the Institution Agent and the Monitor Agent to upthe state of the commitment objects

(see Figures 3.3 and 3.4).

3.6.3. Reputation Influence in the InstitutionavEEanment

All the requisite institutional information is gimdo the agents upon their registration in the
institutional environment, and will be availablern the Institution Agent for consultation
at any time. However, the Institution Agent doed nmintain any control over the
registered agents. In fact it is the reputationt ttte agent has in the institutional
environment that will determine its useful existene the system. Based on the trust the
agents have for each other, they will interact at. WVith time and the development of a
number of interactions, agents can build up trestvarks and establish trust relationships

with each other.

The reputation the agent develops in the instihati@nvironment together with restrictions
of the normative space defined in thg May restrict levels of access to certain res@urce
Concepts such as level of access to resourcesavides can be modelled in the normative
space through the context ontology &d implemented in thesNTherefore, as all the

agents are aware of the rules of the instituti@mdironment they know that their actions
might not only affect their reputation but diminidteir level of access to resources in the

system.

We define a trust relationship ontology that deditige concept of trust and reputation and
how they influence the system agents and can ke lusexternal agents to compose their
own definition of trust. That ontology is availabler the agents that are joining the
institutional environment to understand the infotima managed by the Reputation Agent.
The reputation update model sometimes needs tesxmharacteristics of the context in
which the institution was developed, and diffenaputation update models can be attached

to the Reputation Agent CPN to express that.

Another important aspect of that approach is thatdxternal agents can have their own
definition of trust and use the one defined by iaitution to add information to it, or

simple ignore it. The agents are not compelledd®e tne Reputation Agent before every
transaction. They can have, for example, a histbtheir conversations internally and their

own information about other agents and chooseftseecertain kind of interactions from
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some agents that they might not trust, but in ¢heg are willing to use the information
agent, it is available. Being aware of thgethey can calculate the risk of losing privileges

in the institutional environment and act as thel. wi

Our intent is to analyse the use of commitmentsm@mnage the social order in the
institutional environment. There is a vast univastgvays to calculate the reputation score
of an agent in an open MAS and it is a future wofkhis thesis to analyse the use of
alternative approaches to refine the social ordeehanism implemented here. As it was an
open area of work we were concerned with makingRaputation Agent CPN extendible
and adaptable to the implantation of different waysalculate the reputation score. This
will be demonstrated later in this chapter.

3.7. Workflows for the Institutional Environment

In this Section we describe the CPNs that reprabentvorkflows of all the agents that are

present in the Institutional Environment.

3.7.1. Institution Agent Workflow

The Institution Agent is the system agent respdaddr the registration, unregistration and
change of role of agents external to the instihgloenvironment. All the interactions
between the external agent and the agents in #tigutional environment are made upon
the exchange of FIPA ACL messages. The FIPA ACLsagss will have in their content
reference to institutional acts identified in tinstitutional environment application domain
when modelling it. For example, in an auction ingibnal environment we could have the
following contents: (register (role auctioneer)hid( (value 1000)) or (declare_winner

(agent_name buyerO1@auctionhouse).
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Figure 3.3: Institution Agent Workflow

Like the other system agents and all the deputmsetted, the Institution Agent has its role
represented by a CPN, shown in Figure 3.3 above. @n identify the In places, where
incoming messages from different agents arrive esgmted as CPN tokens of type
message), and Out places where messages arelpsénmt to other agents. It is important
to mention that the CPNs are connected through Fife&sage passing; therefore there is
no problem to have all the CPNs that representatfents’roles with these special places
named In and Out. The routing of messages is ntadadh Opal and, for example, all the
messages addressed to the Institutional Agent bweilldelivered to its In place without
causing any confusion with the other In places father roles. The Out place, likewise, is
always checked for the arrival of tokens every timeun in the JFern CPN simulator is

made; if there are tokens available they are takerof the Out places and delivered to the
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In places of the other agent through Opal FIPA mgsgpassing layer. The workflows are
therefore connected through Opal’s FIPA messagenuakayef.

In the case of the Institutional Agent, it receiveessages from the external agents,
reputation agent, deputy agents and monitor agérd. external agents send requests to
register with the institutional environment, thetitution agent checks with the reputation
agent if the email, or some other form of uniquentifier predefined at design time, that is
used by the external agent was registered befothaninstitution. In case it was, the

institution agent can refuse new registration duéotv reputation recorded before in the

institutional environment. In case the institutibagent decides to register the external
agent, it answers to the request saying the rolatable to be played by the external agent
in the institutional environment. The external ageam then request the registration to play

a determined role.

The records of reputation of an external agent imfluence the new registration of that
agent in the institution depending on how the tostinal environment designer decides to
apply sanctions to agents with low reputation. Triitution Agent then replies saying if
the request was accepted, and in the case of accepa deputy agent is allocated to that

external agent.

The deputy agent is modelled in such a way thaexternal agent developer will know all
the institutional acts pre-identified in the ingtibnal environment by the institutional
environment designer; they are represented byrémsitions in the workflow CPNs. The
workflow CPN can be analyzed by the external agleneloper so that he can understand
how the agents will deal with these institutioneisaand if they lead to the generation of

messages to other agents

Any commitments that the external agent has torassas debtor of the institutional
environment are created in the “Registration” tit@ms. These commitments are
compulsory for the registration to be acceptedHhgy Institution Agent and they represent
social norms that the external agent assumes Wwéhristitution. These are identified as

general rules of behaviour in the institutional ieowment, for example, an agent must

* This will be better explored in the next chapter.

® An automated way to read the deputy agent workfowrder to determine all the pre-defined insitoal

acts, which agents uses and to which agents tieeys®d, could be implemented via a procedure ¢aaksr

the XML formalization of JFern defined CPNs. Theature is out of the scope of this thesis butgessible
topic for future work.
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commit to not reporting false information in an tindgional environment that models
collaborative systems (De Oliveira et al., 2009)ere are ways to verify this commitment
via testimony of other agents, for example, as ae erify in Chapter 5. A message is
prepared by the “Registration” transition and i$ ipithe Out place to the Monitor Agent as
a request to generate a commitment that repregensocial norm.

The Institution Agent has access to the Agents ®ggiwhich is a data structure or a
connection to a database depending of the projeofithe number of possible registrations
at design time. This database or data structuraccessed as a side effect from the
transitions “Registration”, “Unregistration Requd3tocessed” and “Send Invitation by
Email or Msg”

The Institutional Agent has access to an interpritat runs a model checker that can
evaluate social expectations (Cranefield and WiifjkaD11). From this model checker we
use only its feature of LTL Temporal Logic formulagaluation against a model. The
model defines a history of states where propostiare true or false. The commitment
objects, which are managed by the Monitor Agentehas condition and content temporal
logic formulas that are checked by this model cbeckhe facts that change the truth value
of the propositions present in the model are iesenm the interpreter as side effects from
the transitions “Update Model Checker by Deputy'daftpdate Model Checker by
Monitor” and “Update Model Checker by Database Awistrator Agent”. These updates
will depend on the interaction of the Institutiomext with the Deputies and the Monitor
Agent and Database Administrator Agent.The efféatipzlating the Model Checker is the
receiving of information by the Checker. That imf@tion will effectively update the model
present in the checker. More details on the modetker used can be found in Sections 2.7
and 4.5.

The Deputy Agents can send messages to the lmmtiéitAgent in the case of request for
unregistration with the institutional environmemgquest for changing of roles in the
institutional environment, and update of the modw®tcker, which is represented by the

dynamic model in the model checker.

The invitation to an external agent can generatectbation of a pre-commitment with the
monitor agent. The pre-commitment, which is in faatommitment object in statesef
will become a commitment if the agent that is beimgted accepts the invitation. This

mechanism is implemented to reach the agents tleategistered with the institutional



71

environment and the agents that might registehenfature using the email specified by the
agent that is sending the invitation. The commitnwveill have as creditor the inviter or the
institution agent, and as debtor the invited. Alstprocess is done in that way because the
agent that is sending the invitation may want toppse to the agent that is receiving the
invitation, that it can possibly assume a commithveith the inviter or with the institution,

in this case a social norm.

The “Change Role” transition will verify if the ragsting agent can assume the requested
role; this is done according to predefined rulesrfle change. These rules are represented
as a simple table that states to which role an taggm change coming from other roles;
they are defined in this transition by the instdoal environment designer. If the change of
roles is allowed the institution agent will unregisthe agent that is requesting the change
of roles, ending the current deputy agent assighnard then register the agent again

assigning a new deputy agent that has the workfibtlve requested role.

The “Update Model Checker by Deputy” transition eiwes messages from the deputy
agent that will demand the insertion of facts ia thodel checker to create a new state in
the model checker’s history. This will affect theakation of the formulas that represent
temporal propositions modelling the condition amdtent of commitments. Every time a
fact is inserted in the model checker the formalees evaluated and the results are sent to

the monitor agent, so that it can update the sifafee commitment objects.

The Monitor Agent can send messages to the Institigent requesting for the update of
the model checker by the insertion of new formtitet represent the condition and content
of newly instantiated commitment objects, or simglyerying the model checker about the
truth value of some formulas. In this last case, dhswer would update the state of the

same commitment object managed by the Monitor Agent

In the figures that represent workflows in this i, the labelling of the output arcs give a
brief description of the tokens that are being comsd from an input place or produced by
the transitions. For example, in the case of Inognaind Outgoing places the arcs describe
what will be the purpose of the messages consumedded to these places respectively,
since the tokens in these places are FIPA messagesannotations (see appendix A)
ensure that exactly one arc has a token generasstilon the examination of the message
taken in the In place. Arc labels may be suppressédeir meaning is clear from the

transition they go to.
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In the CPNs that define the workflows, the exiseeatmany In and Out places is justified
because of an extension made to the Opal AgenfoRtato handle these workflows as
behaviours of agents. The FIPA messages are {iltend addressed at the Opal level. If we
did not have that feature from Opal we would hanky @ne In place and this filtering and
routing of messages would need to be done by thetations of the input arcs coming out
from the In place. We mention here, again, thatvibekflows are instantiated in separate
simulators, one for each agent, and the CPNs amaected via FIPA message passing

implemented by the Opal agent platform.

The Reputation Agent incoming messages place agkive messages for the answering of
a reputation query done by the Institution Agemd awvith possible requests for the
application of sanctions to some agent that hashezh some predefined low reputation
score in the institutional environment. These danstwill depend on how the institutional
environment designer wants to punish a badly belgaagent in the institution. That could
vary from a simple warning to the expulsion of thgent from the institutional

environment.

All the In Places from the workflow can receive KIRCL messages asynchronously,
represented by the addition of tokens. Those messagill represent predefined
institutional acts that represent message pattdefising commands coming from the
expected sender agents. On the arrival of the rmgessthe CPN that represents the
workflow runs until there are no more transitioms e fired. When this final state is
reached all the messages that are present in thgl@ees are collected and sent to the
respective recipients. All that is implemented gsihe Otago Agent Platform (Opal) for
FIPA ACL messaging exchange and JFern CPN Simul&towostawski, 2009) for the

running of the workflows.

Some method calls are present in the action stasnod the transitions of the CPNs that
represent the workflow. These methods access kemperations relevant to the
management of the institutional environment and iatended to be independent of
application domain. All the methods are called ba agent_owner variable which is a
reference to the agent that owns the workflow.drtipular methods for updating the model
checker and setting deadlines for propositiongagsent in the transitions of the Institution

Agent (see Figure 3.3).
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3.7.2. Monitor Agent Workflow

The Monitor Agent is the system agent responsitdlfe management of the life cycle of
the commitment objects that are instantiated iniris&tutional environment. It has access
to a data structure that stores the commitmenttdjaccessing it constantly for update of

the commitment’s state.

The Monitor Agent Workflow has In places for the dd& Agents and the Institution
Agent. The Deputy Agent can propose a commitmertichv will trigger the “Make
Commitment Unset” transition. This transition wijenerate a message to other deputy
agents with the proposal of the receiver accepdimgpmmitment as a debtor. The Deputy
can accept or refuse the proposal and that wildldsdt with by the “Set Commitment to
Pending or Cancelled” transition.

If the commitment is set tpendinga message updating the model checker in theutistit

Agent is prepared, sending the formulas for theddmmn and content of the new
commitment. The Deputy Agent can also set the camant tocancelledor release a
debtor from a commitment directly. These operatiomi change the state of the

commitment tacancelled

The Institution agent will have a great deal oemaction with the Monitor Agent because
the first has the model checker that contains tlopgsitions that are evaluated by the
formulas that represent the condition and contérthe commitments that the Monitor
Agent manages. Therefore, the Institution Agent mapose a commitment to the Deputy

Agent, which is seen as a social norm or a commmtwwith the institutional environment.

The Institution Agent can also set a commitment&estocancelleddue to a timeout.
Timeouts are set to determine a waiting time fa@ tommitment change state from
pendingto active We have them set at the Monitor Agent clock a thoment the
commitment becomegending The timeouts generate events that change the stahe
commitment tocancelledif they expire and send a message to the Ingtitufigent to
update the model checker history with a state wttesefact is true. It is not compulsory to

set a timeout for every commitment object instaatla

The Institution Agent can set the commitment’sestatactiveif the formula that represents

the commitment condition is evaluated to true, arwhn also set a commitment’s state to
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fulfilled or violated according to the evaluation by the model checkdahe formula that

represents the content of a commitment.

The update of the state of a commitmentuiéilled or violatedwill generate a message to
the Reputation Agent requesting the update of #yeutation of the debtor of the
commitment positively in the case of commitmenfilimlent, or negatively in the case of

commitment violation.
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Figure 3.4: Monitor Agent Workflow

The Institution Agent can also query the Monitorefg for information on a specific
commitment. This will trigger the “Query Repositarfy Commitments” transition that will
guery the data structure that stores the commisneithe institutional environment, and
generate a reply message with the requested infmmrmd#ossible queries are, for example,
commitments from a creditor, commitments from atdelzancelledcommitments, active

commitments and so forth.
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3.7.3. Reputation Agent Workflow

The Reputation Agent manages the reputation dhallexternal agents that have or had at
any time a deputy assigned to it by the Institutidigent on registration with the
Institutional Environment. It manages a data stmecfor the External Agents’ reputations

and receives messages from the Deputy Agents, bfosgent and Institution Agent.

The Deputy Agent can query the Reputation Agentuatiee reputation of any agent that is
or was at some point registered with the instinaloenvironment. This will generate a

reply message via the transition “Query Process”.
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Figure 3.5: Reputation Agent Workflow




76

The Monitor Agent can send a message to the repatagent requesting an update to the
reputation of an agent due to the evaluation ofcthreent of a commitment twaolated or

fulfilled. At some stage defined by the institutional enwinent designer, sanctions or
rewards might be applied or awarded to the depgéytathat is a debtor of a commitment.
The messages to request these actions are sehe timdtitution Agent and a message

informing the Deputy Agent of the reward or sancti® sent then.

The Institution Agent can request the Reputatioemdo generate a record for an External
Agent that is registering with the institutionalve@onment. Observe that this request does
not generate a reply message and the transitiorat€rRecord” does not produce any
output token, it only accesses the data struchaedgtores the reputation of the agents and
is part of the internals of the Reputation AgertisTdirect access to the internals of the
Reputation Agent is implemented as an action sttenf the CPN transition, which

represents a side effect its evaluation.

3.7.4. Database Administrator Agent Workflow

The Database Administrator Agent Workflow represehe role of a system agent present
in institutional environments that have the nedgssi manipulating databases. This role is
necessary to diminish the responsibilities of thetitution Agent regarding database
transactions. Therefore, if the institutional eowiment that is being designed has, for any
reason, data that needs to be managed by a DatdMams@gement System it will be

necessary to identify institutional acts that wépresent interactions with the Database

Management System.

The workflow of the Database Administrator Agenfiies interactions with the Deputy
Agents, Institution Agent, Monitor Agent and Repiga Agent. There is an In place for
the Deputy Agents to trigger the “Query Databasel @€omment the System” transitions.
These are the generic institutional acts identjfredaning that the deputy agent can at least
guery the database, for any reason, and make commnmemout the institutional

environment.

The “Specific Behaviour” transition representsthik other institutional acts identified in
the application domain in which the institutionahveonment is implemented. This

transition will expand to another CPN that will lkeag&s input and output places the ones
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present in Figure 3.6. Therefore, the Database Adtnator Agent will interact with the
other system agents as well, but again this depend$e institutional acts identified at

design time.

The transitions present in the workflow represerigdrigure 3.6 have action statement
side effects that implement the transactions withDatabase Management System. These
transactions are mainly for the storing and reingvof data stored in the Database
Management System that can only be identified wherking on the application domain to

which the institutional environment belongs.
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Figure 3.6: Database Administrator Agent Workflow

3.7.5. Deputy Agent Workflow

The Deputy Agent is responsible for intermediatimg conversations between the External
Agents, registered with the institutional enviromneand the System Agents. It
intermediates conversations as well between Ext&gants that are registered with the

institutional environment, and that are currenthjiree.

The Deputy Agent Generic Workflow models all thesgible use of institutional acts
identified in the conversations between the ExteAgent and the System Agents in the

institutional environment. The CPN that represehis workflow has a special transition,
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called “Process Specific Institutional Acts”, whichodels the specific behaviour of the
agent regarding the role it plays in the institaéibenvironment. This specific behaviour is
modelled and added to the generic workflow puttingether the institutional acts that
depend on the application domain and the ones rif@esent the functioning of the

institutional environment in general.
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Figure 3.7: Deputy Agent Generic Workflow

The External Agent can send messages to its Dejgent using the generic Institutional

Acts to:

* Unregister with the institutional environment, whniwill generate a message to the

Institutional Agent;

» Ask the Monitor Agent for a Monitored Interactionhich will trigger the process
of generating a commitment object by the MonitoreAg and the respective

proposal of a commitment to a debtor;
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* Query the Reputation Database, stored in the RepuitAgent, for the reputation of
an agent that is or was registered with the intsital Environment.

* Ask the Institution Agent to change the externag¢rd® role in the institutional

environment;
* Query the database managed by the Database Admaiarsfgent;

 Comment on the institutional environment, whichlwé&nerate a message to the

Database Administrator Agent.

An External Agent can also use institutional atigt twere identified in the application
domain where the institutional environment was tbuillhese are dealt with by the
expansion of the transition “Process Specific togtinal Actions”. This subject will be
better explored in Chapter Five where we discuski@vimes Institutional Environment
(Furtado et al., 2010).

There is the possibility of starting conversati@msong external agents in an unmonitored
mode. This means that the external agents in tigutional environment have what we

call freedom of speech, so to speak. They can starversations depending on their
internal states and with all the responsibilityuoiderstanding each other. The institutional

environment would be the meeting place for them.

The External Agents might also do a transaction i\auggested by the workflows to be
monitored, through the creation of commitments hg tmonitor, without having it
monitored. This means that the external agenesstio behave as it wishes; for example, to
buy something from another agent without assurmiegcommitment to pay for it. It is free
to try to do it, and the seller is free to accéyatt or refuse and ask to do the transaction with
the creation of a formal commitment. This bringsoto model an approach of modelling
the human society model of doing business. Who kndva seller needs to reduce the
constraints of a formal order to sell more and asuisks? Humans do that all the time
and we believe that a model for the implementatbropen multiagent systems should
allow for that to happen. The seller might cheok thputation of the agent before doing
business with it through an unmonitored interagtion not. It is its own responsibility.

Evidence of that behaviour of humans can be fourithie example of the large number of
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buyers and sellers on TradeMe (www.trademe.co.nz) eéBay (www.ebay.com), who

engage in market exchanges that often have lovwas tait also have higher risks.

The institutional environment mechanisms to avoad fehaviour are implemented and
ready to be used, the same way there are mechafosinsmans to constrain transactions
among them, but the External Agent has the ultimhtéce and freedom to act in the way
it prefers. In some cases less constrained envieatsthave proved to be more attractive to
humans, so they might be more attractive to agéms are models of humans. Totally

constrained institutional environments can be laslwell; it is the designer’s choice.

Therefore, the Deputy Agent can be seen as a bfatge conversation between External
Agents through the transitions “Unmonitored Intéicat Incoming” and “Unmonitored

Interaction Outgoing”.

The Reputation Agent can inform a Deputy Agent almwsanction applied to it by the
Institution Agent due to reaching some predefired level of reputation, or reward earned
by it due to reaching some predefined high levaleplutation score. These will depend on
how the reputation mechanisms available in thatuiginal environment are used by the
designer. Is not compulsory to implement sanctenms rewards; the reputation can be used

only to refuse certain interactions from low repigta agents, for example.

The Monitor Agent and the Reputation Agent will plypmessages with information that is
necessary for the Deputy Agent to Accept or Retlusemmitment proposal. The Monitor
Agent sends a commitment proposal message andengtdion Agent sends an answer to
a query for the reputation of the commitment’s @oed The Deputy Agent will request that
the External Agent analyse the information that itm&itutional environment offers to
decide if it will accept or refuse the commitmehhe External Agent will then reply to the

Monitor Agent accepting or refusing the commitment.

3.8. The Normative Space

The Institutional Environment is composed of adfeagents with roles well defined in it.
Each role is modelled as a CPN that representswibekflow of an agent in the
environment, and that CPN models all the possidgs that the agent can take part in
the institutional environment, obviously using thmstitutional Acts identified at design

time.
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The Normative Space is actually the institutiomationment workflow, which is formed

by the joining of all the smaller workflows thatmpose the system. The workflows
communicate with each other through FIPA ACL Messathat are delivered in the In
Places and retrieved from the Out Places of thellsmaorkflows. These messages
navigate in a FIPA ACL Message Exchange layer, Wwigigarantees delivery of FIPA ACL

messages to the agents registered with the ingtialtenvironment.

Therefore, the Normative Space, depicted in FiguBe can be seen as a representation of
the FIPA ACL based message delivery connections tbaresent a workflow that is
composed by all the conversations that take placeng the agents in the institutional
environment. The CPNs that represent the roleh@fsystems agents and deputy agents
group together and merge in the In and Out plasesifg a whole CPN that comprehends
all the possible conversations that can take gladke institutional environment using the
identified institutional acts. It is important toemtion that in Figure 3.8 the In places
represent all the Incoming Message places fromvidr&flow CPNs and, similarly, the Out

places represent all the Outgoing Message plaessiptin the workflows.
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Figure 3.8: Normative Space of the Institutional/Ernment

We define it as Normative Space because we modermative system in which all the

identified norms that regulate the institutional vieoenment are modelled in the
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conversations that require the creation and managemwf commitment objects. These
commitment objects are responsible for updatingrépeitation system implemented in the
institutional environment and serve as a way taaedthe agents to comply with the norms,
and consequently build a good reputation score whth possibility of being awarded
rewards; or break the rules and deal with the apmssces that are mainly a lack of

interactivity in the institutional environment arree more elaborate sanctions.

3.10. Freedom of Speech

Conversations that are not constructed from tkdegdmed institutional acts can take place
in the institutional environment among the DepuiyeAts. These will be unmonitored by
the Monitor Agent and represent the freedom of cip@é the agents inside the institutional

environment, which would be the meeting place lieragents.
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The unmonitored interactions are used by the eatergents at their own risk; for some
reason an agent might want to engage in an interasithout the constraint of the creation
of a commitment, and they are free to do it. Ofrseuthere are certain rules that the
external agents cannot escape from; these are dtial ::orms that it accepts when
accepting to be debtor of commitments with theespsagents, mainly the institution agent.
But an external agent might know another extergah&ifrom before and decide to lower
the restrictions applied by a monitored interacteond engage in conversations with that

agent.

The freedom of speech is the way we found to intcedin our model an approach more
adapted to the human model of engaging in conversat Sometimes before doing

business with somebody, we call the responsiblbaaities and check the person we are
dealing with, but very often due to a lack of nattgysand maybe even intentionally we do
not check anything and just deal with the consecgeenWe believe that this characteristic
should be present in a model that implements opeiiti-agent systems, because
autonomous agents have their own objectives. Toweif the open system should allow
for the joining of agents of any kind, of coursewibuld depend on the restrictions the

designer wants to impose in the system.

For example, a marketing strategy of an externahtignight be to explore the greatest
variety of profiles from the external agents. Amdng people just do not like to sign papers
and assume commitments. That marketing strategpeapplied in our model because the
external agent will decide if it only accepts cert@ansactions over monitored mode or in
some cases it will allow unmonitored transaction® do certain characteristics of the

external agent it is dealing with.

Furthermore, in a similar way external agents mateck the reputation of an agent prior
to engaging in certain interactions, and decide toodlo it, or check the reputation but
decide their actions based on their own history.

Freedom of speech might give an idea that our maltials for the lack of norms, but this
is not true. Actually the social norms, represertgdhe commitments that the external
agents assume with the system agents exist, antbangulsorily assumed by the external
agents when they assume a role in the instituti@maironment. This means that the
external agents have a set of social commitmerdss@ir for the external roles that they

might assume in the institutional environment. Rennore, all the Institutional Acts that
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need commitments to be executed have the monitotedhctions facilities attached to it.
However the external agent has the ultimate choicaise unmonitored interactions

nonetheless.

The CPN workflows model the conversations that takace in the institutional
environment. Each System Agent and each Deputy tAware a workflow modelled based
on the role they play in the institutional enviroemh, as described at the beginning of this

chapter.

For every role that can be played by an externahtg the institutional environment there
is a workflow modelled. These workflows are mod&lsed on the institutional acts that
the external agents can use in the institution.e@fasthat this is to help the external agents

designers to model or predict what is going to lespip the institutional environment.

The complete merge of CPNs forms the normative espéche institutional environment.
Other than unmonitored interactions, all the cosagons are predicted through the
definition of the Institutional Acts that can beedsin the Institutional Environment. The
external agents can meet in the institutional @mvirent or use the facilities made available
in the Institution Agent by the Opal Agent Platfo(Mowostawski, Purvis and Cranefield,
2002) to find each other, or to find specific agahiat play specific roles in the institutional
environment (because of their own goals) and cautywhatever conversation they want. It
is important to understand that this scenario yohd the conversations modelled by the
institutional environment architect. The task i te the developers of the external agents
to deal with conversations that are not anticipdedhe institutional agent modeller when

developing the normative space of the institution.

This is what we call the freedom of speech allowethe external agents. They have rules
to obey but they have as well their own goals amehethough these goals might be to
disrupt the good functioning of the institutionalveonment, the institutional environment
must implement mechanisms to deal with the mishelgaagents. The norms are there to
be obeyed by the external agents. If they disobaggctions will be employed, in some
cases more severely, for example expelling the atedaagent from the institutional
environment or, less severely, by allowing the agerstay in the institutional environment
but with a bad reputation. This will drive the atgeaut of important dialogs that take place

as monitored interactions.
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Freedom of speech is an important characteristia tfue open system that allows the
external agents to pursue their own goals. Thasig occurs with human agents in society
where people always pursue their personal goasmetimes subsume their plans because
of collective goals or rules of the society. Weideat that with this feature our approach is
more inclusive therefore our framework is morelljke be practically useful.

3.11. Institutional Environment State

The normative space is constantly updated by thehamge of messages between the
external agents and the system agents through e¢petyd agents. The state of the

institutional environment can be visualized in thveays:

* Snapshots of the CPN that represent the workflova gpecific agent shows the

state of that agent;

* Shnapshots of the CPN that represents the workflowhe whole Institutional
Environment show the state of the Institutional EEgwvment in relation to the

exchange of messages that is happening at somiipdtime;
* The state of the commitments that are managedebitmitor Agent;

The model that is updated by the Model Checkemtiat in the Institution Agent, gives a
notion of state for the propositions that will laé&én into consideration when evaluating the

formulas that represent commitments, conditionscmdent.

The Model Checker is updated by the addition akestaontaining facts that are asserted in
the institutional environment in some point in tinfdese facts change the truth value of
propositions that wake up states of a model tharesents the truth value of the

propositions at some point in time.

Temporal propositions, defined as formulas in thed® Checker, represent the conditions
and content of commitments. The evaluation of tHoseulas will verify if at some point
in time they hold. If the state present in the madehe Model Checker can be reached and
if it is composed by propositions that make onenfgia hold, the commitment will have its

state updated tActive Fulfilled or Violated
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Therefore, we can say that there are three mechanthat inform the state of the
institutional environment: the snapshot of the rative space, which tells what is
happening in relation to the conversations that fadt in the institutional environment; the
current state of the model present in the Modelckée which tells what is happening in
relation to the commitment’s conditions that set state of commitments axtiveand the

commitment’s contents and the states of the comemtrabjects. This last mechanism tells
what compromises are assumed by the agents imskitutional environment and in what

state they are at some point in time.

3.12. Engineering an Institutional Environment

For the development of an Institutional Environméné system agents are provided
together with the generic deputy agent, which erat@dthe interaction protocols related

with the services offered by the Institutional Eloviment.

When defining the roles that will represent extéagents in the Institutional Environment,
the Institutional Environment Designer will develte subnets (see double rectangles in
Figures 3.6 and 3.7) that consider specific instihal acts related with the application

domain in which the Institutional Environment islbu

The definition of the social commitments and regelammitments should also be done at
design time. The social commitments are those ttmratexternal agents have with the
Institutional Environment that represent the noohthe system. The regular commitments
are specific between roles defined in the insbnai environment, reflecting audited

interactions on request of the external agents.

Count-as rules should be defined as well. For thki®dmes Institutional Environment
prototype described in Chapters 5 and 6, we haed esents from the system to check
situations where the low level concerns shouldraestated into institutional facts that are

asserted in states inserted in the model preséme imstitutional Agent Model Checker.

The system for reputation calculation should bedafned at design time as well and the
policy for rewarding or punishing agents basedlenreputation points the external agents
have in the Institutional Environment. This relatessocial control and the agents with
lower reputation might be less often contactedcentain kinds of interactions depending

on the objectives of the external agents. The révead punishment system is based on
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resources available in the institutional environmertluding their membership in the

system.
3.13. Summary

In this chapter Institutional Environments were iged and all their elements were
specified. The conceptual framework was definedthf®ection 3.1 to Section 3.6. Details
on how the elements introduced in these sectiomsngplemented as CPNs were given in
Section 3.7. The high level architecture of thetitnsonal Environment was shown in

Section 3.8 and the reusable elements to be used mhking an Institutional Environment
were highlighted in Section 3.12. The next chaptgoduces all the technology employed

to implement a framework based on the specificatiaale in this chapter.
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Chapter 4

The Technology Employed

This chapter presents a brief overview of the dgdetools used in this thesis work and

how they were employed to implement institutiomralieonments.
4.1. Implementational Approach

To implement the Institutional Environments Moded wmployed a set of technologies
available open source, some being developed bi{éwe Zealand Distributed Information

Systems Research Group from the University of Qtago

The main module was developed using the languaga #@m the object-oriented

paradigm. All the other modules and tools commueiedth the main module developed
in Java. This choice was made due to the well-ress@nd stable version of the Java
Language and that most of the other tools usedeairey developed in this programming

language, thus facilitating integration.

The first tool chosen to use was the Otago Ageatfdim (Opal) (Nowostawski, Purvis
and Cranefield, 2002). This platform was developedava and is based on the FIPA
Abstract Architecture and offers all the mechanidorsthe management of FIPA ACL

messages and implementation of software agentbleapbhandling these Messages.

The second tool chosen to use was the JFern CPNBImo(Nowostawski, 2009). This
tool offers all the mechanisms for creation andcaten of Coloured Petri Nets, the
formalism chosen to model workflows in the insiiatl environments defined in this

thesis. The tool was also developed in Java sastwery suitable for integration with Opal.
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JFern offers the possibility of using the functiblemguage Clojure (Halloway, 2009) to
define the CPN inscriptions. That, as well, faatéd the work of manipulating FIPA ACL

messages by the CPNs because Clojure runs onvhé/irtual Machine.

The third tool chosen was the Expectation ManaGear{efield and Winikoff, 2009). This

was developed in Python programming language andrgeed a bit more work to integrate
with the main module developed in Java. The ExpeciaManager has a model checker
implemented that evaluates Linear Temporal Logitnfdas. We use these formulas to
define the condition and content of commitments i@ evaluated against the model
present in the model checker. The model represehistory of what is happening in the
institutional environment. The solution for thedgtation of the model checker with our
main module was the use of a Java bridge with thled? Language called Jython. Jython
offers a Python interpreter that can be manipul&iaoh within a Java source at run time.

This interpreter is present in the Institution Agand runs the model checker.

4.2. The Otago Agent Platform (Opal)

Opal (Nowostawski, Purvis and Cranefield, 2002)riplemented based on an architecture
where agents are built from other agents. The Heecamicro-agents are simpler

components that do not have complex mechanismdlyisassociated with agents. They

represent an abstraction where complex agentseamodelled and implemented based on
them as their construction units. As objects carcdmprised of other objects, complex
agents could be composed of these simpler agentsodgigents can be used as building
blocks for more complex architectures that encateulunctionalities necessary for the
management of an open system. Therefore, microtagem be used to define coarse-

grained agents.

The Foundation for Intelligent Physical Agents (&kJPhas developed specifications to
support the implementation of coarse-grained agsgstems (FIPA, 2000). The FIPA
Abstract Architecture (FAA) (FIPA, 2000) provider abstract specification that can be

used to develop agent platforms.

The Otago Agent Platform (Opal) was built based noicro-agents, and provides an
instantiation of the FAA, together with other todts support the development of agent

based systems (Nowostawski, Purvis and Crane€idR).
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4.2.1. Opal Architecture

Opal is built in the form of an agent platform (AHhe key services that the AP provides
are inter-platform message transport via the Messh@nsport System (MTS), agent
management and a white-pages directory via the tAlgamagement System (AMS), and
yellow-pages directory services via the Directorgciktator (DF), as described in
Nowostawski, Purvis and Cranefield (2002).

Opal System

Opal Agent F/PAACL p Opal Platform Agent
SSage
m
Opal Agent FIPA ACL Message
DF
Opal Agent FIPA ACL Message MTS

External

External
Agent

FIPA ACL Message

External
Agent

Figure 4.1. An Opal System implemented by Opal Agien

A complete Opal Agent System with associated FIPé&cfied services is depicted in
Figure 4.1. Individual Opal Agents can all acceasQpal Platform Agent. The Opal
Management Console, which facilitates user momtprand control of the Directory
Facilitator, agent messages, and the AMS, is showigures 4.2 and 4.3.
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{1 opal Agent Management Console
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Figure 4.2. Opal Management Console
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ommunicative ACT [INFORM -

Senider ExternalAgent@OtagoPlatform »

cener

InstitutionAgent@OtagoPlatform -

anguage
ntology
rotocol
ply-with
onversation-id

ontent’

ILessage preview

|
|
|
|
|
register ping ‘

[IMNFORM

.content register ping

:sender Externalfgent@CtagePlatfarm
receiver InstitutionAgent@OtagoPlatfarm
perfarmative INFORM

| Cancel H ,!dea_teprw,iew; H Send Message |

Figure 4.3. FIPA ACL Message being prepared inQpal Agent Management Console
4.3. Interoperability with the Normative Space

There are two possible ways of interoperabilitynsetn Opal and the workflows. First the

messages exchanged among the workflows are cabyethe message management
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facilities implemented by Opal platform and, secoswme transitions only consume tokens
at the CPN level and execute actions that can &e ag side effects that interfere directly

with the behaviour of the Opal Agents involvedhe interaction.

The connection between workflows is made by thecigbdn and Out places. Each
workflow has a set of In places, one for each agkat can send a message to that
workflow, but only one shared In place and one eth@ut place for all the Deputy Agents
that represent external agents. This is becausaadhieflow predefines which agents can
use which institutional actions directed to whidhes agents. All this is defined in the
modelling of the institutional environment when ntié/ing the possible institutional acts
that can be used. When this is done it is alsomddfwvhich agents can use each institutional
act and to which agent it can address it. TheretbeeIn places will receive messages from
specific roles and the Out Places will receive ragss that should be sent to other roles.
Those roles belong to a particular institutionavimmment and are identified in the
application domain. For each role identified, a CiFNmodelled and implemented
representing the workflow of that agent. This cameliwith the other workflows in the In
Places and Out Places to form the normative sphtieeolnstitutional Environment, see
Figure 4.4.

The Opal platform implements a FIPA ACL messageharge layer used in our
implementation to guarantee message delivery betwagents in the institutional
environment. There is a fine integration between@®pal platform and the JFern CPN Tool

Box.

In our implementation the CPNs are modelled udiegl~ern CPN modelling tool and they
run in the JFern simulator. Therefore, there wasied to integrate JFern and Opal so that

the agents can run their CPNs and send and reeMe ACL messages.

In Opal you can extend an OpalAgent class. Thissclaas all the message exchange
facilities accessible. Each OpalAgent has a nunobdrehaviours attached to it and these
behaviours implement specifics of what the OpalAgdwmes when it receives messages,
including sending messages in reply to other Opaig In our implementation we use the
behaviours to connect the OpalAgent to the JFemulsitor that runs a workflow for the
OpalAgent.
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FIPA Message Exchange provided by Opal Platform

Figure 4.4. Message Exchange facilities provide®pwl

We implement a behaviour that is a message fiftereach In place of the workflow
(represented by a naming convention). This meaatttie incoming messages from the
Opal message layer will be filtered and put in arPlace modelled to receive messages
from a specific role. These messages will be det in the agent workflow, and after the
processing of the workflow some messages will beipthe Out places of the workflow
(also represented by a naming convention). Thessages are collected by the OpalAgent
and delivered to other OpalAgents through the @pedsage exchange layer. With that we
have an integration of FIPA ACL messaging exchaagg CPN execution. In prior work,
(Purvis, Nowostawski and Cranefield, 2002) and yRuet al., 2003), the approach used
was to have a transition at the CPN level which ldidae responsible for the handling of

the messages that were arriving to the In placéiseo€PNs.

Another form of integration from the JFern CPN T&ux and Opal is identified when

tokens are consumed by a transition that will rome code directly connected to the
OpalAgent behaviour, not producing output tokertesTs seen as a side effect of the CPN
and is implemented by the transition actions tlaat be defined for each transition in a
CPN. These actions could be the manipulation obtalthse or a data structure that is
present at the Opal level and not present at tlenJievel. This is basically for the

implementation of low-level actions that manipul&de-level system objects and are not

present at a more abstract level.



94

The necessary side effects are implemented intthetsre of the System Agents and the
generic workflow of the Deputy Agent. Thereforastnot necessary for the Institutional
Environment Designer to worry about the side effeahd he will not need to deal with the
low level structure of Opal Agents when modellimg tworkflows of Deputy Agents for
any given application domain. The system agentslaeady implemented for them.

There are four levels of abstraction identifiedtive implementation: the agency level
implemented by Opal; the conversation level impleteé by the union of the agents’
workflows represented as the normative space ahgtgutional environment and executed
by the JFern CPN Tool; the commitments layer whgla service implemented by the
institution agent and the monitor agent (the fisth the implementation of the model
checker, which uses Linear Temporal Logic to taiee ®f commitment conditions and
contents, and the second with the management ofmaoment objects); and the normative
layer which is implemented by the monitor agent #mel reputation agent through the
update of external agents’ reputation due to tlangh of commitments’ state.

It is important to notice that the agents havertleenversations modelled through their
workflows, which represent all the predicted diadat can take place using institutional
action in the institutional environment. But theree the unmonitored interactions where
the agents in the institutional environment canhexge their messages without the strict
rules of the environment. This allows for the freedof speech of the agents that will have
the right to follow their own internal states. @iurse, the conversations that are required to
be monitored at design time are modelled as suc¢herworkflows. But if the agents can
understand each other they can exchange messaggsatiser acts different from the
institutional acts identified at design time, ifethuse the institutional acts they will be
subject to the protocols modelled by the institudilo environment and they will
compulsorily participate in monitored conversationthen they do that they can break the
rules and violate commitments but their reputatieil reflect their actions in the
environment and that can be expensive over timperding on how the sanctions are

implemented by the institutional environment aretiit

The initial states of a commitment are set throtighinitial messages exchanged between
the creditor and debtor of a commitment and theitapagent. Initially the creditor asks
the monitor to create a commitment, the monitomtpeoposes the commitment to the

debtor, which can accept or refuse the commitrreagiting its state tpendingor cancelled
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respectively. If the state is setpendingthe commitment is created and its condition and
content are sent to the interpreter in the instituiagent. Upon the verification of the
temporal propositions that represent them thetutgin agent can request the monitor
agent to change the state of the commitmegtatwelleddue to timeoutactive fulfilled or
violated

4.4. JFern Net Tool Box

4.4.1. Java Integration

The Java Fernlet (JFern) engine (Nowostawski, 2089 Petri Net tool box fully
integrated with the Java programming language. fernJall its components can be
programmed through java syntax without the use mf @uided User Interface (GUI),

which makes of it a good tool to be used in a jaegramming environment.
4.4.2. Net Structure

The network model is based on hierarchical coloetti Nets (Jensen, 1992) (Reisig,
1985). Due to some terminologies variation, Jfesndifferent from other tools like

DesignCPN (Jensen, 1992) and Renew (see http://manwew.de), which are completely
GUl-based.

One of identified difference from the formal mod#l CPN is the abstraction of object-
based tokens. In JFern the tokens are generic teb{gva.lang.Object), meaning that

places are colourless that contain generic objedtssh could be of any abstract type.
4.4.3. Multiset

The multiset is a bag of tokens represented bya.yél.Collection interface, which is
implemented by the org.rakiura.cpn.Multiset class.
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4.4.4. Place

The place is a container of tokens and it is represl by the class org.rakiura.cpn.Place.
They have OutputArcs and InputArcs in relation ke ttransitions to which they are

associated. The place objects can be accesseditssiagne or id.
4.4.5. Transition

The transition can be enabled or disabled. The Retisimulator can fire a transition that is
enabled.When this occurs, tokens are taken ouhefiput place according with the
InputArc expressions, and tokens are put in theuwytlace according with the OutputArc
expressions. As a side effect of the transitioraetion associated to the transition can be
executed.The scope of named variables covers dhsition, its input arcs and its output
arcs. A transition guard represents a Boolean foim¢hat decides whether the transition is
enabled.

4.4.6. Input Arc

Input arcs connects input places to transitions amd represented by the class
org.rakiura.cpn.InputArc. They have an expressisspaiated that is used to select tokens
to be consumed by the transition. They have asim@lit arc guard that evaluates to true or
false, which notifies the simulator if a biding fibre arc is valid or not. It is possible to use
different languages supported to write guards afqufessions, in our case we have used
Clojure. Input arc guards are not a standard feadfirCPNs but they have been added to

JFern for convenience.
4.4.7. Output Arc

Represented by the class org.rakiura.cpn.OutputABse generate output tokens that are
placed in output places. The output arc expresgamerates a multiset that might be empty
or with some tokens that is associated with theutuyplace. Tokens generated can be based

on some that came from the input places or newhegeed.
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4.4.8. Building Workflows

JFern is a Java-based tool that makes availabkd#or to model CPNs graphically and

runs the CPNs in simulators for testing. It is plaissto add tokens in the places of the CPN
or take tokens out of the CPN, run steps or thelevhet until some final state is reached. It
is a very good tool to model CPNs and simulate thafore using it. JFern also makes
available a Java API accessible from Java sourcke aghere the programmer can

manipulate CPNs and run them directly from the Jmwace code at run time.

We have used the JFern Editor to model the agées,ravhich we call agent workflows,
and have accessed the CPNs directly from Javaesgode when coding the behaviours of

the OpalAgents in Opal.

Clojure was the inscription language used in Jkewur implementation. Clojure is a Lisp
dialect that runs on the Java Virtual Machine;ffeis a great integration with Java and
allows for the coding of the guards and arc expoesswith much less code than Java
itself. Using Clojure we can manipulate all kindsJava objects and even instantiate them
directly offering a solution more efficient and gt for the coding of the workflows.

wY|;-:;‘| JFern Net Toolbox

File Edit Algn Attributes Window PetriNet Simulation Help
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Figure 4.5. JFern Editor
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4.4.9. CPN Examples

CommodityAuctioned

Guard  return (gethultisetd) sized = 0);

wari1y;

Y Bidding
MakeBid return gethultisetd;

Figure 4.6. Simple auction example with Java Imdmms

Figure 4.6 shows a snapshot of a simple CPN desigamg JFern (Nowostawski, 2009).
This defines a very simple auction where commasligiee selected as soon as they arrive in
the input place CommodityAuctioned. The transitMakeBid does some processing with
the token and the bid is put in the output placeet Bidding. The annotations in the CPN
from Figure 4.6 are in the Java language, whidesdefault language for annotations in
JFern. The guard is evaluated and returns trualee.fIf the guard returns true the arc
expression (var(l)) is evaluated and returns thikert® that arrive in the place
CommodityAuctioned as soon as they arrive. Thesapression from the input arc sets an
unnamed variable to store the token selected bygtized. The arc expression from the
output arc returns tokens from a multiset creatgdtte selection made by the arc
expression from the input arc and adds them tdttlding place. The selected tokens can

be used in the transition action code.

In Figure 4.7 subnets are represented as doultiengdes that specify a link from a higher
level net to a lower level net. Tokens are copeg@@on as they arrive at the input places to
the subnet, and they are processed in this nel thietiaddition of tokens in the output
places of the subnet. In Figure 4.7, “G” standsGaard, “E” stands for arc expression, and
these letters can be clicked on in the JFern eddoshow the associated expression.
Actions can also be associated with transitions anedindicated by a clickable letter “A”

on the transition.
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Figure 4.7. CPN Representing a player role andrgcaprepresentation of a subnet

To construct the institutional environment workflothie various CPNs that implement the
roles of agents participanting in the environmerg anplemented as subnets of the
workflow. The lower level nets connect to form aler level net that represents the
workflow of the system. Theoretical accounts anacpical implementation of hierarchcal
CPNs have been addressed in prior research (Nomw&lgte2009) (Jensen, 1992).

4.5. The Model Checker

The Expectation Manager (Cranefield and Winiko@12) running in the Institution Agent
makes available a model checker that contains tdite sf the Institutional Environment
regarding propositions that represent facts thmbaserted about the state of affairs defined
in the condition and content of commitment objedtse model is updated at run time and
new states are inserted into it when new factsaaserted according to the conversations

that take place in the institutional environment.

The Expectation Manager is written in Python anduse a bridge between Python and
Java, called Jython (Juneau et al., 2010), to iategt with the Institution Agent that was

developed as an Opal Agent in Java.

The Expectation Manager implements a Model Chec¢hkat evaluates formulas that
represent temporal proposition in LTL logic. Thenporal logic is used to represent the
temporal propositions present in the condition amstent of commitments. This is

necessary due to the temporal characteristicsesethwo commitment’s attributes.
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The commitments are objects that have a well-ddfiie cycle. These objects are
managed by the Monitor Agent and have their statlated through messages coming from
the Institutional Agent that has the model chedkerthe verification of the condition and

content of the commitment objects.

Count-as rules are used to separate implementatammeerns from the more abstract
concepts found in the application domain. The c@astules are implemented in the
behaviour of the Opal Agents and translate intasfgcesent in states that are inserted in
the expectation manager. They observe low-levdtfauch as, for example, institutional
agent is online, and generate propositions wittuth tvalue that are part of a state that is
inserted at run time in the model checker. Thes@gsitions can be seen as facts that are
used to evaluate formulas that represent the dond@énd content of commitments

changing their state tactive fulfilled or violated for example.

In the example Counts-As rule below we can see Regdort has_status_accepteda
proposition that influences in a higher level ostlction and is evaluated to true or false
based in lower-level facts expressed in the coastsule. The lower-level facts are
evaluated in the behaviour of the Opal Agents, eam@nted in their MessageFilter class,
and the more abstract proposition will be part state that is inserted in the history of the

model checker.

InstitutionAgent_is_Online

and MonitorAgent_is_Online

and ReputationAgent_is_Online

and DatabaseAdministratorAgent_is_Online

and DeputyRegisteredUser_is_Online

and DatabaseAdministratorAgent_receives_RegisterCrithiactMessage

counts asReport_has_status_accepted

The model checker itself is not necessary to ewaluales, but instead we have an
evaluation of formulas in the model checker wheneveew state is inserted in it being the
output of the evaluation sent to the Monitor AgastFIPA ACL Messages that update the

state of the commitments managed by it. The moketker is used to evaluate temporal
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propositions, therefore we do not use some spgciglose operators of the Expectation
Manager, such as ExistsExp, ExistsFulf and Exists\@Cranefield and Winikoff, 2011).
What is done is only the check of value of formulaolving propositions, conjunctions,

negations and standard temporal operators suclexsaNd Until.

4.6. Summary

This chapter presented a brief overview of the @ssetools used in this thesis work and
how they were employed to implement institutionavieonments. A better view in what

customizations are necessary to make an Insti@itienvironment can be found in chapters
5 and 6 where there is the definition of the Wikn@¥s domain and execution of scenarios

in that domain respectively.
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Chapter 5

The WIikiCrimes Institutional
Environment

This chapter introduces the case study of thisighdhe WikiCrimes System and its
suitability to be implemented as an open MAS arespnted and the WikiCrimes

Institutional Environment is specified.
5.1. Introduction

The explanation about the WikiCrimes collaboratsgstem (www.wikicrimes.org) is
copied from the article Furtado et al. (2010). Geaeral public is making ever greater use
of collaborative systems. This momentum of collaltion is mainly leveraged by the Web
2.0 (O'Reillly, 2007), in which the difference beemanformation producers and consumers
decreases significantly, since several applicatemphasize the production of information
by any Internet user. A culture of sharing indupe®ple to externalize their feelings,
opinions, experiences and even their goods. With mhass production of content,
collaboration mechanisms such as Wikipedia (httpwit.wikipedia.org) came almost

naturally.

Despite the huge success of Wikipedia, finding gaod useful causes that are capable of
involving thousands or even millions of people @piexg with little or no coordination is
still a big challenge. A slight variation of the kiviconcept illustrated by Wikipedia has
been dubbed crowdsourcing (Howe, 2008). In thatecdnmass collaboration occurs via
human resource outsourcing based on awards (aftencial) or even punishments that

“motivate” people’s participation in large campagy
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In the context of public and government areas —e/Becial problems would be a potential
target to be treated by means of mass collaboratmmowdsourcing is particularly difficult,

since few investments are available to leverag@lp&oparticipation.

In the law enforcement domain, besides the aforéoread difficulties, another particular
challenge must be faced. In that context, findihg tquilibrium between people’s
participation and information credibility is crutigAnonymous mass collaboration is the
easiest way to receive information; however, theditility of the received information is

depreciated, because the source of informationka@wn.

It is in that particularly complex domain that tieowledge Engineering Research Lab of
the Informatics Department of the University of adeza (www.unifor.br), has initiated a
project called WikiCrimes (http://www.wikicrimesgy (Furtado et al., 2010) The project is
driven by three goals: (i) to give more transpayeaied publicity to criminal information,
(ii) to provide means for citizen crime preventi@md (iii) to reduce the phenomenon of
crime under-reporting (crimes that are not notite@uthorities). These goals have been on
the political agenda of several countries arouredwiorld, particularly those in which the

population suffers from high rates of violence.
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Figure 5.1: The WikiCrimes Collaborative System
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WikiCrimes aims to offer a common interaction spaogong the public in general, so that
they are able to notify other about criminal acisweell as keep track of the locations of
those acts. The goal is to obtain collaborativeviddal participation for generating useful

information for everyone. It is based on the ppheithat the ones who hold information
about crimes are the citizens. If they want to mskeh information public, they can. Here,
Furtado et al. (2010) are appealing to the feetihgharing that is so usual in victims of
violence. When someone is a victim of any type rahe, it is usual to tell someone else
about the criminal act. Typically, those who aresel to the victim are the first to be
informed. What WikiCrimes intends is to provide anvironment to be that “global

blackboard” of stories told by people about crimeshelp alert other people on a scale
larger than their closest social contacts. In otlerds, if there is participation, crime

mapping starts to be done collaboratively, and yorex will benefit from having access to

information about where crimes occur.

5.2. Collaborative Systems

We understand collaborative systems as computés that support the interaction (direct
or indirect) among a certain number of people wittividual and/or collective goals.
Research into collaborative systems is divided s#eeral areas and assumes different yet
interrelated terminologies such as Groupware, Caengdediated-Communication (CMC)
and Computer-Support Cooperative Work and Lear(@GCW/CSCL) (Fouss and Chang,
2000). “Computer-Mediated Communication” can beerseas the vast area that
encompasses computer-mediated communication réseéactuding collaborative systems.
“Groupware” refers to technology applied to congrstand networks designed to enable
work in groups. This technology can be used to camoate, cooperate, coordinate,
troubleshoot, compete and/or negotiate. Examplegrafipware technologies are email,
newsgroups, wikis, video conferences and chatsdi@rand Poltrock, 1991). CSCW and
CSCL refer to the areas of study that will examthe design, adoption and use of
groupware tools in the context of working and lé&agn

All these kinds of collaborative systems have b&teongly influenced by the recent trends
of the Web. The Web can be seen in terms of twtindisphases, and one way to
distinguish these phases is to look at the numbeproducers and consumers of
information. In the traditional Web (or Web 1.0hete are few producers and many

consumers. The main producers are specialized pe(seeb designers), companies (both
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public and private), and traditional media. Theidgp Internet user only accesses the
information made available by these producers. 1BbW2.0, the difference between
producer and consumer of information decreasesfisigntly, since several applications
emphasize the production of information by any rimé¢ user. The recent wave of blogs,
photologs, wikis, online communities, social netkgretc., is an example of this context.
Another type of application that is beginning toezge is aimed at the integration of

information from different sources (“mashups”).

5.3. WikiCrimes: Motivation and Goals

The veracity and accuracy of information about wherimes occur, as well as the
information on the characterization of such crimesas always been on the agenda of
discussions about public safety in Brazil and inows other countries. Traditionally, this
information is monopolized by law enforcement agesand is, therefore, characterized as
a highly centralized mechanism. This monopoly utiely creates tension in the
relationship between such agencies and society@e,| because it is commonly opposed to
the precept of disclosure and transparency of iné&bion required by a democratic regime.

Allied to this context are the crises that haverabirized the daily routines of law
enforcement agencies, as well as their limitationgroviding a quality public service, thus
tending to diminish citizens’ trust in those agesciThese factors encompass some of the
reasons for the growing problem of under-reportirige low rate of reporting crimes — that
has occurred (Kahn, 2008). It has become commonrferto hear someone who has been
mugged say that they did not file a police repatause they thought it would not bring
about any effect. Polls conducted with crime vigim several Brazilian states show that
under-reporting may, in densely-populated aream;hré60% for certain types of crimes.
The result of this can be disastrous in terms afnfdation of public policies and
particularly in the planning of police actions, @nthe official crime mapping may be

reflecting a trend that is somewhat different tiadmat is actually occurring in real life.

The idea behind WikiCrimes is to provide a commaeaeof interaction among people so
that they can report and monitor the locations wheimes are occurring (Furtado et al.,
2010). It is based on the principle that the onke Wwold information about crimes are the
citizens. If they want to make such information lpybthey can. Thus, individual

participation, in a collaborative manner, can gatesrcollective intelligence. In other
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words, if there is participation, crime mappingr&tabeing done collaboratively, and
everyone will benefit from having access to infotima about where crimes occur.
WikiCrimes is a typical Web 2.0 application. Itadls users to access and to register
criminal events on the computer directly in a spegjeographic location represented by a
map. That is one of the phases of the crime mapgatigity in which an analyst collects,

maps, visualizes, and analyzes crime incident pegtte

5.4. WikiCrimes Institutional Environment

The open and participatory characteristics ideadtiin WikiCrimes makes it susceptible to
abuses or fraud attempts. It is important that asynpeople as possible collaborate with
the system, contributing to the growth of its dateords. But it is equally important that the
information registered in the system be reliable, tkat the system can become a
trustworthy source of information. In saying thigjr claim is that an open collaborative
system must be viewed as a kind of open multi-aggstem, where a number of human
and/or artificial agents interoperate pursuingrtireividual or common goals (De Oliveira
et al., 2008). These agents can contribute pobitwenegatively to the organization and
goals of the system as a whole, and the agentisegre¢o join and leave the system as they
wish, as long as they obey certain rules that rhastbserved concerning the management

of the system.

The management of interoperation among agentarilex task, and robust techniques
and methodologies for the development of relialmlé apen Multi-Agent Systems (MAS)
have been studied in academia (Aldewereld et @Q6R, (Arcos et al., 2005), (Colombetti,
Fornara and Verdicchio, 2002), (Grossi et al., 200@insky and Ungureanu, 2000), (De
Oliveira and Purvis, 2008), (Ricci and Ominici, 3)0 (Zambonelli, Jennings and
Wooldridge, 2003). Such techniques are aimed atmbdelling and implementation of
features that give openness to those agents, aljpthiem to have the ultimate choice of
obeying regulations or dealing with possible samgiimposed by the MAS norms. After
all, agents are autonomous entities and the biggesitenge is to have a coordination
system where the agents can be free to decide tohdb, but at the same time be

encouraged or enticed to obey the regulationsenéttificial society they are entering.

We visualize the WikiCrimes Collaborative Systemrmplementing an application domain
suitable for the open MAS model. Therefore, we haweestigated in this research the
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adaptation of the WikiCrimes Collaborative Systemnthe context of an Institutional

Environment and use it as a case study for thedvaork developed. We have implemented

the WikiCrimes Institutional Environment and whatlléws is the adaptation of the

WikiCrimes application domain to the context of lastitutional Environment, where we

define the elements that compose the prototypesysdeveloped. Chapter 6 demonstrates

the execution of scenarios in the prototype showiog the WikiCrimes Institutional

Environment behaves in specific situations wheseigs from the open MAS model are

identified and handled by features of our framewtitks demonstrating the suitability of it

to model and implement open MAS.

5.4.1. Roles present in the WikiCrimes InstitutioBavironment

The System Agents are present in the institutios@ironment: Institutional Agent,

Monitor Agent, Reputation Agent, and Database Adstiator Agent. The Deputy Agents

that represent roles in the WikiCrimes InstitutioEamvironment played by the External

Agents are defined below:

Browser User: the user that browses the institati@mvironment basically seeks
information in the system. The institution will ttg make this kind of user assume

the Registered User Role.

Registered User: in this role the agent will beypidal user of a collaborative
system. In the case of the WikiCrimes InstitutioBalvironment, it will be able to
register crimes, browse the environment, confirmmes, denounce abuse,
disconfirm crimes and invite other agents to conforimes. These invited agents
can be a Registered User or external agents tleanheatr registered yet in the
institutional environment but can become an Invitegr only to confirm the crime

and decide if they want to become Registered Users.

Invited User: this role is played by the agent tisaindicated to confirm a crime.
The indication is done by an agent playing the Beged User role. This agent is

one step closer to playing the Registered Userratteer than the Browser User.

Certifier Entity: this is a special kind of rolegyked by agents that own a very
respected position in the WikiCrimes Institutioadvironment. This agent has the
reputation of a System Agent; the difference i$ tha Registered Users should not
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denounce abuses or disconfirm crimes registerethisycategory of agent. If this
situation arises it could be an indication that @ertifier Entity can have their
position in the WikiCrimes Institutional Environmemviewed or possibly that they

have made a mistake.

5.4.2. Institutional Acts

Apart from the generic institutional acts that defined for any institutional environment
implemented using our approach, there are the fepatstitutional acts that relate to the
application domain of the WikiCrimes System (Fudast al., 2010). Below we list the
institutional acts that initiate interaction protde in the agents’ workflows, and the
respective agents that participate in the intevacti he agents that use the institutional act
are listed in brackets, where ‘generic’ means #fiahe external agents can use the act and

‘specific’ means that only the listed roles usedbe

* (generic) Registration The Institutional Agent allocates a Deputy Agéotthe
External Agent that is registering with the Indibnal Environment. The Deputy
Agent represents a role played by external agentse Institutional Environment.
The Reputation Agent creates a record for the rgamtain the reputation database.

The information requested from the External Agerd valid email address.

* (generic) Deregistration The Institution Agent deallocates the Deputy Agen
assigned to the External Agent that is unregisgerimith the Institutional
Environment. The Monitor Agent is informed so incapdate commitment states
and the Reputation Agent is contacted to updater¢petation of the External
Agent.

* (specific, Invited User requests to be RegistersdrlUBrowser User requests to be
Registered User, Registered User requests to ldi€dentity) Change RoleThe
External Agent requests through his Deputy Agenthi® Institution Agent to
assume a new role in the system. The Monitor Ageptates commitment states
and the Reputation Agent updates the reputatiothefexternal agent. A new
Deputy Agent representing the new role in the tastinal Environment is allocated

to the external agent and the former Deputy Agedieallocated.
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(specific, Registered User, Certifier Entifgegister a Criminal FactA Registered
User Deputy Agents communicates a new criminal fewt the Database
Administrator Agent. The Deputy has to inform that&@base Administrator Agent
of the crime details and at least one email ofxdaraal agent. The email is used by
the Institutional Agent to invite the External Agea confirm the crime positively
or negatively. The Database Administrator Agentc&laf the new criminal fact is
in an observation area registered by some regésigger; if this is the case it sends

a message to the email of the registered user db@uiew criminal fact.

(specific, Database Administrator Ageimyite to Confirm a CrimeThe Database
Administrator Agent asks the Institutional Agent ¢beck if the email address
included in the registration of a criminal fact dmeyjs to a Deputy Agent that is
online in the Institutional Environment and Reqsdbke Deputy to ask the External
Agent that it represents to confirm the crime with Institutional Agent. If there is
no Deputy Agent online who owns the email addresguestion, the Institutional
Agent sends an email to the External Agent askimg to come online as a
Registered User and confirm the crime. If the eraddress is not registered with
the Institutional Agent, it sends an email invitithg external agent to register in the
Institutional Environment as an Invited User to foon the crime and possibly

change role to a Registered User.

(specific, Monitor Agent)Commitment Proposallhe Monitor Agent requests to a
Registered User Agent to accept to be a debtompirea&ommitment (a commitment
in the stateunsej. If the Registered User accepts, the pre-comnmtrbecomes a

commitment in the Institutional Environment.

(specific, Registered User, Invited Us&pnfirm a Crime The Registered User
Agent or Invited User Agent sends a Message td#itabase Administrator Agent
confirming the crime positively or negatively. Theegative confirmation is
informed by the Database Administrator Agent to Ehenitor Agent change the
state from the commitment to tell the truth tha éxternal agent has acquired when
registering with the Institutional Environment. Theputation of the agent that is
confirming the crime is checked by the Database iAthtrator Agent before the
crime is confirmed. If the reputation is bad, th@me is not confirmed either

positively or negatively. The email of the Invitddser is registered in the
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Reputation Database with the reputation agent ahdnever the external agent

changes his role to Registered User it will hawa thputation assigned to it.

» (specific, Registered Usebenouncing AbuseAn external Agent with a Deputy
representing a Registered User role communicatebetdatabase Administrator
Agent that a specific crime registered has abusif@mation. The same treatment

as for the confirmation of a crime is done here.

» (specific, Registered Use©ommenting on a Criminal FacAn external agent with
Deputy Agent representing a Registered User conrates to the Database
Administrator Agent a comment on a criminal fadie$e comments could possibly
be analysed to add or subtract trust in the repantiene.

» (specific, Registered User, Browser User, Invitedet) Commenting on the
Institutional Environment The Registered User Agents inform the System

Administrator Agent about a comment on the system.

* (specific, Registered UseRegistering an Observation Ared Registered User
informs the Database Administrator Agent about i@ @éhat he wants to watch for

new crimes.

» (specific, Registered UseDeregistering an Observation Ared registered User
informs the Database Administrator Agent about dkeeegistration of a registered

observation area.

» (Generic)Ask for a safe routeA Registered User asks the Database Administrator

Agent for a safe route between two locations.

» (Generic)Query the Criminal Databas@a Browser User, Invited User or Registered

User asks the Database Administrator Agent abauiesrin specific areas.

» (Specific, Registered UseQuery the Reputation Database Registered User asks

the Reputation Agent about the reputation of ard&egyistered User.

® This level of analyses is identified as a futurekwor this research and is out of the scope of thésis.
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* (Specific, Registered UseAsk another Agent to be part of a grogpRegistered
User asks another registered user to be part od@pgf agents that register in a
specific area. The agent checks the reputatioheobther agents before asking.

5.4.3. WikiCrimes Institutional Environment Workfls

The workflows developed in the Institutional Enviroent are managed by the JFern CPN
Tool Box (Nowostawski, 2009) (the annotations af tDPNs present in this chapter are
shown in Appendix A). For each workflow, an instanaf the tool is created for the
visualization of the message passing among thetagiiat are registered with the
institutional environment. Of course the numbervidual instances of the tool can be

managed to avoid overload of the system or visoafusion on the screen.
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Figure 5.2. Institution Agent Workflow in JFern

Above, in Figure 5.2, the instance of the InstdntiAgent Workflow is visualized. This
corresponds to Figure 3.3. The Figure depicts #t@biour of the Institution Agent when
receiving the messages with the predefined setgiitlitional Acts about the management
of the Institutional Environment. Here it can beerséhat there is a distinction between
institutional acts that are related to the manage o€ the institutional environment, and
consequently considered generic and suited to asytutional environment;, and the

institutional acts more suited to the applicatioomain for which the system was
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developed. The latter will become more evident wiheining the specific behaviour of the

Deputy Agents that represent the External Agentlerinstitutional environment.

The Monitor Agent Workflow is depicted in Figureé35This corresponds to Figure 3.4. It
is designed to manage all the commitment objecsaintiated in the institutional
environment. The In and Out places communicate with other workflows and some
transitions only consume tokens, executing an adtatement that represents a side effect

of the transition without producing any output toke

The Agents that communicate with the Monitor agarg the Institution Agent and the
Deputy Agents. They can communicate to propose daoments to other agents registered
in the institutional environment or that might &gr in the future, in the case of an
invitation to confirm a crime. The commitments poepd by the Institution Agent are

considered social norms from the Institutional Eoniment.
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Figure 5.3. Monitor Agent Workflow in JFern

There is a high degree of communication betweeninbgtution Agent and the Monitor
Agent due to the condition and content of the coimants being represented as temporal
propositions defined as formulas in the Model Cleeghresent in the Institution Agent.
These formulas are constantly evaluated by the Motdecker when states are inserted in
the model defined in the Model Checker. Wheneverfdhmulas evaluate to true, messages
are sent from the Institution Agent to the Monifagent to update the commitment objects

managed by it.
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The Reputation Agent Workflow is depicted in Figérd. This corresponds to Figure 3.5.
It creates records for External Agents that aréstegng with the institutional environment;
executes updates in the reputation of an agentadiegjuests from the Monitor Agent when
commitments are evaluatedftdfilled or violated and executes queries in its records about
the reputation of a registered agent due to reguiesn the Deputy Agents.

The Database Administrator Agent is shown in Figbrf® which corresponds to Figure
3.6. This manages the Institutional Acts that agkated to the storage or retrieval of
information from a Database Management System.hil €ase of the WikiCrimes
Institutional Environment there are the generaltituisonal Acts, present to all the

institutional environments that require this tygesystem agent.
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Figure 5.4. Reputation Agent Workflow in JFern

All the negotiation with the Database Managemergt&y, which manages the criminal
database, is made by side effects implemented én tthnsitions of the Database
Administrator Agent.

The Deputy Agents have a generic workflow, depicted~igure 3.7. This workflow

manages all the institutional acts that are usedny institutional environment. The
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specification of the institutional acts that aredfc to a role indentified in the institutional
environment is done by the expansion of the sutifreicess specific institutional actions”.
The subnet has all the input places connectedvotramsitions that form the particulars of
the behaviour of the role and leads to output gladrawn in the Deputy Agent Generic
Workflow below.

The Deputy Registered User and the Deputy Certifiatity have the same specific
behaviour implemented, as shown in Figure 5.6. disgnction between these two roles is
only in relation to the reputation model implemehte the WikiCrimes Institutional
Environment. A Certifier Entity is a special kinflagent that represents a person or group
of persons that have a high level of reputationt damnot be changed and should not be
complained about. If this happens it might be adication that the Certifier Entity has
committed a mistake or that a Registered Useyisdgrto change the image of this agent in
the Institutional Environment. Examples of this&kiof institution are the police department
or a well-established newspaper. The Deputy Ragdtélser does not have the same
treatment in relation to its reputation in the V@kimes Institutional Environment. It has its
reputation evaluated all the time by the obsermatibthe commitments that it assumes in

the institutional environment.
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Figure 5.5. Database Administrator Agent in JFern

These two roles basically deal with the Databasedgament Agent to register a criminal
fact, comment on a criminal fact, confirm a crimirfiact and denounce abuses in the
WikiCrimes Institutional Environment. They can alsgite another deputy agent to be part

of a group, for example, to join people from a hégurhood or that have other particular
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interests in registering criminal facts in that iogg or evaluating if the information

registered in the criminal database can be confirpmsitively or negatively.

The Registered User and Certifier Entity roles aanwell invite other external agents to
confirm a crime. This invitation is sent to thetihgion Agent because it will check if the
agent is already registered with the WikiCrimegtitngsonal Environment, or not. If the
agent is registered it is proposed by the Instih#l agent to assume the commitment of
confirming a crime within a maximum of 15 days frone invitation, or, if the agent is not
registered, an email is sent to the External Agemiting it to join the institutional
environment to confirm a crime. A pre-commitmentgsnerated in this last case, and it
becomesactive if the external agent joins the WikiCrimes Inditmal Environment and
accepts the invitation to confirm the crime withén maximum of 15 days past the

registration.
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Entity

Register
Criminal Fact

External Agent Incoming

Database Adm Agent
Msg
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|

Comment on
Criminal Fact

Confirm
Criminal Fact

Denounce
Abuse

Figure 5.6. Specific Behaviour of the Deputy Reggisti User Agent and Deputy Certifier
Entity Agent
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Figure 5.7. Deputy Registered User Workflow in 3Fer

The workflows of the Deputy Registered User and ubgCertifier Entity were captured
from the JFern CPN Tool Box and are depicted inufeg 5.7 and 5.8, respectively.

Observe that the Deputy Agent Generic Workflowrissgnt in the figures together with the
specific behaviour of these two roles.

B DeputyCertifierEntityWorkflow.jnf  [C:\lUisers)
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Figure 5.8. Deputy Certifier Entity Workflow in Jife
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The particular behaviour of the Deputy Invited Usele is represented in Figure 5.9. It

shows that in this role an External Agent can gomf criminal fact only.

Figure 5.10 shows the Invited User Workflow in thEern CPN Tool Box as it was

implemented. Again, the generic behaviour of anypudg Agent is enhanced by the
specific behaviour of this role.

Deputy Invited

User
External Incoming Databgsli Aotlir:n Agent
Agents Msg going

Msg
Confirm .
" Criminal Fact

Figure 5.9. Specific Behaviour of the Deputy Inditdser Agent

The Deputy Browser User Workflow represents a ramdser that is only browsing the
criminal environment for information trying to meether external agents that are
registered with the WikiCrimes Institutional Enumroent. It is capable of using all the
generic institutional acts defined in the instibatl environment. Its workflow is shown in

the Figure below, as it appears in the JFern CPN Box where it was implemented.

[5] DeputyinvitedUserWorkfiow.jnf [C:Usersiufciimplementationiworkspacelie|Prototypeinew\Deputy\Deputyinvited\Deputylny JserWWorkflow.jnf] :
Dy TtedUser Deal w'rthfsanmionfurjewarg ReputationAgent_Inc_Msg b
o i Respence MonitorAgent_Inc_Msy
g f I

Unmmoni

itored_Interaction_Foward

utyAgent_Out_Msg

Institution_Agent_Out_Msy

ChangeRole

Ca |

Monitoredinteraction Monitor_Agent_Out_Msg
Deputyhgent_Inc_Msgy

Refiise_Commitment

yDatabase

Reputation_Agent_Out_Msg

S Daabase_Adm_Agent_Out_Msg
|rllt|a||ZatllJl’lG Seirunmerrl

 |EH!

Figure 5.10. Deputy Invited User Workflow in JFern



118
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Figure 5.11. Deputy Browser User Workflow in JFern
5.4.4. Commitments

Social commitments are defined in the WikiCrimestitional Environment. These have
external agents as debtors and the Institution Agsrcreditor. The condition and content
of the commitments are stored as temporal propositdefined as formulas in the Model
Checker present in the Institution Agent. The cotmmants are managed by the Monitor
Agent, which sends updates on the state of thethddRreputation Agent so that it can

update the reputation score of the debtors.

This first commitment is the one that a Deputy Reged User has with the Institution
Agent that it will never have a report denouncedlasse or confirmed negatively. This is a
commitment template that is used for each regidtamser. This is a compulsory
commitment that is set at registration to everyeedl agent that registers with the

institutional environment.

Creditor InstitutionAgent

Debtor DeputyRegisteredUser_001

Condition DeputyRegisteredUser_submited_repant Report_has_status_accepted
Content not (Negative_confirmation_on_report_is_maale

Abuse_denouce_on_report_is_made)
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Related to this commitment there is a set of tlw@et-as rules that refers to institutional
facts that may result from them (listed below). 3éorules express the necessary
infrastructure for the institutional environment ¢arry on with the evaluation of the
commitments. As said before, the counts-as rulesdafined here to separate low-level
concerns related to the functioning of the insttudl environment and the high-level

concerns that relate to the application domairth@institutional environment.

The counts-as rules are verified by the Instituthgent, which inserts new states in the
model checker where the counts-as part of theisuesserted as true or false. The history
of the model checker will determine if the propmsis that represent the condition and

content of the commitments are true or false imntloenent of its evaluation.

InstitutionAgent_is_Online

and MonitorAgent_is_Online

and ReputationAgent_is_Online

and DatabaseAdministratorAgent_is_Online

and DeputyRegisteredUser_is_Online

and DatabaseAdministratorAgent_receives_RegisterCrithiaetMessage

counts asReport_has_status_accepted

InstitutionAgent_receives_Negative_Confirmationoinfation_from_DatabaseAdmAgent

counts asNegative_confirmation_on_report_is_made

and

InstitutionAgent_receives_AbuseDenounce_from_Regditser
or InstitutionAgent_receives_AbuseDenounce_from_ ldiser
or InstitutionAgent_receives_AbuseDenounce_ from_BroWwser

counts asAbuse_denouce_on_report_is_made

For the evaluation of the counts-as rules the tepare identified by an id that is added to
the institutional fact when the model present ia thodel checker is updated (see more

details in the next chapter).
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The next commitment is the one that the DeputytéavUser has with the Institution Agent
that it will confirm a crime positively or negatiyewithin 15 days from the invitation to

confirm a crime.

Creditor InstitutionAgent
Debtor DeputylnvitedUser
Condition Invitation_has_status_accepted

Content Confirmation_on_report_is_made_within_15 days

In that commitment:

InstitutionAgent_is_Online

and MonitorAgent_is_Online

and ReputationAgent_is_Online

and DatabaseAdministratorAgent_is_Online

and DeputylnvitedUser_is_Online

and InstitutionAgent_received_InvitationAcceptanceMgssa
counts aslnvitation_has_status_accepted

In the last commitment if Invitation_has_status egted the Deputy Invited User can
change his role with the Institution Agent to DgpiRegistered User and the Monitor
Agent reassigns the commitment to the Deputy RexgdtUser.

The Deputy Registered Agents can check the repuataif agents that have registered
crimes in the area where it has registered crinmelsagk them to form a group of agents
that register crime together in a specific areah# agent does not check the reputation,
before sending the invitation to form a group, tinegy get partners with bad behaviour in

the group. But it is an option for the agent tlsainiviting others to participate in the group.

It may have it own history about the behaviour @lpacific external agent that has not yet
developed a good reputation in the institutionalimmment and decide to send the

invitation anyway.
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Another policy that could be employed could be tfeg Institution Agent to check from
time to time the reputation database to identifgrag with a bad reputation score. These

agents could be asked to perform better or lea@#ititutional environment.
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Chapter 6

WikiCrimes Institutional Environment
Walkthroughs

This chapter elaborates on examples extracted ftom WikiCrimes Institutional
Environment prototype. Here we describe scenamtseed from the implementation of
the specification defined in Chapter 5. They aredu® demonstrate the outcomes verified
when running the implemented institutional envir@mta This is done to highlight
situations identified in the WikiCrimes System pweht to open MAS and to show how
they were handled by the Institutional Environmembdel defined in this thesis. The
scenarios are descriptions of situations that lpléo the application domain of
WikiCrimes. Comments and conclusions driven frorasth experiments are found in the

description of each scenario.

6.1. External Agent Registration

6.1.1. Scenario Description

In this scenario any given external agent contdngdnstitutional Environment through the
Institutional Agent and requests to be registerethe environment. This type of request
triggers a sequence of events that will allow fog external agent to assume a role in the

system and start interacting with other agentsgotes it.

The access point to the Institutional Environmenthe Institution Agent. It allocates a
Deputy Agent that implements the dialogs that ke fplace in the environment that has
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the newly registered agent as initiator or pardioip The CPNs depicted in Chapter 5
represent the roles that can be played by the relteagents that register with the

WikiCrimes Institutional Environment.

One way that the original WikiCrimes system triesrtake new users join the collaborative
system is by sending invitations to non-registarsers to confirm criminal facts that were
registered by registered users. When registerimgnacriminal fact the new user is asked to
provide email addresses of other users, registeredot, so that the system can send
invitations for those users to confirm crimes.Hétusers are not registered yet, they are

asked to join the collaborative system (see Seritditnon transition in Figure 5.2).

We implemented this mechanism in the WikiCrimegitausonal Environment. When the
agent tries to register, the email address it piewias its unique identifier in the
institutional environment is checked by the Instin Agent. If it was invited to confirm
crimes before, it will be asked to become a debfosocial commitments regarding the
confirmation of criminal facts within 15 days ofvitation. This scenario is better explored
in Sections 6.2 and 6.3.
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6.1.2. Activity Diagram for the Registration Proses

act Activity Diagram for Registration Process )

External Agent Institution Agent Deputy Agent

Verinit emalprey dee Hand Shake with External
Request Registration was invited to confirm a Agant
crime

l Alocate Deputy Agent

Interface with the External &
Agent ucess

F il

///l Inform Institution Agent ]

[ Dealocate Deputy Agent ]é—//

[ Inform External Agent ]

.

Figure 6.1. Activity Diagram for the External AgeRegistration Process

6.1.3. Messages Involved in the Registration

Observe that the messages are devoted to the gevehd of the registration. We do not
worry at the moment about a more elaborated didleigveen External Agents and the
Institution Agent prior to the registration procekss important to notice as well that in the
WikiCrimes Institutional Environment the Externalgént email address is the unique

identification of this kind of agent in the enviraent.

Message from the External Agent requesting registran the Institutional Environment:

(REQUEST

:content (register ‘role RegisteredUser :external_ email
‘test.wikicrimes@gmail.com')

:sender ExternalAgent@OtagoPlatform

:receiver InstitutionAgent@OtagoPlatform

:performative REQUEST
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Message from the Institutional Agent allocatingepiDty Agent to the External Agent:

(INFORM

:content (register ‘status ok :deputy
'‘DeputyRegisteredUser01@OtagoPlatform")

:sender InstitutionAgent@OtagoPlatform

:receiver ExternalAgent@OtagoPlatform

:performative INFORM

Message from the Institution Agent requesting thesatton of a record for the External
Agent in the Reputation Data Base:

(REQUEST

:content

(create_file
:external_email 'test.wikicrimes@gmail.com'
:deputy 'DeputyRegisteredUser01@0OtagoPlatform'’

)

:sender InstitutionAgent@ OtagoPlatform

‘receiver ReputationAgent@ OtagoPlatform

:performative REQUEST

Message from the Institution Agent requesting tteaiion of a social commitment for the

Registered User that it commits to tell the truthhe Institutional Environment:

(REQUEST
:content
(make_commitment
:creditor 'InstitutionAgent@OtagoPlatform’
:debtor 'DeputyRegisteredUser01@OtagoPlatform'

:condition 'and

(DeputyRegisteredUser01@OtagoPlatform_submited_repo rt

DeputyRegisteredUser01@0OtagoPlatform_Report_has_sta tus_accepted)’
:content 'not(or

(DeputyRegisteredUser01@OtagoPlatform_Negative conf irmation_on_repo

rt_is_made

DeputyRegisteredUser01@OtagoPlatform_Abuse_denounce _on_report_is_ma

de))'

)
:sender InstitutionAgent@ OtagoPlatform
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:receiver MonitorAgent@ OtagoPlatform
:performative REQUEST

6.1.4. High Level CPN

External Agents

Reputation Agent

Q\ Request for Registration

Creation of Files for The ExternalAgent

Registration
Conversation

Monitor Agent Creation of Social Commitments

Q Allocation of Deputy to ExternalAgent

Deputy Agents

Figure 6.2. High level CPN demonstrating the cosaton of agents involved in the
process of registration

This CPN demonstrates the workflow of the Instdnél Environment at a level where the
tokens are the agents that take part in the coatiens The transition represents the actual

use of the workflows that define the roles of tgerats involved in the conversation
6.1.5. State Diagram of the Commitment Object

The figure below demonstrates the status of thenzitmment object created by the process

of registration of the External Agent in the Wiki@es Institutional Environment.

" The high level CPNs are in this thesis for ilustnat They are going to be part of the system dftere
work.
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Figura 6.3. State diagram for the social commitnaeaguired by the External Agent when
it registers with the WikiCrimes Institutional Enenment

6.1.6. Model Checker Detalls

Here we have defined the model present in the Mdleécker at the time of the

registration of the External Agent to the WikiCrisnastitutional Environment.

m = Model(6,\

{'DeputyRegisteredUser01@OtagoPlatform_submited_rep ort:set([]),\
'DeputyRegisteredUser01@OtagoPlatform_Report_has_st atus_acceptedset([])

A

'‘DeputyRegisteredUser01@OtagoPlatform_Negative conf irmation_on_report_is_
made ":set([]),\

'‘DeputyRegisteredUser01@OtagoPlatform_Abuse_denounc e_on_report_is_made"s
et([).\

)

Condition_Commitment01 = Formula((‘and’,
'DeputyRegisteredUser01@OtagoPlatform_submited_repo rt'
'‘DeputyRegisteredUser01@OtagoPlatform_Report_has_st atus_accepted))

Content_Commitment01 = Formula(('not’, (‘or',
'‘DeputyRegisteredUser01@OtagoPlatform_Negative conf irmation_on_report_is_

made’,
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'‘DeputyRegisteredUser01@OtagoPlatform_Abuse_denounc e_on_report_is_made'

))

The model in this case has a number that says hamy retates are in the model and in
curly brackets a set of propositions with a coroegjing set of states where the proposition

is true for very proposition.

After the evaluation of the condition and conteotniulas for the CommitmentOl the
obvious result would be the lack of states wheeeftdtmulas are found true, leaving the
following label for both formulas:

{5: [(5, False, False)], 0: [(0, False, False)], 3: [(3, False, False)],
2: [(2, False, False)], 1: [(1, False, False)], 4: [(4, False, False)]}

The format of this output involves subtleties o timodel checker that are not relevant to
our work. In brief, this shows that the formulas &alse in all states.

In this scenario the propositions present in thentdas that represent the condition and
content of CommitmentO1 are evaluated in accordamitle verification of low level
concerns regarding the functioning of the WikiCramastitutional Environment that are
represented in count-as rules defined in Chaptkr the case of this scenario they were set
to false in all the states of the model presenth@ model checker. States where the
propositions would be true are inserted in the rhateun time, which would change the

outcome of the evaluation of the condition and enohformulas present in the model.

6.2. Register Criminal Fact

6.2.1. Scenario Description

In this scenario any given external agent thatpling Registered User or Certifier Entity
roles in the Institutional Environment sends a ragedo the Database Administrator Agent

registering a criminal fact.

The external agent has provided on registrationearail address to be used by the
Institutional Environment to contact it for invikans to confirm a crime positively or

negatively, or any other type of necessary comnatiaic if the external agent is not online
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in the environment. When a Registered User is moin@ and has observation areas
specified in the environment it receives emaildwibtification messages every time that a
crime occurs in those areas or, if it is onlinedteives a FIPA message. The CPNs

depicted in the Figures 3.7 and 5.6 specify thekflmw of the Registered User Deputy.

When registering a criminal fact in the WikiCrimesstitutional Environment the agent
should provide at least one email of another ag®attwill be invited to confirm that the

criminal fact registered has occurred.

After registration the Institution Agent is in clyarof sending the invitations to the agents
that own the provided email addresses. If the agemtline it sends a FIPA message; if the
agent is registered and is not online it sendsaitaition by email and if the email address
provided does not belong to any registered agesgnits an email inviting the agent to join
the WikiCrimes Institutional Environment and themf@irms the registered criminal fact. In
any of these cases the Institution Agent sends ssage to the Monitor Agent for the
creation of a pre-commitment for the invited agemtthat it commits itself to confirm the
crime within 15 days of invitation. A message istsey the Monitor Agent to the invited

agent asking if it accepts to be the debtor of cbimmitment.
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6.2.2. Activity Diagram for the Criminal Fact Regy&ion Process

act Activity Diagram for Registering a Criminal Fact )
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crime
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@ Mot Notify] :
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Send Alert FIPA
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Send Alert FIPA
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Figure 6.4. Activity Diagram for the RegistratiohaoCriminal Fact
6.2.3. Messages Involved in the Criminal Fact Regfi®n

There is an exchange of messages among Externaht Agegistered User Deputy,
Database Administrator Agent and Institution Agesusthat the criminal fact registration
can take place. In the sequence of messages betowssume that the External Agent
provided a valid criminal fact, which is validatéy the Registered User Deputy. The

attributes of the criminal fact are simplified aslw

Message from the External Agent requesting crimfaat registration to the Registered

User Deputy:

(REQUEST
:content (register_crime :crime_type theft :latitu de '999,999'
:longitude '888,888' confirming_email 'test.wikicri mes@gmail.com’)

:sender ExternalAgent@OtagoPlatform
‘receiver RegisteredUserDeputy01@OtagoPlatform
:performative REQUEST



131

Message from the Registered User Deputy to theriattégent informing of the success
of the criminal fact registration:

(INFORM
:content (crime_registration_success)
:sender RegisteredUserDeputy01@ OtagoPlatform
:receiver ExternalAgent@OtagoPlatform
:performative INFORM

Message from the Registered User Deputy to theldaatga Administrator agent informing

the criminal fact to be stored in the system databa

(INFORM
:content (register_crime :crime_type theft :latitu de '999,999'
:longitude '888,888' :confirming_agent 'test.wikicr imes@gmail.com’)

:sender RegisteredUserDeputy01@ OtagoPlatform
‘receiver DatabaseAdministrator@OtagoPlatform
:performative INFORM

Message from the Database Administrator Agent éltistitution Agent reporting that a

crime has been registered in an observation aesept in the database:

(INFORM
:content
(observation_area_alert
(observation_area

:observation_area_id 3
:crime_id 1
:agent_owner_email 'registered01l@email.ac.nz’)

)

:sender DatabaseAdministrator@ OtagoPlatform

‘receiver InstitutionAgent@OtagoPlatform

:performative INFORM

Message from the Institution Agent to the DeputygiRered User informing of the

observation area alert:
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(INFORM
:content
(observation_area_alert
(observation_area
:observation_area_id 3

:crime_id 1

)

:sender InstitutionAgent@OtagoPlatform

‘receiver RegisteredUserDeputy01@OtagoPlatform
:performative INFORM

Message from the Registered User Deputy to the riatteAgent informing of the

observation area alert:

(INFORM
:content
(observation_area_alert
(observation_area
:observation_area_id 3

:crime_id 1

)
:sender RegisteredUser01@OtagoPlatform

:receiver ExternalAgent@OtagoPlatform
:performative INFORM

Message from the Institution Agent to the DeputygiRered User inviting it to confirm a

crime:

(REQUEST
:content (crime_confirmation_invitation :invitatio n_id 1)
:sender InstitutionAgent@ OtagoPlatform
:receiver RegisteredUserDeputy02@OtagoPlatform
:performative REQUEST

Message from the Institution Agent requesting coeabf a pre-commitment for the

Registered User so that it can evaluate if it atscapbe the debtor of a social commitment
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where the content is to confirm a crime positively negatively within 15 days of

invitation:

(REQUEST
:content
(make_commitment
:creditor 'InstitutionAgent@OtagoPlatform’
.debtor 'DeputyRegisteredUser02@OtagoPlatform'’

:condition
'DeputyRegisteredUser02@OtagoPlatform_Invitation_ha s_status_accepte
d' :content
'‘DeputyRegisteredUser02@OtagoPlatform_Confirmation_ on_report_is_mad

e_within_15_ days")

:sender InstitutionAgent@OtagoPlatform
:receiver MonitorAgent@OtagoPlatform
:performative REQUEST

6.2.4. High Level CPN

External Agent

Database Administrator
Agent

Request for Criminal Fact Registration

Register Criminal Fact

Criminal Fact
Registration

Alert Communication :
Conversation

Observation Request for Validated Criminal Fact Registration

Area Alert
Conversation \

Alert Comunication

Registered User Deputy
Agent

Verification of Communication Method Pre-
Commitment
for Invitation
_——"| toConfirma [ —__
Request Pre-Commitment Crime Set Pre-Commitment
-« Conversation
Institution Agent Monitor Agent

Figure 6.5. High level CPN demonstrating the cosatons of agents involved in the

process of a criminal fact registration
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This CPN demonstrates the workflow of the Instdgoél Environment in a level where the
tokens are the agents that take part in the coatiens The transition represents the actual

use of the workflows that define the roles of theras involved in the conversation.

6.2.5. State Diagram of the Commitment Object

There is no change of state in the commitment ¢bjedated to the agent that is inviting
another to confirm a crime. There is however theatton of a pre-commitment for the

agent that was invited to confirm a crime.

stm Pre-Commitment Object State Diagram )

[Commitmentinstantiated!] / Make Commitment

unset

Figura 6.6. State diagram for pre-commitment ciebhtethe Monitor Agent for the agent

that was invited to confirm a criminal fact
6.2.6. Model Checker Details

There is no occurrence of new facts relevant toirtsertion of new states in the model
checker present in the Institution Agent. Oncepfteecommitment becomes a commitment

the relevant facts will be inserted in the modalaiter.

6.3. Pre-Commitment to Confirm a Crime Acceptance

6.3.1. Scenario Description

After the Institution Agent invites an agent to fion a crime, a pre-commitment is created
by the Monitor Agent. The Monitor Agent then propsdo the invited agent to become the

debtor of that pre-commitment, which will make iedome a social commitment of
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confirming a crime positively or negatively in thestitutional Environment within 15 days

of the invitation.

If the external agents are not registered userghyetinstitution Agent, after registering the
agent in the WikiCrimes Institutional Environmentyl ask the Monitor Agent to create
pre-commitments associated with the invitation thas sent before and the Monitor Agent
will propose to the newly registered user to asstimecommitment to confirm the crime
within 15 days of invitation as debtor. In his caseparticular, the time deadline for the
commitment to becoméolatedstarts to count from the registration time. Tkislue to the
nature of the invitation, which is to grow the coomty of agents in the WikiCrimes
Institutional Environment. If the time starts touod from the invitation, as is the case with
Registered User Agents, the newcomers could belipedaeven before they join the

Institutional Environment, which would possibly restcourage them to join.

That scenario happens when an external agentiiednto confirm a crime by email and it
IS not registered in the WikiCrimes Institutional\irtonment yet. This is a way to grow the
community of agents registered in the WikiCrimestimtional Environment, strategy

similarly applied in the original WikiCrimes collakative system.
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6.3.2. Activity Diagram for the Pre-Commitment Aptance

Process

act Activity Diagram for Proposing a Commitment )
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Figure 6.7. Activity Diagram for the Commitment Posal
6.3.3. Messages Involved in the Commitment Proposal

There is an exchange of messages among the Extkgesit, Registered User Deputy,
Institution Agent and Monitor Agent so that the eoitment proposal can be accepted or
refused by the external agent. In the sequence edsages below we assume that the

External Agent is already registered with the Wilnzs Institutional Environment.

Message from the Monitor Agent proposing the commaitt to the Registered User Deputy

to accept or refuse the commitment to confirm merwithin 15 days of invitation:

(REQUEST
:content (propose_commitment (pre_commitment
:commitment_id commitment02
:creditor 'InstitutionAgent@OtagoPlatform’
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:condition
'RegisteredUser03@OtagoPlatform_Invitation_has_stat us_accepted'
:content
'RegisteredUser03@OtagoPlatform_Confirmation_on_rep ort_is_made_with
in_15_ days")

:sender MonitorAgent@OtagoPlatform
‘receiver RegisteredUserDeputy03@OtagoPlatform
:performative REQUEST

Message from the Registered User Deputy to theriattedgent informing of Monitor
Agent proposal:

(REQUEST
:content (propose_commitment (pre_commitment
:commitment_id commitment02
:creditor 'InstitutionAgent@OtagoPlatform’

:condition
'ReisteredUser03@O0OtagoPlatform_Invitation_has_statu s_accepted'
:content
'RegisteredUser03@OtagoPlatform_Confirmation_on_rep ort_is_made_with
in_15_ days")

:sender RegisteredUserDeputy03@ OtagoPlatform
:receiver ExternalAgent@OtagoPlatform
:performative REQUEST

Message from the External Agent to the Registerser Deputy informing of its response

to the proposal:

(INFORM
:content (accept_proposal :commitment_id commitmen t02)
:sender ExternalAgent@OtagoPlatform
‘receiver RegisteredUserDeputy03@OtagoPlatform
:performative INFORM

Message from the Registered User Deputy to the tdohigent informing of its response

to the proposal:

(INFORM

:content (accept_proposal :commitment_id commitmen t02)
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:sender RegisteredUserDeputy03@ OtagoPlatform
:receiver MonitorAgent@ OtagoPlatform
:performative INFORM

Message from the Monitor Agent to the Institutiogeft updating the Model Checker:

(REQUEST
:content
(update_model_insert

:commitment Commitment01

:condition
'DeputyRegisteredUser03@OtagoPlatform_Invitation_ha s_status_accepte
d

:content
'‘DeputyRegisteredUser03@OtagoPlatform_Confirmation_ on_report_is_mad

e_within_15_ days")

:sender MonitorAgent@OtagoPlatform
:receiver InstitutionAgent@OtagoPlatform
:performative REQUEST
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6.3.4. High Level CPN

External Agent
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Creating Condition and Content of Commitment

Generate States
in the Model
Checker
Conversation

Update Model in the Model Checker

Institution Agent

Figure 6.8. High level CPN demonstrating the cosatons of agents involved in the

process of commitment proposal

This CPN demonstrates the workflow of the Insttnél Environment at a level where the
tokens are the agents that take part in the coatiens The transition represents the actual

use of the workflows that define the roles of theras involved in the conversation.

6.3.5. State Diagram of the Commitment Object

The state of the commitment object is sepémdingand the pre-commitment becomes a

commitment.
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stm Commitment Object State Diagram )

set commitment

| Fending I

N
Active

| Fulfilled I

DeputyRegisteredUser03@0OtagoPlatfdrm_Invitation_has_status_accepted

DeputyReqgisteredUser03@0tagoPlatform_Confirmation_cn_report_is_made_within_15_days

Figura 6.9. State diagram updating a pre-commitrteeatcommitment for the agent that

was invited to confirm a criminal fact and has gted the proposal

6.3.6. Model Checker Details

The model in the Model Checker is updated withitisertion of the content and condition

of the newly created commitment object.

m = Model(6,\
{'DeputyRegisteredUser01@OtagoPlatform_submited_rep
'‘DeputyRegisteredUser01@OtagoPlatform_Report_has_st
A
'DeputyRegisteredUser01@OtagoPlatform_Negative conf
made":set([]),\
'‘DeputyRegisteredUser01@OtagoPlatform_Abuse_denounc
erset([]),\
'DeputyRegisteredUser03@OtagoPlatform_Invitation_ha
([4.5]).\
'DeputyRegisteredUser03@OtagoPlatform_Confirmation_
in_15_days"set([5]),\

)

ortset([]),\

atus_accepted':set([])

irmation_on_report_is_

e_on_report_is_made_ev

s_status_accepted':set

on_report_is_made_with
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Condition_Commitment03 =

Formula(('DeputyRegisteredUser03@OtagoPlatform_Invi tation_has_status_acce
pted))

Content_Commitment03 =
Formula('DeputyRegisteredUser03@OtagoPlatform_Confi rmation_on_report_is_m
ade_within_15 days"))

After the evaluation of the condition and contantriulas for the Commitment03 when the
condition is true in states 4 and 5 and the contefrue is state 5 we have the following

label for the formulas:

Condition:

{5: [(5, True, True)], O: [(0, False, False)], 3: (3, False, False)], 2:
[(2, False, False)], 1: [(1, False, False)], 4: [(4 , True, True)]}
Content:

{5: [(5, True, True)], 0: [(0, False, False)], 3: [ (3, False, False)], 2:
[(2, False, False)], 1: [(1, False, False)], 4: [(4 , False, False)]}

In this scenario the propositions present in thentdas that represent the condition and
content of Commitment03 are evaluated accordingetdfication of low level concerns
regarding the functioning of the WikiCrimes Institunal Environment that are represented
in count-as rules defined in Chapter 5. In the adshis scenario they were set to true to
make the proposition Invitatation_has_status_aeckptecome true in the states 4 and 5,
and the proposition Confirmation_on_report_is_madthin_15 days was set to true in
state 5 because the low level calculation of thadtiee did not find that it had expired,
which means that the RegisteredUserDeputy02 hag itiedconfirmation of the criminal

fact within 15 days of invitation.

6.4. Confirm a Crime Negatively

6.4.1. Scenario Description

In this scenario a Registered User confirms a crimagatively, which means that he
believes that the information about the crime isaxzurate or that it did not happen. This
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situation will cause the state change of a so@almoitment that states the Registered User
will tell the truth always (see below), which medhat the commitment should not have a

negative confirmation nor be denounced as abuse.

Creditor InstitutionAgent

Debtor DeputyRegisteredUse01

Condition DeputyRegisteredUser_submited_repantl Report_has_status_accepted
Content not (Negative_confirmation_on_report_is_maute

Abuse_denouce_on_report_is_made)

The way it works is that when the Registered Useisters it will be the debtor of this
commitment compulsorily; it is a requirement fogistration. Therefore the commitment
should be in the statilfilled always. It cannot be&iolated because it does not have a
deadline associated with it but it can &etive with content false. If this happens, it is
because its reputation in telling the truth shduédquestioned and the Reputation Agent

should be actioned to re-calculate its reputataores

Therefore the commitment is set fidfilled from the beginning and whenever it is only
activeit is because the Registered User did not tellrind in the reporting of a crime and
the Reputation Agent is contacted to calculatevanreputation score for that agent.

Immediately after the insertion of a state wherat tbommitment is nofulfilled the
propositions condition is made true again. Thditesause we assume that the agent should
be telling the truth and committed a mistake, etlevugh he is punished in reputation
points for that.
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6.4.2. Activity Diagram for the Negative Confirnati

act Activity Diagram for MNegative Comfirmation )

Reagistered User Deputy Database Administrator Agent Institution Agent Wonitor Agent Reputation Agent

Commitment is
created on
registration as
fulfilled

gi%:?:ﬂzmﬂ i Update the Model in
the Model Checker
made

Reputation is

Updated

Model Checker is
Updated

F——— Commitment is
Updated to Active

Figure 6.10. Activity Diagram for the negative comfation of a Criminal Fact
6.4.3. Messages Involved in the Negative Confiromati

There is an exchange of messages among the Extkgesit, Registered User Deputy,
Institution Agent and Monitor Agent and Reputatibgent so that the commitment to tell
the truth where the Registered User is a debtangdmstate frorfulfilled to active In the
sequence of messages below we assume that then&xfgrent has already made a valid
report confirming negatively a crime registeredanother Registered User. We consider

here only the messages for the update of commitarehteputation score.

Message from the Registered User Deputy confirmirggime negatively to the Database

Administrator Agent:

(REQUEST
:content (crime_confirmation
:crime_id 1
:type negative
.crime_reporter 'RegisteredUserDeputy01@OtagoPlatfo rm'

)
:sender RegisteredUserDeputy03@ OtagoPlatform
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‘receiver DatabaseAdministratorAgent@ OtagoPlatform
:performative REQUEST

Message from the Database Administrator Agent édlnistitution Agent requesting update
in the Model of the Model Checker:

(REQUEST
:content (update_modelcheker
:truthvalue true:fact
'DeputyRegisteredUser01@OtagoPlatform_Negative conf irmation_on_repo
rt(2)_is_made'
)
)

:sender DatabaseAdministratorAgent@ OtagoPlatform
:receiver InstitutionAgent@OtagoPlatform
:performative REQUEST

Message from the Institution Agent to the Monitageit reporting change in the Model
present in the Model Checker changing the statbeotvaluation result of the formula that
represents the content of the commitment the RegidtUser has to tell the truth:

(REQUEST
:content (set_commitment
:updates_(Commitment01 active Commitment02 fulfil led
Commitment03 violated)
)
:sender InstitutionAgent@OtagoPlatform
:receiver MonitorAgent@OtagoPlatform
:performative REQUEST

Message from the Monitor Agent to the Reputatioretgnforming requesting update in

reputation score:

(REQUEST
:content (update_reputation
:commitment_evaluation content_false
:debtor DeputyRegisteredUser01@OtagoPlatform

)
:sender MonitorAgent@OtagoPlatform
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‘receiver ReputationAgent@ OtagoPlatform
:performative REQUEST

6.4.4. High Level CPN

This CPN demonstrates the workflow of the Insttnél Environment at a level where the
tokens are the agents that take part in the coatiens The transition represents the actual

use of the workflows that define the roles of theras involved in the conversation.

External Agent

Database Administrator
Agent

Q\ Negative Confirmation

Update Database

Negative

Update Model Checker Confirmation
Report

Intermediation with Database Adm Agent

Update Model
Checker
Conversation

Change of Registered User Deputy
State of Agent
o " Commitment
Verification of Propositions Conversation
Set Commitment Validation of Request
Institution Agent Monitor Agent

Update Reputation

Update /
-« Validation of Request Reputation
Conversation

Reputation Agent

Figure 6.11. High level CPN demonstrating the cosatons of agents involved in the

process of negative confirmation
6.4.5. State Diagram of the Commitment Object

The state of the commitment object is set to vamatand a new social commitment is
created in the Monitor Agent to keep punishing Begistered User if it keeps being

confirmed negatively or denounced because of abuse.
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stm MNegative Confirmation Statemachine Diagram )

Ty
Fulfilled

| Active |

DeputyRegisteredUser01@0OtagoPlatform_MNegative_confirmation_on_report_is_made is true

Figura 6.12. State diagram updating the commitrataie due to a change in the truth value

of a proposition present in its content formula

6.4.6. Model Checker Details

The model in the Model Checker is updated with theertion of a state where the

proposition Negative_confirmation_on_report_is_made

for the Registered User

Deputy is set to true. The update in the commitnobject is made and then the proposition

is set to true again in the following state to eadihat the Institutional Environment will

consider the agent still committed to tell the iruh the code below the proposition is not

true in the state 4 but then true in the followstgte 5.

m = Model(6,\
{'DeputyRegisteredUser01@OtagoPlatform_submited_rep
)i\
'‘DeputyRegisteredUser01@OtagoPlatform_Report_has_st
1,2,3,4,5))\
'DeputyRegisteredUser01@OtagoPlatform_Negative conf
made":set([3]),\
'‘DeputyRegisteredUser01@OtagoPlatform_Abuse_denounc
erset([]),\
'DeputyRegisteredUser03@OtagoPlatform_Invitation_ha
([4.5]).\

ort"set([0,1,2,3,4,5]

atus_accepted'set([O,

irmation_on_report_is_

e_on_report_is_made_ev

s_status_accepted':set
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'‘DeputyRegisteredUser03@OtagoPlatform_Confirmation_ on_report_is_made_with
in_15_days"set([5]),\

)

Condition_Commitment01 = Formula((‘and’,
'DeputyRegisteredUser01@OtagoPlatform_submited_repo rt',
'‘DeputyRegisteredUser01@OtagoPlatform_Report_has_st atus_accepted))

Content_Commitment01 = Formula(('not’, (‘or',

'‘DeputyRegisteredUser01@OtagoPlatform_Negative conf irmation_on_report_is_
made',
'‘DeputyRegisteredUser01@OtagoPlatform_Abuse_denounc e_on_report_is_made_ev

er))

After the evaluation of the condition formula flletCommitmentO1 the result is true for all

the states present in the model:

{5: [(5, True, True)], O: [(O, True, True)], 3: [(3 , True, True)], 2:
[(2, True, True)], 1: [(1, True, True)], 4: [(4, Tr ue, True)}

After the evaluation of the content formula for themmitment01, the result is false for the
state 3 of the model, because in it the proposition
Negative_confirmation_on_report_is_made is set to true. In the states before and after
the 3the evaluation of the condition formula is true dese the proposition negative
reports are not being made nor denounces of aleleted to the crimes reported by agent

DeputyRegisteredUser01@OtagoPlatform

{5: [(5, True, True)], O: [(O, True, True)], 3: [(3 , False, False)], 2:
[(2, True, True)], 1: [(1, True, True)], 4: [(4, Tr ue, True)]}

After the evaluation and change of state of theas@ommitment toactive the model is
updated when a new report is made by the Registésed
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6.5. Confirm a Crime Positively

6.5.1. Scenario Description

In this scenario a Registered User confirms a cpostively, which means that he or she
believes that the information about the crime isuaate and that it did happen. This
situation will not cause a change to the statehef $ocial commitment that states the

Registered User will always tell the truth.

6.5.2. Activity Diagram for Positive Confirmation

act Activity Diagram for Fositive Confirmation )

Registered User Deputy Database Administrator Agent Institution Agent Monitor Agent Reputation Agent

Paositive Commitmentis
; ; Updats the Wodel in Maodsl Checker is
Confirmation is Updated to
[ mad within 15 days } | the Mool Glirker | ‘ Hpoated ’ ‘ Fufilled ]

I
T

Reputation is

Updated

Figure 6.13. Activity Diagram for positive confirmnan
6.5.3. Messages Involved in the Positive Confirorati

There is an exchange of messages among the Extkgesit, Registered User Deputy,
Institution Agent and Monitor Agent and Reputatidgent so that the commitment to
confirm a crime within 15 days of invitation whdtee Registered User is a debtor changes

the state fronactiveto fulfilled or violated. In the sequence of messages belowsseme
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that the External Agent has already made a valmbrteconfirming positively a crime
registered by another Registered User within 15 ddyinvitation. When the invitation is
made, a data structure in the Institution Agentrestothe deadlines associated with
propositions before new states are inserted irMbdel Checker the deadlines are checked
(see transition SendInvitation from Figure 5.2). @éasider here only the messages for the
update of commitment and reputation score (sesitran Confirm_CriminalFact on Figure

5.5), since the process of checking the deadlicedgd in the Institution Agent.

Message from the Registered User Deputy confirnairggime positively to the Database

Administrator Agent:

(REQUEST
:content (crime_confirmation
.crime_id 2
:type positive
.crime_reporter 'RegisteredUserDeputy01@OtagoPlatfo rm'
)
:sender RegisteredUserDeputy03@ OtagoPlatform
‘receiver DatabaseAdministratorAgent@ OtagoPlatform
:performative REQUEST

Message from the Database Administrator Agentedvonitor Agent requesting update in
the Model of the Model Checker:

(REQUEST
:content (update_modelchecker
:truthvalue true

fact

'‘DeputyRegisteredUser03@OtagoPlatform_Confirmation_ on_report(1)_is_

made_within_15 days'

)
)

:sender DatabaseAdministratorAgent@ OtagoPlatform
‘receiver InstitutionAgent@OtagoPlatform
:performative REQUEST

Observe that in this last message the report istifted with an id. That id is to check the

deadline associated with this proposition in thatitation Agent.
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Message from the Institution Agent to the Monitageiat reporting change in the Model
present in the Model Checker changing the statBeotvaluation result of the formula that

represents the content of the commitment that gggdRered User has to tell the truth:

(REQUEST
:content (set_commitment
:updates_(Commitment01 active Commitment02 fulfil led
Commitment03 fulfilled)
)
:sender InstitutionAgent@ OtagoPlatform
:receiver MonitorAgent@OtagoPlatform
:performative REQUEST

Message from the Database Administrator Agent éoRleputation Agent requesting an

update in reputation score:

(REQUEST
:content (update_reputation
‘type positive
:agent 'RegisteredUserDeputy03@ OtagoPlatform’
)
:sender DatabaseAdmAgent@OtagoPlatform
:receiver ReputationAgent@OtagoPlatform
:performative REQUEST
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6.5.4. High Level CPN

External Agent

Database Administrator

Agent
Update Reputation Positive Confirmation
Update Database
Updat_e Positive
Reputathn Update Model Checker Confirmation
Conversation Report

Intermediation with Database Adm Agent

Update Model

Checker
Conversation
Change of Registered User Deputy
Validation of Request State of Agent
o " Commitment
Verification of Propositions Conversation
Set Commitment Validation of Request
Q Institution Agent Monitor Agent

Reputation Agent

Figure 6.14. High level CPN demonstrating the cosatons of agents involved in the

process of positive confirmation

This CPN demonstrates the workflow of the Instdgoél Environment in a level where the
tokens are the agents that take part in the coatiens The transition represents the actual

use of the workflows that define the roles of theras involved in the conversation.
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6.5.5. State Diagram of the Commitment Object

stm Positive Confirmation Commitment State Diagram )

| Active I

| Fulfilled I

DeputyRegisteradUser03@0tagoPlatform_Confirmation_on_report_is_made_within_15_days is Trus

Figura 6.15. State diagram updating the commitrataie due to a change in the truth value

of a proposition present in its content formula

6.5.6. Model Checker Details

The model in the Model Checker is updated withitisertion of the content and condition

of the newly created commitment object.

m = Model(6,\
{'DeputyRegisteredUser01@OtagoPlatform_submited_rep
'‘DeputyRegisteredUser01@OtagoPlatform_Report_has_st
A
'DeputyRegisteredUser01@OtagoPlatform_Negative conf
made":set([]),\
'DeputyRegisteredUser01@OtagoPlatform_Abuse_denounc
erset([]),\
'‘DeputyRegisteredUser03@OtagoPlatform_Invitation_ha
([4.5D).\

'DeputyRegisteredUser03@ OtagoPlatform_Confirmation_
in_15 days":set([5]),\

)

Condition_Commitment03 =
Formula(('DeputyRegisteredUser03@OtagoPlatform_Invi

pted’))

ort:set([),\

atus_accepted':set([])

irmation_on_report_is_

e_on_report_is_made_ev

s_status_accepted':set

on_report_is_made_with

tation_has_status_acce
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Content_Commitment03 =
Formula('DeputyRegisteredUser03@ OtagoPlatform_Confi rmation_on_report_is_m
ade_within_15_days"))

After the evaluation of the condition and contertiulas for the Commitment03 when the
condition is true in states 4 and 5 and the congefrue is state 5 we have the following

label for the formulas:

Condition:

{5: [(5, True, True)], O: [(0, False, False)], 3: [ (3, False, False)], 2:
[(2, False, False)], 1: [(1, False, False)], 4: [(4 , True, True)]}
Content:

{5: [(5, True, True)], 0: [(0, False, False)], 3: [ (3, False, False)], 2:
[(2, False, False)], 1: [(1, False, False)], 4: [(4 , False, False)]}

These label means that the commitment holds aridhtbaconfirmation was made on state
5. It is important to notice that the deadline wdmecked before the proposition that
represents the content was inserted as true in dtee 5 (see transition
Update_Modelchecker_by DBAdmAgent in Fugure 5.2).

6.6. Freedom of Speech

6.6.1. Scenario Description

Registered Agents can develop unmonitored intemastiith each other in the WikiCrimes
Institutional Environment. Basically the externafjeats could use the Institutional
environment to meet and develop the predefined @sations using the Institutional Acts
defined here or any other kind of conversation tlvapt and are able to develop.
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6.6.2. Activity Diagram for Free Speech

act Activity Diagram for Free Speech)

Externl Agent 1 Registered User Deputy 01 Reqgistered User Deputy 02 External Agent 2

Start Free Speech

Process Free
Speech
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Provide msg to
Deputy
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Start Free Speech

Figure 6.16. Activity Diagram for Free Speech
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6.6.3. Messages Involved in the Free Speech

In this scenario there is an exchange of messagem@ External Agents via their
respective Deputy Agents. The external agents cethamge messages out of the
Institutional Environment, but even for that theguld have to know about each other first
and the free speech facility enables this kindaftextualized meeting point. After all, in
the Institutional environment the agents are oafyreésented by Deputy Agents and they do

not know each other until they exchange contactutih the free speech facility.

Message from the External User to a Registered Deputy asking to use the Free Speech

Facility:

(REQUEST
:content (free_speech
:receiver 'RegisteredUserDeputy02 @ OtagoPlatform’
:content 'hello!’
)
:sender ExternalAgent01@OtagoPlatform
‘receiver RegisteredUserDeputy01@OtagoPlatform
:performative REQUEST

Message from the Registered User Deputy to ther ®kgistered User Deputy delivering

the free speech request:
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(REQUEST
:content (free_speech
:sender 'RegisteredUserDeputy01@OtagoPlatform’
:content 'hello!
)
:sender RegisteredUserDeputy01@ OtagoPlatform
‘receiver RegisteredUserDeputy02@OtagoPlatform
:performative REQUEST

Message from the Registered User Deputy to ther &keernal Agent delivering the free

speech message:

(REQUEST
:content (free_speech
:sender 'RegisteredUserDeputy01@OtagoPlatform’

:content 'hello!

)
:sender RegisteredUserDeputy02@ OtagoPlatform

:receiver ExternalAgent02@OtagoPlatform
:performative REQUEST

Message from the External User to its Deputy reygjyo the Free Speech message:

(INFORM
:content (free_speech
‘receiver 'RegisteredUserDeputy01@OtagoPlatform’
:content 'Olal’

)
:sender ExternalAgent02@ OtagoPlatform

‘receiver RegisteredUserDeputy02@OtagoPlatform
:performative REQUEST

Note that the external agents can use the freeckpeeknow each other addresses and
stabilish conversations directly out of the indtdonal environment. But it is not always the
case that an external agent wants to inform itsagdress. The free speech allows for the
exchange of unpredicted conversations in the utgiital context with the agents having
the option to be identified only by their deputjerences.
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6.6.4. High Level CPN

This CPN demonstrates the workflow of the Instdnél Environment at a level where the
tokens are the agents that take part in the coatiens The transition represents the actual

use of the workflows that define the roles of theras involved in the conversation.

External Agent 01

@

Request for Registration

Free Speech
Conversation

Sending/Receiving Requests

Deputy Registered User
01

Managing Requests

Free Speech
Conversation

Managing Requests

Deputy Registered User
02

Managing Requests

Free Speech
Conversation

Sending/Receiving Requests

External Agent 02
Figure 6.17. High level CPN demonstrating the cosatons of agents involved in the

process of free speech



157

Chapter 7

Conclusions

We have described in this thesis a model for thelementation of open MAS known as
Institutional Environments. For the developmentlo$ model we were inspired by other
approaches found in the research community andatieatlescribed in Chapter 2. Here we

draw some conclusions and future directions forregearch.

7.1. Software Engineering Issues

An important aspect of our approach is that we alouse finite state machines to represent
an electronic institution and the conversationthminstitution. Our approach is the use of
CPNs to represent the institution’s normative sgauk conversation space, which includes
the roles played by agents in the institution. Bgttwe seek the use of a formalism defined
over concurrency concepts and powerful semantitsting states and actions. In our
workflows we can accommodate concurrent interastian feature that is not possible

through the use of finite state machines.

Our aim has been to enable real distributed enmenis to be built observing institutional
norms. The strict control associated with convergionterface agents of other approaches
is too restrictive and more middleware-like tharersigiike. That approach was taken to
allow more autonomy for the agents registered aitistitutional environment, since they
may not behave as predicted at the design timeeolistitutional Environment. Embedded
in the Institutional Environment model is the capaof developing unpredicted behaviour

that may be very pertinent to more autonomous ageitih a higher capacity for reasoning.
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The union of the workflows of the Institutional Eronment is a comprehensive view of
the system as a whole and that comprises manyrdafiffelevels of abstraction. The
workflows are not CPNs that reside in a more cdéiméd middleware and are managed by
system agents; instead they represent system agpgether with the agents registered in
the Institutional Environment. Every single agemst an instance of a distributed
environment and they can run on their own — theyiccoun even in different machines.
The agents interoperate through the use of FIPAsages and the workflows define the
interaction protocols they implement for conversasi The System Agents offer the

necessary support for the composition of the systen Institutional Environment.

The tools being used are Opal (Nowostawski, Puavid Cranefield, 2002) and JFern
(Nowostawski, 2009). Opal is an agent developmearnéwork developed on top of the
FIPA specifications. Its main characteristic is thelti-level approach for the definition of
complex agents composed of less complex micro-agevitich are reactive agents in an
agent-oriented programming fashion.

Our initial Java approach for the CPN inscriptidvas been proved to be a bit challenging
for the system designer. High level concepts frbm dgent-oriented paradigm are mixed
with lower level concepts from the object-orientaddel. As subnets give us the power of
abstraction it is important that the CPN desigres & more abstract way to represent net
inscriptions, without having to worry about objectented programming when he is

developing an institutional environment.

CPN ML (Jensen, 1992) is a language used to wiibl @scriptions and declarations. It
was defined based on Standard ML (Milner, 1990) addpts its syntax towards CPN
definition and formalization. In an attempt to chanthe attention from the institutional
environment engineer towards the higher level cptscevolved when implementing open
multiagent systems leaving concerns, such as pattetching and search implementation
in its right level of abstraction, we are similarhaking use of a higher level language that
was integrated with JFern. We have made experimeitiisScheme (Dybvig, 2003), Lua
(lerusalimschy, De Figueiredo and Celes, 2005)@iogure (Halloway, 2009). Clojure was
chosen because it has excellent sequence andaispuatation similar to Scheme, plus it is
incorporated into the Java programming architectwieich is very well suited for the

integration with JFern, which is also developedana.
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We believe that the combination of the formal seticarof CPN and the Clojure language,
which is a high level language, will offer a higHevel tool suited to the development of
institutional environments with different levels albstraction helping the system engineers

to develop and analyze distributed open multi-aggatems as normative spaces.

An important development in the area of electrangtitutions has been done by Arcos et
al. (2005), Minsky and Ungureanu (2000) and Riea &®minici (2003). Even though we,
like Arcos et al. (2005), have the goal of impletnam a socially-centred framework to
develop open MAS, our approach differs in many etspfrom theirs. We adapt the work
done in Colombetti, Fornara and Verdicchio (2002) &ingh (1999) in the definition of
our commitment-based infrastructure and use iefnd objects whose active state changes

during interactions of associated agents.

In our architecture the three types of operatiaggnts use the concept of trust to better
accommodate the openness that we claim to haverimodel, since we do not rely on
interface agents to implement norms in our insotdl environment. Instead of having a
special operational agent, such as the governaro§Aet al., 2005) and controller (Minsky
and Ungureanu, 2000), which forces the agents topbo with the interactions in the
institution, we use the concept of trust among tggand normative spaces so that different
levels of security and other important constraicas be implemented in a way that the
agent itself will decide which strategy to use tnply with the societal norms and avoid
being penalized by losing reputation points. Astfiragents might lose access to system

resources, and then gradually be expelled fronntéutional environment.

Past normative models for electronic institutioAtdéwereld et al., 2006) are constrained
to a closed environment built using specialized di@diare. Our aim is to have these

models analysed in a distributed institutional emwment visualized as a normative space.

7.2 Discussion

We believe that a truly open MAS should allow fbe tparticipation of any kind of self-

interested agents. Who knows and can predict cdetplevhat the self interests of the
agents are? It is a big simplification to assunat they will always behave badly and force
them to behave only in predicted ways. This mightviery safe on one hand but on the

other it limits the very intrinsic characteristittbe agent that is its autonomy. Completely
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constrained systems can be implemented by othadggns, such as the object-oriented,

but not the multiagent one.

Therefore, we also believe that an open MAS shoufnlement mechanisms to deal with
the performance of unauthorized actions, or unptediacts. In an attempt to model open
MAS using the human model to organize their sogsgtiour approach is to introduce
mechanisms that allow for the classification ofeatént kinds of agents in the open MAS
and allow, as well, for the use of any conversasivategy the agents need or want to use.
This feature is not supported by other approaches ss Esteva (2003), Minsky and
Ungureanu (2000), Hubner, Sichman and Boissier{R@Ad Hubner et al. (2010). There is
always a great concern to make sure that agentsvfthe rules and that agent interaction

be more predictable so that it is more feasibien@ement MAS.

Our approach allows non-agent software componemtsntieract in the institutional
environment by engaging deputy agents to act femth Also by employing Deputy
Agents, it is easier to make changes to the intital environment interaction protocols —
the changes could be made directly and new praidostalled in the Deputy Agents. Of
course the new protocols would have to be publisivzethe external users, but using
Deputy Agents makes easier both the installatiatgss and the changes located in the
part of the application domain related with thesrthlat the Deputy Agent implements.

7.2.1 Social Control

In our approach we define system agents that takeaf the organizational structure of the
MAS and employ mechanisms to entice external agentsoperate with the environment,
without compromising the unique characteristic efellogeneous agents, its autonomy. The
designer of our kind of open MAS is free to dedlle degree of freedom the agents have
in the systems by making the system more or lesst@ned according to the necessity

imposed by the application domain.

We do believe that the work from Dellarocas (Deltaas and Klein, 1999) (Dellarocas,
2000) is a good approach, and one of the probléeg ¢onfront is how to represent the
contracts that regulate the participation of therdg in the society, or the open MAS. We
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believe that commitments are a more suitable fasmato define the norms of the system
because they are more direct and simple to repreded a set of commitments that the
agents assume with the open MAS can be seen adraaidhat the agents assume with the

society.

The other point worth mentioning is the identifioat of the necessity of making explicit
the enforcement of the rules of the system; otlrewie agents will not follow them. We
use reputation as a concept that should be usettage enforcement of the rules in the
open MAS. As it was explained in Chapters 3 antthd commitments the agents have with
the society can be broken and their reputatiortisarsystem would be updated according to
the observation of these commitments by the agéatsshould follow them. We believe
that this allows for a better representation ofudytopen MAS where participating agents
exercise all the autonomy that they possess. Inammroach, we attempt to manage
environments composed of truly autonomous ageriter All, this is one of the big aims of
the research community, to develop really auton@magents. Therefore, our aim is to
deliver an environment that can fit the requiremainthe agent society designer; if he/she
needs to have a very constrained environment heydhbe able to do so, and if he/she
needs to lower the level of constraints it will pessible to do so, because we offer

mechanisms to implement such a versatility.

Our approach is to distribute the management ingasethe centralized middleware in
system agents that have predefined management aokkgogether manage the whole
institutional environment. Furthermore, we introduthe freedom of speech to the
application agents so that they can have unmouitoreeractions regarding any subject
they want, making the management of the opennesbkeoknvironment softer than the
usual control imposed by the middlewares, whereatients compulsorily behave as they

are told.

Some organisational proxies identified in Organara! Infrastructure implementations are
governors in Ameli (Esteva et al., 2004), wrapper§eamCore (Pynadath and & Tambe,
2003), OrgBox in S-Moise+ (Hubner, Sichman and Bieis 2006) and controllers in Law-
Governed Interaction (Minsky and Ungureanu, 206Q)ythermore, all the communication
with the organizational infrastructure is developewugh the organizational proxies.

Our approach differs from those, because our agesponsible for the intermediation

between the application agents, or external agensanply a way for the external agents to
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use the interaction protocols available for a deteed role. These protocols are
represented as Coloured Petri Nets that definehiochwconversations the external agent can
take part in the institutional environment. Thegerds might have some degree of
autonomy if that is desired by the institutionalvieonment designer. Moreover, these
agents make available unmonitored interactions hhlieliver freedom of speech for the
external agents participating in the institutioeaVironment. Freedom of speech makes the
institutional environment more like human organmas where the human autonomous
agents have the choice to follow the rules andesagage in negotiations or conversations

that are not predicted by the organizations they Hre part of.

The OML in our approach is the formalism we havesan to represent the conversations
and the organizational infrastructure of the ingitinal environment. It is represented as a
set of Coloured Petri Nets (CPN) (Jensen, 1992)dbfines the agent roles, both for the
application agents, or external agents, and theemsysgents, which are the agents that
manage the institutional environment. Therefore @ias actually the unification of the

CPNs of the agents that are present in the insiitak environment, and there is no

definition of a middleware that forms the Ol. Irctfathere is no middleware at all. In our

approach the Deputy Agents are a way for the eateagents to get in the conversation
space of the institutional environment, which isnpdetely distributed in the sense that all
the administrative tasks are developed by systeemtagand every agent, including the
external agents, play their part only in the nemessonversations predicted by the

institutional environment designer (see Figurei@.Zhapter 2).

It is important to notice that in our approach eputy Agent is part of the Ol. It is not

merely in the frontier with the Ol, it actually ingments a CPN that is connected with the
system agents’ CPN forming the Ol of the Institnéib Environments, differently from

other approaches such as Esteva (2003) and Hifticbman and Boissier (2007). Another
characteristic that distinguishes the Deputy frdme tegular proxy agents is that the
constraints imposed by the Deputy Agent are lowantthose of regular proxy agents. It
allows for the use of both predicted and unpredictenversations through the unmonitored

interactions.

The external agents are in the application domaththey actually do not need to be from
the same application domain to register with th&itutional environment. Furthermore,

they can take part in as many institutional enwinents as they wish or can, as far as they
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understands the ontologies that define the apmicatiomains of the institutional

environments with which it registers.

Our architecture is mainly distributed and the DgpAgents can actually have some
degree of autonomy, if the institutional environtdasigner decides to supply them with
some. Deputy Agents do not force the external agémtengage in only predefined
conversations; it is possible for the external &gém meet in the institutional environment
and exercise their autonomy by engaging in unptediconversations, as far as they are

capable of doing so.

Moreover, our OML is not a customized set of symslmi language. We rely on the strong
semantics and syntax of the CPN formalism. All @ieis defined as CPNs that together

represent a Normative Space for the InstitutiomaliE&nment.

Regarding the approach of Organizational Arteféatsd in Hibner et al. (2010), in our
view this is only a matter of allowing external atgeto play system agents roles. This is
not necessary to implement social order as we lmagar model. Moreover, separating the
concerns of the system agents from the externaltagelds more security and reliability in

the operation of the institutional environments.

The operation of the environment is implementedun approach by the redefinition of
reward/sanctioning policies, the way the reputatbmhe external agents is modified and
how it is interpreted by the institutional enviroam, all this dependent of the application
domain. The rules are simple: the external ageats act in the environment and be
monitored when they assume compromises in the @mwient, being punished or rewarded
depending on the outcomes of their actions reggrthie compromises assumed. Changes
in the interpretation of the rules will depend be implementation of the external agents,
their degree of autonomy and how they evolve iretifor example, how they adapt to the

rules of the game. By that we mean the norms o$ylseem.

The change of roles in the institutional environingan also be seen as a reorganization of
the organizational infrastructure. This means tivign an external agent changes roles, by
being promoted to it or by its own choice, it wikhve a new portion of possible predicted
dialogs attached to its CPN that will reorganize thstitutional environment as a whole,
since it is composed by the merging of all the CRiNg represent external agents and

system agents.
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Artefacts (such as printers and other devices) filaysame role as the proxy agents in the
regular organizational infrastructures. They aréd aatonomous and actually are an

interface between the external agents and the@mmient.

7.2.2. Model Checking and Counts-as Rules

Our approach uses the online monitoring capabiftthe expectation manager to check a
model constantly updated by the introduction of rfaats that represent actions that are
happening in the institutional environment and egpently creating new states that are

added to the history managed by the model checker.

In our approach we represent commitment content emadition through temporal

propositions that are checked against a modelrdpaesents the state of the institutional
environment, regarding the facts that occur inuée do actions of the registered agents.
When defining the commitments we reached the pwimtre concepts and facts related
with the application domain were getting mixed witloncepts and facts from the
institutional environment’s internal functioninghi¥ was causing a mix of concepts from
different levels of abstraction in the definitioh the commitments between agents. We
opted to use counts-as rules to better accommatiatdow-level facts related to the

institutional functioning in the commitments, whiafust take them into consideration to

evaluate the more abstract facts related with pipéiGation domain.

The mechanism used to implement this approach keagathering of low-level facts that
would translate in an institutional effect necegdar the evaluation of a condition or a
content of a commitment against the model defimethe model checker. An example is
when the necessity of some system agents be dolieeecute the checking of a condition

that would change the state of a commitmeratcio/e

The fact that some agents need to be online foexeeution of certain operations in the
institutional environment is at a different levélabstraction than the facts that relate with
states of the application domain. That fact relatesthe state of the institutional
environment that is different from the state of #wnversations that take place in the
institutional environment. The conversations are dtigher level of abstraction because
they express concepts and ideas about the apphcatomain. These two kinds of

abstraction levels need to be separated implemensdly so that the commitments that
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express the norms of the institutional environmamtoetter defined and the facts can be
more easily checked. That approach brings a separat concerns necessary for a better
modelling and implementation of the commitments thetually need to deal with these

different levels of abstraction.

7.2.3 Social Commitments

In our approach the social order is maintained s@cial commitments, that is,
commitments from the external agents with the systgents. This is to represent rules that
the external agents should obey for the wellfornesdrof the institutional environment. It
works because the external agent is committingdf itsethe institutional environment that
will behave accordingly with the rules of the ogdAS. Moreover, the commitments can
regiment specific rules from the application domaucth as, for example, an agent can
make a bid only once before a certain time slicannauction. The enforcement in our
approach is implemented through the social ordechaw@sms and the adoption of

sanctions by the system agents when commitmentsoafelfilled.

7.3. Future Work

One way to extend our research would be to expetinveh different ways to implement
social control using different reputation modelsour Institutional Environments. It was
out of the scope of this thesis to make this kihéxperiment since the main goal was to

provide a model to implement an Institutional Eomiment for open MAS.

The implementation of Collaborative Systems as d@g&% and consequently Institutional
Environments could be another interesting way tth&r develop our research. These kinds
of systems have very peculiar characteristics: #reydistributed, many people participate
in them and contribute to their content, and a teaynanage the collaboration so that the
system does not become less popular or is not d goorce of information leads to the
modelling of open MAS. We intend to explore more WikiCrimes system analysing
ways to implement better social control in it basedhe framework we have developed for

Institutional Environments.
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More experimentation with the model checking used¢hange the state of commitment
objects can also lead to new research. Particulaitlty the management of timeouts and
deadlines which are not supported by the model kdvegsed in this thesis being these
features implemented in the code of the Institugent. More experimentation would be
done in the sense of adapting these variableset@rbpositions in the model used by the

model checker.

Further research in the manipulation of countstdassrand institutional fact assertions in
the model checker might lead to new developmentshen aspects of social control
implemented in Institutional Environments. We hawsed kind of implementational
triggers based on events like incoming messagesssert new propositions present in
counts-as rules to insert new states in the moaslent in the model checker. A thorough
study of the different levels of abstraction of wotas rules might lead to further

development of this feature in our InstitutionaviEanments.

The implementation of the high level CPNs showedahapter 6 might lead to a higher
level of abstraction and interpretation of the imgibnal Environments. That will be
pursued in future research to further extend th@lementation of the Institutional
Environment and develop a better graphical userfaate for the framework developed and

described in this thesis.

More experimentation with the Institutional Enviroant Framework in different scenarios
is another topic to be addressed in the future. muoalel can be analysed for the
implementation of different aspects of open MAS andethodology for the engineering of
Institutional Environment can be developed with enadetails. Exploitation of the
concurrent capabilities offered by the CPNs thaplement the Normative Space in

different scenarios might lead to fine tuning of tteveloped framework.

An analysis of the performance and scalability lt¢ tnethod and framework developed

will be done as well in future research.

7.4. Contributions

This thesis offers the following contributions:
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* Institutional Environments can handle conversationpredicted at design time
allowing more flexibility for the agents to pracitheir autonomy.

» Social control is implemented in Institutional Eronments, providing a way to
implement open MAS that are more or less restrietswbrding to the need of the
application domain.

* There is flexibility in the definition of the agentreputation in the open MAS, and
therefore the Institutional Environment designen @aljust it to the application
domain requirements.

* A framework was developed where the choice of teldgies used makes the
institutional environment more distributed. That dgferent from most of the
approaches that are followed by other current reeeavhere there is a great use of
middlewares to provide a controlled environment tbe implementation of
organizational infrastructures.

« We have associated Collaborative Systems to opef® MAd developed a system
that opens a path for further research in that together with the implementation

of social control in that kind of system.
7.4.1. Characteristics of the Developed Framework

« We have built an institutional framework that sugpgpoasynchronous agent
interaction via FIPA ACL messages. We have agédrasimplement behaviours in
the form of workflows defined as CPNs.

» The framework developed is based on distributechriggtional control. System
agents are defined for the management of the uiistiial Environment.

e Coloured Petri Nets were used to support the miodedind control of concurrent
operations.

« We have used the Clojure Functional Language ®m@atinotations of the CPNs that
represent the workflows in the Institutional Envinoent. Clojure as an inscription
language proved to be more practical and simpléhfermanipulation of tokens in
the CPNs developed here. The integration of Clofarghe Java Virtual Machine
was crucial for the implementation of our systemt tises mainly tools based on the

Java programming language.
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* We have explored counts-as rules to manipulate lewel concerns of the
Institutional Environment addressing issues thatuldoinfluence higher level
concerns of the agents involved in the Institutideravironment.

A model checker was used in this thesis for theipudation of a history of facts,
relevant for the change of state of the commitn@jects. These commitments
represent the social norms in our Institutional iEsTvments.

* We use commitment objects to implement norms inltisétutional Environment.
The commitments are managed by system agents anecased between external
agents to stabilish agreements or between systeamtagnd external agents to

implement social norms.

7.5. Limitations

The prototype was built with the intent of beinggaseric as possible and easily used for a

variety of application domains, and some issuesbeaimproved in this regard:

« The use of counts-as rules is currently coded @ ltistitution Agent. There are
checks in certain conditions before new statesbeamserted in the model from the
model checker. We plan to improve the counts-assraianagement by the use of
rule engine to be invoked prior to the insertiomeiv states in the model checker.

e We use email addresses to identify uniquely thentsgen the prototype
implemented. That choice is used also in the exgsWWeb-based WikiCrimes
collaborative system. We did not elaborate on miagathe reputation of agents
based on this identifier but it is a requirementaifaborative systems that there are
not many constraints imposed on participants osgstem, which could lead to less
participation and that is not good in that kindsystem. Other ways to identify
agents and/or richer models of reputation in thsditurtional environment might be

necessary in other application domains.
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Appendix A

Note that the inscriptions are written in Clojua@duage.

1. Annotations of the Institution Agent Workflow [©ared Petri
Net (Figure 5.2)

1.1. TransitiorSet_Environment

e From Placdnitialization to TransitionSet_Environment
Guard:(instance? nzdis.agent.OpalAgent i)
Expressionvar("i");

e TransitionSet_Environment

Action: (def agent_owner i)

1.2. TransitiorRegistration

* Message content examp(eegistration :role RegisteredUser
-eternal_email 'teste@wikicrimes.com')

* Input Arc from Placdxt_Agent_Inc_Msg to TransitionRegistration

Guard:(and (instance? nzdis.agent.message.Message x)(if ( =
"register” (first (re-seq #"\w+" (. x get "content"” ))) true
false))

Expressionvar("x");

» Output Arc from TransitiofiRegistration to Place
Reputation_Agent_Out_Msg

ExpressionmsgReputation
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* Output Arc from TransitiofRegistration to Place

MonitorAgent_Out_Msg

ExpressionmsgMonitor

» Output Arc from TransitiofRegistration to PlaceExt_Agent_Out_Msg

ExpressionmsgExternal

* TransitionRegistration
Action:
(def registration (vec (re-seq #"\w+" (. X get "con
(def quoted (vec (re-sec #"(.*?)™ (. x get "conte
(def external_email (get (get quoted 0) 1))

(def new_deputy (. agent_owner getNewDeputy (get re
2) external_email)

(def msgReputation (new nzdis.agent.message.Message
(apply str "(create_file :external_email "' extern
" :deputy " (. new_deputy getAgentNameString) ")

(. msgReputation setSender (. agent_owner getAgentN

(. msgReputation setReceiver
("ReputationAgent@OtagoPlatform™))

(def msgMonitor (new nzdis.agent.message.Message "R
apply str "(make_commitment :creditor
InstitutionAgent@OtagoPlatform :debitor ™ (. new_d
getAgentNameString) ™ :condition ‘and ("(. new_dep
getAgentNameString) "_submited_report " (. new_depu
getAgentNameString) " _Report_has_status_accepted)’
'not(or (" (. new_deputy getAgentNameString)

" Negative_confirmation_on_report_is_made))’)")))

(. msgMonitor setSender (. agent_owner getAgentName
(. msgMonitor setReceiver ("MonitorAgent@OtagoPlatf

(def msgExternal (new nzdis.agent.message.Message "
apply str "(register :status ok :deputy " (. new_d
getAgentNameString)™)")))

(. msgExternal setSender (. agent_owner getAgentNam

(. msgExternal setReceiver (. x getSender))

tent"))))
nt"))))

gistration

"REQUEST"
al_emalil

"))

ame))

EQUEST" (

eputy
uty

ty
:content

)

orm"))

INFORM" (
eputy

e))
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1.3. TransitiorChangeRole

* Message content examp(ehange_role :new_role CertifierEntity
-external_email 'teste@wikicrimes.com’)

* Input Arc from Placdeputy Agent_Inc_Msg to TransitionChangeRole :

Guard:(and (instance? nzdis.agent.message.Message x)(if ( =
"change_role" (first (re-seq #"\w+" (. x get "conte nt")))
true false))

Expressionvar("x");

* Output Arc from Transitioil€hangeRole to Place
Reputation_Agent_Out_Msg

ExpressionmsgReputationChangeRole

* Output Arc from TransitioilhangeRole to PlaceMonitorAgent_Out_Msg
ExpressionmsgMonitorChangeRole

* Output Arc from TransitiolthangeRole to PlaceExt_ Agent Out_Msg
ExpressionmsgExternalChangeRole

» TransitionChangeRole :
Action:
(def change_role (vec (re-seq #"\w+" (. x get "cont ent"))))

(def quoted (vec (re-sec #"(.*?)" (. x get "conte nt"))))
(def external_email (get (get quoted 0) 1))

(if (. agent_owner checkRoleChangePossibility (get
change_role 2) external_email)

(

(def new_deputy_change_role (. agent_owner getNewDe puty (get
change_role 2) external_email)

(def msgReputationChangeRole (new nzdis.agent.messa ge.Message
"REQUEST" ( apply str "(update_change_role :externa |_email ™
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external_email ™ :deputy ™ (. new_deputy_change_r
getAgentNamesString) ™)")))

(. msgReputationChangeRole setSender (. agent_owner
getAgentName))

(. msgReputationChangeRole setReceiver
("ReputationAgent@OtagoPlatform™))

(def msgMonitorChangeRole (new nzdis.agent.message.
"REQUEST" ( apply str "(assign_commitments
:current_debtor_deputy ™ (. x getSender)
‘new_debitor_deputy ™ (. new_deputy_change_role
getAgentNamesString) ™)")))

(. msgMonitorChangeRole setSender (. agent_owner
getAgentName))

(. msgMonitorChangeRole setReceiver
("MonitorAgent@OtagoPlatform™))

(def msgExternalChangeRole (new nzdis.agent.message
"INFORM" (apply str "(change_role :status ok :depu

(. msgExternalChangeRole setSender (. agent_owner
getAgentName))

(. msgExternalChangeRole setReceiver (. agent_owner
getExternalReference (. x getSender)))

)
(

(def msgMonitorChangeRole nil)
(def msgReputationChangeRole nil)

(def msgExternalChangeRole (new nzdis.agent.message
"INFORM" "(change_role :status fail)"))

(. msgExternalChangeRole setSender (. agent_owner
getAgentName))

(. msgExternalChangeRole setReceiver (. agent_owner
getExternalReference (. x getSender)))

)

1.4. TransitionJnregistration Request

ole

Message

.Message
ty ™ (.

.Message
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* Message content examplenregistration_deputy)

* Input Arc from Placdeputy_Agent_Inc_Msg  to Transition
Unregistration_Request

Guard:(and (instance? nzdis.agent.message.Message x)(if (
"unregistration_deputy" (first (re-seq #"\w+" (. x get
"content"))) true false))

Expressionvar("x");

Output Arc from Transitiotnregistration_Request to Place
MonitorAgent_Out_Msg

ExpressionmsgMonitorUnregistrationRequest

e TransitionUnregistration_Request
Action:

(def msgMonitorUnregistrationRequest (new
nzdis.agent.message.Message "REQUEST" ( apply str
"(unregistration_request :deputy ™ (. X getSender) "))

(. msgMonitorUnregistrationRequest setSender (. age nt_owner
getAgentName))

(. msgMonitorUnregistrationRequest setReceiver
("MonitorAgent@OtagoPlatform™))

1.5. TransitionJnregistration_Request _Processed

* Message content examp(enregistration_processed :deputy
'RegisteredUser01@OtagoPlatform’)

* Input Arc from PlacévionitorAgent_Inc_Msg to Transition
Unregistration_Request_Processed

Guard:(and (instance? nzdis.agent.message.Message x)(if ( =
"unregistration_processed" (first (re-seq #"\w+" (. X get
"content"))) true false))

Expressionvar("x");

* Output Arc from Transitiotnregistration_Request_Processed to
PlaceExt_Agent_Out_Msg

ExpressionmsgExternalUnregistrationRequestProcessed
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» TransitionUnregistration_Request_Processed
Action:
(def quoted (vec (re-sec #"(.*?)™ (. x get "conte nt"))))
(def deputy (get (get quoted 0) 1))

(def msgExternalUnregistrationRequestProcessed (new
nzdis.agent.message.Message "INFORM"
"(unregistration_request_processed :status ok)"))

(. msgExternalUnregistrationRequestProcessed setSen der (.
agent_owner getAgentName))

(. msgExternalUnregistrationRequestProcessed setRec eiver (.
agent_owner getExternalReference deputy))

)
1.6. TransitiorQuery ModelChecker

* Message content exampl(evaluate current_state :commitments
(Commitment01 Commitment02 Commitment03))

* Input Arc from PlacévionitorAgent_Inc_Msg to Transition

Query_ModelCecker

Guard:(and (instance? nzdis.agent.message.Message x)(if ( =
"evaluate_current_state" (first (re-seq #"\w+" (. x get
"content"))) true false))

Expressionvar("x");

e Output Arc from TransitioilQuery _ModelChecker to Place
MonitorAgent_Out_Msg

ExpressionmsgMonitorQueryResponce

e TransitionQuery_ModelChecker
Action:
(def query_content (vec (re-seq #"\w+" (. x get "co ntent"))))
(def commitments (rest (rest query_content)))

(def result_evaluation (for [c commitments] (. agen t_owner
evaluateCommitmentContent c)))
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(def query_responce (interleave commitments
result_evaluation))

(def msgMonitorQueryResponce (new nzdis.agent.messa ge.Message
"INFORM" (‘apply str "(query_responce :commitments (" (apply
str query_responce) ")")))

(. msgMonitorQueryResponce setSender (. agent_owner
getAgentName))

(. msgMonitorQueryResponce setReceiver
("MonitorAgent@OtagoPlatform™))

1.7. TransitionJpdate ModelChecker by Deputy

* Message content examp(epdate_modelchecker :truthvalue true
‘fact 'factl’)

e Variableresult_update example'Commitment01 active
Commitment02 fulfiled Commitment03 violated"

* Input Arc from Placéeputy_Agent_Inc_Msg to Transition
Update_ModelChecker_by Deputy

Guard:(and (instance? nzdis.agent.message.Message x)(if (
"update_modelchecker" (first (re-seq #"\w+" (. X ge t
"content"))) true false))

Expressionvar("x");

e Output Arc from TransitiotJpdate ModelChecker_by Deputy to Place
MonitorAgent_Out_Msg

ExpressionmsgMonitorUpdateByDeputy

* TransitionUpdate ModelChecker_by Deputy
Action:

(def update_content (vec (re-seq #"\w+" (. x get
"content"))))

(def quoted (vec (re-sec #"(.*?)™ (. x get "conte nt"))))
(def incoming_fact (get (get quoted 0) 1))

(def fact (apply str ((. x getSender) "_" incoming_ fact)))
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(def result_update (. agent_owner updateModellnsert Fact fact
(get update_content 2)))

(def msgMonitorUpdateByDeputy (new
nzdis.agent.message.Message "INFORM" ( apply str
"(set_commitment :updates (" result_upate ")")))

(. msgMonitorUpdateByDeputy setSender (. agent_owne r
getAgentName))

(. msgMonitorUpdateByDeputy setReceiver
"MonitorAgent@OtagoPlatform")

1.8. TransitionJpdate _ModelChecker by Monitor

* Message content examp(epdate_modelchecker_insert
:commitment Commitment01 :condition_formula ‘formul al'
:content_formula ‘formula2’)

* Message content examplepdate_modelchecker_assign
:0ld_debtor 'RegisteredUser01@OtagoPlatform' :new_d ebtor
'RegisteredUser01@O0OtagoPlatform' :commitments
(Commitment01 Commitment02 Commitments03))

* Input Arc from PlacévionitorAgent_Inc_Msg to Transition
Update_ModelChecker_by Monitor

Guard:(and (instance? nzdis.agent.message.Message x) (or (if
(= "update_modelchecker_insert" (first (re-seq #"\w +" (. X

get "content"))) true false) (if (=

"update_modelchecker_cancel” (first (re-seq #"\w+" (. x get
"content"))) true false) (if (= "update_modelchecke r_release"
(first (re-seq #"\w+" (. x get "content™))) true fa Ise) (if

(= "update_modelchecker_discharge" (first (re-seq # "“Ww+" (. X
get "content™))) true false) (if (=

"update_modelchecker_assign” (first (re-seq #"\w+" (. x get

"content"))) true false)))
Expressionvar("x");

* TransitionUpdate ModelChecker_by Monitor
Action:

(def update_content (vec (re-seq #"\w+" (. x get
"content"))))
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(if (= (get update_content 0) "update_modelchecker_

(def quoted (vec (re-sec #"(.*?)" (. x get "conte

(def old_debtor (get (get quoted 0) 1))
(def new_debtor (get (get quoted 0) 1))

(def commitmentIDs (rest(rest(rest(rest(rest(rest(r
update_content)))))))))

(def helper (repeat " " (count commitmentiDs)))

(. agent_owner updateModelAssignCommitments old_deb
new_debtor (apply str (interleave commitmentIDs hel

)
(

(def formulas (vec (re-sec #"(.*?)™ (. X get "con

(def commitment_condition_name (apply str "Conditio
update_content 2)))

(def condition_formula (get (get formulas 0) 1))

(def commitment_content_name (apply str "Content_"
update_content 2)))

(def content_formula (get (get formulas 1) 1))

)

(if (= (get update_content 0) "update_modelchecker
(. agent_owner updateModellnsertCommitment
commitment_condition_name condition_formula
commitment_content_name content_formula))

(if (= (get update_content 0) "update_modelchecker_
(. agent_owner updateModelCancelCommitment
commitment_condition_name condition_formula
commitment_content_name content_formula))

(if (= (get update_content 0) "update_modelchecker_
(. agent_owner updateModelReleaseCommitment
commitment_condition_name condition_formula
commitment_content_name content_formula))

(if (= (get update_content 0)
"update_modelchecker_discharge") (. agent_owner

assign”) (

nt"))))

est(rest

tor

per)))

tent"))))

n_" (get

(get

insert")

cancel")

release”)
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updateModelDischargeCommitment commitment_condition _hame
condition_formula commitment_content_name content_f ormula))

1.9. TransitiorObservation_Area_Alert

* Message content examp(ebservation_area_alert
(observation_area :observation_area id 3 :crime_id 1
:agent_owner_email 'RegisteredUser01@email.ac.nz"))

* Input Arc from PlacdBAdmAgent_Inc_Msg to Transition
Observation_Area_Alert

Guard:(and (instance? nzdis.agent.message.Message x)(if ( =
"observation_area_alert" (first (re-seq #"\w+" (. X get
"content™))) true false))

Expressionvar("x");

* Output Arc from Transitio©bservation_Area_Alert to Place
DeputyAgent_Out_Msg

ExpressionmsgObervationAreaAlert

e TransitionmsgObservation_Area_Alert

Action:
(def alert_content (vec (re-seq #"\w+" (. X get "co ntent"))))
(def quoted (vec (re-sec #"(.*?)™ (. x get "conte nt"))))

(def agent_owner_email (get (get quoted 0) 1))

(def msgObservation_Area_Alert (new
nzdis.agent.message.Message "INFORM" (- apply str

"(observation_area_alert :observation_area _id " (ge t
alert_content 3) ":crime_id " (get alert_content 5) ")
(.msgObservation_Area_Alert setSender (. agent_owne r
getAgentName))

(.msgObservation_Area_Alert setReceiver (. agent_ow ner

getDeputyReference agent_owner_email))

)
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1.10. TransitiorSendInvitation

* Message content examp(erime_confirmation_invitation
sinvitation_id 1 :invited_user_email 'xyz125@gmail. com’)

* Input Arc from PlacdBAdmAgent_Inc_Msg to Transition

Sendlnvitation

Guard:(and (instance? nzdis.agent.message.Message x)(if ( =
"crime_confirmation_invitation" (first (re-seq #"\w +" (. X
get "content™))) true false))

Expressionvar("x");

* Output Arc from TransitiorfsendInvitation to Place
DeputyAgent_Out_Msg

ExpressionmsglnvitationDeputy

e Output Arc from TransitiofsendInvitation to Place
MonitorAgent_Out_Msg

ExpressionmsgMakePreCommitment
* TransitionSendInvitation
Action:

(def invitation_content (vec (re-seq #"\w+" (. x ge t
"content™))))

(def quoted (vec (re-sec #"(.*?)" (. x get "conte nt"))))

(def invited_user_email (get (get quoted 0) 1))

(def msglnvitationDeputy (new nzdis.agent.message.M essage
"REQUEST" ( apply str "(crime_confirmation_invitati on
sinvitation_id " (get invitation_content 2) ")")))

(.msglnvitation setSender (. agent_owner getAgentNa me))
(.msglnvitation setReceiver (. agent_owner getDeput yReference
invited_user_email))

)

(def proposition (apply str (. agent_owner getDeput yReference

invited_user_email) "_Confirmation_on_report(" (get
invitation_content 2) ") _is_made_within_15 days"))
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(. agent_owner createDeadline proposition (get
invitation_content 2) (. agent_owner getDeputyRefer ence
invited_user_email))

(def pre_commitment_content (vec (re-seq #"\w+" (. X get
"content"))))

(def msgMakePreCommitment (new nzdis.agent.message. Message
"REQUEST" ( apply str "(make_commitment :creditor

'InstitutionAgent@ OtagoPlatform' :debtor ™ (. agen t_owner
getDeputyReference invited_user_email) ™ :conditio n"(.

agent_owner getDeputyReference invited_user_email

"_Invitation(" (get invitation_content 2)

")_has_status_accepted' :content ™ (. agent_owner
getDeputyReference invited_user_email)

" _Confirmation_on_report(" (get invitation_content 2)
")_is_made_within_15_days")")))

(.msgMakePreCommitment setSender (. agent_owner
getAgentName))

(.msgMakePreCommitment setReceiver
"MonitorAgent@OtagoPlatform")

)
1.11. TransitiorUpdate_Modelchecker by DBAdmAgent

* Message content examp(epdate _modelchecker :truthvalue true
-fact 'factl’)

» Variableresult_update example*Commitment01 active
Commitment02 fulfiled Commitment03 violated"

e Input Arc from PlacdBAdmAgent_Inc_Msg to Transition
Update_Modelchecker_by DBAdmAgent

Guard:(and (instance? nzdis.agent.message.Message x)(if ( =
"Update_Modelchecker" (first (re-seq #"\w+" (. x ge t
"content™))) true false))

Expressionvar("x");

* Output Arc from TransitiotJpdate Modelchecker_by DBAdmAgent to
PlaceMonitorAgent_Out_Msg
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Expression:msgMonitorUpdateByDBAdmAgent
» TransitionUpdate Modelchecker by DBAdmAgent

Action:

(def update_content (vec (re-seq #"\w+" (. x get
"content"))))

(def quoted (vec (re-sec #"(.*?)™ (. x get "conte nt"))))
(def incoming_fact (get (get quoted 0) 1))
(def fact (apply str ((. x getSender) "_" incoming_ fact)))

(def result_update (. agent_owner updateModelinsert Fact fact
(get update 2)))

(def  msgMonitorUpdateByDBAdmAgent (new
nzdis.agent.message.Message "INFORM" ( apply str

"(set_commitment :updates (" (apply str result_upat e) "))
(. msgMonitorUpdateByDBAdmAgent setSender (. agent_own er
getAgentName))

(. msgMonitorUpdateByDBAdmAgent setReceiver
"MonitorAgent@OtagoPlatform")

1.12. TransitiorApply_Sanction_or_Reward

* Message content examp(epply_sanctionreward type: sanction
:resource membership :deputy
'RegisteredUser01@OtagoPlatform’)

* Input Arc from PlacdRkeputationAgent_Inc_Msg to Transition
Apply_Sanction_or_Reward

Guard:(and (instance? nzdis.agent.message.Message x)(if ( =
"apply_sanctionreward" (first (re-seq #"'\w+" (. X ¢ et
"content™))) true false))

Expressionvar("x");

* Output Arc from Transitiolpply_Sanction_or_Reward to Place
Expeling_Orders

ExpressionexpelingOrder

» TransitionApply_Sanction_or_Reward
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Action:
(def expelingOrder nil)

(def sanction_reward_content (vec (re-seq #"\w+" (.
"content™))))

(def quoted (vec (re-sec #"(.*?)" (. x get "conte
(def deputy (get (get quoted 0) 1))

(if (= "reward" (get sanction_reward_content 2))

(

(. agent_owner applyReward (get sanction_reward_con

deputy)
)

(if (and (= "sanction" (get sanction_reward_content
"membership" (get sanction_reward_content 4)))

(
(def expelingOrder (apply str "(expel :deputy " de
)
(

(. agent_owner applySanction deputy (get
sanction_reward_content 4))

)

1.13. TransitiorUnregistration_Order

* Token example!'(expel :deputy
'RegisteredUser01@OtagoPlatform’)"

* Input Arc from Placd&xpeling_Orders to Transition

Unregistration_Order

Guard:(and (instance? nzdis.agent.message.Message x)(if (

"expel” (first (re-seq #"\w+" X)) true false))

Expressionvar("x");

* Output Arc from Transitiotnregistration_Order

Ext_Agent_Out_Msg

X get

nt’))))

tent 4)

2)) (=

puty )"))
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ExpressionmsgExternalAgentExpelingComunicate

* TransitionUnregistration_Order
Action:
(def quoted (vec (re-sec #"(.*?)" (. x get "conte nt"))))
(def deputy (get (get quoted 0) 1))

(. agent_owner expelAgent deputy)

(def  msgExternalAgentExpelingComunicate (new
nzdis.agent.message.Message "INFORM" "you_were_expe lled™))

(. msgExternalAgentExpelingComunicate setSender (.
agent_owner getAgentName))

(. msgExternalAgentExpelingComunicate setReceiver (.
agent_owner getExternalReference deputy))

2. Annotations of the Monitor Agent Workflow Col@ar Petri Net
(Figure 5.3)

2.1. Transitiorbet_Environment

* From Placdnitialization to TransitionSet_Environment
Guard:(instance? nzdis.agent.OpalAgent i)
Expressionvar("i");

* TransitionSet_Environment

Action: (def agent_owner i)

2.2. Transition
Make Unset_Commitment_by InstitutionAgent

* Message content examp(enake commitment :creditor
'InstitutionAgent@OtagoPlatform' :debitor
'RegisteredUser02@OtagoPlatform’ :condition
‘condition_formula’ :content ‘content_formula’)

* Input Arc from PlacénstitutionAgent_Inc_Msg to Transition
Make_Unset_Commitment_by_InstitutionAgent
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Guard:(and (instance? nzdis.agent.message.Message x)(if (

"make_commitment" (first (re-seq #"\w+" (. x get "c ontent")))
true false))
Expressionvar("x");

e Output Arc from Transition

Make Unset_Commitment_by _InstitutionAgent to Place
DeputyAgent_Out_Msg

ExpressionmsgDeputyCommitmentProposal

* TransitionMake_Unset_Commitment_by_InstitutionAgent
Action:
(def quoted (vec (re-sec #"(.*?)™ (. x get "conte nt"))))
(def creditor (get (get quoted 0) 1))
(def debitor (get (get quoted 1) 1))
(def condition_formula (get (get quoted 2) 1))
(def content_formula (get (get quoted 3) 1))
(def commitmentID (. agent_owner make_commitment "u nset"
creditor debitor condition_formula content_formula) )
(def  msgDeputyCommitmentProposal (new
nzdis.agent.message.Message "REQUEST" (apply str
"(commitment_proposal :commitmentID " commitmentID "
:commitment_creditor ™ creditor ™ :commitment_con dition ™
condition_formula " :commitment_content ™ conditi on_formula

y))

(. msgDeputyCommitmentProposal setSender (. agent_owne
getAgentName))

(. msgDeputyCommitmentProposal setReceiver debitor)

2.3. TransitiorProcess_Unregistration

* Message content examp(enregistration_request :deputy
'RegisteredUser01@OtagoPlatform’)
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* Input Arc from PlacénstitutionAgent_Inc_Msg to Transition
Process_Unregistration

Guard:(and (instance? nzdis.agent.message.Message x)(if ( =
"apply_sanction” (first (re-seq #"\w+" (. x get "co ntent")))
true false))

Expressionvar("x");

* Output Arc from TransitiofProcess_Unregistration to Place
InstitutionAgent_Out_Msg

ExpressionmsgQueryModelChecker

* TransitionProcess_Unregistration
Action:
(def quoted (vec (re-sec #"(.*?)™ (. x get "conte nt"))))
(def deputy (get (get quoted 0) 1))

(def deputy_active_commitments (. agent_owner
processCommitments deputy)

(def  msgQueryModelChecker (new nzdis.agent.message.Messa ge
"REQUEST" (apply str "(evaluate_current_state :comm itments ("
deputy_active_commitments ")")))

(. msgQueryModelChecker setSender (. agent_owner
getAgentName))

(. msgQueryModelChecker setReceiver
"InstitutionAgent@OtagoPlatform")

2.4. TransitiorMake Compulsory Commitment

* Message content examp(enake _commitment_compulsory :creditor
'InstitutionAgent@OtagoPlatform' :debitor
'RegisteredUser02@OtagoPlatform' :condition
‘condition_formula’ :content ‘content_formula’)

* Input Arc from PlacénstitutionAgent_Inc_Msg to Transition
Make _Compulsory _Commitment

Guard:(and (instance? nzdis.agent.message.Message x)(if (
make_commitment_compulsory” (first (re-seq #"\w+" ( . X get
"content"))) true false))
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Expressionvar("x");

* Output Arc from TransitiotMake_Compulsory_Commitment to Place
InstitutionAgent_Out_Msg

ExpressionmsgUpdateModelCheckerCompulsoryCommitment

» TransitionMake_Compulsory _Commitment
Action:
(def quoted (vec (re-sec #"(.*?)™ (. x get "conte nt"))))
(def creditor (get (get quoted 0) 1))
(def debitor (get (get quoted 1) 1))
(def condition_formula (get (get quoted 2) 1))
(def content_formula (get (get quoted 3) 1))

(def commitmentID (. agent_owner make_commitment "p ending"
creditor debitor condition_formula content_formula) )

(def  msgUpdateModelCheckerCompulsoryCommitment (new
nzdis.agent.message.Message "REQUEST" (apply str

"(update_modelchecker_insert :commitment " commitme ntiD "
:condition_formula ™ condition_formula ™ :content _formula
" content_formula "™)")))

(. msgUpdateModelCheckerCompulsoryCommitment setSender (.
agent_owner getAgentName))

(. msgUpdateModelCheckerCompulsoryCommitment setReceiv er

"InstitutionAgent@OtagoPlatform")
2.5. TransitiorProcess_ModelChecker Evaluation

* Message content examplguery_responce :commitments
(Commitment01 content_false Commitment02 content_tr ue))

» Message content examplguery_responce_activate :commitments
(Commitment01 condition_false Commitment02
condition_true))

* Input Arc from PlacénstitutionAgent_Inc_Msg to Transition
Process_ModelChecker_Evaluation

Guard:(and (instance? nzdis.agent.message.Message x)(if ( or
((="query_responce” (first (re-seq #"\w+" (. x get
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"content™))) true false) (= "query_responce_activat e" (first
(re-seq #"\w+" (. x get "content"))) true false))

Expressionvar("x");

e Output Arc from TransitiofProcess_ModelChecker_Evaluation to Place
SetCommitment :

ExpressioncommandSetCommitment

e TransitionProcess ModelChecker Evaluation
Action:
(def query_result (vec (re-seq #"\w+" (. x get "con tent"))))
(def setCommitment nil)
(def eval_result (rest (rest query_result)))

(def helper (repeat (count eval_result) " ™))

(def evaluation_result (apply str (interleave eval_ result
helper)))
(if (= "query_responce" (first (re-seq #"\w+" (. x get

"content"))) true false)

(def setCommitment (apply str

"(setCommitment_fulfilled_violated :evaluation_resu Its ("
evaluation_result "))")

)

(if (= "query_responce_activate” (first (re-seq #"\ w+" (. X

get "content"))) true false)

(def setCommitment (apply str "(setCommitment_activ e
:evaluation_results (" evaluation_result "))"))

)

2.6. TransitiorSet_ Commitment_Cancelled Timeout

* Message content examp{@meout_expired :commitments
(Commitment01 Commitment02 Commitment03))
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* Input Arc from PlacénstitutionAgent_Inc_Msg to Transition
Set_Commitment_Cancelled_Timeout

Guard:(and (instance? nzdis.agent.message.Message x)(if ( =
"timeout_expired" (first (re-seq #"\w+" (. x get "c ontent")))
true false))

Expressionvar("x");

* TransitionSet_Commitment_Cancelled_Timeout

Action:

(def timeout (vec (re-seq #"\w+" (. x get "content” N))
((def commitments_expired (rest (rest query_result) )

(for [in commitments_expired] (. setCommitmentExpir ed in))

2.7. TransitiorSet_ Commitment_Active

 Command examplésetCommitment_Active :evaluation_results
(Commitment01 condition_true Commitment02
condition_false))

* Input Arc from Plac&et_Commitment to Transition
Set_Commitment_Active

Guard:(and (instance? String x)(if (= "setCommitment_Acti ve"
(first (re-seq #"\w+" (. x get "content"))) true fa Ise))

Expressionvar("x");

* TransitionSet_Commitment_Active
Action:
(def query_result (vec (re-seq #"\w+" (. x get "con tent"))))
(def evaluation_result (rest (rest query_result)))
(def commitmentIDs ")
(def commitment_condition_evaluation ")

(defn function_separate [i] (if (= (firsti) \C) (d ef
commitmentIDs (apply str commitmentIDs i " ")) (def
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commitment_condition_evaluation (apply str
commitment_condition_evaluation i " "))))

(for [in evaluation_result] (function_separate in))
(def commIDs (vec (re-seq #"\w+" commitmentIDs)))

(def condition_evaluation (vec (re-seq #"\w+"
commitment_condition_evaluation)))

(def quantity (range (count commIDs)))

(for (i quantity) ((. setCommitment (get commIDs i) (get
condition_evaluation i)))

2.8. Transition
Set_ Commitment_Fulfilled_or_Violated

 Command examplésetCommitment_fulfilled_violated
:evaluation_results (CommitmentO1 content_true
Commitment02 content_false Commitment03 violated))

* Input Arc from Plac&et_Commitment to Transition
Set_Commitment_Fulfilled_or_Violated

Guard:(and (instance? String x)(if (=
"setCommitment_fulfilled_violated" (first (re-seq # "“Ww+" (. X
get "content"))) true false))

Expressionvar("x");

* Output Arc from Transitiorset_Commitment_Fulfilled_or_Violated
to PlaceReputationAgent_Out_Msg

ExpressionmessagesReputationUpdate

e TransitionSet_Commitment_Fulfilled _or_Violated
Action:
(def query_result (vec (re-seq #"\w+" (. x get "con tent"))))
(def evaluation_result (rest (rest query_result)))
(def commitmentIDs ")

(def commitment_content_evaluation ™)
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(defn function_separate [i] (if (= (firsti) \C) (d
commitmentIDs (apply str commitmentIDs i " ")) (def
commitment_content_evaluation (apply str
commitment_content_evaluation i " "))))

(for [in evaluation_result] (function_separate in))
(def commIDs (vec (re-seq #"\w+" commitmentIDs)))

(def content_evaluation (vec (re-seq #"\w+"
commitment_content_evaluation)))

(def quantity (range (count commIDs)))

(for (i quantity) ((. setCommitment (get commIDs i)
content_evaluation i)))

(def messagesReputationUpdate ())
(for (i quantity) (

(def  msgReputationUpdate (new nzdis.agent.message.Messag
"REQUEST" (apply str "(update_reputation
:commitment_evaluation " (get content_evaluation i)

" (. agent_owner getDebtor (get commIDs i)) )" )))

(.  msgReputationUpdate setSender (. agent_owner
getAgentName))

(. msgReputationUpdate setReceiver
"ReputationAgent@OtagoPlatform™)

(def msg (list msgReputationUpdate))

(concat messagesReputationUpdate msg)
)

2.9. TransitiorQuery _Commitment_Repository

ef

(get

e

" :debtor

* Message content examp(guery_commitment_repository :deputy

'RegisteredUser01@O0OtagoPlatform’)

* Input Arc from PlacénstitutionAgent_Inc_Msg to Transition

Query_Commitment_Repository

Guard:(and (instance? nzdis.agent.message.Message x)(if (
"query_commitment_repository” (first (re-seq #"\w+"
"content™))) true false))

(. x get
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Expressionvar("x");

* Output Arc from TransitiolQuery_Commitment_Repository

InstitutionAgent_Out_Msg
ExpressionmsgQueryResult

e TransitionQuery_Commitment_Repository
Action:
(def quoted (vec (re-sec #"(.*?)"™ (. x get "conte
(def deputy (get (get quoted 0) 1))

(def  msgQueryResult (new nzdis.agent.message.Message
"INFORM" (apply str "(query_responce (" (. agent_ow
gueryCommitmentRepository deputy) ")")))

(.  msgQueryResult setSender (. agent_owner getAgentNam

(. msgQueryResult setReceiver (. x getSender))

2.10. TransitiorMake Unset_Commitment

* Message content examp(enake commitment :creditor
'RegisteredUser01@OtagoPlatform' :debitor
'RegisteredUser02@OtagoPlatform' :condition
‘condition_formula' :content 'content_formula’)

e Input Arc from PlacdeputyAgent_Inc_Msg to Transition

Make_Unset_Commitment :

Guard:(and (instance? nzdis.agent.message.Message x)(if (
"make_commitment" (first (re-seq #"\w+" (. x get "c
true false))

Expressionvar("x");

to Place

nt’))))

ner

e))

ontent™)))

* Output Arc from TransitiotMake_Unset_Commitment to Place

DeputyAgent_Out_Msg
ExpressionmsgCommitmentProposal
* TransitionMake_Unset_Commitment :

Action:
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(def quoted (vec (re-sec #"(.*?)" (. x get "conte nt"))))
(def creditor (get (get quoted 0) 1))

(def debitor (get (get quoted 1) 1))

(def condition_formula (get (get quoted 2) 1))

(def content_formula (get (get quoted 3) 1))

(def commitmentID (. agent_owner make_commitment "u nset"
creditor debitor condition_formula content_formula) )

(def  msgCommitmentProposal (new nzdis.agent.message.Mess age
"REQUEST" (apply str "(commitment_proposal :commitm entlD "

commitmentID " :commitment_creditor "' creditor ™
:commitment_condition ™ condition_formula ™
:commitment_content ™ content_formula "™)))

(. msgCommitmentProposal setSender (. agent_owner
getAgentName))

(. msgCommitmentProposal setReceiver debitor)

2.11. Transitiorbet_ Commitment_Cancelled_Directely

* Message content examp(eancel_commitment :commitmentID
Commitment01)

e Input Arc from PlacdeputyAgent_Inc_Msg to Transition
Set_Commitment_Cancelled_Directely

Guard:(and (instance? nzdis.agent.message.Message x)(if ( =
"apply_sanction” (first (re-seq #"\w+" (. x get "co ntent")))
true false))

Expressionvar("x");

e Output Arc from Transitiorset_Commitment_Cancelled_Directely to
PlacelnstitutionAgent_Out_Msg

ExpressionmsgModelCheckerUpdateDeputyCancelCommitment
» TransitionSet_Commitment_Cancelled_Directely

Action:

(def content (vec (re-seq #"\w+" (. x get "content" )



205

(def commitment (. agent_owner getCommitment (get ¢ ontent

2)))

(. agent_owner setCommitmentCancel (get content 2))

(def  msgModelCheckerUpdateDeputyCancelCommitment (new
nzdis.agent.message.Message "REQUEST" (apply str

"(update_modelchecker_cancel :commitment " (. commi tment
getID) " :condition_formula ™ (. commitment getCon dition) ™
:content_formula ™ (. commitment getContent) "™)") )

(. msgModelCheckerUpdateDeputyCancelCommitment setSend er (.

agent_owner getAgentName))

(. msgModelCheckerUpdateDeputyCancelCommitment setRece iver
"InstitutionAgent@OtagoPlatform")

2.12. Transitiorbet Commitment_Pending_or_Cancelled

* Message content examp(eommitment_proposal_answer
:commitmentID Commitment01 :outcome accept)

* Input Arc from PlacéeputyAgent_Inc_Msg to Transition
Set_Commitment_Pending_or_Cancelled

Guard:(and (instance? nzdis.agent.message.Message x)(if ( =
"commitment_proposal_answer" (first (re-seq #"\w+" (. x get
"content"))) true false))

Expressionvar("x");

* Output Arc from Transitioiset_Commitment_Pending_or_Cancelled
PlacelnstitutionAgent_Out_Msg

ExpressionmsgModelCheckerUpdatePendingCancelled
e TransitionSet_Commitment_Pending_or_Cancelled
Action:
(def content (vec (re-seq #"\w+" (. x get "content" )))

(if (= ("accept” (get content 4))

(

(. agent_owner setCommitmentPending (get content 2) )

to



206

(def commitment (. agent_owner getCommitment (get ¢ ontent

2)))

(def  msgModelCheckerUpdatePendingCancelled (new
nzdis.agent.message.Message "REQUEST" (apply str
"(update_modelchecker_insert :commitment " (. commi tment
getID) " :condition_formula ™ (. commitment getCon dition) ™
:content_formula ™ (. commitment getContent) ™)") )

(. msgModelCheckerUpdatePendingCancelled setSender (.
agent_owner getAgentName))

(. msgModelCheckerUpdatePendingCancelled setReceiver
"InstitutionAgent@OtagoPlatform")

)
(def msgModelCheckerUpdatePendingCancelled nil)

(. agent_owner setCommitmentCancel (get content 2))

)
2.13. TransitiorAssign_Commitments

* Message content examp(assign_commitments

:current_debtor_deputy 'RegisteredUser01@OtagoPlatf orm'
:new_debitor_deputy 'RegisteredUser02@OtagoPlatform )
* Input Arc from PlacénstitutionAgent_Inc_Msg to Transition

Assign_Commitmentss

Guard:(and (instance? nzdis.agent.message.Message x)(if ( =
"assign_commitments" (first (re-seq #"\w+" (. x get
"content™))) true false))

Expressionvar("x");

e Output Arc from Transitiossign_Commitments to Place
InstitutionAgent_Out_Msg

ExpressionmsgModelCheckerUpdateAssign
* TransitionAssign_Commitments
Action:

(def quoted (vec (re-sec #"(.*?)" (. x get "conte nt"))))
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(def old_debtor (get (get quoted 0) 1))
(def new_debtor (get (get quoted 1) 1))

(def commitments (. agent_owner assignCommitments o |d_debtor
new_debtor))

(def msgModelCheckerUpdateAssign (new
nzdis.agent.message.Message "REQUEST" (apply str
"(update_modelchecker_assign :old_debtor ™ old_deb tor ™
:new_debtor ™ new_debtor ™ :commitmentIDs (" (app ly str
commitments) ")")))

(. msgModelCheckerUpdateAssign setSender (. agent_owne r
getAgentName))

(. msgModelCheckerUpdateAssign setReceiver
"InstitutionAgent@OtagoPlatform")

3. Annotations of the Reputation Agent Workflow Qaied Petri
Net (Figure 5.4)

3.1. TransitiorBet_Environment

* From Placdnitialization to TransitionSet_Environment
Guard:(instance? nzdis.agent.OpalAgent i)
Expressionvar("i");

e TransitionSet_Environment

Action: (def agent_owner i)
3.2. TransitiorCreate Record

* Message content examplereate_file :external_email
'teste.wikicrimes@gmail.com' :deputy
'‘DeputyRegisteredUser01@OtagoPlatform")

* Input Arc from PlacénstitutionAgent_Inc_Msg to Transition
Create_Record

Guard:(and (instance? nzdis.agent.message.Message x)(if (
"create_file" (first (re-seq #"\w+" (. X get "conte nt")))
true false))

Expressionvar("x");
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* TransitionCreate_Record
Action:
(def quoted (vec (re-sec #"(.*?)™ (. x get "conte
(def external_email (get (get quoted 0) 1))
(def deputy (get (get quoted 1) 1))

(. agent_owner createRecord external_email deputy)

3.3. TransitiorReputation_Update

* Message content examp(epdate_reputation :type negative

:agent 'RegisteredUserDeputy01@OtagoPlatform")

e Input Arc from PlacévonitorAgent_Inc_Msg
Reputation_Update

to Transition

Guard:(and (instance? nzdis.agent.message.Message x)(if (

"update_reputation” (first (re-seq #"\w+" (. x get
"content"))) true false))

Expressionvar("x");

* Output Arc from TransitiofReputation_Update
InstitutionAgent_Out_Msg

ExpressionmsgSanctionRewardMonitorAgent

* Output Arc from TransitiofReputation_Update
DeputyAgent_Out_Msg

ExpressionmsgSanctionReward

* TransitionReputation_Update
Action:
(def update_record (vec (re-seq #"\w+" (. x get "co
(def quoted (vec (re-sec #"(.*?)™ (. x get "conte
(def deputy (get (get quoted 0) 1))

(def result_update (. agent_owner updateRecord (get
update_record 2) deputy))

to Place

to Place

nt’))))

ntent"))))

nt’))))
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(def  msgSanctionRewardMonitorAgent (new
nzdis.agent.message.Message "INFORM" (- apply str
"(apply_sanctionreward :deputy " deputy ™ :type " (-
result_update getType) " :resource " (. result_upda te
getResource) ")"))

(. msgSanctionRewardMonitorAgent setSender (. agent_ow ner
getAgentName))

(. msgSanctionRewardMonitorAgent setReceiver
"InstitutionAgent@OtagoPlatform")

(def msgSanctionReward (new nzdis.agent.message.Message
"INFORM" (apply str "(sanctionreward_inform type: " (.
result_update getType) " :resource " (. result_upda te
getResource) M)")))

(. msgSanctionReward setSender (. agent_owner getAgent Name))

(. msgSanctionReward setReceiver deputy)
3.4. TransitiorReputation_Query By Deputy

* Message content exampl(eeputation_query_deputy :deputy
'RegisteredUser01@0OtagoPlatform’)

* Input Arc from PlacdeputyAgent_Inc_Msg to Transition
Reputation_Query By Deputy

Guard:(and (instance? nzdis.agent.message.Message x)(if (
"reputation_query_deputy” (first (re-seq #"\w+" (. X get
"content"))) true false))

Expressionvar("x");

* Output Arc from TransitiofReputation_Query_By Deputy to Place
Queries :

ExpressionDeputyQuery
» TransitionReputation_Query_ By Deputy
Action:
(def quoted (vec (re-sec #"(.*?)™ (. x get "conte nt"))))
(def deputy (get (get quoted 0) 1))

(def query_result (. agent_owner queryRecord deputy )
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(def  DeputyQuery (apply str "(deputy _query :query_result
(. query_result getReputation) " :deputy ™ (. quer y_result

3.5. Transition
Reputation_Query By DatabaseAdmAgent

« Message content exampl(eeputation_query_databaseadm :deputy
'RegisteredUser01@O0OtagoPlatform?)

e Input Arc from PlacdatabaseAdmAgent _Inc_Msg  to Transition
Reputation_Query By DatabaseAdmAgent

Guard:(and (instance? nzdis.agent.message.Message x)(if (
"reputation_query_databaseadm"” (first (re-seq #"\w+ " (. x get
"content"))) true false))

Expressionvar("x");

* Output Arc from TransitiofReputation_Query_By DatabaseAdmAgent
to PlaceQueries

ExpressionDatabaseAdmQuery

» TransitionReputation_Query By DatabaseAdmAgent
Action:
(def quoted (vec (re-sec #"(.*?)™ (. x get "conte nt"))))
(def deputy (get (get quoted 0) 1))

(def query_result (. agent_owner queryRecord deputy )

(def  DatabaseAdmQuery (apply str "(DatabaseAdm_query
:query_result " (. query_result getReputation) " :d eputy "
(. query_result getDeputy) " :source " (. X getSen der)

"))

3.6. TransitiorQuery_Process

«  Command exampléDatabaseAdm_query :query_result
'‘query_result' :deputy 'RegisteredUser01@ OtagoPlatf orm’
:source 'RegisteredUser05@ OtagoPlatform’)
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* Input Arc from Plac&ueries to TransitionQuery_Process

Guard:(and (instance? String x) (or (if (= "DatabaseAdm_q
(first (re-seq #"\w+" (. x get "content™))) true fa

(= "deputy_query" (first (re-seq #"\w+" (. x get "c

true false)))

Expressionvar("x");

e Output Arc from TransitiolQuery Process to Place
DeputyAgent_Out_Msg

ExpressionmsgQueryResultDeputy

e Output Arc from TransitiolQuery Process to Place
DatabaseAdmAgent_Out_Msg

ExpressionmsgQueryResultDatabaseAdmAgent

* TransitionQuery_Process
Action:
(def  msgQueryResultDeputy nil)
(def  msgQueryResultDatabaseAdmAgent nil)
(def query_command (vec (re-seq #"\w+" (. X get "co
(def quoted (vec (re-sec #"(.*?)™ (. x get "conte
(def reputation (get (get quoted 0) 1))
(def owner (get (get quoted 1) 1))
(def source (get (get quoted 2) 1))

(if (= "DatabaseAdm_query" (get query_comand 0)
(

(def  msgQueryResultDatabaseAdmAgent (new
nzdis.agent.message.Message "INFORM" (- apply str
"(reputation_query_result :reputation ™ reputation

(. msgQueryResultDatabaseAdmAgent setSender (. agent_o
getAgentName))

uery"
Ise) (if
ontent")))

ntent"))))

nt))))

wner
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(. msgQueryResultDatabaseAdmAgent setReceiver
"DatabaseAdmAgent@OtagoPlatform™)

)
(if (= "deputy_query" (get query_comand 0)
(

(def  msgQueryResultDeputy (new nzdis.agent.message.Messa
"INFORM" ( apply str "(reputation_query_result :rep
reputation "™ :deputy " owner ™)")))

(. msgQueryResultDeputy setSender (. agent_owner
getAgentName))

(. msgQueryResultDeputy setReceiver source)

)

3.7. Transition
Reputation_Update by DatabaseAdmAgent

* Message content examp(epdate_reputation :type positive
:agent 'RegisteredUserDeputy01@OtagoPlatform’)

utation

* Input Arc from PlacdatabaseAdmAgent_Inc_Msg  to Transition

Reputation_Update by Database Adm_Agent

Guard:(and (instance? nzdis.agent.message.Message x)(if (
"update_reputation” (first (re-seq #"\w+" (. x get
"content™))) true false))

Expressionvar("x");

e Output Arc from Transition

Reputation_Update_by Database Adm_Agent to Place

InstitutionAgent_Out_Msg
ExpressionmsgSanctionRewardDatabaseAdmAgent

e Output Arc from Transition

Reputation_Update_by Database Adm_Agent to Place

DeputyAgent_Out_Msg
ExpressionmsgSanctionReward

e TransitionReputation_Update by Database Adm_Agent

ge
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Action:

(def update_record (vec (re-seq #"\w+" (. x get "co
(def quoted (vec (re-sec #"(.*?)™ (. x get "conte
(def deputy (get (get quoted 0) 1))

(def result_update (. agent_owner updateRecord (get
update_record 2) deputy))

(def msgSanctionRewardDatabaseAdmAgent (new
nzdis.agent.message.Message "INFORM" ( apply str
"(apply_sanctionreward :deputy ™ deputy "type: ™
result_update getType) " :resource " (. result_upda
getResource) M)")))

(. msgSanctionRewardDatabaseAdmAgent setSender (.
agent_owner getAgentName))

(. msgSanctionRewardDatabaseAdmAgent setReceiver
"InstitutionAgent@OtagoPlatform")

(def msgSanctionReward (new nzdis.agent.message.Message
"INFORM" (apply str "(sanctionreward_inform type:
result_update getType) " :resource " (. result_upda

getResource) ")"))

(. msgSanctionReward setSender (. agent_owner getAgent

(. msgSanctionReward setReceiver deputy)

ntent"))))

nt"))))

te

Name))

4. Annotations of the Database Administrator Agéfairkflow

Coloured Petri Net (Figure 5.5)

4.1. TransitiorSet_Environment

* From Placdnitialization to TransitionSet_Environment

Guard:(instance? nzdis.agent.OpalAgent i)
Expressionvar("i");
* TransitionSet_Environment

Action: (def agent_owner i)



214

4.2. TransitionrComment_System

+ Message content examp{eomment_system :comment ‘comment')

* Input Arc from PlacéeputyAgent_Inc_Msg to Transition
Comment_System:

Guard:(and (instance? nzdis.agent.message.Message x)(if ( =
"comment_system" (first (re-seq #"\w+" (. X get "co ntent")))
true false))

Expressionvar("x");
* TransitionComent_System :
Action:
(def quoted (vec (re-sec #"(.*?)" (. x get "conte nt"))))
(def comment (get (get quoted 0) 1))

(. agent_owner makeComment comment)

4.3. TransitiomQuery Databese

* Message content examplguery_databese :query 'query’)

* Input Arc from PlacéeputyAgent_Inc_Msg to Transition
Query_Database

Guard:(and (instance? nzdis.agent.message.Message x)(if ( =
"query_database" (first (re-seq #"\w+" (. X get "co ntent")))
true false))

Expressionvar("x");

e Output Arc from TransitiofQuery Database to Place
DeputyAgent_Out_Msg

ExpressionmsgQueryDatabaseResult
e TransitionQuery_ Database
Action:

(def quoted (vec (re-sec #"(.*?)™ (. x get "conte nt"))))
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(def query (get (get quoted 0) 1))

(def query_result (. agent_owner makeQuery query))

(def  msgQueryDatabaseResult (new nzdis.agent.message.Mes sage
"INFORM" ( apply str "(database_query_result :resul t"
query_result ")")))

(. msgQueryDatabaseResult setSender (. agent_owner
getAgentName))

(. msgQueryDatabaseResult setReceiver (. x getSender))

4.4. TransitiorComment_CriminalFact

* Message content examp(eomment_criminal_fact
:criminal_factID 2236 :comment ‘comment’)

* Input Arc from PlacénstitutionAgent_Inc_Msg to Transition
Create_Record

Guard:(and (instance? nzdis.agent.message.Message x)(if (
"comment_criminal_fact" (first (re-seq #"\w+" (. X get
"content"))) true false))

Expressionvar("x");

* TransitionComment_CriminalFact

Action:
(def content (vec (re-seq #"\w+" (. x get "content" )))
(def quoted (vec (re-sec #"(.*?)™ (. x get "conte nt"))))

(def comment (get (get quoted 0) 1))

(. agent_owner makeCommentCriminalFact (get conten t2)
comment)

4.5. TransitiorRegister _CriminalFact

* Message content examp(eegister_crime :crime_type theft
Jlatitude '999.999' :longitude '888.888'
:confirming_agent 'test.wikicrimes@gmail.com’)
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* Input Arc from PlacdeputyAgent_Inc_Msg to Transition
Register_CriminalFact

Guard:(and (instance? nzdis.agent.message.Message x)(if ( =
"register_crime" (first (re-seq #"\w+" (. x get "co ntent")))
true false))

Expressionvar("x");

* Output Arc from TransitiofRegister_CriminalFact to Place
DeputyAgent_Out_Msg

ExpressionmsgCrimeRegistrationResultDeputy

* Output Arc from TransitiofRegister_CriminalFact to Place
InstitutionAgent_Out_Msg

ExpressionmessagesCrimeRegistrationResultinstitution

» TransitionRegister_CriminalFact

Action:
(def content (vec (re-seq #"\w+" (. x get "content" )
(def quoted (vec (re-sec #"(.*?)" (. x get "conte nt"))))

(def latitude (get (get quoted 0) 1))
(def longitude (get (get quoted 1) 1))
(def confirming_agent (get (get quoted 2) 1))

(def registration_result (. agent_owner registerCri me (get
content 2) latitude longitude confirming_agent))

(def  msgCrimeRegistrationResultDeputy (new
nzdis.agent.message.Message "INFORM" (- apply str
"(crime_registration_result :result " registration__ result

op))

(. msgCrimeRegistrationResultDeputy setSender (. agent _owner

getAgentName))

(. msgCrimeRegistrationResultDeputy setReceiver (. X
getSender))

(def messagesCrimeRegistrationResultInstitution ())
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(if (not (= "0" crimelD)
(
(def alert_areas (. agent_owner verifyAreas crimelD )

(for (i alert_areas) (

(def  msgCrimeRegistrationResultinstitution (new
nzdis.agent.message.Message "INFORM" ( apply str
"(observation_area_alert :observation_area_id" (. i
getObservationArealD) " :crime_id " (. i getCrimelD )"
:agent_owner_email " (. i getOwnerEmail)")")))

(. msgCrimeRegistrationResultinstitution setSender (.
agent_owner getAgentName))

(. msgCrimeRegistrationResultinstitution setReceiver
"InstitutionAgent@OtagoPlatform")

(def msg (list msgCrimeRegistrationResultinstitutio n))
(concat messagesCrimeRegistrationResultInstitution msgQ)
)

4.6. TransitionConfirm_CriminalFact

* Message content examp(erime_confirmation :crime_id 1 :type
negative :crime_reporter
'DeputyRegisteredUser01@OtagoPlatform’)

* Input Arc from PlacénstitutionAgent_Inc_Msg to Transition
Confirm_CriminalFact

Guard:(and (instance? nzdis.agent.message.Message x)(if (
"crime_confirmation” (first (re-seq #"\w+" (. x get
"content™))) true false))

Expressionvar("x");

* Output Arc from Transitioif©onfirm_CriminalFact to Place
InstitutionAgent_Out_Msg

ExpressionmsgUpdateModelChecker
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* Output Arc from Transitioif©onfirm_CriminalFact to Place
ReputationAgent_Out_Msg

ExpressionmsgUpdateReputation

* TransitionConfirm_CriminalFact

Action:
(def content (vec (re-seq #"\w+" (. x get "content" )))
(def quoted (vec (re-sec #"(.*?)" (. x get "conte nt"))))

(def crime_reporter (get (get quoted 0) 1))
(. agent_owner confirmCrime (get content 2) (get co ntent 4))
(def msgUpdateModelChecker nil)

(if (= "negative" (get content 4))

(

(def fact (apply str crime_reporter
" Negative_confirmation_on_report(" (get content 2)

")_is_made")
(def msgUpdateModelChecker (new nzdis.agent.message.Mess age
"REQUEST" ( apply str "(update_modelchecker :truthv alue true

(. msgUpdateModelChecker setSender (. agent_owner
getAgentName))

(. msgUpdateModelChecker setReceiver
"InstitutionAgent@OtagoPlatform")

)

(if (= "positive" (get content 4))

(

(def  msgUpdateReputation (new nzdis.agent.message.Messag e
"REQUEST" ( apply str "(update_reputation :type pos itive
‘agent ™ crime_reporter ™)")))

(. msgUpdateReputation setSender (. agent_owner
getAgentName))
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(. msgUpdateReputation setReceiver
"ReputationAgent@OtagoPlatform™)

)
4.7. TransitiorDenounce_Abuse

* Message content examp(abuse_denounce :crime_id 1

:crime_reporter 'DeputyRegisteredUser01@OtagoPlatfo rm’)

* Input Arc from PlacénstitutionAgent_Inc_Msg to Transition
Denounce_Abuse :

Guard:(and (instance? nzdis.agent.message.Message x)(if ( =
"abuse_denounce” (first (re-seq #"\w+" (. x get "co ntent")))
true false))

Expressionvar("x");

* Output Arc from Transitioidenounce_Abuse to Place
InstitutionAgent_Out_Msg

ExpressionmsgUpdateModelCheckerAbuseDenounce

e TransitionDenounce_Abuse :

Action:
(def content (vec (re-seq #"\w+" (. x get "content" )))
(def quoted (vec (re-sec #"(.*?)" (. x get "conte nt"))))

(def crime_reporter (get (get quoted 0) 1))
(. agent_owner denounceCrime (get content 2))

(def msgUpdateModelCheckerAbuseDenounce nil)

(def fact (apply str crime_reporter
" Abuse_denounce_on_report(" (get content 2) ") is_ made")

(def  msgUpdateModelCheckerAbuseDenounce (new
nzdis.agent.message.Message "REQUEST" ( apply str
"(update_modelchecker :truthvalue true :fact ™ fac t™)"))

(.  msgUpdateModelCheckerAbuseDenounce setSender (.
agent_owner getAgentName))

(. msgUpdateModelCheckerAbuseDenounce setReceiver
"InstitutionAgent@OtagoPlatform")
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5. Annotations of the Deputy Registered User A¢gotkflow,
Deputy Certifier Entity Workflow, Deputy Invited @s Workflow
and Deputy Browser User Workflow Coloured Petrig\@ligures
5.7,5.8,5.10 and 5.11)

5.1. TransitiorBet_Environment

e From Placdnitialization to TransitionSet_Environment
Guard:(instance? nzdis.agent.OpalAgent i)
Expressionvar("i");

* TransitionSet_Environment

Action: (def agent_owner i)
5.2. TransitiorlComment_Criminal_Fact

* Message content examp(eomment_criminal_fact
:criminal_factID 5525 :comment ‘comment’)

e Input Arc from Placdxt_Agent_Inc_Msg to Transition
Comment_Criminal_Fact

Guard:(and (instance? nzdis.agent.message.Message x)(if ( =
"comment_criminal_fact" (first (re-seq #"\w+" (. X get
"content™))) true false))

Expressionvar("x");

* Output Arc from TransitiolComment_Criminal_Fact  to Place
Database Adm_Agent Out_Msg

ExpressionmsgCommentCriminalFact

* TransitionComment_Criminal_Fact
Action:
(def content (. x get "content™))))

(def msgCommentCriminalFact (new nzdis.agent.message.Mes sage
"REQUEST" content)))

(. msgCommentCriminalFact setSender (. agent_owner
getAgentName))
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(. msgCommentCriminalFact setReceiver
"DatabaseAdmAgent@OtagoPlatform™)

5.3. TransitiorRegister Criminal_Fact

* Message content exampleegister_crime :crime_type robbery
Jlatitude '555.789' :longitude '234.123'
:confirming_agent 'test.wikicrimes@gmail.com’)

e Input Arc from Placdxt_Agent_Inc_Msg to Transition
Register_Criminal_Fact

Guard:(and (instance? nzdis.agent.message.Message x)(if ( =
"register_crime" (first (re-seq #"\w+" (. x get "co ntent")))
true false))

Expressionvar("x");

* Output Arc from TransitiofRegister_Criminal_Fact to Place
Database Adm_Agent Out_Msg

ExpressionmsgRegisterCriminalFact

* TransitionRegister_Criminal_Fact
Action:
(def content (. x get "content™))))

(def  msgRegisterCriminalFact (new
nzdis.agent.message.Message "REQUEST" content)))

(. msgRegisterCriminalFact setSender (. agent_owner
getAgentName))

(. msgRegisterCriminalFact setReceiver
"DatabaseAdmAgent@OtagoPlatform™)

5.4. TransitiorDenounce_Abuse

* Message content examp(ebuse_denounce :crime_id 2
:crime_reporter 'DeputyRegisteredUser01@OtagoPlatfo rm’)

* Input Arc from Placdxt_Agent_Inc_Msg to TransitionDenounce_Abuse :
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Guard:(and (instance? nzdis.agent.message.Message x)(if ( =
"abuse_denounce” (first (re-seq #"\w+" (. x get "co ntent")))
true false))

Expressionvar("x");

e Output Arc from Transitioidenounce_Abuse to Place
Database_Adm_Agent_Out_Msg

ExpressionmsgAbuseDenounce

e TransitionDenounce_Abuse :
Action:
(def content (. x get "content"))))

(def  msgAbuseDenounce (new nzdis.agent.message.Message
"REQUEST" content)))

(. msgAbuseDenounce setSender (. agent_owner getAgentN ame))

(. msgAbuseDenounce setReceiver
"DatabaseAdmAgent@OtagoPlatform™)

5.5. TransitiorConfirm_Criminal _Fact

* Message content examp(erime_confirmation :crime_id 2 :type
positive :crime_reporter
'‘DeputyRegisteredUser01@OtagoPlatform")

* Input Arc from Placdxt_Agent_Inc_Msg to Transition
Confirm_Criminal_Fact

Guard:(and (instance? nzdis.agent.message.Message x)(if ( =
"crime_confirmation” (first (re-seq #"\w+" (. x get
"content"))) true false))

Expressionvar("x");

* Output Arc from Transitioil€onfirm_Criminal_Fact to Place
Database_Adm_Agent_Out_Msg

ExpressionmsgConfirmCriminalFact

e TransitionConfirm_Criminal _Fact

Action:
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(def content (. x get “content"))))

(def  msgConfirmCriminalFact (new nzdis.agent.message.Mes sage
"REQUEST" content)))

(. msgConfirmCriminalFact setSender (. agent_owner
getAgentName))

(. msgConfirmCriminalFact setReceiver
"DatabaseAdmAgent@OtagoPlatform™)

5.6. TransitiorlComment_System

+ Message content examp{eomment_system :comment ‘comment’)

* Input Arc from Placdxt_Agent_Inc_Msg to TransitionComment_System :

Guard:(and (instance? nzdis.agent.message.Message x)(if ( =
"comment_system" (first (re-seq #"\w+" (. x get "co ntent")))
true false))

Expressionvar("x");

e Output Arc from Transitiol€omment_System to Place
Database_Adm_Agent_Out_Msg

ExpressionmsgCommentSystem

e TransitionComment_System:
Action:
(def content (. x get "content"))))

(def msgCommentSystem (new nzdis.agent.message.Message
"REQUEST" content)))

(. msgCommentSystem setSender (. agent_owner getAgentN ame))

(. msgCommentSystem setReceiver
"DatabaseAdmAgent@OtagoPlatform™)

5.7. TransitiorQuery Database

* Message content examp(guery_databese :query 'query’)

* Input Arc from Placd&xt_Agent_Inc_Msg to TransitionQuery Database
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Guard:(and (instance? nzdis.agent.message.Message x)(if (
"query_database” (first (re-seq #"\w+" (. x get "co
true false))

Expressionvar("x");

* Output Arc from TransitioilQuery Database to Place
Database_Adm_Agent_Out_Msg

ExpressionmsgQueryDatabase
» TransitionQuery_Database

Action:

(def content (. x get "content"))))

(def  msgQueryDatabase (new nzdis.agent.message.Message

"REQUEST" content)))

(. msgQueryDatabase setSender (. agent_owner getAgentN

(. msgQueryDatabase setReceiver
"DatabaseAdmAgent@OtagoPlatform™)

5.8. TransitiorReputation_Query

* Message content exampl(eeputation_query_deputy :deputy

'RegisteredUser01@O0OtagoPlatform’)

e Input Arc from Placdxt_Agent_Inc_Msg to Transition

Reputation_Query

Guard:(and (instance? nzdis.agent.message.Message x)(if (
"reputation_query_deputy"” (first (re-seq #"\w+" (.
"content"))) true false))

Expressionvar("x");

e Output Arc from TransitiofReputation_Query  to Place

Reputation_Agent_Out_Msg
ExpressionmsgReputationQueryDeputy
* TransitionReputation_Query

Action:

(def content (. x get "content"))))

ntent")))

ame))

X get
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(def  msgQueryDatabase (new nzdis.agent.message.Message
"REQUEST" content)))

(. msgQueryDatabase setSender (. agent_owner getAgentN ame))

(. msgQueryDatabase setReceiver
"ReputationAgent@OtagoPlatform™)

5.9. TransitiomAccept_Refuse Commitment

* Message content examp(eommitment_proposal_answer
:commitmentID Commitment01 :outcome accept)

e Input Arc from Placdxt_Agent_Inc_Msg to Transition
Accept_Refuse_Commitment

Guard:(and (instance? nzdis.agent.message.Message x)(if ( =
"commitment_proposal_answer" (first (re-seq #"\w+" (. x get
"content"))) true false))

Expressionvar("x");

* Output Arc from Transitiolccept_Refuse_Commitment  to Place
Monitor_Agent_Out_Msg

ExpressionmsgAcceptRefuseCommitment

* TransitionAccept_Refuse_Commitment
Action:
(def content (. x get "content"))))

(def  msgQueryDatabase (new nzdis.agent.message.Message
"REQUEST" content)))

(. msgQueryDatabase setSender (. agent_owner getAgentN ame))

(. msgQueryDatabase setReceiver
"MonitorAgent@OtagoPlatform")

5.10. TransitiorMonitored_ Interaction

* Message content examp(enake _commitment :debitor
'RegisteredUser02@OtagoPlatform' :condition
‘condition_formula’ :content ‘content_formula’)
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* Input Arc from Placdxt_Agent_Inc_Msg to Transition
Monitored_Interaction

Guard:(and (instance? nzdis.agent.message.Message x)(if ( =
"make_commitment" (first (re-seq #"\w+" (. x get "c ontent")))
true false))

Expressionvar("x");

* Output Arc from TransitioMonitored_Interaction to Place
Monitor_Agent_Out_Msg

ExpressionmsgMonitoredinteraction
e TransitionMonitored_Interaction
Action:
(def content (vec (re-seq #"\w+" x)))
(def quoted (vec (re-sec #"(.*?)" (. x get "conte nt"))))
(def debitor (get (get quoted 0) 1))
(def condition_formula (get (get quoted 1) 1))
(def content_formula (get (get quoted 2) 1))

(def  msgMonitoredinteraction (new

nzdis.agent.message.Message "REQUEST" (apply str
"(make_commitment :creditor " (. agent_owner

getAgentNameString) " :debitor " debitor " :conditi on
condition_formula "™ :content "™ content_formula " )M))

(. msgMonitoredinteraction setSender (. agent_owner
getAgentName))

(. msgMonitoredinteraction setReceiver
"MonitorAgent@OtagoPlatform")

5.11. TransitiorChange Role

* Message content examp(ehange_role :new_role
CertifierEntity)

* Input Arc from Placdxt_Agent_Inc_Msg to TransitionChange_Role :
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Guard:(and (instance? nzdis.agent.message.Message x)(if ( =
"change_role" (first (re-seq #"\w+" (. x get "conte nt")))
true false))

Expressionvar("x");

* Output Arc from Transitioilhange_Role to Place
Institution_Agent_Out_Msg

ExpressionmsgChangeRole
* TransitionChange_Role :
Action:

(def content (vec (re-seq #"\w+" (. x get "content” )))

(def msgChangeRole (new nzdis.agent.message.Message

"REQUEST" (apply str "(change role :new_role " (get content
2) ".external_email ™ (. agent_owner getEmail) ™) "))
(. msgChangeRole setSender (. agent_owner getAgentName )

(. msgChangeRole setReceiver
"InstitutionAgent@OtagoPlatform")

5.12. TransitiorUnregistration

* Message content examplenregistration_deputy)

* Input Arc from Placdxt_Agent_Inc_Msg to TransitionUnregistration

Guard:(and (instance? nzdis.agent.message.Message x)(if ( =
"unregistration_deputy" (first (re-seq #"\w+" (. x get
"content™))) true false))

Expressionvar("x");

* Output Arc from Transitiotnregistration to Place
Institution_Agent_Out_Msg

ExpressionmsgUnregistration
* TransitionUnregistration
Action:

(def content (. x get "content"))))
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(def  msgUnregistration (new nzdis.agent.message.Message
"REQUEST" content)))

(. msgUnregistration setSender (. agent_owner getAgent

(. msgUnregistration setReceiver
"InstitutionAgent@OtagoPlatform")

5.13. Transitiornmonitored_Interaction_Inc

« Message content examp(éee_speech :receiver
'RegisteredUser02@0OtagoPlatform’ :content 'Hello!")

e Input Arc from Placdxt_Agent_Inc_Msg to Transition
Unmonitored_ Interaction_Inc

Guard:(and (instance? nzdis.agent.message.Message x)(if (
"free_speech” (first (re-seq #"\w+" (. X get "conte
true false))

Expressionvar("x");

e Output Arc from Transitioynmonitored_Interaction_Inc
DeputyAgent_Out_Msg

ExpressionmsgReplyFreeSpeech

* TransitionUnmonitored_Interaction_Foward
Action:
(def quoted (vec (re-sec #"(.*?)"™ (. x get "conte
(def receiver (get (get quoted 0) 1))

(def msgFreeSpeechContent (get (get quoted 1) 1))

(def  msgFowardFreeSpeech (new nzdis.agent.message.Messag

"REQUEST" (apply str "(free_speech :sender ™ (. ag
getAgentNameString "' :content " msgFreeSpeechCont

y))

(.  msgFowardFreeSpeech setSender (. agent_owner
getAgentName))

(.  msgFowardFreeSpeech setReceiver receiver)

Name))

nt)))

to Place

nt’))))

e
ent_owner
ent
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5.14. Transitiotnmonitored_Interaction_Reply

* Message content examp(éee_speech :sender
'RegisteredUser02@O0OtagoPlatform' :content 'Hello!")

e Input Arc from PlacéeputyAgent_Inc_Msg to Transition
Unmonitored_Interaction_Out

Guard:(and (instance? nzdis.agent.message.Message x)(if (
"free_speech” (first (re-seq #"\w+" (. X get "conte
true false))

Expressionvar("x");

* Output Arc from Transitioldnmonitored_Interaction_Out
Ext_Agent_Out_Msg

ExpressionmsgReplyFreeSpeech

* TransitionUnmonitored_Interaction_Out
Action:
(def quoted (vec (re-sec #"(.*?)" (. x get "conte
(def sender (get (get quoted 0) 1))

(def msgFreeSpeechContent (get (get quoted 1) 1))

(def  msgReplyFreeSpeech (new nzdis.agent.message.Message

"REQUEST" (apply str "(free_speech :receiver ™ sen
:content " msgFreeSpeechContent ")")))

(. msgReplyFreeSpeech setSender (. agent_owner
getAgentName))

(. msgReplyFreeSpeech setReceiver (. agent_owner
getExternalReference))

5.15. TransitiorAnalyse_Invitation

* Message content examp(erime_confirmation_invitation
sinvitation_id 1)

nt)))

to Place

nt"))))

der ™

* Input Arc from Placénstitution_Agent_Inc_Msg to Transition

Analyse_Invitation
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Guard:(and (instance? nzdis.agent.message.Message x)(if (
"crime_confirmation_invitation" (first (re-seq #"\w
get "content"))) true false))

Expressionvar("x");

* Output Arc from Transitionalyse_Invitation to Place
DeputyAgent_Out_Msg

ExpressionmsgQueryDatabaseResult

* Output Arc from Transitionalyse_Invitation to Place
Monitor_Agent_Out_Msg

ExpressionmsgCrimeConfirmationinvitation
* TransitionAnalyse_Invitation

Action:

(def content (. x get "content"))

(def  msgCrimeConfirmationinvitation (new
nzdis.agent.message.Message "REQUEST" content ))

(. msgCrimeConfirmationinvitation setSender (. x getSe

(. msgCrimeConfirmationinvitation setReceiver (. agent
getExternalReference))

5.16. TransitiorProcessQuery

* Message content examp(database_query_result :result
‘query_result)

+" (. X

nder))

_owner

* Input Arc from Placdatabase_Adm_Agent_Inc_Msg to Transition

ProcessQuery

Guard:(and (instance? nzdis.agent.message.Message x)(if (
"database_query_result" (first (re-seq #"\w+" (. x
"content™))) true false))

Expressionvar("x");

get

* Output Arc from TransitiofProcessQuery to PlaceExt_Agent_Out_Msg

ExpressionmsgDatabaseQueryResult
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* TransitionProcessQuery
Action:

(def content (. x get "content"))

(def msgDatabaseQueryResult (new nzdis.agent.message.Mes sage
"REQUEST" content))

(.  msgDatabaseQueryResult setSender (. x getSender))

(.  msgDatabaseQueryResult setReceiver (. agent_owner
getExternalReference))

5.17. TransitiorRequest_Accept Refuse Commitment

* Message content examp(eommitment_proposal :commitmentlD
Commitment01 :commitment_creditor
'RegisteredUser02@O0OtagoPlatform’' :commitment_condit ion
‘conditin_formula' :commitment_content
‘content_formula’)

* Input Arc from PlacévionitorAgent_Inc_Msg to Transition
Request_Accept_Refuse _Commitment

Guard:(and (instance? nzdis.agent.message.Message x)(if ( =
"commitment_proposal” (first (re-seq #"\w+" (. X ge t
"content"))) true false))

Expressionvar("x");

* Output Arc from TransitiofiRequest_Accept_Refuse_Commitment to
PlaceExt_Agent_Out_Msg

ExpressionmsgCommitmentProposal
* TransitionRequest_Accept Refuse_Commitment

Action:

(def content (. x get "content"))

(def

msgCommitmentProposal (new nzdis.agent.message.Mess

"REQUEST" content))

(.
(.

msgCommitmentProposal setSender (. x getSender))

msgCommitmentProposal setReceiver (. agent_owner

getExternalReference))

age
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5.18. TransitiorReputation_Query Responce

* Message content examp(eeputation_query_result :reputation
'3' :deputy 'RegisteredUser03@ OtagoPlatform’)

* Input Arc from PlacdRkeputationAgent_Inc_Msg to Transition
Reputation_Query Responce

Guard:(and (instance? nzdis.agent.message.Message x)(if ( =
"deputy_query" (first (re-seq #"\w+" (. x get "cont ent))
true false))

Expressionvar("x");

e Output Arc from TransitiomReputation_Query Responce to Place
Ext_Agent_Out_Msg

ExpressionmsgReputationQueryResult

e TransitionReputation_Query Responce
Action:
(def content (. x get "content"))

(def  msgReputationQueryResult (new
nzdis.agent.message.Message "INFORM" content ))

(. msgReputationQueryResult setSender (. x getSender))

(. msgReputationQueryResult setReceiver (. agent_owner
getExternalReference))

5.19. TransitiorDeal with_Sanction_Reward

» Message content examp(sanctionreward_inform :type sanction
:resource resource)

e Input Arc from PlacdRkeputationAgent_Inc_Msg to Transition
Deal_with_Sanction_Reward

Guard:(and (instance? nzdis.agent.message.Message x)(if ( =
"sanctionreward_inform" (first (re-seq #"\w+" (. X get
"content™))) true false))

Expressionvar("x");
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e Output Arc from Transitioeal _with_Sanction_Reward
Ext_Agent_Out_Msg
ExpressionmsgSanctionRewardInform
* TransitionDeal with_Sanction_Reward
Action:
(def content (. x get "content"))

(def  msgSanctionRewardInform (new
nzdis.agent.message.Message "INFORM" content ))

(. msgSanctionRewardIinform setSender (. x getSender))

(. msgSanctionRewardIinform setReceiver (. agent_owner
getExternalReference))

to Place
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