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Abstract

With the advance of location technologies, people can now determine their loca-
tion in various ways, for instance, with GPS or based on nearby cellphone towers.
These technologies have led to the introduction of location-based services, which
allow people to get information relevant to their current location. Location pri-
vacy is of utmost concern for such location-based services, since knowing a person’s
location can reveal information about her activities or her interests.

In this thesis, we first focus on location-based services that need to know only
a person’s location, but not her identity. We propose a solution using location
cloaking based on k-anonymity, which requires neither a single trusted location
broker, which is a central server that knows everybody’s location, nor trust in all
users of the system and that integrates nicely with existing infrastructures. Namely,
we suggest having multiple brokers, each deployed by a different organization (e.g.,
an operator of a cellphone network) and each knowing the location of only a subset of
users, with the subsets being disjoint. The servers and a user can jointly determine
the cloaked area based on k-anonymity. We present and analyze two protocols both
of which exploit the same idea above. The evaluation of our sample implementation
demonstrates that one of the protocol is sufficiently fast to be practical, but the
performance of the other protocol is not acceptable for its use in practice.

In addition to the distributed k-anonymity protocol which serves as a general
solution for location privacy when users’ identities and fine-grained location are not
required, we then propose four protocols—Louis, Lester, Pierre and Wilfrid— for
a specific, identity required, location-based service: the nearby-friend application,
where users (and their devices) can learn information about their friends’ location if
and only if their friends are actually nearby. Our solutions do not require any central
trusted server or only require a semi-trusted third party that dose not learn any
location information. Moreover, users of our protocol do not need to be members
of the same cellphone provider, as in existing approaches. The evaluation on our
implementation shows that all of the four protocols are efficient.
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Chapter 1

Introduction

1.1 Location-Based Service

With the advance of location technologies, various positioning systems can deter-
mine people’s locations with high accuracy, such as GPS, nearby cellphone towers,
and wireless access points. The receiver of all these positioning systems can be
integrated into a small mobile device with limited computing power and storage,
which can report location information to people almost anywhere anytime. These
technologies have led to the introduction of location-based services (LBS), which
provide people information relevant to their current locations. There are various
types of existing LBS, such as:

Navigation service. This service provides directions to a user-defined target
location.

Location-based traffic and weather alerts. This service provides traffic
and weather information to users in real time. It could be combined with the
navigation service to avoid traffic congestion or road hazards in bad weather.

Nearby-information service. This service provides information in a user’s
vicinity that could be of interest to the user such as locations of nearby restaurants,
gas stations, and advertisement of any nearby services.

Nearby-friends service. This service, also called buddy tracking, notifies a
user when some of his/her friends are nearby.

Children, elderly parents, or car finders. This service provides the loca-
tions of a user’s children, elderly parents, or vehicles when they are lost.

Emergency management service. This service provides emergency respon-
ders with the location of the emergency to help them reach the location as soon as
possible. For example, E-911.

Moreover, there are many other types of location-based services and probably
many new ones will appear for future demand. These location-based services will
become more and more involved in everyone’s daily life.
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Figure 1.1: General System Architecture

1.2 Location Privacy

Location-based services improve the quality of life by providing people with useful
information related to their locations, but also invoke people’s concerns about po-
tential threats. The utmost concern of location-based services is location privacy.
Most people would not agree to report regularly updated location information to
some third parties where the usage of this information is out of the knowledge
and control of the people themselves. To protect location privacy, we must first
define what location privacy is. Privacy could mean different things in different
context. Location privacy can be defined as the claim of individuals to determine
for themselves when, how and to what extent location information about them is
communicated to others [23]. In short, people should have the control of their own
location information.

People’s locations just like their home address, telephone number, ages and
medical history, are considered as private information, so people want themselves
to control over it. Failures to protect location privacy will result in at least three
key negative effects [23]:

e Location-based spam: Malicious parties could send unsolicited advertise-
ment to users based on users’ location.

e Personal safety: Theft, stalking or physical attacks are more likely to hap-
pen if people’s locations are leaked to a malicious party.

e Intrusive inferences: People’s activities and interests could be inferred by
the locations they have visited.

Therefore, protecting people’s location privacy is a very basic requirement in
the environment of ubiquitous positioning devices and location-based services. Re-
searchers have investigated various approaches to protect people’s location privacy.

1.3 Existing Approaches

In most existing location-based services, the system architecture, as shown in Fig-
ure consists of three entities: the user, the location broker and the location-
based service. The user provides the location broker his/her fine-grained location
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and a location-based query. The location broker performs the location privacy en-
hancing algorithm on the fine-grained location. Then the location broker sends the
location-based query with the processed location to the location-based service. The
location-based service finds the best answer to the query and returns it to the user
via the location broker. The location broker could also give the processed loca-
tion to the user, then the user sends the location-based query with the processed
location directly to the location-based service.

In this section, we provide a general overview of the existing approaches used
to enhance location privacy in the system described above.

1.3.1 Access Control

As a traditional security mechanism, access control is used to protect location
privacy in some existing solutions. Access control allows one user to impose restric-
tion on the ability of other users to retrieve information. It is usually used in the
location-based services that require location sharing among users, such as a nearby-
friends service. A wide variety of access control methods have been developed for
different environment, such as encryption-based access control and role-based ac-
cess control [B]. This approach requires a centralized architecture where the central
server has all users’ location information. The access control mechanism is applied
to protect the private data on the server. However, the central server itself may be-
come a single point of failure that could leak private information. We want to avoid
the central server that has all location information, which is not a goal of access
control. Moreover, access control basically requires a user to reveal her identity,
which is not necessary in many location-aware applications. It would be preferred
that users can hide their identities from the location-based service when identity
information is not needed.

1.3.2 Pseudonyms

A person who accesses a location-based service might be tempted to reveal her
precise location. Due to location privacy concerns, people want to hide their iden-
tities from the location-based service. One approach is to use pseudonyms. In the
system shown in Figure [I.1| pseudonyms could be generated by the user herself or
by the location broker. The user could use different pseudonyms for every request
or for different time periods. However, if the location is associated with this user
(e.g., her home), just knowing the location enables the service to re-identify the
user. Moreover, since users’ moving pattern usually follows a smooth path, chang-
ing pseudonyms becomes ineffective. Here, a location-based service can easily link
new pseudonyms with previous pseudonyms. For example, if at time ¢;, we know a
user at location /; and moving toward a direction with velocity v;, and later on at
time ;41 we see a query at l; + U;(t;41 — t;), then it is most likely that this query is
from the same user. To prevent this attack, Beresford and Stajano proposed Mix



zones [0]. In their approach, users can communicate with a location-based service in
an application zone, but they are not allowed to do so when they are in a miz zone.
Assuming users change to a new, unused pseudonym whenever they enter a mix
zone, the location-based service that sees a user emerging from the mix zone cannot
distinguish that user from any other who was in the mix zone at the same time and
cannot link people going into the mix zone with those coming out of it. Some other
solutions use silent periods [33] [44], which are essentially a temporal version of mix
zones. These techniques, which prohibit any user to communicate with the services
either in a predefined area or in a period of time, inevitably sacrifice the quality of
service, and the actual degree of anonymity that they can provide is much related
to the configuration detail, which is hard to control. Moreover, not all classes of
location-based service can accept pseudonyms. Some services, like buddy tracking,
require real identity.

1.3.3 Obfuscation

The idea of this approach is to obfuscate the location of users in order to intro-
duce confusion about the identification of the actual user. The obfuscation task
is performed by the user or with the help of the location broker as shown in Fig-
ure [[.1] The assumption made in obfuscation is that if a location-based service
requires much less spatial and temporal resolution than the underlying positioning
system provides, then users can still get high quality of service by providing rel-
atively coarse-grained location. This assumption works well in most services, and
we will talk about different techniques to perform the obfuscation below. However,
obfuscation cannot solve all problems. Some services require fine-grained location,
such as buddy tracking.

Dummy Location

Some researchers propose using dummy location as the obfuscation technique [38,
59]. In this technique, a user sends true position information with several false
position information (dummies) to a location-based service, which provides the
result for each position information. The user then extracts the true result from
the dummy results. The difficulty of this approach is that it is hard to ensure that
the dummy locations appear to be realistic in both the short and long term, and
that the distance deviation between the dummy paths and the real path is large
enough. Moreover, the higher the degree of privacy, the more dummies are needed,
and the communication cost is also higher.

Basic Location Cloaking

The other proposed way to obfuscate location is location cloaking. The idea of loca-
tion cloaking is that instead of using a fine-grained location that can easily identify



a user, the user sends more coarse-grained, less invasive location information to a
service. In basic cloaking, a user simply determines an area that has a predeter-
mined size (e.g. four city blocks) and that contains her current location and sends
the area to the location-based service. The service will return information about
the entire area, and the user will discard irrelevant information. Presumably, there
are other users in the coarse-grained location area. Then the attacker cannot dis-
tinguish the real sender from any other user who was in the same area at the same
time [16]. The problem of basic cloaking is that the user does not know whether
there are enough users in the predetermined location area in advance. For example,
in a rural, less populated region, it is highly probable that the predetermined area
only contains the user herself. If the user is the only user in the area or the total
number of users in the area is so small that the attacker can distinguish them with
high probability, then privacy is breached.

Location Cloaking based on k-Anonymity

A clever way to do location cloaking that avoids the problem of basic cloaking
is location cloaking based on k-anonymity [53]. Here, a user’s current location is
cloaked such that there are at least k — 1 other users within the cloaked area. A
location-based service learns only the cloaked area, and the user remains anonymous
within the set of k£ users.

Location cloaking based on k-anonymity has been studied extensively [B [7],
17, 28, 30], 29, 32} [35], 406, 48]. Traditionally, this approach has been implemented
with the help of a central trusted server, the location broker. Users register their
current location with the location broker. Whenever a user wants to access a
location-based service, she has the location broker compute a cloaked area that has
the k-anonymity property. Then, the location broker contacts the location-based
service on the user’s behalf. The drawback of this approach is that the location
broker knows everybody’s location. Users must trust it not to leak their location
information to unauthorized parties, maybe inadvertently. In short, the location
broker is a single point of failure, which we want to avoid.

More recent research has proposed to get rid of the location broker and to have
(nearby) users jointly compute a cloaked area that has the k-anonymity property.
Then, the user (or, for increased privacy, another user on her behalf) contacts the
location-based service. The drawback of this approach is that all existing solutions
trust users to implement the proposed solution faithfully and not to leak location
information learned during the computation. Whereas this requirement might hold
in a closed environment, where users know each other, it will be difficult to satisfy
in more open environments.

Another drawback of both the centralized and the distributed approach is that
neither of them integrates well with existing infrastructures for location-based ser-
vices. Namely, many existing location-based services are targeted at cellphone
users, since the operator of a cellphone network knows the current location of its



customers and can provide this information to a location-based service. However,
there is no single entity that knows the location of all cellphone users across all cell-
phone networks, as required by the centralized approach. In case of the distributed
approach, it fails to take advantage of the already existing location information
that an operator has about its customers.

1.3.4 Summary

As we can see, if identity and fine-grained location are not required by a service,
location cloaking based on k-anonymity is the state-of-art approach for location
privacy. It avoids the possibility of linking in pseudonyms and guarantees the
anonymity within the set of k£ users. However, some services, like buddy tracking,
require users’ identity and fine-grained location. In this case, we could use a special-
ized location privacy technique (see Chapter . Furthermore, no matter what kind
of a location-based service and what approach it uses for location privacy, we want
to avoid introducing a central server that has everybody’s location information.

1.4 Contributions

1.4.1 Distributed k-Anonymity

In this thesis, we first focus on location-based services that need to know only a
person’s location, but not her identity. We propose a solution in Chapter [2| using
location cloaking based on k-anonymity, which requires neither a single trusted
location broker nor trust in all users of the system and that integrates nicely with
existing infrastructures. Namely, we suggest having multiple brokers, each deployed
by a different organization (e.g., an operator of a cellphone network) and each
knowing the location of only a subset of users, with the subsets being disjoint. The
servers and a user can jointly determine the cloaked area based on k-anonymity.

We present and analyze two protocols of this approach. Both protocols exploit
homomorphic encryption (see Section . In the first protocol, homomorphic
encryption is used to construct the underlying secure greater-than protocol, which
compares two input values securely without letting the other party know its own
input (see Section . Then using homomorphic addition, users can calculate
the sum of the number of people in their area reported by individual location
brokers and compare it with their privacy threshold k. Users can also register their
location to any one of the location brokers and switch the registration to another
broker as they wish. Therefore, k-anonymity is assured for users, and no single
location broker can track a user (if the broker is not the user’s cellphone provider).
In the second protocol, homomorphic encryption is used to construct the underlying
secure threshold set-union protocol, which computes the threshold union of private
sets without leaking the elements that appear less than the threshold times in the



union (see Section [2.9). Each location broker constructs a set which contains n
copies of the identifier of a cell if the cell contains n people. Then using the secure
threshold set-union protocol, a location broker can learn whether the number of
people in an area is larger than the given privacy threshold k.

We implemented and evaluated the two protocols. We show that the first pro-
tocol is sufficiently fast to be practical, but the performance of the second protocol
is not acceptable for its use in practice.

1.4.2 Buddy Tracking

In addition to the distributed k-anonymity protocol which serves as a general so-
lution for location privacy when users’ identities and fine-grained location are not
required, we then propose four protocols—Louis, Lester, Pierre and Wilfrid [l
in Chapter [3] for a specific, identity required, location based service: the nearby-
friend application, where users (and their devices) can learn information about their
friends’ location if and only if their friends are actually nearby. Our solutions do
not require any central trusted server or only require a semi-trusted third party
that does not learn any location information. Moreover, users of our protocol do
not need to be members of same cellphone provider, as in existing approaches.

Our protocols also take advantage of homomorphic encryption. The first three
protocols use homomorphic addition to calculate the square of the distance between
Alice and Bob. In the Louis protocol, the square of the distance is compared with
the square of the threshold distance r by a semi-trusted third party. In the Lester
protocol, Alice has to solve a discrete log to get the square of the distance. She can
solve it quickly only if the distance is small. In the Pierre protocol, Alice and Bob
use more coarse-grained location information. Alice can learn Bob’s location only
if the square of the distance is 0, 1 or 2. The last protocol, Wilfrid, does not need
to calculate the distance between Alice and Bob. It gives the users more flexible
ways to define their nearby area. Alice can learn Bob’s location only if their nearby
area intersects.

We implemented and evaluated the four protocols. The experiments show that
all of the four protocols are efficient. They can be run on a device that is capable
to perform public key cryptoscheme.

LOur protocols are named after four former residents of 24 Sussex Drive, Ottawa.



Chapter 2

Two Distributed £-Anonymity
Protocols

2.1 Introduction

In this chapter, we focus on location-based services that need to know only a per-
son’s location, but not her identity. Example services in this category are services
that return road maps, nearby places (e.g., restaurants or gas stations), or current
traffic conditions. As we already mentioned in Section [I.3.2] a service that learns
only a person’s location might still be able to re-identify the person [32]. For ex-
ample, the location could be associated with the person (e.g., her home) or the
location corresponds to a place that is under physical surveillance by the location-
based service. Once a service has re-identified a person, the service can connect the
dots and build a detailed location profile for this person (assuming the person uses
the service in a continuous way).

As explained in the previous chapter, location cloaking based on k-anonymity
is the most promising general approach to protect location privacy when a user’s
identity and fine-grained location are not required by the service. However, both
centralized and distributed approaches have their drawbacks. In this chapter, we
propose a solution that requires neither a single trusted server nor trust in all users
of the system and that integrates nicely with existing infrastructures. Namely, we
have multiple servers, each deployed by a different organization (e.g., an operator of
a cellphone network) and each knowing the location of only a subset of users (e.g.,
the operator’s customers), with the subsets being disjoint. When a user wants to
access a location-based service, she cloaks her area and asks each server for the
number of people in this area. In a naive solution, the servers simply give her these
numbers, she sums them up and, if the sum is at least k, she accesses the location-
based service. However, this approach has the flaw that the user could track people
if the number of people in a queried area is small. For example, if the user learns
that there is only a single person in an area and nobody in the surrounding areas,
the user can likely follow the path of the person when the person leaves the area



and enters one of the surrounding areas. As soon as the person enters an area that
is associated with her identity or that is under surveillance by the user, the user
can re-identify her.

Our solution avoids this problem with the help of cryptography and ensures
that a user cannot learn the number of people in an area reported by a server.
Moreover, the user can learn only whether the sum of these numbers is at least
k. A user can also change the location broker that she reports her location to
as she wishes, so no single server could track a user. This approach satisfies the
result of Barkuus and Dey [4]’s study on people’s concern about location privacy:
“Concern about location privacy can be dependent on the type of application,
with applications that track users’ movements over a period of time causing more
concern than simple positioning application”. Therefore, on the side of a location-
based service provider, users’ privacy is protected by location cloaking based on
k-anonymity, and on the side of a location broker, users’ privacy is protected by
the ability to switch between location brokers.

The contributions of this chapter are as follows:

e First, we introduce a distributed k-anonymity protocol for location privacy
in which a user collaborates with multiple servers and a third party to learn
whether there are at least k people in her area. Nobody, not even the servers
and the third party, can learn the total number of people in the area.

e Second, we present a protocol that prevents users from registering multiple
times with different servers and hence from skewing the total number of users
in area.

e Third, we present a sample implementation of our protocol. In its evaluation,
we demonstrate that our protocol can be implemented efficiently.

e Fourth, we present and analyze another distributed k-anonymity protocol,
which also has multiple servers but no third party, though its performance is
not as good as the previous protocol.

In Section 2.2 we discuss related work in the area of k-anonymity and loca-
tion privacy. Our protocol exploits the Paillier cryptosystem [50] and Blake and
Kolesnikov’s protocol for strong conditional oblivious transfer [§], which we review
in Section 2.3] In Section 2.4, we present our system and threat model of our
first protocol. We introduce the first protocol in Section and evaluate it in
Section We give a security analysis in Section and study some deployment
issues in Section [2.8] In Section [2.9] we present the second distributed k-anonymity
protocol, which exploits privacy-preserving set operations, and explain why its per-
formance is not as good as the previous protocol.



2.2 Related Work

Samarati and Sweeney [53] propose k-anonymity to enable the release of person-
specific information from a database while maintaining individuals’ privacy. Pre-
vious research has applied k-anonymity to the release of location information that
occurs when a user queries a location-based service. We first discuss related work
that is based on a central trusted server, then we review distributed approaches.

Gruteser and Grunwald [32] propose both spatial cloaking and temporal cloaking
of location information. In the former, a user’s location is cloaked such that there
are at least k£ — 1 other users in the cloaked area. In the latter, sending of a query
to a location-based service is delayed until at least £k — 1 other users have visited
the user’s location. In this chapter, we concentrate on spatial cloaking, but our
approach also applies to temporal cloaking. Gruteser and Grunwald have a trusted
“location anonymizer” perform the cloaking based on a quadtree. Upon a query, the
location anonymizer subdivides space into quadrants until it finds a quadrant that
contains the query issuer and fewer than k& — 1 other users. The parent quadrant
becomes the cloaked area. Gedik and Liu [28] let users have personalized values
of k, and the cloaked area corresponds to the minimum bounding rectangle of &
users. Mokbel et al. [48] observe that this approach can leak information about a
user’s location (e.g., some users will be on the boundary of the rectangle). They
use a balanced quadtree that is traversed bottom-up for better performance until a
quadrant with at least k users is found. In our approach, we choose the bottom-up
strategy and allow users to personalize k.

Beresford [5] finds that, if a location-based service is familiar with the cloaking
algorithm and knows the locations of all users within the cloaked area, the service
could infer the identity of the query issuer from the shape of the cloaked area.
Namely, this happens when the cloaked area generated for the query issuer is dif-
ferent from the cloaked areas that would have been generated for the other users
in the cloaked area. Kalnis et al. [35] and Bettini et al. [7] later re-discover this
finding. Kalnis et al. and Mascetti and Bettini [46] present (centralized) cloaking
algorithms that are not susceptible to this attack. In our approach, we leave it up
to a user to decide what kind of cloaking algorithm to use. She can use either an
algorithm similar to Mokbel et al.’s algorithm that does not necessarily guaran-
tee her privacy, but is easy to compute, or an algorithm similar to Mascetti and
Bettini’s that is robust in terms of privacy, but more expensive.

Chow et al. [I7] propose the first distributed approach for location k-anonymity.
A user who wants to access a location-based service broadcasts a message with Blue-
tooth or WiFi. Nearby users respond to this message with their current location. If
the number of responses is smaller than k£ — 1, the user repeats the process, but has
the nearby users forward the message, maybe iteratively. The user then computes
her cloaked location and, for increased privacy, asks a nearby user to send her query
for the cloaked location to the location-based service. Ghinita et al. [30] show that
this approach often fails to achieve location privacy, since the query issuer tends to
be in the center of the cloaked area. The same authors [29] later propose to use
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a distributed hash table based on Chord [56]. Chord requires that a user knows
at least the positions of the two users that immediately follow and precede her in
the hash table. Furthermore, for robustness reasons, a user also needs to know the
positions of logy(n) other users, where n is the number of users. In summary, the
proposed distributed approaches for location k-anonymity have the drawback that
nodes can learn location information about other nodes, so the nodes have to trust
each other [29].

Kapadia et al. [36] propose “statistical k-anonymity”. They assume the global
availability of statistical data about the number of people who are present in an
area with high probability at a particular time of the day. When a user wants
to access a location-based service, she independently decides based on this data
whether her area is likely to be visited by at least k£ people. The drawbacks of this
approach are that there remains a chance that there fewer than & people in the area
and the requirement of extensive data collection (across different communication
technologies and providers and during different times of the day, days of the week,...)
to compute the provided statistical data, which raises privacy issues of its own. Our
approach is always accurate and requires no such data collection.

The idea of replacing a single trusted infrastructure component with multiple
components, each of them having only a limited view of the overall system and
run by a different organization, has been exploited by other privacy-enhancing
technologies, such as Tor [21]. Similar to Tor, our solution takes advantage of a
directory server that advertises infrastructure components being part of the system
to users of the system.

2.3 Preliminaries

Our protocols use the techniques of public-key cryptography, but we require the
cryptosystem used to have a special algebraic property: that it is additive homo-
morphic. An additive homomorphic cryptosystem is one in which, given only &€ (m;)
and &£(may), one can efficiently compute £(m; + my). In this section, we review one
such cryptosystem and a threshold version of it. Furthermore, we review a protocol
for securely computing the greater-than predicate.

2.3.1 Paillier

In the Paillier cryptosystem [50], like in the RSA cryptosystem, a user Alice selects
random primes p and ¢ and constructs n = pq; plaintext messages are elements of
Z,,. Unlike RSA, however, ciphertexts are elements of Z,2. Alice picks a random ¢ €
Z*, and verifies that u = (L(g* mod n?))~" mod n exists, where A = lem(p—1, ¢—1)
and L(z) = (x—1)/n. Alice’s public key is then (n, g) and her private key is (A, u).

To encrypt a message m, another user Bob picks a random r € Z; and computes
the ciphertext ¢ = £(m) = ¢"™-r"™ mod n?. To decrypt this message, Alice computes
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D(c) = L(c* mod n?) - p mod n, which always equals m.

Given &(my) = g™ - 77 mod n? and £(my) = g™ - r} mod n?, Bob can easily
compute E(my + my) = E(my) - E(my) mod n? = ¢g™+"2 . (ryry)" mod n?, and
given £(my) = g™ - r? mod n* and my, Bob can easily compute £(my - my) =
(E(m1))™ mod n? = g™™2 - (r"*)™ mod n?.

In the rest of this chapter, £4(+) is the Paillier additive homomorphic encryption
function using public key A.

2.3.2 Threshold of Paillier

A threshold decryption scheme is a protocol that allows any subset of ¢t + 1 out of
[ entities, or servers, to decrypt a ciphertext, but that disallows the decryption if
fewer than ¢ servers participate in the protocol. The Paillier cryptosystem can be
extended to support threshold decryption [25]. This version is used in the second
distributed k-anonymity protocol that we investigate. The details of the threshold
version of Paillier are as follows:

Let A = ! where [ is the number of servers.

Key generation algorithm. Choose an integer n, product of two strong
primes p and ¢, such that p = 2p' + 1 and ¢ = 2¢ + 1 and ged(n, ¢(n)) = 1. Set
m = p'q’. Let B be an element randomly chosen in Z!. Then randomly choose
(a,b) € Z;, x Z¥ and set g = (1 4+ n)® x b" mod n?. The secret key SK = 3 x m
is shared with the Shamir scheme: let ag = #m, randomly choose t values a; in
{0,...,n xm—1} and set f(X)=>"I_,a;X". The share s; of the i'h server P; is
f(i) mod nm. The public key PK consists of g, n and the value § = L(g™") = amf3
mod n. Let VK = v be a square that generates of cyclic group of squares in Z,.
The verification keys V K; are obtained with the formula v°% mod n?.

Encryption algorithm. To encrypt a message M, randomly pick € Z; and
compute ¢ = ¢g™x™ mod n?

Share decryption algorithm. The ¥ player P, computes the decryption
share ¢; = % mod n? using his secret share s;. He makes a proof of correct
decryption which assures that ¢** mod n? and v® mod n? have been raised to the
same powers s; in order to obtain ¢ and v;. Fouque et al. [25] explains this proof
in more detail.

Combining Algorithm. If fewer than ¢ decryption shares have valid proofs of
correctness the algorithm fails. Otherwise, let S be a set of ¢t + 1 valid shares and
compute the plaintext

mod n

us
M = L(H c? I mod n?) x

jes

426

where ug ; = A x [ €EZ

3'eS\{7} ' —j
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2.3.3 Secure Greater Than

Blake and Kolesnikov [8] propose the Greater Than - Strong Conditional Oblivious
Transfer (GT-SCOT) protocol. The protocol has two participants, a receiver and
a sender. The receiver and sender have private inputs x and y, respectively. The
sender has two secrets, so € Dg and s; € Dg, where Dg is a subset of Z,. The
sender wants to send sg to the receiver if x < y and sy if z > y, but is oblivious
about which secret is sent. In short, the sender cannot learn whether x > y.

In the secure greater-than problem, the receiver (but not the sender) simply
learns whether x > y. As observed by Blake and Kolesnikov, if at least one of
so and s; is known to the receiver, a solution for the secure greater-than problem
follows immediately from the GT-SCOT protocol.

The GT-SCOT protocol requires a semantically secure additive homomorphic
encryption scheme with large message domains. As suggested by Blake and Kolesnikov,
we will use the Paillier scheme. In the protocol, the two numbers to be compared
are encrypted bit by bit with the receiver’s public key. The sender finds the most
significant bit that is different in the two numbers without learning its position.
The sender then obliviously assigns sy or s; to that bit and randomizes all other
bits. Finally, the sender permutes the vector of encrypted values to prevent the
receiver from learning the position of that bit and sends the vector to the receiver.
The details of the protocol are as follows:

1. The receiver sets up the Paillier encryption scheme and chooses her public
and private key. She randomly encrypts each bit z; of x, where z; denotes
the ' most significant bit in the n-bit binary representation of x, with her

public key, R, and sends (R, Eg(x1), ..., Er(z,)) to the sender.

2. The sender computes the following, where ¢ = 1..n:

(a) an encryption of the difference vector d, where d; = z; — y;.

(b) an encryption of the flag vector f, where f; = x; XORvy; = (z; —y;)* =
T — 22,y + i

(c) an encryption of vector v, where vy = 0 and v; = 2v;_1 + f;.

(d) an encryption of vector 0, where §; = d; + r;(7; — 1), where r; € Z,.

(e) a random encryption of vector i, where ji; = $5%04; + 21320,

The sender sends a random permutation 7(Er (1), ..., Er(1n)) to the receiver.

3. The receiver obtains m(Er(u1), ..., Er(1n)), decrypts it, and determines the
output as follows: if p contains a single v € Dg, output v, otherwise abort.

In a random encryption, we ensure r # 1 in the randomness part of the Paillier
encryption scheme. Otherwise, we set » = 1, which makes the scheme much faster.

13



In step 2 of the protocol, the sender introduces randomness only for the last com-
putation, before sending the result to the receiver. Blake and Kolesnikov show that
for properly chosen parameter values, value v obtained by the receiver equals the
desired secret with high probability, that is, the probability of a false result or an
abort is negligible.

For the secure greater-than problem, we do not require the oblivious assignment
in step 2(e). Instead, we observe that with high probability exactly one of the
elements of vector § computed in step 2(d) will equal 1 if x > y and -1 if x < y.
All elements will have random values if x = y. Therefore, we will leave away step
2(e) in our implementation, compute a random encryption of vector § in step 2(d),
send a permutation of it to the receiver, and modify the receiver accordingly.

For the general GT-SCOT problem, if z = y, all elements of vector ¢ in step 2(d)
will be random, which fails the secret assigning operation of step 2(e). Therefore,
the case of x = y is no longer allowed. This can be enforced by mapping, for
instance, x — 2x, y — 2y + 1. The mapping can be done entirely by the sender.

There are other protocols to solve the secure greater-than problem, for exam-
ple, by Fischlin [24]. We choose Blake and Kolesnikov’s protocol because it has
both better communication complexity and better computation complexity in our
application scenario (see Section [2.8.2). The secure greater-than problem is differ-
ent from Yao’s millionaire problem [58], where two millionaires want to determine
which of them is richer without revealing their net worth to each other. In the
millionaire problem, both parties can learn the final result, which must be avoided
in our application (see Section . Moreover, solutions for the millionaire prob-
lem require at least six communication steps [10], whereas Blake and Kolesnikov’s
protocol requires only three.

2.4 System and Threat Model

In this section, we present our system and threat model.

2.4.1 System Model

We give an overview of our system in Figure 2.1} For scalability reasons, there are
multiple coverage areas, where a coverage area corresponds to the area covered by
a particular instantiation of our system (e.g., a city or a state). A coverage area is
divided into a well-defined grid of equally sized, square cells. The width of a cell is
chosen such that, for most cells, there is a realistic chance that multiple users can be
located in the cell. For example, a cell could have a width of 100 meters. Moreover,
there are four classes of parties: location brokers, users, secure comparison servers,
and a directory server.

A location broker keeps track of the current location (i.e., the current cell)
of a subset of the users in the coverage area. There are multiple location brokers,
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Figure 2.1: System Model. A user registers her location with a location broker,
whose contact information is provided by the directory server. She can then learn
whether there are at least k£ users in her cell by contacting all location brokers and
one of the secure comparison servers.

each keeping track of the location of a different subset of users. Each broker is
maintained by a different organization. For example, the operator of a cellphone
network could maintain a location broker that keeps track of the location of the
operator’s customers in the coverage area. A location broker does not necessarily
provide coverage for all cells in the coverage area. For example, whereas a broker
maintained by a cellphone network operator would likely cover most cells, a broker
operated by the provider of a WiFi network would provide coverage only for a
subset of the cells.

Users carry mobile devices (e.g., a cellphone or a laptop) with them that can
locate themselves (e.g., using GPS or nearby WiFi base stations) and that can
access the Internet. A user registers her current location (i.e., her current cell)
with a location broker of her choice. Likely, if the provider of the communication
service exploited by the mobile device runs a location broker, the user will (maybe
implicitly) register her location with this broker, since the provider already knows
or at least has an estimate of the user’s location.

A secure comparison server acts as the sender in the GT-SCOT protocol
explained in Section 2.3.3|during a cloaking operation, Namely, a user interacts with
all location brokers and one of the secure comparison servers to figure out whether
there are at least k users who have registered the user’s current cell as their location
across all location brokers. (See Section [2.5|for the detailed protocol.) If this is not
the case, the user can repeat the protocol for a superset of cells that contains her
current cell, maybe in an iterative way. Each secure comparison server is maintained
by a different organization. An organization can maintain both a location broker
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and a secure COH]p&I’iSOIl Server.

The directory server publishes contact information for the location brokers
and for the secure comparison servers in the coverage area. Moreover, it publishes
coverage information for location brokers, that is, which broker provides coverage
for which cells in the coverage area. This way, users can choose a location broker to
register with and a secure comparison server to run the GT-SCOT protocol with.

2.4.2 Threat Model

In our threat model, the location brokers and the secure comparison servers are
honest-but-curious, that is, they honestly follow our protocol, but are curious about
learning location information. We discuss malicious brokers and servers in Sec-

tion 2.7

A location broker can learn the location and the number of users in a cell
that have registered this cell as their location with this particular broker. However,
a location broker should not learn the total number of users in a cell that have
registered this cell as their location across alllocation brokers. Knowing this number
might make possible tracking attacks, similar to the one presented in Section [2.1]
Similarly, a location broker should not learn the location of users who register their
location with any other location broker. A location broker can learn the identity
of a user when she registers with the broker; this assumption is also made in the
earlier work and some brokers already have this information (e.g., an operator of a
cellphone network). However, a location broker should not learn the identity of a
user through the user’s query, if the user is not registered with the broker.

Each location broker is run by a different organization. We assume that these
organizations do not collude with each other. Legal means (e.g., privacy laws or a
contract between a user and a location broker) can be used to enforce this assump-
tion. Technical enforcement means make less sense here, since today’s cellphone
network operators know their customers’ location and identity and could poten-
tially share this information with each other. For the same reason, we assume that
location brokers do not collude with users.

A secure comparison server should neither learn a user’s location nor the
total number of registered users in a cell. This implies that the server should
not learn the individual numbers for each location broker, either (except using
back channels if a secure comparison server is run by the same organization as a
location broker). Moreover, a secure comparison server should not learn a user’s
privacy preference, k. This preference might leak information about a user’s privacy
attitudes. Worse, it might allow a secure comparison server to learn the number of
users in an area (see Section [2.5).

A secure comparison server might collude with other secure comparison servers
to learn users’ location. Due to the same reason mentioned above, we assume
that secure comparison servers do not collude with location brokers (except in the
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implicit case where a broker and a server are run by the same organization, here
it can learn at most the location of users registered with this broker). Finally, we
assume that secure comparison servers do not collude with users.

A user can learn only her own location and whether the number of people in
her cell (or superset of cells) is at least k. Users have only one mobile device, which
they carry with them and which faithfully reports the user’s location to a broker.
A broker is able to authenticate the device, which makes it possible to detect if a
user tries to register with the broker multiple times. These assumptions are also
made in the earlier work. We discuss malicious users in Section 2.7

The directory server should not learn any location information about users.
The server might misbehave (e.g., list a single location broker multiple times for
a single cell or fail to vet location brokers or secure comparison servers (see Sec-

tion [2.8.1)).

2.5 Distributed k-Anonymity Protocol

In this section, we describe how a user learns whether there are at least k users in
her area. We also explain how we defend against users that try to register with
multiple location brokers at the same time.

2.5.1 Distributed Greater Than

The goal of a user is to learn whether there are at least k registered users (including
herself) in the user’s query area, where k is a value chosen by the user and where
the query area initially corresponds to the user’s current cell. If the user learns
that there are fewer than k£ users in this cell, she can enlarge the query area to a
superset of cells that contains the user’s current cell and re-execute the protocol for
the enlarged area. This process can be repeated multiple times. As mentioned in
Section [2.2] a user can choose between different types of enlargement algorithms,
which trade off between privacy and cost. A user is expected to register her current
cell as her location with one of the location brokers, but there is no need for the
user to register additional cells when enlarging the query area.

To learn whether there are at least k users in a particular query area, a user first
needs to identify the location brokers that provide coverage for (maybe parts of)
the query area. The user must not ask the directory server for a list of brokers that
provide this coverage, else the server could learn the user’s location. Instead, the
user should download the entire directory (or recent changes to it) from the server
on a regular basis, such as once a day. The directory is signed, which prevents the
directory server from misbehaving.

The user then interacts with the relevant location brokers and a secure compar-
ison server, as illustrated in Figure Before we discuss the protocol in detail, let
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Figure 2.2: Distributed k-anonymity protocol. U and Cj are the Paillier public key
of the user and the secure comparison server, respectively. C] is the RSA public
key of the secure comparison server. £4(-) denotes regular Paillier encryption with
public key A. £4(-) denotes bit-by-bit Paillier encryption with public key A. E,(-)
denotes RSA encryption with public key A. 7(-) is a random permutation. The
ciphertexts Ec(r;) are also timestamped and signed (not shown).

us give an overview: The user first asks each broker covering the query area for the
number of users who have registered a cell in the query area as their current loca-
tion with this particular broker. A broker gives this number to the user in a covert
way (i.e., the user cannot learn it). Then, the user sums up the received numbers
without learning the sum and, with the help of one of the secure comparison servers,
determines whether this sum is at least k.

While this protocol looks simple at first sight, there remain several challenges
that need to be addressed. Let us now discuss our protocol and the challenges in
detail. In the first stage, the user contacts each relevant location broker. The user
and a contacted broker jointly choose a secure comparison server, [, among the set
of secure comparison servers listed by the directory server. This choice needs to be
consistent for a particular user across a run of our protocol (see Section for
details). If there are v; users in the query area who have registered with broker
J, broker j encrypts v; with public key Cj, as published by the directory server,
and sends &¢,(v;) to the user. The user then calculates ¢, (r + >, v;) using the
additive homomorphic property of the encryption scheme, where r is a random
number generated by the user that will keep the total number of users hidden from
secure comparison server /.

In the second stage, the user could simply send E¢,(r+ >, v;) and E¢, (r + k) to
secure comparison server [, which would decrypt and compare the two values and
inform the user of the result. Since both the sum and the user’s privacy preference,
k., are obscured with r, the server can learn neither of them. However, this solution
is flawed, because it might reveal the total number of users to a secure comparison
server and a location broker that are run by the same organization. Assume that
the location broker is the only broker that covers the query area. Here, based on
the knowledge of ), v; (where the sum covers only one broker), the broker and the
server can jointly determine r, which allows them to compute k. In turn, once they
know a user’s k, the server and the broker can infer the total number of registered
people in any query area chosen by the user, as long as the user’s choice of k is static
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and the query area is covered by the broker. The coverage condition guarantees
that the broker will be contacted by the user and hence can learn the query area.
Otherwise, the server and the broker could learn only the total number of people,
but not for which query area. To avoid these information leaks, we need to hide the
user’s input to the comparison, r+ k&, from the secure comparison server. Moreover,
we also need to hide the result of the comparison from the server, else the server
could still infer r 4 k in case it is found to be equal to r + > . v;. The GT-SCOT
protocol allows us to perform the comparison in this way. Here, the user sends
only E¢,(r + Y, v;) to the server. The server uses r + Y. v; as the sender’s input,
y, to the GT-SCOT protocol. The user uses r + k as the receiver’s input, . The
protocol guarantees that the server will not learn the result of the comparison.

The GT-SCOT protocol allows the user to distinguish between three cases:
r+> v <r+k,r+> v, =r+k andr+) v, >r+k. However, k-anonymity
does not distinguish between the equality and the larger-than case. Moreover,
telling a user that there are precisely k£ people in the query area enables tracking
attacks, similar to the one outlined in Section [2.1 To avoid this leak, we have the
secure comparison server compute and compare encryptions of 2 (r+> ", v;)+1 and
2% (r+k), which avoids the equality case. The computation of 2 (r+> ", v;)+1 can
be done in plaintext, and the computation of the bit-by-bit encryption of 2% (r+ k)
can be done by appending an encryption of zero on the bit-by-bit encryption of
(r + k), i.e. left shift one bit.

A remaining flaw of the protocol is that, using binary search, a user might still
be able to learn the precise number of users in a cell. Namely, the user could
present £, (r + Y, v;) multiple times to the secure comparison server, maybe in
re-randomized form or with a different value of r each time. By adjusting the value
of k in each run of the GT-SCOT protocol, the user can perform a binary search
for the actual value of ) v;. Previous research has not considered this attack.
In the traditional approach with a central trusted server, this server learns the
query area and the identity of a user, which could allow the server to detect the
attack. In our scenario, this is more difficult for the secure comparison server since
the query area remains hidden from it. To prevent this attack, we use a ticket-
based solution. Instead of sending &¢,(v;) to the user, a location broker sends
Ec)(vj + ;) and a ticket that contains a signed and timestamped copy of Eci(r;),
where r; is a random number changing with each request and EC{(') is the RSA
encryption function using public key C| of the secure comparison server. The secure
comparison server will decrypt all E¢y(r;) and subtract ), r; from v+, (v + 14).
The server also remembers tickets till their expiration date and refuses to re-use
a ticket seen previously. This way, the user cannot re-use old tickets and their
corresponding ciphertext, ¢, (>, v; + ;). Also, the user cannot use a new ticket
with an old ciphertext, since the r; value will be different, meaning the secure
comparison server cannot compute the correct value for the secure greater-than
operation and the user cannot learn any useful information from this operation.
The validity period of a ticket is determined by a location broker. It reflects the
query frequency allowed in traditional approaches based on a central trusted server.
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Otherwise, a user could simply get new tickets and corresponding ciphertexts from
the broker, as often as required by the binary search.

Our protocol gracefully deals with crashes of a location broker or of a secure
comparison server. In the first case, the user contacts the remaining brokers, which
might still report a sufficient number of registered users. To work around the
second case, we can let the user and the broker choose a set of candidate secure
comparison servers, instead of only a single one. The drawback of this approach
is that it increases a user’s chance of success in case of collusion with a secure
comparison server (see Section . Over time, the directory server will learn of
the crash of a location broker or of a secure comparison server and will remove it
from the directory.

2.5.2 Defence Against Multiple Registrations

As mentioned in Section [2.4.2] consistent with earlier work, our threat model as-
sumes that a location broker can detect attempts by a user to register with the
broker multiple times in parallel. Having multiple location brokers, as it is the case
in our solution, introduces a new vulnerability. Namely, a user could register mul-
tiple times, but each time with a different location broker. This way, other users
might be wrongly told that their k-anonymity preference is satisfied. There are
both technical and non-technical controls for this vulnerability. Charging money is
an example of a non-technical control. Namely, if location brokers are maintained
by operators of cellphone networks as a service to customers, a user would would
have to buy multiple cellphones and plans to register in parallel with multiple bro-
kers, which makes the attack expensive. In the remainder, we present a technical
control that does not make any assumptions about the underlying communication
technology. Since we control the vulnerability, our threat model for user behaviour
can remain identical to the model from the earlier work.

There are two naive approaches to prevent a user from registering with different
location brokers concurrently. In the first one, a location broker contacts the other
location brokers whenever a user registers and inquires whether the user has already
registered with one of them. Apart from (potentially solvable) privacy concerns,
this approach has the more fundamental problem of being expensive in terms of
performance. The second approach has each broker keep records of its registered
users. Periodically, the brokers compare records, ideally in a privacy-preserving
way, and try to detect misbehaving users. The main problems of this approach are
that it requires record keeping, which raises obvious privacy concerns, and that it
is retroactive.

Our solution gets around these problems. It is based on e-cash [13] and is
outlined in Figure Initially, a user gets one (and only one) coin from the bank.
To ensure that a user cannot withdraw multiple coins from the bank, a user must
register with the bank with her real identity, and the bank needs to authenticate the
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Figure 2.3: Defence against multiple registrations based on e-cash. By being given
only one coin, a user can register only once. The user is returned her coin when
de-registering.

user before giving the coin. The role of the bank can be assumed by the directory
server or by an external party.

When a user wants to register with a location broker, she spends her coin at the
broker. Since the user has only one coin, registering with another broker amounts
to double spending of the coin. The other broker detects this double spending when
depositing the coin, either immediately in case of an online e-cash scheme [14] [15],
or in a delayed way in case of an offline scheme [12]. In the former case, the broker
will deny registration. In the later case, the user will be banned from the system

(see Section [2.7.3)).

Whenever a location broker deposits a user’s (valid) coin, the broker also with-
draws a fresh coin from the bank. (Alternatively, since location brokers are not
malicious, the bank can periodically give an entire set of coins to the broker for
increased performance.) When the user wants to de-register, she asks the broker
to spend this coin by giving it to the user. The user then deposits the coin and
withdraws a fresh coin from the bank, which she can later spend at another location
broker.

In case a location broker crashes, a registered user will not be able to register
with a new broker. Here, we have the user contact the bank with a proof of
registration issued by the broker. The bank will then issue a new coin to the user.
When the broker comes back up, it will re-synchronize with the bank. If a malicious
location broker refuses to refund a coin when the user de-registers, the user can also
contact the bank and the directory server to revoke the location broker and get her
new coin.

The benefits of our solution are that it does not require all location brokers to be
contacted for a registration and that location brokers do not need to keep records
of registered users after de-registration. Moreover, since e-cash is anonymous, the
bank cannot learn which users register with which location broker, and a location
broker cannot learn where a user has registered previously. There are no special
assumptions about the underlying e-cash scheme; any scheme (e.g., Camenisch et
al.’s efficient scheme [12]) can be used, which makes our solution easier to deploy.
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2.6 FEvaluation

In this section, we evaluate the distributed greater than protocol introduced in
Section [2.5.1] We first examine the cost of contacting a location broker, followed
by the cost of contacting a secure comparison server.

We implemented our protocol using the OpenSSL [49] and NTL [55] libraries.
The key size for RSA and Paillier is 1024 bits. The cipher stack in TLS is AES128
in CBC mode with ephemeral Diffie-Hellman key exchange. We deploy a location
broker and a secure comparison server on a 2.4 GHz Intel Xeon Dual Core running
Linux 2.6.24. The user has a slow laptop (a ThinkPad T43 with a 2 GHz In-
tel Pentium M running Linux 2.6.22) to approximate the capabilities of a modern
smartphone. Communication runs over WiFi and is protected against eavesdrop-
pers with TLS using Diffie Hellman for forward secrecy.

2.6.1 Location Broker

We examine the performance of querying a location broker for the number of people
in the query area and of adding this number to an existing (encrypted) sum. In
the experiment, when a user connects to a location broker, the location broker
sends back a homomorphically encrypted random value. The user then performs a
homomorphic addition. We repeat the experiment ten times and report mean and
standard deviation.

The overall delay experienced by the user is 39.740.7 ms. When taking a closer
look at the delay, we find that it takes 29.2 4+ 0.5 ms to set up a TLS connection,
which includes client and server authentication. The server takes 7.6 4+ 0.0 ms to
homomorphically encrypt a random value. The cost of the homomorphic addition
operation by the user is negligible. In summary, setting up the TLS connection is
about 3.8 times as expensive as the homomorphic encryption of a random value.

In practice, the user will likely contact multiple location brokers. Apart from
the addition operation, whose cost is negligible, the brokers can be contacted in
parallel. If this is not feasible for the user’s device, the overall delay will be linear
in the number of location brokers. We envision that this number is small (5-10
brokers) in most scenarios. This number reflects the number of cellphone and WiFi
network operators providing coverage for the query area, which tends to be small.
In addition, there might be a small number of independently operated location

brokers (see Section [2.8.1]).

The user also needs to homomorphically encrypt the random value that she
will add to the (encrypted) sum of users reported by the location brokers. This
encryption takes 67.2 + 0.5 ms. As expected, the encryption operation is slower
on the laptop than on the server. However, as opposed to the other operations,
this encryption can occur offline. Moreover, the user can use an encrypted value
multiple times for a secure comparison server.
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Figure 2.4: Latency experienced by the secure comparison server and the user in

relationship to the bit length used in the GT-SCOT protocol. We show mean and
standard deviation.

2.6.2 Secure Comparison Server

We evaluate the performance of the GT-SCOT protocol for different bit lengths of
the bit-by-bit homomorphic encryption. We vary the bit length between 4 and 16
and perform fifty runs for each configuration.

We present our results in Figure [2.4, The bottom graph shows the cost of
step 2(d) of the protocol. We single out this step, since it is the most expensive
one, whereas the cost for steps 2(a)-(d) turns out to be negligible. (Remember
that we leave away step 2(e) in our implementation and instead perform a random
encryption in step 2(d).) The cost for step 2(d) varies between 66.3£0.3 ms for a bit
length of 4 and 247.940.9 ms for a bit length of 16. The middle graph corresponds
to the overall cost by the server. In addition to the cost of step 2(d), it also includes
the cost of setting up a TLS connection, Paillier decryption of the total number
of users, and steps 2(a)-(c). Finally, the top graph shows the overall latency, as
experienced by the user. It varies between 193.5 4+ 58.4 ms for a bit length of 4
and 628.6 £ 184.7 ms for a bit length of 16. The overall latency corresponds to the
overall cost by the server plus the cost of step 3 of the GT-SCOT protocol, which
takes 77.5 & 47.7 ms for a bit length of 4 and 330.4 4+ 179.6 ms for a bit length of
16. The standard deviation is large, because the user decrypts the result vector
element-by-element and stops as soon as she recovers either 1 or -1.

In our implementation, we let a user choose the bit length. In practice, we
expect that bit lengths between 8 and 12 will be used mainly, depending on the
number of location brokers covering the query area and the maximum number of
reported users for the query area (which is different from the number of registered
users in the query area). If there are a bits in total, we can support up to 2¢ location
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brokers and up to 2° — 1 reported users per location broker per query area, where
a =b+ c+ 2. A user informs a broker of her choice of b; if there are more than
20 — 1 registered users in the query area, the broker simply reports 2° — 1 users.
The two remaining bits leave space for adding the random number, r, chosen by
the user to the total number of users, which will consume at most b+ ¢+ 1 bits, and
for allowing the secure comparison server to double the resulting sum to avoid the
equality case. For example, for a bit length of 8, we can support up to 8 location
brokers and 7 reported users per broker per query area. Here, the overall latency
experienced by the user is 330.0 & 120.7 ms. For a bit length of 12, we can support
up to 16 location brokers and 63 reported users per broker per query area. Here,
the overall latency experienced by the user is 481.2 +146.2 ms. In short, we expect
the overall latency to be noticeable, but tolerable.

The user also needs to perform a bit-by-bit encryption of the sum of her pri-
vacy preference and of her chosen random value. The cost of this operation varies
between 210.4 + 0.8 ms for a bit length of 3 and 864.4 & 115.0 mg| for a bit length
of 15. However, as opposed to the other operations, this encryption can be done
offline. Moreover, the user can use an encrypted value multiple times for a secure
comparison server.

2.7 Security Analysis

In this section, we first review how our protocol defends against the threats listed
in Section 2.4.2 Our threat model assumes that location brokers and secure com-
parison servers are honest-but-curious, but not malicious, and that users are not
malicious. In the remainder of the section, we discuss how our system can be
extended to defend against malicious parties.

2.7.1 Threat Analysis

In our protocol, location brokers do not interact with other location brokers, so
they cannot learn the location of users in the query area who are registered with
other location brokers, not even their total number.

A secure comparison server learns only the obscured total number of users in
the query area, which provides no useful information. Moreover, it cannot learn
the outcome of the comparison. A server also gains no benefit from colluding with
other secure comparison servers

A user learns only whether the total number of users in her query area is at
least k and no other information. The tickets prevent her from learning the actual
number of users with a binary search.

!The large variation is an artifact of using a bit length of 15. The variation is small for a bit
length of 16, which has a larger mean. We are investigating this behaviour.
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The directory server cannot learn any location information, because users do
not retrieve individual records for their current cell from the server. The published
directory is signed, which prevents the directory server from misbehaving.

2.7.2 Malicious Servers and Brokers

Assume that a malicious secure comparison server fails to correctly execute some of
the steps in the GT-SCOT protocol. While it is not possible for the server to learn
the total number of users, due to the randomness added by the user, the server
could misbehave with the intent to give the user the impression that there are at
least k registered users in an area, even if this is not the case, or vice versa.

We could address this concern by adding zero-knowledge proofs to each step
of the protocol, proving that the step was executed faithfully. For proving correct
application of the Paillier cryptosystem, we can exploit zero-knowledge proofs sug-
gested by Damgard and Jurik [19]. Furthermore, Groth [31] proposes an efficient
scheme for proving in zero-knowledge the correctness of a permutation of homomor-
phic encryptions. As it turns out, this scheme still requires three additional rounds
of interactions between the prover and the verifier, which makes it expensive for
mobile devices.

Therefore, in our scheme, we choose a retroactive approach. We have a secure
comparison server keep a record of its actions, such as the random values used in
its encryption and permutation operations. Furthermore, the server has to sign all
its generated messages. If users suspect misbehaviour, they, likely in collaboration
with the directory server, can force the secure comparison server to reveal the logged
information and can validate the server’s computations.

Similar to the secure comparison server, a malicious location broker can mis-
behave while executing our cryptographic protocol. In particular, a broker can
encrypt a value that is different from the actual number of users registered in an
area. It is possible to ask a broker to keep a record of all its actions. However, this
record would include user registrations, which is problematic in terms of privacy.
We prefer a less privacy-invasive approach. If users suspect misbehaviour by a lo-
cation broker (and misbehaviour by a secure comparison server can be excluded,
based on the above mechanism), they report the set of location brokers from which
they retrieved information to the directory server. Over time, this will allow the
directory server to single out a particular location broker.

2.7.3 Malicious Users

Malicious users report wrong locations to a location broker. As it turns out, a
complete defence against this attack is likely impossible. A determined attacker
can give her mobile device to another user or simply tamper with the location
reporting mechanism on her mobile device. A user could also acquire multiple
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devices, maybe under different identities, and use them to register multiple times.
As mentioned in our threat model (see Section [2.4.2)), these threats are not new to
our system; they also arise in previous schemes. In this section, we outline some
mechanisms that make these attacks harder.

A location broker might be able to detect wrongly reported locations. For
example, if a broker is controlled by the operator of a WiFi network, the operator
can ensure that a reported location is close to the WiFi access point from which
the registration request was sent. An operator of a cellphone network can verify
whether the reporting device is close to a particular cellphone tower.

We can also defend against malicious users by requiring users to sign up to our
system before being able to interact with a location broker. The sign-up server,
which could be identical to the directory server, can require physical identification,
which reduces the danger of a user signing up multiple times. However, this ap-
proach makes the system more difficult to use. An alternative is to ask the user for
a credit card number, including her name and billing address. This option becomes
especially attractive if the system charges its users in the first place. Billing itself
can become a mechanism for reducing misbehaviour, because an attacker might not
have the necessary resources for a (large-scale) attack.

Signed-up users are given a credential. A user shows this credential to a location
broker when registering. Therefore, a user does not remain anonymous to the broker
she is registered with. This approach is consistent with earlier work and also reflects
current business practices (e.g., the operator of a cellphone network typically knows
the identity of its customers). While there are anonymous credential schemes,
they would make detection of malicious users harder. Malicious users are banned
from the system by having their credential revoked or by not having their expired
credential renewed. However, as we indicated in the threat model, a user should
remain anonymous to the brokers that she is not registered with. If a user queries
a location broker other than the one she is registered with, the broker might learn
the user’s location (based on the query content) and identity. There are multiple
ways to prevent this: First, instead of querying the other location brokers directly,
the user could have the broker where it is registered with act as a proxy for sending
queries. So brokers would trust each other to forward only authorized queries.
Second, in addition to the real query, the user could send dummy queries to the
other location brokers. Third, we could use an anonymous authentication scheme
for querying the other location brokers. For example, a group signature scheme
seems sufficient. Any authorized user will be able to issue a signed query. If there
is misbehaviour, the client’s identity can be revealed.

2.7.4 Collusion between Users and Secure Comparison Servers
Having multiple secure comparison servers distributes load and avoids a single point

of failure. Our threat model assumes that users and secure comparison servers
do not collude. As it turns out, if collusion did happen, having multiple secure
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comparison servers would limit its impact. Collusion needs to be avoided because
it would allow a user to learn the total number of registered users in her query area.

As mentioned in Section [2.5.1] we need to pick one of the secure comparison
servers at the beginning of a protocol run. If there is risk of collusion, we cannot let
a user choose a server. Instead, we need to choose a server such that, over time, the
risk of a user working together with a colluding server is limited by k/n, where n
corresponds to the number of secure comparison servers, with k of them colluding
with the user. Therefore, we cannot statically assign a secure comparison server to
a user, since we might be unlucky and pick a colluding one. Moreover, a user might
decide not to trust servers maintained by particular organizations, and she might
refrain from using our system if we forced her to use such a server all the time.

Another strategy is to have each location broker randomly choose a secure com-
parison server upon a user’s request. However, this strategy has two flaws: First,
our protocol requires that all brokers choose the same server, which will likely not
be the case for this strategy. Second, if a user is assigned a non-colluding server,
she can repeat her request until a colluding server is chosen. To address these flaws,
we need an assignment scheme that, within a particular time frame, has all brokers
assign the same server to a particular user. The length of the time frame should be
chosen such that the impact of using a malicious server within the entire duration
of the time frame is limited (e.g., the time frame should be shorter than a day) and
such that if a user decides to perform an attack at a particular moment in time,
her expected waiting time till she is being assigned a colluding server is so long
that the attack environment (e.g., locations of users) will likely have significantly
changed by then (e.g., the time frame should be longer than a minute).

We now present our algorithm for choosing a secure comparison server. For
simplicity, we assume that there are n = 2™ secure comparison servers and that
there is a cryptographic hash function, A(), with output length m. Time is split
into epochs. Epochs, in turn, are split into intervals, where each epoch has 2™
intervals. EP indicates the current epoch (starting at 0), and IV the current
interval (starting at 0 for each epoch). The duration of an interval is one hour.
Brokers are loosely synchronized, and they have a unique, static identifier, I D, for
each user (e.g., the user’s SIM card number in case of a cellphone-based query).
The index of the secure comparison server for user I in epoch FP at interval I'V is
now computed as h(EP||IV]||ID). In this scheme, within an epoch, a user will be
assigned different servers, but likely in a different order for each epoch. This makes
it even more difficult for the user to collude with a particular server, since she will
get to collude with the server at a different interval in each epoch, if at all.

In general, to minimize the risk of collusion, we do not let random people deploy
a secure comparison server. Instead, the directory server should vet a server before
listing it, similar to the limited vetting done by a directory server in Tor.
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2.8 Discussion

In this section, we give some guidelines that help a user choose among the set of
location brokers during registration. Then, we discuss the choice of the underlying
secure greater than protocol for our distributed k-anonymity protocol.

2.8.1 Choice of Location Broker

From a global point of view, having multiple location brokers provides more privacy
than traditional approaches based on a central trusted server, because there is no
longer a single party that knows all users’ location. This is an inherent benefit of
our scheme and lets it integrate nicely with existing infrastructures. For example,
every operator of a cellphone network knows the location of its customers. However,
there is no single entity that knows the location of all cellphone users.

From a single user’s point of view, our approach does not necessarily provide
more privacy. In particular, if a user always registers her location with the same
broker, this broker will have complete information about the user’s whereabouts.
In some scenarios, it actually makes sense for a user to always register with the
same broker, and registering with different brokers would reduce the user’s privacy.
Namely, many users carry a cellphone with them that is always on. In order for the
operator of the cellphone network to be able to route phone calls to the cellphone,
the operator needs to know the cellphone’s current location. In environments with
a dense deployment of cell towers, this information is very accurate. Here, assuming
the operator provides a location broker, it makes most sense for the user to register
with this broker. Registering with a location broker operated by somebody else
just has another party know the user’s location.

However, there are scenarios where it does make sense for a user to register her
location with different location brokers over time to prevent a single broker from
learning her location profile. These are scenarios where cellphone towers are sparse
and a cellphone can determine its fine-grained location with the help of GPS, where
a cellphone network operator does not provide a location broker, or where a user
takes advantage of different communication providers over time (e.g., a company’s
WiFi during work hours and WiFi in a Starbucks over lunch). We now discuss
some user strategies for choosing a location broker.

For many users, their movement patterns are regular (e.g., there is a commute to
work in the morning at always roughly the same time and a reverse commute in the
evening). A user could randomly choose a location broker whenever she switches
cells. However, especially if the set of candidate brokers is small, this strategy could
still result in a location broker ultimately obtaining a nearly complete picture of the
user’s daily commute pattern. Namely, a location broker can simply piece together
location information gathered during different days for the same user, based on the
time when a user enters or leaves a cell.
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A better strategy for a user is to assign a single location broker to each cell that
is part of her daily movement patterns and to always use the assigned broker when
registering in a cell. In the example, a user registers with her company’s location
broker during work hours and with a third-party broker during lunch (assuming
Starbucks does not provide a broker). This way, a broker will not be able to
establish complete location profiles for a user. The drawback of this approach is
that a user needs to remember which broker is assigned to which cell. However, her
mobile device can assign and remember brokers on her behalf.

When choosing a location broker, especially among brokers that do not already
have location information about a user, the user must decide which of the can-
didates she trusts not to leak her location information. To let a user establish
this trust, the directory server should vet a broker before listing it, and the users
could also participate in the vetting process and report malicious location brokers
if they are detected later on. (As stated in Section , the directory server might
also vet secure comparison servers.) Moreover, the directory server should keep
the number of brokers per coverage area small since each broker needs to be con-
tacted for a query. Obvious candidates for running a location broker in a coverage
area are organizations that already have location information about people in this
area, such as cellphone network operators or WiFi providers. Other candidates
are organizations that have an interest in the well-being or privacy of people (e.g.,
a municipality or the Electronic Frontier Foundation). Unlike in the case of Tor,
where any individual can contribute a relay, we do not expect individuals to run
location brokers due to privacy concerns.

2.8.2 Choice of Secure Greater Than

There are other protocols to solve the secure greater-than problem, for example,
by Fischlin [24]. Same as Blake and Kolesnikov’s protocol, it requires only two
communication steps. However, instead of using the Paillier cryptoscheme, it uses
the Goldwasser-Micali (GM) cryptoscheme. In the GM encryption scheme, the
plaintext is one bit, either 0 or 1. The homomorphic properties of the GM scheme
are different from the ones of the Paillier scheme. One can compute the exclusive-
or of two encrypted bits and flip an encrypted bit. The GM scheme could also be
extended to support the homomorphic “AND” property, but the size of ciphertext
will be A\ times larger, where A is the new introduced error parameter, which must
be sufficiently large such that 27 is small enough.

Blake and Kolesnikov present a comparison between the two secure greater-than
protocols on the computation and communication complexity. Let N be the size
of the plaintext domain and n be the length of inputs z and y in binary. The
communication complexity of Blake and Kolesnikov’s protocol is about A/4 times
better than Fischlin’s: 4nlog N vs (A4 1)nlog N bits, but Blakes and Kolesnikov’s
protocol has higher computation cost: 16nlog N vs 8nA. Although it is asymptot-
ically slower, with secure but smaller key size, such as 1024 bits and a reasonable
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choice of A, such as 40, Blake and Kolesnikov’s protocol still has lower computation
cost. Therefore, Blake and Kolesnikov’s protocol is better in our case.

2.9 Using Privacy-Preserving Set Operations

In the previous protocol, collusion between a secure comparison server and a user
allows the user to learn the number of people in an area. We could avoid this
threat based on a distributed secure greater-than protocol that gets rid of the
secure comparison server and instead has the location brokers jointly participate in
the protocol. To the best of our knowledge, no such protocol is yet known to exist.

We now investigate an approach that is completely distributed. The approach
is based on the privacy-preserving set operations proposed by Kissner and Song [39).
In particular, we could use the Over-Threshold Set-Union protocol, or the Threshold-
Perfect-HBC protocol for an even higher degree of privacy. In the Threshold-
Perfect-HBC protocol, all players learn which elements appear in the union of the
players’ private input multisets at least a threshold number ¢ times, and nothing
else. In the Over-Threshold Set-Union protocol, all player can also learn the number
of times these elements appeared in the union of players’ private inputs.

We give a brief overview of the Over-Threshold Set-Union and Threshold-
Perfect-HBC protocols in Section [2.9.1] and then describe how to use them to
construct our second distributed k-anonymity protocol in Section 2.9.2l We ana-
lyze and evaluate its performance in Section [2.9.3]

2.9.1 Brief Overview of Set-Union Protocols

We first explain how private sets are represented in the protocols. Suppose there are
n players. We denote the private input set of player i as S;, and |.S;| = k(1 <@ < n).
Let the domain of the elements in these sets be P. Let R denote the plaintext
domain of the homomorphic encryption, such as Paillier. The protocol requires that
R be sufficiently large that an element drawn uniformly from R has only negligible
probability of representing an element of P. This is easy to achieve because the
plaintext domain is usually quite large, e.g. 2'°%*, and the domain of set elements
usually is much smaller.

In their protocols, sets are represented by polynomials. The polynomial ring

R|x] consists of all polynomials with coefficients from R. Let f € R[x], such that
flz) = Z?i%(f ) i}z, where f[i] denotes the coefficient of 2% in the polynomial f.
Suppose a multiset S = {S;}1<j<k, the representation of S, f € R[z] is f(z) =
[Ii<j<i(@ = S;). Therefore, an element a € S if and only if f(a) = 0 and a € P.

The element a appears in the multiset b times if (z —a)® | f A (x — a)**1 1 f.

Three basic multiset operations: union, intersection, and element reduction can
be computed using the polynomial representation of sets. Let f and g be the
polynomial representation of set S and 1. Then:
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Union SUT = fxg

Intersection SNT = f xr 4+ g * s, where r and s are random polynomials of
degree deg(f) with coefficients chosen independently and uniformly from R.

Element Reduction This operation (denoted Rdy(S)) is defined as follows:
for each element a that appears b times in S, it appears max{b — d,0} times in the
resulting multiset. It can be proved that Rdy(S) = Z;l:o fOFr; where fU) is the
j™ derivative of f, r;’s are random polynomials of degree deg(f), and each F} is any
polynomial of degree j, such that VoepF(a) # 0(0 < j < d) and ged(Fy, ..., Fy) =
1. Random polynomials of degree 0,...,d in R[z]| can satisfy this property with
overwhelming probability.

The computation on polynomials above is in plaintext. We have to use a trusted
third party to perform the computation and to reveal only the final result, since
anyone who has the polynomial f in plaintext can solve the equation f(x) = 0 to get
the private elements. However, with homomorphic encryption, we can implement
the protocols without a third party. The computation on polynomials above only
uses three operations on polynomials: addition, multiplication, and the formal
derivative. All of these operations can be performed on encrypted polynomials
using homomorphic encryption.

For f € Rlxz], the encryption of polynomial f, E,.(f), is the ordered list of
the encryption of its coefficients under the additively homomorphic cryptosystem:
E(f0]), ..., Ep(fldeg(f)]). Then we can compute the following operations on
encrypted polynomials without the knowledge of the private key:

Sum of encrypted polynomial: Let g = f1+ fo, then E i (g[i]) = Ep(f1]i])+n
Ep(f2li]) (0 < i < max{deg(f1),deg(f2)})

Product of an unencrypted polynomial and an encrypted polynomial:
Let g = f1 * fo. If we know f; and the encryption of fi, then E,k(g[i]) = (f2]0] x»
Epk(fid])) +n (fa[1] % Epk(fili = 11) +a -+ (foli] xa EpR(£]0]) (0 < 4 <
deg(f1) + deg(f2))-

Derivative of an encrypted polynomial: Let g = <L f;, then E,(g[i]) =
(1 +1) xp B frli + 1] (0 <4 < deg(f1) — 1).

Evaluation of an encrypted polynomial at an unencrypted point: Given
the encryption of polynomial f;, we can compute the encryption of a = fi(b)
by calculating E,k = (0° x Ep(f1[0])) 45 (B8 x Ep(fi[1])) +n - .. 45 (%901 x
Ep(f1ldeg(f1)]))

Using encrypted polynomials to compute the basic set operations is the basic
idea of Kissner and Song’s protocols. The two protocols that we could use in our
distributed k-anonymity protocol are the Over-Threshold Set-Union protocol and
the Threshold-Perfect-HBC protocol.

The idea behind the Over-Threshold Set-Union protocol is that each player first
calculates the polynomial representation of her own private set. The first player
encrypts her polynomial using homomorphic encryption and sends the encrypted
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polynomial to next player. The next player multiplies her polynomial to the poly-
nomial her just received from the previous player and then sends the resulting
polynomial to the following player. The next player repeats this process until the
first player receives and distributes the final result. At this stage, the roots of the fi-
nal encrypted polynomial are actually the union of the private sets. All players then
perform a re-randomization and element reduction on the final polynomial, so only
the elements that appear more than ¢ times are still the roots of the polynomial.
Finally, all players evaluate and decrypt the polynomial.

The underlying homomorphic cryptosystem of both protocols is the threshold
version of Paillier (see Section , so all players can perform group decryption on
the final result and prevent a certain number of dishonest players in the protocol.
We present the details of the Over-Threshold Set-Union protocol below:

Input: There are n > 2 honest-but-curious players, ¢ < n dishonestly collud-
ing, each with a private input set S;, such that |S;| = k& The threshold number
of repetitions at which an element appears in the output is t. Fp,...,F,_; are
fixed polynomials of degree 0,...,¢ — 1 which have no common factors or roots
representing elements of P.

1. Each player ¢ = 1,...,n calculates the polynomial f; = (z — (S;)1) ... (z —

(Si)k)
2. Player 1 sends the encryption of the polynomial \; = f; to Player 2
3. Each player i =2,...,n

(a) receives the encryption of the polynomial \;_; from player i — 1
(b) calculates the encryption of the polynomial \; x f;
(c) sends the encryption of the polynomial A; to player i + 1 mod n

4. Player 1 distributes the encryption of the polynomial p = A, = [[, fi to
players 2,...,c+1

5. Each player : =1,...,¢c+ 1

(a) calculates the encryption of the 1,...,¢ — 1th derivatives of p, denoted
1) (t—1)
PP

(b) chooses random polynomials 7, ..., ;1 < R"™[z]

(c) calculates the encryption of the polynomial $7_ p@  Fy % (3¢ 7:))

and send it to all other players.

t—1
l

6. All players perform a group decryption to obtain the polynomial ® = >, —, pl)*

Fy+ (50 mi).

7. Each player + =1,...,nforeach j =1,... k
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Figure 2.5: An example of location registration in four cells.

(a) choose a random element b; ; «+— R
(b) calculates u; j = b; ; x ®((5;);) + (5:);

8. All players distribute/shuffle the element u;; (1 < i < n,1 < j < k), such
that each player learns all of the elements, but does not learn their origin.
Each element a € P that appears b time in the shuffled elements is an element
in the threshold set that appears b times in the players’ private inputs.

The idea of Threshold-Perfect-HBC protocol is basically the same, so it shares
most steps (step 1 to 5) with the Over-Threshold Set-Union protocol. For more
details about the Threshold-Perfect-HBC protocol, we refer readers to Kissner and
Song’s original paper.

2.9.2 Protocol Description

The system and threat model of the second distributed k-anonymity protocol is
similar to that of the first protocol except that it does not require the secure com-
parison server. In this protocol, we assume that the location area is divided into
cells and that each cell has a unique identifier, which is shared by all independent
location brokers. If n users registered a particular cell as their current location
with a location broker, the location broker includes the unique identifier of the cell
n times in its private set. For example, in Figure [2.5] the identifier of a cell is in
the upper-left corner of the cell, and each black dot represents one registration for
the corresponding cell. In the figure, there are 2 people in cell 1, only 1 person in
cell 2, 3 people in cell 3, and no people in cell 4, so the polynomial constructed by
the broker is f(z) = (x — 1)* % (x — 2) * (x — 3)3. If a user wants to know whether
there are at least k users in a cell, the location brokers jointly perform the Perfect
Threshold Set-Union protocol with the threshold set to k. As a result, the servers
learn which cell identifiers appear at least k times in the union of the private sets,
that is, which cells contain at least k users. For better computational and commu-
nication performance, the location brokers can perform Over-Threshold Set-Union
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’ Encryption ‘ Homomorphic addition ‘ Homomorphic multiplication ‘
| 549426ms [ 0.031£0.002ms | 27.3+1.3 ms |

Table 2.1: Performance of Threshold Paillier 1

’ Share decryption \ Proof generation \ Proof verification ‘
| 542+26ms | 108+52ms | 125+£58ms |

Table 2.2: Performance of Threshold Paillier 2

protocol instead with the cost of leaking the total number of users in a cell when
the cell contains more than ¢ users.

2.9.3 Performance

As mention before, the underlying homomorphic cryptosystem of the Over-Threshold
Set-Union protocol and the Threshold-Perfect-HBC protocol is the threshold ver-
sion of Paillier. Therefore, its performance is essential to the performance of the
two privacy-preserving set protocols.

We implemented the threshold version of Paillier using NTL+GMP and evalu-
ated it on a Pentium 4 3GHz desktop. We assume that all servers are honest, that
is, all proofs are valid, and the threshold is the number of servers minus one. The
key size we chose for the experiment is 1024 bits, and we repeat the experiment 100
times. Table shows the time needed to perform encryption, homomorphic addi-
tion and multiplication on random plaintexts of 1024-bit length. The performance
of these operations is independent of the number of servers. Table shows the
time needed to perform share decryption, proof generation and proof verification.
These operations must be performed by each server in the decryption process. In
Figure 2.6 we draw the performance of the combining algorithm with respect to
the number of servers.

From the tables and figure above we can see that the performance of the thresh-
old Paillier alone is acceptable. The most expensive parts are the proof genera-
tion and verification. However, in our threat model, we assume honest-but-curious
players. Therefore, to save computation time, we could delay or omit the proof
generation and verification.

Unfortunately, the two private set operation protocols rely too heavily on the
underlying homomorphic cryptosystem to have practical performance. The most
expensive part of the Over-Threshold Set-Union and Threshold-Perfect-HBC pro-
tocols is step 5 where the protocols perform element reduction operation. Moreover,
all other privacy-preserving set operations in Kissner and Song’s paper that require
element reduction operation also suffer from this performance drawback and can
only be used when quick response is not required.
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Figure 2.6: Computation time of the combine algorithm

In the element reduction operation, the encrypted polynomial and its encrypted
derivatives are multiplied by random polynomials r; of the same degree using ho-
momorphic multiplication. The coefficient of r; is randomly chosen from 7Z,,. If the
public key size of the threshold Paillier is 1024 bits, the coefficients of r; is also 1024
bits long. The homomorphic multiplication is done by modular exponentiation. To

multiply two polynomials of degree d, we need 2% S 7" i — (d+ 1), that is, (d+ 1)

(2

modular exponentiation operations. If the protocol needs to perform reduction by
k, where k is much smaller than d, then about (k + 1) * (d 4+ 1)* modular exponen-
tiation operations are needed in total. A single modular exponentiation operation
a® mod n has the complexity of O(loge). In the case of element reduction e is the
random coefficient, whose bit length is always in the worst case as explained earlier.
In our implementation, we use 1024 bits key size. A single modular exponentiation
takes about 27.3ms. Assume a very small system with 5 location brokers, 10 users
registered on each broker, and the privacy threshold is only 2. Then the encrypted
polynomial has degree 50 and the reduction factor is 2, so it takes at least 213s
to finish the element reduction part in step [b¢| based on approximation using the
above formula and ignoring other relatively inexpensive operations. With other
overhead, step [bc| takes about 236s in our real implementation.

2.10 Conclusions and Future Work

We have presented two protocols for location privacy based on k-anonymity that
require neither a single trusted server nor users to trust each other. Our sample
implementation of the two protocols and their evaluation have shown that the
first protocol is sufficiently fast to be practical, but the performance of the second
protocol is not acceptable for its use in practice. Moreover, we have addressed
several deployment concerns.

In terms of future work, we could implement and analyze the underlying e-cash
scheme, and integrate our protocol into a platform for location-based services. With
a real platform, we can study the protocol’s usability in practice more throughly.
For example, we can study how users will switch between location brokers and
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answer questions like: How much human intervention is required in this task? Can
a program help a user to determine how to switch between brokers intelligently
without leaking privacy? This future work is important for us to build a practical
and easy to use privacy-preserving location-based service.
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Chapter 3

Four Protocols for Nearby-Friend
Application

3.1 Introduction

The potential of location-based services, together with rising interest in social-
networking applications, has led to the introduction of buddy-tracking applications.
For example, Boost Mobile, a US cellphone service targeted at young people, offers
the Loopt Service [45], which alerts users of nearby friends. The drawback of the
Loopt Service is that it is bound to a particular cellphone network and wireless
technology. MIT’s iFIND project [47] works around this problem by introducing a
distributed buddy-tracking application, where a person’s WiFi device determines its
location and shares this information with the person’s friends. While it is possible
to exploit this approach for alerting people of nearby friends, its disadvantage is
that the friends always learn each other’s location, regardless whether they are
actually nearby; that is, the approach may reveal more information than desired.
What we really want is a distributed buddy-tracking application where users (and
their devices) can learn information about their friends’ locations if and only if
their friends are actually nearby. In the rest of this thesis, we call this problem the
nearby-friend problem.

We present four protocols—Louis, Lester, Pierre and Wilfrid—for solving the
nearby-friend problem. The Louis protocol requires a semi-trusted third party that
does not learn any location information. The Lester protocol does not need a third
party, but has the drawback that a user might be able to learn a friend’s location
even if the friend is in an area that is no longer considered nearby by the friend.
However, this can happen only if the user is willing to invest additional work. The
Pierre protocol does not have this disadvantage at the cost of not being able to
tell the user the precise distance to a nearby friend. The Wilfrid protocol gives
users more flexible ways to define their nearby area instead of using the threshold
distance.
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Our protocols can run on wireless devices with limited communication and
computation capabilities. The Louis protocol requires four communication steps,
whereas the Lester, Pierre and Wilfrid protocols require only two steps. Further-
more, the evaluation of our sample implementation shows that the cost of running
our protocols is comparable to the cost of setting up a TLS [20] connection.

The rest of this chapter is organized as follows. In section we discuss
previous approaches to solve the nearby-friend problem. Our protocols exploit
homomorphic encryption, which we review in section We present the Louis,
Lester, Pierre and Wilfrid protocols in sections [3.4] [3.5] and [3.7] respectively,
and compare their features in section [(3.8] The first three of our protocols were
published in the Seventh Privacy Enhancing Technologies Symposium [60].

3.2 Related Work

Location cloaking has been a popular approach for providing location privacy [10,
28, 32, [48]. Here, an individual’s device or a third party cloaks the individual’s
location before giving it to the provider of a location-based service. Cheng et al. [16]
study location cloaking for a service that alerts people of nearby friends. For each
individual, the service provider knows only that the individual is within a particular
region, but not where exactly. The authors develop a metric for describing the
quality of an answer received from the service. This metric allows an individual to
trade off privacy for better answer quality. A drawback of this approach is that
the service provider learns some location information. Our protocols do not require
such a third party. (In the Louis protocol, the third party does not learn any
location information.) Furthermore, if a friend is nearby, our protocols will always
return a positive answer and there is no doubt about the quality of the answer.

The nearby-friend problem is an instance of a secure multiparty computation
problem, where multiple parties jointly compute the output of a function without
learning each other’s inputs. We next examine two previous approaches based
on secure multiparty computation that are applicable to solving the nearby-friend
problem.

Kgien and Oleshchuk [42] present a secure two-party protocol for the point-
inclusion problem. The protocol allows Alice to learn whether a point chosen by
Bob is in a polygon determined by Alice, without Bob revealing the point to Alice
and without Alice revealing the polygon to Bob. We could exploit this protocol
for letting Alice know whether Bob is nearby. Namely, Alice determines the circle
around her current location that corresponds to the area that she considers nearby
and approximates the circle with a polygon; Bob picks the point that corresponds to
his current location. However, Kgien and Oleshchuk’s protocol has a flaw: Alice can
learn Bob’s location by choosing a degenerate polygon. Assume that Bob’s location
is z = (a, #) and Alice’s polygon is represented by P = {g;(z,y)|i = 1,...,n} where
gi(z,y) is the function for one of the edges. Location z is inside P if and only if
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gi(a, B) > 0 for all i = 1,2,...,n. Briefly, in the protocol, Bob uses homomorphic
encryption to calculate r; = E(gi(,3)), e1 = > riand e; =1, -rj for j =2,... n,
where 7;, is one of r;’s randomly picked by Bob. Bob then permutes all of the e;’s
and sends them to Alice. Alice concludes that Bob is inside the polygon P if all
decrypted e;’s are positive. There are different ways for Alice to choose a degenerate
polygon. For example, if there are only two different edges ¢,(z,y) and g,(z,y) in
the polygon and all the other edges are identical to g,(x,y), the decryption of the
e;’s can only have three possible values: (n — 1) * g.(«, 5) + go(a, B), gulc, 5) *
gp(a, B), and g.(a, B) * g.(a, ) when r;;, = E(gq(a, 3)), or two possible values:
(n—1) % gula, B) + go(cx, 3) and ga(a, B) * gy(, B) when 1, = E(gy(ax, 3)). Tn either
case, Alice can usually distinguish these values by their number of repetition in the
e;’s and solve (a,3) from these values. Bob cannot detect degenerate polygons,
assuming the underlying encryption scheme is semantically secure, so this protocol
is not adequate for solving the nearby-friend problem.

Atallah and Du [2] also study the point-inclusion problem. Their protocol lets
both Alice and Bob learn whether Bob’s point is in Alice’s polygon. The protocol
is based on solving the secure two-party scalar product problem and the secure
two-party vector dominance problem [2]. With the help of a semi-trusted third
party, the first problem can be solved in three communication steps [22]. The
solution of the second problem is based on solving Yao’s millionaire problem [5§].
The most efficient constant-round protocol for solving this problem requires six
communication steps [I0]. With a semi-trusted third party, the problem can be
solved in three communication steps [I1]. Our Louis protocol, which needs a semi-
trusted third party, lets Alice know in four communication steps whether Bob is
nearby and requires one additional step to inform Bob of this result. The Lester,
Pierre and Wilfrid protocols each require two communication steps to let Alice learn
whether Bob is nearby. To let Bob know whether Alice is nearby, these protocols
also require one additional step. In summary, to achieve the same result as Atallah
and Du’s protocol, our protocols require fewer communication steps and the Lester,
Pierre and Wilfrid protocols do not need a third party at all.

Kerschbaum [37] presented a pseudonymization technique for timestamps that is
distance preserving. l.e. given two pseudonymized timestamps one can compute the
distance 4, if ¢ is below or equal to an agreed threshold d and one cannot compute
0 if 6 > 2d. Kerschbaum also extends the technique for two-dimensional spacial
data. Therefore, it can be used to solve our near-by-friend problem. The protocol
requires a third party, Trudy, to perform the comparison. In one dimension, the idea
of the protocol is as follows: Think of timestamps as points on a scale from left to
right. The scale is divided into equal-sized sections by grid points. For each of their
timestamps ¢, Alice and Bob compute the two grid points closest to the timestamp
and the distance to the two grid points. Suppose [ is the lower one, u is the upper
one, m is the distance to [ and v is the distance. They both send the timestamp
tuple t = (MAC(l,s), m, MAC(u, s),v) to Trudy. Then if there are two tuples, ¢
and ', that as a common M AC' value, which means they share a grid point, then
their distance is less than 2d and can be calculated by m — v'. If the two tuples do
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not have a common grid point, then their distance must be larger than d. A similar
construction can be applied for the two-dimensional case. Compared with our
Louis protocol, which also requires a semi-trusted third party, our protocol has the
advantage in precision. In the Louis protocol, the two parties can learn precisely if
their distance is less than d and nothing else. However, in Kerschbaum’s protocol,
when the distance is between d and 2d, the protocol sometimes can determine
their distance and sometimes cannot, depending on whether their positions have a
common grid point or not.

3.3 Homomorphic Encryption

As in the previous Chapter, our protocols also take advantage of additive homo-
morphic cryptosystem. In particular, our protocols in this Chapter use two of these
systems. One is Paillier, which we already reviewed in Section [2.3.1] and the other
is CGS97, which we review here.

3.3.1 CGS97

Cramer, Genarro and Schoenmakers [I8] present the CGS97 scheme. This is a
variant on El Gamal, where we have (public) large primes p and ¢ such that ¢|p— 1.
Plaintexts are elements of Z, and ciphertexts are elements of Z, x Z,. Alice’s
private key is a random element a € Z, and her public key is A = g mod p.

To encrypt a message m, Bob picks a random r € Z, and computes (ci,cz) =
E(m) = (¢" mod p, A" mod p). To decrypt this message, Alice finds A™ = ¢, -
c;“ mod p and computes m as the discrete log of that value with the base of A, mod
p. Note that this can only be done if M, the number of possible plaintext messages,
is small. In that event, the Pollard lambda, or “kangaroo”, method [51] can find m
in time O(\/M ). Note that the original CGS97 scheme is slightly different from our
version. The encryption of m in original version is to compute (¢, ¢y) = E(m) =
(9" mod p, A"¢g™ mod p) and the decryption is to solve the discrete log with the base
of g. Compared with the original version, our version improves the performance
by saving one exponentiation while preserving the same level of security. Also,
our version prevents the adversary from pre-computing lots of powers of g for a
dictionary attack.

Given E(my) = (¢" mod p, A mod p) and E(mz) = (¢"> mod p, A2 mod
p), Bob can easily compute £(m; + ma) = (¢"1"2 mod p, A" T2t med p) by
pointwise multiplication mod p, and given £(m;) = (¢"* mod p, A" ™ mod p) and
mso, Bob can easily compute E(mq - my) = (¢"™™2 mod p, A" "2 T™1™m2 ;mod p) by
pointwise exponentiation mod p.
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Figure 3.1: System model of the Louis protocol. The dashed arrows indicate the
optional second phase.

3.4 The Louis Protocol

There are three participants in the Louis protocol: Alice, Bob and Trent. Alice and
Bob are friends and Alice wants to know whether Bob is nearby. Alice considers
Bob nearby if he is within a circle of some radius r centered around Alice. Alice
informs Bob of » and Bob can refuse to participate in the protocol if he considers it
to be too large. Trent acts as a third party and helps Alice and Bob decide whether
they are nearby. Unlike other protocols for implementing location-based services
that exploit third parties [16], 28, 32] 45], the Louis protocol does not allow Trent
to learn any location information about either Alice or Bob.

Our protocol consists of two phases. In the first phase, Alice and Bob jointly
solve the nearby-friend problem and Alice learns whether Bob is nearby. If this
is the case, Alice and Bob inform each other of their locations in the (optional)
second phase of the protocol. Alice and Bob cannot learn each other’s locations if
they are not nearby.

Alice and Bob can misbehave and input fake locations into the protocol. How-
ever, the detection of misbehaviour by one of them will likely affect their friendship,
so they are less likely to misbehave. We discuss the detection of misbehaviour by
Alice or Bob, and of cheating by the third party Trent in section [3.4.3]

3.4.1 Protocol Description

We assume that a location can be mapped to two-dimensional coordinates and that
the mapping is known to Alice and Bob. Let Alice’s location be (z,y) and Bob’s
be (u,v). By the definition above, they are nearby if v/(z —u)2 + (y — v)? < 7.
Equivalently, we can check the sign of d = (x — u)* + (y — v)? — r%. In particular,
Bob is near Alice if d < 0.

Figure |3.1] presents the two communication channels used in our system model.
The first is between Alice and Bob, and the second is between Alice and Trent. Alice
also acts as a relay of the communication between Bob and Trent. The benefit of
this approach is to hide Bob’s identity from Trent, thus improving privacy. We
assume that the two secure communication channels are set up before our protocol
begins.
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The protocol consists of two phases. The first phase lets Alice determine
whether Bob is nearby. If this is the case, the (optional) second phase lets Al-
ice and Bob learn each other’s locations. In our protocol, £4(-) is the Paillier
additive homomorphic encryption function using Alice’s public key, Er(+) is a (non-
homomorphic) public-key encryption function using Trent’s public key, H(-) is a
cryptographic hash function, sigs(m) is Alice’s signature on message m, and simi-
larly with sigr(m).

1. First phase: Alice determines her location (z,y) and her desired radius r,
and picks a random salt s4.

Alice—Bob: E4(2? + y?), Ea(2), E4(2y), 7, H(z || v || 54)

2. Bob checks the value of r. If he thinks r is too large, he aborts the protocol.
Otherwise, he determines his location (u,v), picks a random value k and
computes

EA(ZL'Q + y2) : SA(UQ + U2) . gA(k‘)

(Ea(2x))" - (Ea(2y))? - Ealr?)

Bob also chooses a random salt sp.
Bob—Alice: Ea(d + k), Er(k), H(u || v || sB), H(k).

Eald+ k) =

3. Alice decrypts Ea(d + k).
Alice—Trent: d + k, Er(k), siga(d + k), siga(Er(k))

4. Trent decrypts Er(k) and verifies Alice’s signatures. Next, he computes d. If
d < 0, Trent sets answer = "YES' else answer ='NO'.
Trent—Alice: answer, sigr(answer || siga(d + k) || siga(Er(k))).

5. Alice verifies Trent’s signature. Next, if answer == 'YES’, she knows that

Bob is nearby. Alice terminates the protocol if Bob is not nearby or if only
the first phase of the protocol is run. Otherwise:

Second phase: Alice reveals her location to Bob:

Alice—Bob: answer, d+k, siga(d+k), siga(Er(k)), sigr(answer || siga(d+
k) || siga(&r(k))), , y, sa.

6. Bob verifies all signatures. He then computes H(z || y || s4) and compares
the hash value with the one provided by Alice in step . He also uses (z,y)
to compute d + k£ and compares it to the value received. If the values do not
match, Bob aborts the protocol. Otherwise Bob reveals his location to Alice:

Bob—Alice: u, v, sg, k.
7. Alice computes H(u || v || sg) and H(k) and compares the values with the
hash values provided by Bob in step Alice also computes d + k based

on (z,y), (u,v), and k and verifies whether it equals the decrypted value of
Eald+ k).
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’ ‘ Alice ‘ Bob ‘ Trent

TLS connection time 516 £ 2 ms 255 £+ 4 ms 256 £ 2 ms
Computation time 635 + 4 ms 175+ 4 ms 41 + 0.6 ms

Table 3.1: Runtime of the Louis protocol.

Note that our protocol checks whether d < 0. In the Paillier cryptosystem, d
will be an element of Z,,, so to check this condition, we ensure that n is sufficiently
large, and we say d < 0if n/2 < d < n.

3.4.2 Measurements

We implemented our protocols using the OpenSSL [49] and NTL [55] libraries. We
chose RSA for the non-homomorphic encryption and signature functions. The key
sizes of all the cryptographic functions are 2048 bits. Our hash function is SHA-256,
and the cipher stack in TLS is AES256 in CBC mode with ephemeral Diffie-Hellman
key exchange. (The ephemeral keys can be used in the Lester, Pierre and Wilfrid
protocols, below.) We evaluated these protocols on a 3.0 GHz Pentium 4 desktop.
We ran the protocol one hundred times and measured TLS connection-setup time
and overall computation time for each protocol participant. Table [3.1] shows our
results.

With 2048-bit keys, it takes about a quarter second to set up a TLS connection.
Alice initiates two TLS connections, which takes about half a second. Trent’s
computation time is very small. The major burden is on Alice, who takes about
0.6 s; Bob’s computation time is less than one third of Alice’s. In short, if a mobile
device can set up a TLS connection, it should be able to finish the Louis protocol
in comparable time or shorter.

3.4.3 Analysis

The Louis protocol can directly detect scenarios where Alice and Bob reveal other
locations than the ones they committed to. We next explain how Alice and Bob
can discover other kinds of misbehaviour.

Alice detects misbehaviour by Bob or Trent. If Alice detects suspicious be-
haviour, such as not spotting nearby Bob though she was told that he is nearby,
and if only the first phase of the protocol has been run, Alice asks Bob to exe-
cute the second phase. If Bob refuses, Alice will suspect that Bob misbehaved.
Otherwise, Alice proceeds as follows:

If Alice is told by Trent that Bob is nearby, but then fails to spot Bob at his
released, nearby location, Alice will realize Bob’s misbehaviour. If the released
location is not nearby, Alice asks Bob to reveal the random values that he used in
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his calculations and repeats the calculations. If the results are not identical to the
ones released by Bob, Bob must have misbehaved. Otherwise, there was cheating
by Trent.

If Alice is told by Trent that Bob is not nearby, but then spots him in her
vicinity, she proceeds in a similar way. Namely, if the location released by Bob
is not nearby, Bob must have misbehaved. If it is nearby, Alice repeats Bob’s
calculations, as explained above, to detect cheating by Trent.

Finally, if step [7] in the protocol fails, Alice also repeats Bob’s calculations to
discover who misbehaved.

Bob detects misbehaviour by Alice or Trent. If the second phase of the protocol
is not run, Bob does not learn any location information about Alice, which makes
it impossible for him to detect misbehaviour. However, Bob can refuse to answer
multiple queries from Alice if they arrive within a very short time. These queries
could be part of a probing attack, where Alice knows a set of likely locations for
Bob and uses each of them for invoking the protocol.

If the second phase of the protocol is run and Bob detects suspicious behaviour,
Bob uses mechanisms similar to Alice’s to discover misbehaviour.

Alice or Bob collude with Trent. Our protocol cannot detect collusion, where
Trent tells the value of d to one of the parties. However, Alice and Bob can jointly
choose the third party, which reduces the risk of collusion.

3.5 The Lester Protocol

The Louis protocol allows Alice and Bob to learn each other’s locations if and only
if they are nearby, but it requires the participation of Trent. In our second protocol,
Lester, we do away with the need for Trent. However, this comes at some small
costs. First, the information disclosure is now only one-way; that is, Alice learns
about Bob’s location, but not vice versa. Alice and Bob could of course run the
protocol a second time, with the roles reversed, to mutually exchange information.
(Note that this requires only one extra message, since the resulting two messages
from Bob to Alice can be combined.) Second, Alice learns less exact information
about Bob; she only learns the distance between them, although this may actually
be a benefit, depending on the context.

3.5.1 Protocol Description

This protocol uses the CGS97 cryptosystem of section [3.3.1] Recall that this cryp-
tosystem has an unusual property: the amount of work Alice must do in order
to decrypt a message depends on the number of possible messages. We use this
property to our advantage in this protocol.
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Figure 3.2: An overview of the Lester protocol. t is the workfactor chosen by Bob
and s is the random salt of length t. D = (z — u)? + (y — v)? is the square of the
distance between Alice and Bob.

The Lester protocol is very simple, and its overview is presented in Figure (3.2}
Let a and b be Alice and Bob’s private keys, and A = ¢% and B = g° be their public
keys. Note that these keys may be ephemeral; if Alice and Bob are communicating
via TLS [20], for example, they can use the key pairs from an ephemeral Diffie-
Hellman key exchange. Alice and Bob can each calculate C = A® = B2 Alice
sends Bob E4(z* + y?), E4(2x), E4(2y). Bob picks a workfactor t (see below)
and a random salt s of length ¢, and sends to Alice ¢,E4(b- (D - 2" + s)), where
D = (x —u)?+ (y —v)? is the square of the distance between Alice and Bob. Alice
receives this message, and can calculate A>(P2'+5) = 0'D-2'+s

If Alice wants to learn whether Bob is closer than some threshold distance r
away, she uses the kangaroo method [51] to determine D - 2' + s if it is in the range
[0,72-2!]. This can be done in time O(r - 2/2) and space O(tlogr). Other methods
to calculate discrete logarithms, such as Baby-Step-Giant-Step [54], can solve this
problem in the same order of time with better constants, but with exponentially
larger space requirements. Considering space constraint is crucial on mobile devices,
the kangaroo method is the better choice here, and it can be easily parallelized
to take advantage of multicore architectures. If this discrete logarithm step is
successful, shifting the result by ¢ bits yields D. The effect of Bob including a
factor of b in his response to Alice is that Alice’s discrete logarithm calculation is
to the base of the ephemeral C' rather than A. This prevents Alice from doing a
certain amount of reusable precomputation derived from a predetermined base.

Bob should choose t so that he is comfortable with the amount of work Alice
would have to do in order to discover the distance between them. This will likely
depend on things Bob knows about his friend Alice, such as the computational
capacity of Alice’s cellphone.

3.5.2 Measurements
The runtime of the Lester protocol is dominated by Alice’s computation of the
discrete log of CP2+s to the base of C. In Figure [3.3, we plot this time against

the workfactor value ¢, chosen by Bob. For fixed r, we expect this runtime to scale
as 2%/2 and the log plot shows that this is indeed the case. This gives Bob a fair
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Figure 3.3: Alice’s computation time in the Lester protocol.

amount of control over the amount of work Alice will need to do to find the distance
between them: in our setup, if t = 20, Alice needs only about a quarter of a second,
and if ¢ = 40, Alice needs a few minutes of computation time. If this is not enough,
Bob could choose even larger values, and the exponential nature of the runtime
means he can make Alice work a very long time with only a small increase in t.

We measured Bob’s computation time, on the other hand, to be 175 £ 2 ms,
comparable to that of the Louis protocol, and this value is independent of ¢.

3.5.3 Analysis

This protocol has no way to detect if Alice or Bob use incorrect locations as their
input. This could allow Alice to confirm a guess of Bob’s location simply by entering
that guess as her own location and seeing if the protocol successfully finds Bob to be
very nearby. Alice could also check specific ranges of large values of D. For example,
if locations are measured in metres, she could check whether Bob is between 10000
and 11000 m away for about the same cost as checking whether he is between 0 and
4600 m away. Of course, the former ring represents a much more widely spread out
geographical area, and knowing only that Bob is in that ring probably gives less
useful information to Alice. An exception is when Alice knows a few places that
Bob is likely to be: his home, his work, etc.; she can then confirm those guesses
with minor difficulty. Note that Bob has a little bit of extra power: not only can
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he choose a large t if he suspects Alice is probing for his exact location, but he can
also effectively refuse to participate in the protocol, without letting Alice know.
He does this by returning an unconditional negative; that is, an encryption of a
random value instead of the correct response. This makes it extremely probable
that Alice’s discrete log computation will fail. If Bob wants to be extra careful, he
should be sure to avoid revealing he has done this to side channels, such as timing
differences [40]. Conversely, he could return an unconditional positive by returning
an encryption of a small number rather than the result of his calculation. If Alice
cares, she can prevent the latter by adding a random value k& to her % 4+ y* and
dividing Bob’s response by C*?2". Of course, as in the Louis protocol, Alice is likely
to notice if Bob claims to be nearby but is not.

Another downside of this protocol is that Bob only has very coarse control
over the threshold distance; he can choose how much work Alice would have to
do in order to discover that he was, say, 500 metres away, but with only twice
as much work, Alice could discover that Bob was 1000 metres away. A minor
modification to the Lester protocol, however, can make Alice’s work be quadratic
in the threshold distance instead of linear. Instead of the CGS97 cryptosystem,
the Boneh-Goh-Nissim cryptosystem [0] can be used. This protocol has the same
properties (additive homomorphic; decryption takes O(v/M) time) as CGS97, but
also allows calculations of encryptions of quadratic functions, in addition to linear
ones. With this system, Bob could compute £4(D? - 2! + s) for a random salt s
between 0 and (2D + 1)2' — 1, and Alice’s work to find the distance to Bob will
be O(r? - 2¢/%). However, the level of privacy that the Lester protocol provides can
be affected by the computing power of devices and the actual implementation. For
example, a user could use a faster computer and faster implementation to solve
discrete logarithms. Therefore, we do not really suggest its use in practice if this
problem cannot be controlled.

3.6 The Pierre Protocol

Our third protocol, Pierre, solves the above problems with the Lester protocol and
gives Bob more confidence in his privacy. On the other hand, if Alice and Bob are
nearby, the Pierre protocol will inform Alice of that fact, but will give her much
less information about Bob’s exact location.

3.6.1 Protocol Description

In this protocol, Alice picks a resolution distance r, roughly analogous to the thresh-
old distance r in the previous protocols. Alice and Bob then express their coordi-
nates in (integral) units of r; that is, if Alice’s true position is (x,y), then for the
purposes of this protocol, she will use coordinates (z,,y,) = ([%£],[%]), and simi-

larly for Bob. This has the effect of dividing the plane into a grid, and Alice and
Bob’s location calculations only depend on the grid cells they are in; see Figure|3.4]
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Figure 3.4: Grid distances in the Pierre protocol. The x and y distances between
Alice and Bob are measured in grid cells (integral units of r), and D, = (Az,)? +
(Ay,)?. Alice can determine whether Bob is in the dark grey, medium grey, or light
grey area, but no more specific information than that.
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Figure 3.5: An overview of the Pierre protocol. pg, p; and ps are three random
elements picked by Bob in Z% and D, = (Az,)* + (Ay,)*.

This protocol can use either of the homomorphic cryptosystems we have men-
tioned. It turns out that CGS97 is slightly more efficient, so we will use the notation
of that system. As with the Lester protocol, Alice and Bob’s public keys can be
the ephemeral ones generated during TLS setup.

An overview of Pierre protocol is presented in Figure [3.5] Alice first sends
to Bob r,E4(x2 + y?2), Ea(22,), £E4(2y,). Bob then picks three random elements
Po, 1, p2 of Z and replies with E4(po- D), Ealpr- (Dy — 1)), Ealpa- (Dy —2)), where
D, = (x, —u,)* + (y, — v,,)? is the square of the distance between Alice and Bob, in
integral units of . As in the Lester protocol, if Bob is uncomfortable with Alice’s
query, either because of her choice of r, her frequency of querying, or some other
reason, Bob can reply with encryptions of three random values, ensuring Alice will
not think he is nearby.

Note that py- D, = 0 if Alice and Bob are in the same grid cell and is a random
element of Z* otherwise. Similarly, p; - (D, — 1) = 0 if Alice and Bob are in
adjacent grid cells and random otherwise, and py - (D, — 2) = 0 if Alice and Bob
are in diagonally touching grid cells and random otherwise.
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’ ‘ Alice ‘ Bob ‘
TLS connection time 256 += 3 ms 257 &+ 1 ms
Computation time 384 £ 4 ms 354 £+ 3 ms

Table 3.2: Runtime of the Pierre protocol.

In CGS97, it is easy for Alice to check whether a received ciphertext (¢, c2) is
an encryption of 0: this is the case exactly when ¢, = ¢1* mod p, where a is Alice’s
private key. Therefore, with this protocol, Alice can tell when Bob is in the same,
adjacent, or diagonally touching grid cell (and learns which is the case), but she
learns no more specific information than that.

3.6.2 Measurements

We measured the computation time of the Pierre protocol using 2048-bit keys for
both TLS and CGS97; the results are shown in Table 3.2l For comparison, we
also show the time to set up an TLS connection between Alice and Bob. The
computation times shown are for the worst-case situation; that is, Alice and Bob
are not nearby.

We can see that the computational cost of the Pierre protocol is only slightly
more expensive than setting up TLS; this suggests that the protocol would be
reasonable to run on mobile devices.

3.6.3 Analysis

As with the other protocols, we cannot prevent Alice from using an incorrect loca-
tion in order to try to confirm a guess of Bob’s location. However, in the Lester
protocol, as mentioned above, Alice can try to verify a number of guesses with a
single query to Bob. This is not the case in the Pierre protocol; each protocol run
tells Alice only whether Bob is near the location she entered, and she can extract
no other information from Bob’s reply.

Like the Lester protocol, the Pierre protocol can gain a minor benefit from using
the Boneh-Goh-Nissim cryptosystem. Bob can combine two of his responses and
reply with, for example, E4(p1- D, (D, —1)),Ea(p2- (D, —2)). If the first ciphertext
decrypts to 0, then Alice knows that D, is either 0 or 1, but not which. This gains
Bob a small amount of privacy, and at the same time slightly decreases the size of
his reply, even taking into account that Boneh-Goh-Nissim is elliptic curve based.

A more dramatic benefit could be gained by using a ring homomorphic encryp-
tion system; that is, a system in which, given £(z) and £(y), one can efficiently
compute both £(z + y) and E(z - y). With such a system, Bob could reply with
the single ciphertext E4(p - D, - (D, — 1) - (D, — 2)). Bob could also include more
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Figure 3.6: An example of cells being defined by coordinates. Alice’s input is her
nearby nine cells, and Bob’s input is Cell 1 or Cell 2.

factors of (D, — 1) inside the encryption while reducing r and be able to more accu-
rately approximate a circle around Alice by using more grid cells of a smaller size.
Unfortunately, no secure ring homomorphic cryptosystem is yet known to exist.

3.7 The Wilfrid Protocol

In our fourth protocol, Wilfrid, instead of setting a threshold distance r, Alice and
Bob can independently define which cell(s) of area that they consider as nearby.
They are nearby if and only if their input cell(s) intersect. The protocol will inform
Alice of the intersecting cell(s).

3.7.1 Protocol Description

In this protocol, we assume that the location area is divided into cells. Cells can
be defined by the following ways:

e Coordinates: cells are defined in the same way as in the Pierre protocol.
Users use coordinates (z,,y,) = (| ], [£]), where r is the resolution distance.
In this way, cells are equally sized square. A user could use multiple nearby
cells as her input set. For example, in Figure [3.6] Alice chooses the nearby
nine cells as her input, and Bob uses just one cell as his input. If Bob’s input
is cell 1, there is an intersection, so they are considered as nearby. If Bob’s

input is cell 2, there is no intersection, then they are not nearby.

e Description: cells are uniquely defined by their description. For example,
we can use the string “Waterloo—University of Waterloo—Davis Centre” to
define the area where Davis Centre is. The description is shared by all users
of the protocol.
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Yy : E(r - P(y;) + ID(cell;))

Figure 3.7: An overview of the Wilfrid protocol.

e Granularity: cells have different levels of granularity, so a user could use
multiple cells of different levels of granularity to form her input set. For exam-
ple, “Waterloo—University of Waterloo-Davis Centre”, “Waterloo—University
of Waterloo” and “Canada—Ontario—Waterloo” are three cells at different
level of granularity. They could form Alice’s input set. If Bob’s input
set is “Waterloo—University of Waterloo-Mathematics Centre”, “Waterloo—
University of Waterloo” and “Canada—Ontario—Waterloo”, then Alice will
learn that Bob is in the University of Waterloo, Ontario, but she cannot learn
Bob is in which building, except that Bob is not in Davis Centre.

Using which way to define cells could depend on the specific application and users’
preference. By one of the above ways, each cell is given a unique identifier, which
composes the input to the protocol.

The protocol uses the idea of the private matching protocol proposed by Freed-
man et al. [27], and it is actually a private set intersection protocol, which is similar
to the private set intersection protocol proposed by Kissner and Song [39]. (We pre-
sented Kissner and Song’s set union protocol in Section [2.9,) We choose Freedman’s
protocol for its better performance in our setting. Just like Pierre, this protocol
can use also use either of the homomorphic cryptosystems we have mentioned, and
we choose CGS97 for its higher efficiency.

As shown in Figure [3.7 the system model and the number of communication
steps of the Wilfrid protocol are the same as in the Lester and Pierre protocols.
The protocol works as follows:

1. Alice defines a polynomial P whose roots are hash values of the k4 identifiers
of the cells that she considers as nearby, i.e. given z; « H(ID(cell'))
Alice computes:

P(y) = (z1—y) (@2 —y) . (2, —y) = > auy"

Alice encrypts these k4 coefficients under her public key and sends the result-
ing ciphertext to Bob.
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2. Bob uses the homomorphic properties of the encryption system to evaluate
the polynomial on each hash value of the kp identifiers of the cells that he
considers as nearby, i.e. Vy; « H(ID(cell??®)) Bob computes:

E(P(ys)) = E(ag)(E(ar) (... E(apy,)¥)¥i)¥

Bob then multiplies each P(y;) result by a fresh random number r and adds
it to the corresponding identifier of the cell that he considered as nearby:

E(r- P(y;) + ID(celly))
Bob then returns this set to Alice.

3. Alice decrypts each element of this set. She can recover the identifier of the
cell only if P(y;) = 0. Otherwise, the resulting decryption appears random.
Alice checks if the identifier is valid and whether it is one of the identifiers of
the cells that she considers as nearby.

When using CGS97 as the underlying homomorphic cryptoscheme, we need
to use it in combination with the standard ElGamal to avoid solving a discrete
logarithm in decryption. Specifically, we need to use CGS97 in all other steps
except when calculating E(r - P(y;) + ID(cell;)) in Step 2| Suppose P(y;) = 0,
after calculating the intermediate result of £(r - P(y;)) we have an encryption of
zero in the form of (¢", A™*%) = (¢", A"). Then when adding m = ID(cell;) to
the encryption, instead of using CGS97 to calculate (g", A”™™), we use standard
ElGamal to calculate (¢", A”m). As a result, we can recover m directly using
standard ElGamal decryption, which avoids solving m in A™.

3.7.2 Measurements

The key size we use for both TLS and CGS97 is 2048 bits, which is the same as
in the implementation of the previous protocols. However, we only use the higher
64 bits of SHA-1 as the hash value of an identifier, since a 64-bit long identifier is
enough to represent two GPS coordinates with accuracy in the order of meters, that
is, the number of possible identifiers is less than 254, Therefore, there is no need to
use longer hash values, and the shorter hash can improve the performance of step 2.
In our implementation, when both Alice and Bob’s input size is 5, the computation
time of step 2 is reduced from 636ms to 529ms, and it can be reduced even more
when the input size is larger. In step 3, Alice does not need to know E(P(y;)) for
checking whether P(y;) = 0. We limit the length of an identifier to be fewer than
64 ASCII characters, then if the length of the plaintext of £(r - P(y;) + I D(cell;))
is fewer than 64 bytes, with overwhelming probability P(y;) = 0, and Alice gets
ID(cell;)).

Freedman et al. [26] also suggest a performance optimization to achieve a more
significant reduction of overhead by allowing Alice to use multiple low-degree poly-
nomials and then allocating input values to polynomials by hashing. However, in
our case, the input size is usually small, so this optimization is not implemented.
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Alice’s input size 1 2 3 4 5
Alice’s Comp. time (ms) 180+£2 270+£2 360+£3 450+2 54143

Alice’s input size 6 7 8 9 10
Alice’s Comp. time (ms) 631+3 7224+4 812+4 903+4 992+4

Table 3.3: Alice’s computation time in step 1

Bob’s input size 1 2 3 4 5
Alice’s Comp. time (ms) 45+1 90+1 136+1 181+2 226+2
Bob’s input size 6 7 8 9 10

Alice’s Comp. time (ms) 271+2 316+2 362+2 407+3 45243

Table 3.4: Alice’s computation time in step 3

Since the TLS connection time of the Wilfrid protocol is the same as in the
Pierre protocol, our measurements focus on the computation time of Alice and
Bob. Alice’s computation time in step 1 only depends on the size of Alice’s input,
which is shown in Table [3.3] and Alice’s computation time in step 3 only depends
on the size of Bob’s input, which is shown in Table [3.4, Bob’s computation time
in step 2 depends on the input size of both Alice and Bob. Figure shows Bob’s
computation time for every input size from one to ten.

From the measurement results, the Wilfrid protocol is efficient for small input
size, which is practical since the number of nearby cells usually is also small. When
the input size is one for both parties, the computation time is only 225ms for Alice
and 93ms for Bob. For a fair comparison with the Pierre protocol, we assume that,
in the Wilfrid protocol, cells are defined by their coordinates, and Alice’s input is
her nearby nine cells and Bob’s input is the one cell that he is in. The case is
just the same as in Figure . (We avoid Bob also using the nearby nine cells,
in which case Alice might be able to infer Bob’s current cell from the intersecting
cell(s) even if Bob is not in one of the nine cells that Alice considers as nearby.)
In this setup, Alice’s computation time is worse in the Wilfrid protocol, 948ms vs.
384ms, but Bob’s computation time is better, 119ms vs. 354ms. Although the
overall performance of the Wilfrid protocol is worse than the Pierre protocol, Alice
can have more flexible ways to define her nearby area in the Wilfrid protocol.

3.7.3 Analysis

As in previous protocols, Alice can guess Bob’s location by using an incorrect
location. In the Wilfrid protocol, Alice can try to verify a number of guesses with
a single query to Bob. However, the more number of guesses for one query, the
higher the degree of the polynomial to be sent to Bob. For privacy and performance
reasons, Bob could limit the degree of the polynomial that he is willing to accept. If
he thinks that the degree of the polynomial is too high, he can effectively refuse to
participate in the protocol by returning an unconditional negative, as we suggested
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Figure 3.8: Bob’s computation time in the Wilfrid protocol

in Section [3.5.3 which is an encryption of a random value.

If Bob decides to cheat, he can either use incorrect locations to evaluate the
polynomial or just skip the polynomial evaluation step and send the encryption of
whatever he likes to Alice. In the first case, if there is no intersection between Bob’s
incorrect input and Alice’s input, no party will be hurt; if there is an intersection,
Alice thinks that Bob is nearby. After Alice fails to spot Bob, Alice will realize
Bob’s misbehaviour. In the second case, If Bob sends random encryptions to Alice,
the result is the same as in the no intersection case before. If Bob sends encryptions
of valid identifiers of cells to Alice, Alice can detect Bob’s misbehaviour by noticing
that the recovered identifiers are not a subset of her input. If they happened to
be a subset of Alice’s input, the result is the same as the intersection case before.
Therefore, there is no effective attack that Bob could launch in the Wilfrid protocol.

3.8 Comparison of the Protocols

In each of our four protocols we say Alice succeeds if she discovers Bob is nearby.
In some of the protocols, if Alice succeeds, she also learns extra information about
Bob’s location. For convenience of discussion, we hereafter assume that, in the
Wilfrid protocol, cells are defined by their coordinates, and Alice’s input is her
nearby nine cells and Bob’s input is the one cell that he is in, which is the same
assumption we made when comparing its performance with the Pierre protocol. We
have set up each of our four protocols so that if Alice and Bob are within a distance
r of each other, Alice will succeed. In the Louis protocol, the inverse is also true:
if Alice and Bob are slightly more than distance r apart, Alice will not succeed.
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Figure 3.9: Success probabilities of the four protocols, as a function of the actual
distance between Alice and Bob (as a multiple of r).

Protocol Louis (first | Louis (both Lester Pierre Wilfrid
phase only) phases)
Extra info. none Bob’s exact | Bob’s exact | Bob’s grid | Intersecting
learned by Alice location distance | cell distance cell
Requires 3" party v v
Bob learns r v v v v
Bob learns v
Alice’s location
Comm. steps 4 6 2 2 2

Table 3.5: Feature comparisons of our four protocols

This behaviour does not match realistic use models, however; it is unlikely that
Alice will want to learn if Bob is 199 m away, but not if Bob is 201 m away. In our
other three protocols, the probability that Alice succeeds does not fall to 0 as soon
as Bob is slightly further than r away; rather, it gradually drops to 0 as Bob gets
further, reaching 0 at some outer threshold distance r,,;. That is, if Bob’s distance
from Alice is less than r, Alice will certainly succeed; if his distance is greater than
Tout, Alice will certainly not succeed, and between those values, Alice’s probability
of success gradually decreases. This seems to fit better with what Alice is likely to
want.

In Figure 3.9/ we plot Alice’s success probability against Bob’s distance from her
(in units of r), for each of the four protocols. As you can see, all four protocols
succeed with probability 1 when the distance is less than r. The success probability
of the Louis protocol drops immediately to 0 at that point, while the other protocols
fall to 0 more gradually. The success probability of the Lester protocol starts
dropping slowly as the distance increases past r, but then has a rapid decrease to
0 soon after; this is due to the fact that the kangaroo method for finding discrete
logarithms has a small chance of succeeding, even if the logarithm in question is
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outside the expected exponent range. By the assumption about Wilfrid protocol
before, the configuration of Wilfrid and Pierre protocol are the same. The success
probability of the Pierre and Wilfrid protocol, on the other hand, decreases to
0 gradually as the distance increases from r to r,,; = 2\/§r; this last value is
the maximum distance by which Alice and Bob can be separated and still be in
diagonally touching cells.

In Table we summarize the properties of our four protocols. For each, we
indicate what additional information Alice learns about Bob’s location in the event
that the protocol succeeds, and whether the protocol requires the participation of a
third party. We also indicate whether Bob learns Alice’s choice of r, whether Bob
learns any information about Alice’s location, and the number of communication
steps.

3.9 Conclusion

We have presented four protocols to solve the nearby-friend problem without requir-
ing a third party that learns location information. Compared to previous work, our
protocols require fewer rounds of computation. Moreover, we have demonstrated
their feasibility with a sample implementation and its evaluation.

Alerting people of nearby friends is only one of many possible location-based
services. A topic of further investigation is what other services can be built with
the techniques exploited in this chapter.
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Chapter 4

Conclusion and Future Work

In the thesis, we investigated distributed approaches for location privacy in location-
based services. We first focused on location-based services that need to know only
a person’s location, but not her identity. We presented a solution using location
cloaking based on k-anonymity, which requires neither a single trusted location
broker nor trust in all users of the system and that integrates nicely with existing
infrastructure. In our solution, we suggested having multiple brokers, each deployed
by a different organization (e.g., an operator of a cellphone network) and each
knowing the location of only a subset of users, with the subsets being disjoint. The
servers and a user can jointly determine the cloaked area based on k-anonymity.
We implemented two protocols, both of which exploit the same idea above. The
performance of one of the two protocols is sufficiently fast to be practical. To study
the protocol’s usability in practice becomes immediate future work.

Instead of distributing the task of the central location broker among multiple
location brokers, another path for future work is to hide location information from
the central broker in the first place. For example, users can register with and query
the central location broker without letting the broker learn a user’s location. During
registration, a user sends a vector consisting of homomorphically encrypted values
to the broker. All entries in the vector are encryptions of zero, except the entry for
the user’s current location, which is an encryption of one. The broker maintains
the sum of all received vectors. (The user must also submit a vector upon leaving
a cell.) For answering queries, the broker and a user rely on an oblivious transfer
scheme [52], similar to the one suggested by Kohlweiss et al. [4I] for retrieving
location-specific information from a location-based service, but augmented such
that the user learns only whether the current number of users in a cell is at least k.
To the best of our knowledge, no such protocol is yet known to exist. Furthermore,
this approach can be computationally expensive, since the broker needs to update
each of the cells whenever a user (de-)registers with the broker. Therefore, one
future work could be to find an efficient protocol to achieve the above idea.

In addition to the distributed k-anonymity protocol, we then presented four
protocols—Louis, Lester, Pierre and Wilfrid—for a specific, identity required location-
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based service: the nearby-friend application. The four protocols are also distributed
and do not require a third party that learns location information, and all of the
four protocols are proved to be efficient.

The experiment of our protocols is run on a desktop machine, which has a decent
Pentium CPU. However, the mobile device usually is a smartphone, which only has
a 400 MHz ARM CPU recently. The cryptographic performance of ARM processor
is also worse than that of x86 processor in clock for clock comparison. Therefore,
to be efficient on smartphones, our protocols may need further optimization. Al-
though as indicated by our experiment, the performance of our protocols would
not be much slower than setting up a TLS/SSL connection, which a smartphone
can do efficiently, we envisioned the improvement on computation and communi-
cation complexity by using the Elliptic Curve implementation of the underlying
cryptoschemes.

One emerged area of future work is to get rid of the semi-trust third party, Trent,
in the Louis protocol. One possible way is to use Blake and Kolesnikov’s GT-SCOT
protocol, which we introduced in Section [2.3.3] As in the original Louis protocol,
Bob sends Alice £4(d + k), then Alice gets d + k after decrypting it. At this stage,
Alice and Bob could run the GT-SCOT protocol using d 4+ k and k as their input
correspondingly. They are nearby if and only if the GT-SCOT protocol determines
d+ k < k. However, the GT-SCOT protocol requires bit-by-bit encryption of its
inputs. For efficiency, we should limit the input length to 16 bits, but 16 bits are
unlikely to be sufficient if Alice and Bob are not nearby, since distances are squared.
To reduce the input length, we could use coarser granularities, but in that case we
could just use the Pierre protocol, which is more efficient.

Besides the nearby friend application, there are other location-based services
that also require a user’s identity such as children, elderly parent or car finders.
We could investigate how the techniques used in this thesis can improve location
privacy in these services and if there are other specially designed protocols that are
a better fit than general solutions for a location-based service.
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